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If liberty means anything at all, 
it means the right to tell people what they 
do not want to hear. 
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			PREFACE


			THE DEMOCRATS’ INTERNATIONAL SPY THRILLER


			This at least cries out for a serious investigation, when you got people who have money problems hanging out with and getting a loan from someone who is known to hang out with Hezbollah and they have access to the server for dozens and dozens of Democrat officials in the United States Congress—I don’t know, but that’s a movie right there, I think. 

			—Rep. Jim Jordan (R-OH)1

			Following the criminal trail of a group of former congressional employees as they are being investigated by Capitol Police and the Federal Bureau of Investigation offered a surreal gauntlet of surprises and obstacles. Capitol Police wouldn’t answer even basic questions—partly, no doubt, because their oversight in this case failed miserably, but also because this is a spy scandal in the US House of Representatives most members of Congress would rather not admit exists.

			For those surprised to see this referred to up front as a spy and criminal investigation with all the elements of a plot for a modern cyber thriller, as you’ll see, the main actors in this story did spy on congressmen and their staffs. They copied congressmen’s emails and more and even gave themselves access to official iPhones used by congressional staffers. According to an internal report by the House of Representatives’   general (IG), their behavior mirrored a “classic method for insiders to exfiltrate data from an organization.” They also continued to copy data to a server they had control of and then, when authorities were closing in, the entire server was physically stolen, according to a House Office of Inspector General report in September 2016.2 This would be disputed by a plea-deal agreement in July 2018 by the Department of Justice. Whether they had sold the data they harvested from Congress still wasn’t known as this was being written, at not least publicly, but no one has been able to give another plausible reason for why they were spying on congressmen.

			Some former Central Intelligence Agency and FBI employees said it is important to see this as a spy story, as it checks all the boxes for how foreign intelligence services work. Also, looking at this team of Information Technology (IT) aides as only a criminal operation would mean investigators would only move to replace the locks and improve security, not to tackle the real threats to Congress and our democratic system such insider threats pose.

			Some in the FBI and the Department of Justice (DOJ) were helpful, but personnel in those agencies and most congressional sources did insist on staying on background. The FBI turned down Freedom of Information Act (FOIA) requests, saying that the “FBI will neither confirm nor deny the existence of such records pursuant to FOIA exemptions....”

			Few wanted their names mentioned in reporting about an ongoing case in which foreign-born and indicted congressional IT workers had, and perhaps still have, terabytes of emails and much more data on as many as forty-four congressmen. Some Democratic congressmen literally ran away when asked questions about this case in the halls of congressional buildings. Their favorite escape hatches were “members only” elevators. Some of these scenes were comic, as these weren’t particularly young or fit people.

			Even the Republican leadership in Congress was reluctant to go on the record—some sources say this is because bringing attention to this case would mean more light would also be shined on their congressional budgets, staffs, and power. Others pointed out that the Awans might still have plenty of dirt on congressmen and their staffs.

			The subjects of this investigation were understandably reluctant to speak, but some of their associates, family members, and former tenants were very open. Many of the attorneys involved were also eager to get their names in print as they tried to shape the narrative. Congressional watchdog groups were very helpful as well, and some former US intelligence agency employees with decades of experience in the Middle East gave important context to what happened.

			With these sources, court records, a lot of off-the-record interviews, and many on-the-record interviews, I set out to write a completely factual book that would stand on its own as a piece of journalism. If the people and events in this book at times seem too over the top to be real, please flip to the back of the book and review the endnotes and links to official documents. You’ll see that everything is nailed down factually.

			Though it is impossible to avoid what-ifs with such a complex and evolving case, especially one that many in power are actively trying to suppress, I declined to jump to conclusions about what some might have done, said, or felt. When you see something in quotes in these pages, it is because a source close to the investigation or to one of its participants spoke or wrote those words. I always tried to verify all accounts with others, but in some cases, this wasn’t possible. When I couldn’t, I tell you so.

			What kept this thumping along was that, like a Russian matryoshka doll, every development in this true story resulted in deeper problems waiting with contemptuous smiles—and, as you’ll see, many of these modern problems can and likely will affect every American and our freedom in profound ways.

			Actually, it is as if Rep. Debbie Wasserman Schultz (D-FL) set out to purposely give us the most outlandish villains at her disposal, people who could expose her and the Democratic National Committee (DNC) to everything in their cluttered closets, so that we could, by piecing the story together, see through the looking glass right into the DNC’s political alternate reality.

			As the picture comes into focus, you can’t help notice that what happened to Hillary Clinton’s presidential ambitions—as well as all that was behind the leaks that rocked the DNC in the 2016 presidential election cycle, and even, more recently, the reasons behind Representative Wasserman Schultz’s downfall—might all be explained by the curious, exploding, yet at the same time hushed-up investigation into Imran Awan and his overpaid band of accomplices.

			If you were to meet Imran Awan, Wasserman Schultz’s former IT aide, you might think that an overstatement, as at first glance Imran hardly seems like a Hollywood villain central casting would find very compelling.

			Imran is of average height and looks for a middle-aged man from Pakistan. He is lean and still has his short-trimmed dark hair as he nears forty. He wore sharp, fashionable suits and shiny leather shoes to his court appearances and would leave, without talking to media, with a fast stride making his heels click on the Washington sidewalk. Calling him GQ might be too far, but he fits seamlessly in the scene as an urban professional in our nation’s capital.

			When asked about Imran, many said he is a secretive sort of guy, though a few congressional aides confided that he “creeped them out” when he told them what he could have the police do to people back in Pakistan. One said, “Imran was always elusive and didn’t talk much to other IT aides. Still, there was just something slimy about him.”

			Someone could, of course, say the same thing about some congressmen. But one IT aide who has worked for members of Congress for more than a decade said it was very strange that Imran, while Representative Wasserman Schultz ran the DNC, always seemed to be at all the hip parties. “IT aides aren’t typically invited to White House affairs and other high-profile political events,” he said. “We’re mostly in the background. But I’d hear that Imran was going to some of those Washington shindigs.”

			There is a widely published photo of Imran with former president Bill Clinton from one of these affairs. Imran is leaning in as Bill stands straight and looks forward. Behind them is a long blue curtain. They are at a political event during the 2016 election cycle, and Imran was obviously trying to sneak into a photo with the ex-president as Bill looked with his politician’s smile into flashing cameras.

			Imran is from Faisalabad, Pakistan’s third-largest city. It has a population of about 3.4 million and is so cosmopolitan it has been called the “Manchester of Pakistan.” When he was fourteen years old, Imran applied for a US visa in a lottery established by the Immigration Act of 1990. He applied through the US Embassy in Pakistan for what is called a “Diversity Visa,” a program that grants 55,000 immigrant visas each fiscal year.

			As this was being written, the Immigration Act of 1990 was the last big change in now very controversial US immigration law, and what a change it was. It was first introduced by Sen. Ted Kennedy in 1989 and was signed into law by George H. W. Bush. It increased total immigration figures to allow 675,000 immigrants into the United States per year after 1994. It provided family-based immigration visas (which is how Imran’s brothers, father, and others in his circle came to America), created five distinct employment-based visas, and began the Diversity Immigrant Visa Program Imran used to get into the country.

			Regarding the latter, the US Embassy in Pakistan says on its website: “The lottery aims to diversify the immigrant population in the United States, by selecting applicants mostly from countries with low rates of immigration to the United States in the previous five years.”

			Imran arrived in the United States at just seventeen years old determined to be an American success story. He certainly became adept at understanding the American system—its strengths, biases, and especially its oversights and flaws. Alexis de Tocqueville would have been impressed with how quickly Imran came to understand the American liberal mind of the early twenty-first century.

			His first job, like the children of so many working-class Americans, was at a fast-food restaurant. He also soon enrolled in a community college in northern Virginia. The Washington Post reported that he later “transferred to Johns Hopkins University in Baltimore and earned a degree in information technology.”3 The National Student Clearinghouse did confirm that Imran graduated with a Bachelor of Science in information systems from Johns Hopkins in 2004.

			Imran also became a naturalized U.S. citizen in 2004. In this same year he was hired for a part-time job as an IT specialist in the office of Rep. Robert Wexler (D-FL). He did well socially in the prim offices with the typically young and well-educated people who make up our representatives’ staffs in the congressional buildings.

			Imran can be charismatic and likeable—many said this, and his two wives (he allegedly secretly married another in Pakistan, even though he was not divorced from the first) can probably attest to it, too. He used this skill to get to know some of Wexler’s staffers as he worked for a company that provided services to Wexler’s office.

			Wexler left Congress in 2010 and is now president of the Washington-based S. Daniel Abraham Center for Middle East Peace, a nonprofit advocacy group that works with leaders and policymakers in the United States and the Middle East “to help reach a just and comprehensive peace that will bring an end to the Arab–Israeli conflict.”

			But Imran was in, and he prospered.

			Long before Wexler left office, Imran began working in many other Democrats’ offices. As an IT specialist, he set up printers and email accounts for new employees and did other computer-related work. “Charismatic and accommodating, he became a popular choice among House Democrats and soon cobbled together more than a dozen part-time jobs as what is known as a ‘shared employee’ on the Hill, floating between offices on an as-needed basis,” said the Washington Post.

			That is the fluffy American-success-story stuff the Washington Post reported in a nothing-to-see-here exposé. But there is a lot more to Imran, his associates, and everything they got into. Imran in particular is worth following, seedy as you’ll soon find him to be, because what he really represents is a fissure going right to the heart of our political system. This is because an IT person can see everything, especially one like Imran, a greedy person who copied everything to a server he controlled and to a private Dropbox account—and everything in this case means the emails, meeting schedules, and more for as many as forty-four Democratic congressmen that he or his team worked for.

			Perhaps that Imran had (and maybe still has) all of this personal data on elected officials—we don’t know if he’d also gotten ahold of the DNC’s secrets, as he was working for Representative Wasserman Schultz while she ran the DNC—might explain why the Democrats who hired Imran and his wife, brothers, and others (some as what Rep. Louie Gohmert called “ghost employees”)4 aren’t so keen to talk about him. This just might be why Wasserman Schultz has aggressively accused anyone who asks about this case of being guilty of “ethnic and religious profiling.”5

			Actually, to push this religious-profiling angle, the law firm representing Imran Awan (Gowen Rhoades Winograd & Silva PLLC) published several statements attacking the messengers (the few journalists writing about this). One statement said, “The attacks on Mr. Awan and his family began as part of a frenzy of anti-Muslim bigotry in the literal heart of our democracy, the House of Representatives. For months we have had utterly unsupported, outlandish, and slanderous statements targeting Mr. Awan coming not just from the ultra-right-wing ‘pizzagate’ media but from sitting members of Congress. Now we have the Justice Department showing up with a complaint about disclosures on a modest real estate matter. To an extent, the situation speaks for itself.”6

			This statement also said that Imran’s “family is presently staying with extended family in Pakistan because he and his wife were both abruptly and unjustly fired, leaving them without a reliable source of income to pay typical US living expenses, and because extremist right-wing bloggers were beginning to harass them and their children—even going to their children’s schools. Mr. Awan has stayed in the United States to earn some income to manage this situation as best as possible. He attempted to travel this week to see his family for the first time in months. The government had been informed he would travel and had stated no objection. Yet on Monday night he was hastily arrested at Dulles airport.”

			So Imran’s lawyers quickly cast him as a victim of “extremist right-wing bloggers” and anti-Muslim bigots.

			Rep. Debbie Wasserman Schultz, meanwhile, responded to media requests with this statement: “After details of the investigation were reviewed with us, my office was provided no evidence to indicate that laws had been broken, which over time, raised troubling concerns about due process, fair treatment and potential ethnic and religious profiling. Upon learning of his arrest, he was terminated.”

			No matter that it took Representative Wasserman Schultz from February 2, 2017, (the date Imran and his associates were booted off the congressional computer system) to the end of July 2017, (when he was arrested trying to leave the country) for her to finally fire Imran.

			Ironically, as Wasserman Schultz characterized those looking into this case as bigots, every part of this story was fueled not just by Imran Awan and his many schemes, but because of ideological blinders the DNC purposely fashioned for itself as it played its brand of identity politics.

			Along the way you’ll see that political theater like this is amusing and enlightening, sure, but what’s really important is what this mad tale exposes. There is a new digital reality, and members of Congress, as they are finding out, can’t exempt themselves from its consequences. To keep and even regain our freedom, we must understand what this case has to teach the rest of us as well.

			
		


		
			CHAPTER 1


			CHEATS IN THE BIG GAME


			IT Guys: A group of men who are above gossip, are extremely friendly, and most likely are hung like horses.

			Tammy: “Just to get back at those guys, we are going to call them the It Guys!”

			Group of guys: “Well, thanks for the compliment!” 

			—Urban Dictionary1

			Capitol Police watched Imran Awan, his wife, brothers, and other team members for at least six months before they took action on February 2, 2017. Somewhere along the way, Capitol Police began getting assistance from the FBI’s Joint Terrorism Task Force, specialized units that “provide one-stop shopping for information regarding terrorist activities,”2 according to the FBI. As they waited and watched, Imran Awan and his crew did odd and alarming things on the computer network used by members of Congress and their staffs.

			Capitol Police waited to act even though Imran often traveled, sometimes for months at a time, to Pakistan. They waited despite that Imran sometimes, according to sources close to the investigation, worked remotely by logging on to Congress’s system from Pakistan.3

			When asked how logging in to Congress’s network from abroad might be possible, an IT aide who has worked for members of Congress for more than a decade said, “If you have the passwords and internet access, you can log in to the congressional system from anywhere. Congressional staffers often travel, even internationally, so there is often justification for logging on remotely. Still, Imran’s behavior should have drawn attention.”

			Investigators found that, over time, Imran grew his team of congressional IT contractors as he made more connections in Congress and as each new member of his team reached a salary cap. (Basically, congressional staffers, including contractors, can’t make more than the average congressman’s annual salary of $174,000.

			Imran had started working in congressional offices in 2004. He brought his brother Abid on as an IT specialist in 2005. His wife, Hina Alvi, got her first job as an IT administrator for a congressman’s office in 2007. Imran’s friend Rao Abbas, who had previously worked as a manager at a McDonald’s, started in 2012. And Imran’s youngest brother, Jamal, got a high-paying gig working in congressional offices in 2014. Each would hold part-time jobs in multiple Democratic congressional offices. Well, some of them likely didn’t really work for members of Congress—all we do know, according to official records, is they were paid to work for members of Congress. Jamal was actually a full-time student during much of this time, and Abid ran a car dealership that would go bankrupt in 2012. Yet they were both paid for full-time work by Congress.

			Imran’s first job with Congress was as a part-time IT specialist in the office of Rep. Robert Wexler (D-FL). Imran was then a contractor working for InterAmerica, a company now known as iConstituent. The firm was established in 2002 and, as of late 2017, was one of six firms on an approved list of IT contractors given to congressmen so they can hire people from vetted companies. Actually, that there are only six firms, many of them small, on this list shocked other IT professionals who were interviewed as background for this book. “With all the IT firms in the area, only six are on their list?” said one. Obviously, the IT professionals said, Congress put little thought into IT support even though IT aides have access to private records of many members of Congress.

			The US Senate is run differently. Senate offices typically have a full-time IT administrator on staff. The reason is that Senate staffs are often larger than House staffs and, as they represent entire states, they tend to have more field offices back in the senator’s home state, offices that might each employ a dozen or more people.

			Most of the 435 members of the House of Representatives, however, don’t require that much technical support. They typically hire IT professionals from the list of approved companies as they need them and often use these people as “shared” employees with other congressional offices.

			Until late 2017, these approved contractors were held to a much higher standard than individual contractors. “Independent contractors basically didn’t go through any background check,” said an IT aide who has worked in the House for over a decade. “Since I started working on the Hill, however, companies have always had to go through background checks. Those who run the company and the IT aides they place in Congress all get fingerprinted, are interviewed, and so on.”

			In the fall of 2017, he said, “the House started to implement better security protocols. It was like they were suddenly going step-by-step to put in place Microsoft’s recommended security criteria.”

			Imran Awan did work for an approved contractor when he started, so presumably there was a background check done on him at that time (Capitol Police would not confirm this), but he soon managed to cut the contractor (his middleman) out of the deal and was hired as an independent contractor. Later, he managed to bring his friends and family members in, even though they never worked for an approved contractor and most of them didn’t have any IT training.

			Congressmen are allowed to hire contractors on their own. The official Members’ Congressional Handbook says:

			Members may contract with firms or individuals only for general (outside core office functions), non-legislative and non-financial, office services (e.g., equipment maintenance, information technology services, data entry, staff training, photography, custodial services, web services, personal security contractors) for a specified time period not to exceed the Member’s current term. Such contracts are reimbursable. Such contractors are not employees of the House and are ineligible for government-provided personnel benefits.

			Contractors do not count against the Member’s 
employee ceiling.

			Members are advised to consult the Committee on House Administration before entering into such contracts. The Committee has set standards for many technology contracts in the Services section of the Guide to Outfitting an Office.4

			Still, if Capitol Police had done background checks on the family and friends Imran brought in as independent contractors—all of whom had access to congressmen’s personal emails and other sensitive data—they haven’t said so.

			The rules have recently been changed to prevent this oversight, according to Rep. Louie Gohmert (R-TX),5 but in the next breath he asked, “But was there a background ever done on Imran Awan?”

			Gohmert had earlier said on the floor of Congress:

			I am told by...IT professionals that do work [in Congress] that, if you know what you are doing and you have access to even one Congress member’s computer, which means their calendar, their emails, and notes taken and stored on the computer about meetings, then it is very easy—[if] you are good—to access virtually anybody else’s information here in Congress. I was told some time back by one of my friends in intelligence that at one time there was concern about positions I had taken like in support of Egypt against the Muslim Brotherhood and that there were those who were monitoring people that came to my office. I was told that they know everybody that walks into your office. So when you see these kinds of reports, Mr. Speaker, it is a little disconcerting. It is disconcerting that people are not more concerned here in this body about the potential for the kind of breach that is being stated here.6

			“Disconcerting” isn’t a strong enough word for the situation Imran Awan and his team placed certain members of Congress in. Imran and his crew had access to all the emails, incoming and outgoing, and the computer files of the members of Congress they worked for. Over time, these congressmen included three members of the House Intelligence Committee and five members of the House Foreign Affairs Committee.

			Incredibly, according to Representative Gohmert, it was unclear even to members of Congress what kind of background checks Capitol Police perform on IT contractors before they are allowed to work for Congress. Capitol Police also wouldn’t go on the record to explain how they protect our congressmen. The FBI did reply to a request for information. Kelsey Pietranton, a spokesperson for the FBI, said the agency doesn’t do any vetting of IT professionals for Congress.7

			Though Capitol Police declined to respond to questions about its vetting process for IT professionals, the fact that some have slipped through without any scrutiny is hardly an unknown or new problem.

			On May 21, 2008, the House inspector general, James J. Cornell, testified before the Committee on House Administration and said there was “inadequate oversight”8 over shared employees like Imran Awan and his associates. Nevertheless, Capitol Police and Congress let Imran continue to grow his band of accomplices right under their noses for over a decade. In that time, Imran and his team of unvetted “IT professionals” were paid over four million dollars courtesy of American taxpayers.

			Back in 2008, Inspector General Cornell said, “In most instances, [independent contractors] have all the freedom of a vendor and all the benefits of an employee without the accountability one would expect with an employee.” At the time, he said IT specialists “present an additional risk in that they often have access to multiple offices’ data outside of both the oversight of congressional office staff and the visibility of House security personnel.”9

			This had come up in 2008 after an employee of the House of Representatives was caught in an embezzlement scheme. Rep. Robert A. Brady (D-PA), then chairman of the Committee on House Administration, said in that 2008 hearing:

			During the transition between the 109th and 110th Congress, the House inspector general was conducting a routine audit. He was looking at the House system for uncovering and limiting duplicate payments. His investigators found the troubling record of embezzlement by one employee of the House. An employee defrauded the House of more than $160,000, a crime that was made easier by the fact that the employee was employed by several different congressional offices, and none of them knew the duplicate charges were made by the others. The IG brought the findings of embezzlement to our committee on February 2, 2007. The criminal procedure against that one employee took its course. But we then asked the IG to conduct a further review—how did the system of shared employees make congressional offices vulnerable to waste, misuse of data, or even outright theft, and what could we do about it?

			House Inspector General Cornell then told the congressmen in attendance:

			Recently, we identified fifty-one shared employees that were on the payroll of at least three and up to fourteen offices each. Their availability allows congressional offices to meet their support needs without having to hire full-time personnel with requisite skills and experience. However, through our audit and investigative work, we have found three major areas where the current controls over the practices of shared employees are either unenforced or weak and in need of significant improvement. If not addressed, these control weaknesses place congressional offices at significant risk of illegal or other improper activity occurring within their financial and administrative functions.

			The first of the three areas of control weakness with shared employees is inadequate oversight over their activities. In most instances, they have all the freedom of a vendor and all the benefits of an employee without the accountability one would expect with an employee. Current practices do not provide for other office staff to review their day-to-day work, ensure they attend appropriate training, or stay current on House policies and procedures. Congressional offices may know their shared employee works for other offices, but they do not know how many or which ones.

			Therefore, they cannot determine if there are conflicts of interest within the functions performed or with the other offices served. We identified seven financial shared employees that were employed by ten or more offices and eight IT shared employees that were serving as system administrators for eleven or more offices. In both disciplines, a few serve both majority and minority offices simultaneously. Under current practices, the work schedules of shared employees are also not monitored. Most of them are paid a flat monthly fee by the offices regardless of their time and effort expended. IT shared employees with administrator rights present an additional risk in that they often have access to multiple offices’ data outside of both the oversight of congressional office staff and the visibility of House security personnel. Each of these factors points to an inappropriate employer-employee relationship.

			Yet Congress did little to stop unvetted people like Imran and his well-paid band of House contractors from doing all the things Cornell mentioned someone might do.

			So little changed that, in 2017, Jim Bacon, a lawyer representing Abid Awan, told the Washington Post there was “a very lax environment” in the House of Representatives at the time. “I can tell you what they were doing was not unusual.”10

			That’s an understatement. Many IT sources in Congress say Imran and his associates still should have been cleared with background checks by Capitol Police. Even if Imran had originally been investigated when he first began working for congressmen, later background checks should have made Capitol Police open an investigation years sooner. Imran had driving offenses and domestic violence complaints against him, and court records show his mother-in-law accused him of threatening her, of illegally attempting to get life insurance money when his father passed away in Virginia, and of bugging her home. Imran was even involved in a bankruptcy in 2012 (about eight years after he started working for congressmen) while he was being paid about $160,000 a year by Congress.

			Financial troubles are a big red flag in background checks for government security clearances. Some of the other key things investigators look into when they are doing a security clearance are connections to foreign countries, associations with unsavory characters, and the person’s vulnerability to blackmail. The Awans should have failed all those tests, but then perhaps Capitol Police simply never looked at Imran or his team again after Imran started in 2004—if they even did vet him at that time. Capitol Police’s communications director, Eva Malecki, wouldn’t answer even basic questions about how such an investigation works.

			Making this even weirder is that Capitol Police allowed Imran to bring in friends and family members who didn’t have backgrounds in Information Technology to work as IT administrators for congressmen. Or maybe it’s even stranger that these congressmen were willing to sign up IT aides who didn’t have any experience. Did they even look at their résumés?

			“At the end of the day, whether they had formal training or not, they were trained on the job by Imran,” one of Imran Awan’s lawyers, Aaron Marr Page, told the Washington Post.11

			But here’s the problem: under House rules, independent contractors—which these IT workers were—are prohibited from sharing work, so Imran should have been barred from giving his relations and friends on-the-job training. One reason this is against House rules is because bringing in another person, someone not hired and possibly not even known to the member of Congress and his or her staff, could mean that an unknown IT professional, someone who is not even a government employee, could show up and do things on a computer system that houses a congressman’s emails, official calendar, and other personal data. This is like allowing a stranger to walk into your home, a person who simply says he or she knows someone you trust, and then looking the other way as this person goes through your mail and other personal belongings.

			“Calendars can pertain to things that are classified,” said Rep. Louie Gohmert. “Some foreign countries would pay for congressmen’s calendars to see who they are meeting with and what they are saying.”

			Representative Gohmert said this is especially troubling for elected officials because “we can’t do oversight unless we can keep information privilege.”12

			By 2016, these five IT administrators worked for more than three-dozen lawmakers under separate part-time contracts. And they were paid well even if they personally didn’t show up for work. The Awan family members each made between $157,000 and $168,000 in 2016, making them among the highest-paid staffers on the Hill. Imran was being paid “an estimated salary of $165,130” as of 2017, according to Insidegov.com, a salary that was “2.4 times greater than the median for a House staff.”13

			When House Inspector General Cornell was asked about compensation for IT contractors at that 2008 hearing, he said, “[W]e found that the average salary of a financial shared employee, for instance, is one hundred thirty-two thousand dollars. The comparable salary for a CAO [Chief Administrative Office] employee with the same requisite skills and experience would be about sixty-eight thousand dollars.”

			Compensation for shared IT contractors in congressional offices can vary, as each office is treated as if it’s a separate business. But with those glaring differences, it’s surprising that more employees don’t try to become independent contractors instead—the health plan and 401(k) can’t be enough of an incentive to work at less than half pay.

			When Rep. Ken Buck (R-CO) was asked for this book how much his office pays for IT support, his staff member Kyle Huwa wrote, “We pay $1,475 for IT Services and $1,860 for CMS Services (IQ House Cloud) for a total of $3,335 per month to Lockheed/Leidos.” Lockheed is one of the six preapproved IT firms congressmen are given to choose from; though they don’t have to hire someone from the list, most do. The rates Representative Buck’s office quoted are typical.

			An IT aide who asked to remain anonymous said, “Most House members pay between eleven hundred dollars and fourteen hundred dollars per month. A typical House IT aide patches together work in five to seven offices to make a living this way. Now a member can pay whatever they want, as long as they stay on budget, but it’s strange that the Awans were getting more than twice what the typical IT aide gets. I was shocked when I found out how much they were making—that’s chief of staff–level pay.”

			So a single contractor, like Imran, or an IT firm can make more money by picking up more contracts in the House. This means there is a market that private individuals and firms compete for. It is, however, strange that Imran and his crew were somehow so valuable to Democrats in the House that they were willing to pay them much more than the market was offering and that they have not, as this was being written, been compelled to explain why by a House ethics investigation or the mainstream media. This has led some to speculate about just what Imran and his team might also have been doing for these congressmen and/or their staffs.

			Still, the fact that shared IT contractors can make more than twice as much as full-time employees who work for Congress, and all are paid with taxpayer money, is just another red flag about this scandal. It is likely some of Imran’s team weren’t even showing up to work but were instead getting paid six-figure salaries while only a few members of the team did the work.

			“What would be the rationale for a member of Congress to pay a twenty-year-old to do nothing? Were there other twenty-year-olds in the House also paid that kind of money?” asked Rep. Ron DeSantis (R-FL) at an informal congressional hearing in October 2017 as he referred to Imran’s youngest brother, Jamal.14

			Maybe, but only a handful of lawmakers have asked questions like that. Even most Republicans have opted not to talk about this deep and complex scandal—many declined interview requests for this book. The few Democrats who have spoken about this case have downplayed the criminal allegations and behaved as if there was no cyber breach. Some have even attacked the few journalists who have written about this scandal in a kill-the-messenger defense. Actually, many are so reluctant to talk about the Awans that a few of the Democrats who’d employed Imran or his team literally ran away when approached in the halls of Congress with questions about their fired IT people.

			Just after Imran was arrested in July 2017, Republican National Committee chairwoman Ronna McDaniel did go on Fox Business to demand that Democrats explain what this was all about.15

			McDaniel said, “We have to get to the bottom of this, and Debbie Wasserman Schultz has obstructed at every level on something that affects potentially our national security. So to have this gentleman try and leave the country yesterday, and now we know there is bank fraud and we know he destroyed these hard drives, when you read the story about the Marine that found them in the apartment he was trying to rent. I mean, it is a long story but something we have to get to the bottom of. We are not hearing the Democrats talk about it at all. Where’s Debbie Wasserman Schultz? And we also need to know why the DNC never turned over their hard drive to the FBI to review it as to their hacking situation. So the Democrats are on TV and they’re grandstanding every chance they get, but they’re not complying and they’re not being forthright with their role.”

			But even McDaniel would soon stop talking about this case—she also declined interview requests for this book.

			This silence has resulted in much less pressure than there should be on investigators and those who employed these people, though this hasn’t stopped the facts from dribbling out—Capitol Hill is a hard place to keep secrets.

			Searches of public databases show there were actually two other “IT professionals” besides the five working on Imran’s team. Abid Awan’s wife, Natalia Soba, a Russian-speaking woman from Ukraine, also worked for a while as an IT person for congressional offices. She is actually the only member of the group who is not from Pakistan.

			Haseeb Rana, a friend of Imran, also worked with the group. Luke Rosiak of the Daily Caller referred to Rana as a “patsy”16 tasked with doing a lot of the IT work the high-paid Awan brothers were supposed to be doing. Rana earned an estimated salary of $85,028 as a shared employee in 2015, or $16,728 more than the median for a House staffer, according to InsideGov.com.17 Rana was employed in Congress between 2013 and 2015. He was listed as a staffer for Rep. David Loebsack (D-IA), Rep. Emanuel Cleaver (D-MO), Rep. Joe Garcia (D-FL), Rep. Julia Brownley (D-CA), Rep. Kyrsten Sinema (D-AZ), and Rep. Robin Kelly (D-IL).

			Sources say Rana quit because he was tired of doing much of the work for about half the salary his colleagues were making.

			Meanwhile, Imran’s friend Rao Abbas (the man who had previously worked as a manager at a McDonald’s and who started working for congressmen as an IT professional in 2012) lived in the basement of a house that Hina Alvi, Imran’s wife, owned as a rental property. Cristal Perpignan, a tenant who lived on the top floors of this same house, related this part of the story.

			Abbas made a salary of $93,151 as a House IT administrator in 2016. When he was booted off the congressional system with the others on February 2, 2017, he was working as shared staffer for Rep. Emanuel Cleaver (D-MO), Rep. John Sarbanes (D-MD), Rep. Joseph Crowley (D-NY), and Rep. Patrick Murphy (D-PA).

			“Rao [Abbas] appeared to be home on most days,” said Perpignan. She claimed that Imran told her Abbas had lost his job at McDonald’s. Imran, she says, even told her to make the rental checks payable to Abbas instead of Imran’s wife, Hina Alvi, who would have officially been the landlord at the time. The financial arrangements in this family were always complicated, with many of them living in the same homes in the Washington metro area as the checks flowed in from Congress.

			If Abbas didn’t actually perform IT work for these congressmen—interestingly, for several years Abbas is listed on official pay records as the only IT worker for Rep. Emanuel Cleaver—it should make investigators wonder whether someone else, such as maybe Imran, did the IT work for the congressman as Abbas got paid a six-figure salary. (If Congress ever does hold an investigative hearing on this, Representative Cleaver should be called and asked just who was doing his office’s IT work.)

			Still, a congressional IT aide who asked to remain anonymous said, “IT administrators often stay in the background. They are asked to come in and quietly get a computer working or something, and then they go. But then, what I can’t answer is who these offices were calling and why a chief of staff wouldn’t think it strange that, when they did call for IT support, someone they weren’t paying would show to do the work, which is against House rules. They should have realized there were ghost employees being paid exorbitant salaries with public funds.”

			There is a paper trail. To get administrator-level access to a congressional office’s accounts, according to House rules, a form has to be submitted that requires the member’s signature. If these forms weren’t filled out, Capitol Police could go after a congressman’s chief of staff for the infraction and use it as leverage to get them talking about just who was showing up to do the IT work. If these forms were filled out, they would quickly know who was supposed to be there and could match up the work with other known factors, such as their travel histories. Yet, as this was being written, this part of the investigation had dragged on for over a year without charges being filed.

			What makes this part of the case so clear is the fact that people who are not on staff are not allowed to do work in a congressional office, which makes sense, as a congressman wouldn’t need to be hacked if anyone could just show up and simply say “hi” as they log in to that member’s computer system and download everything they want onto a flash drive.

			There were a lot of strange arrangements on these congressional staffs. For example, Rep. Ted Deutch (D-FL) had Natalia Soba as his IT person in 2011. Soon he had Natalia, Imran, and Abbas all listed as working for his office, which is an awful lot of IT support for a single congressman. For the last two years before the jig was up, only Abbas was listed as an employee—so again, if Abbas was a no-show employee, it should have been obvious to the staff. Representative Deutch’s chief of staff would have had to call someone when their staff needed an email account set up or if a printer malfunctioned. It’s not likely that a congressional office would go two years without ever needing an IT administrator to open or close an email account or perform other routine services.

			So, with allegedly no-show employees connected to Imran being added as they got on the payrolls of more congressional offices, and with them working in complex webs for many Democrats, someone had to do the actual IT work. This is why Imran likely enlisted his friend Haseeb Rana to do a lot of this work. Rana is the one Rosiak called a “patsy.”

			Haseeb’s father, Tanwir Rana, agrees with this claim. Tanwir said his son is a skilled IT professional and that “they made him do all the work.... After three months, he wanted to leave. We were having a very charged relationship with Imran. [Haseeb] was not satisfied with their behavior.”18

			Haseeb, as noted earlier, was making about half as much as those who were likely shadow employees.

			It’s also strange that Haseeb’s father said Imran had “hired” Haseeb. Legally, all of these people were independent contractors. If Imran had formed a company, and then paid taxes that way, he and his associates would ironically have been subject to a lot more oversight than they were as independent contractors. Congress, as it turns out, had bigger holes in its system than the DNC did in the 2016 election cycle, and Imran exploited them expertly and with cover from congressmen and their staffs.

			The fact that Rep. Debbie Wasserman Schultz declined to fire Imran even after he was banned from Congress’s computer system for providing fraudulent data to Capitol Police prompted the Foundation for Accountability and Civic Trust (FACT) to petition Congress to open an ethics investigation into Representative Wasserman Schultz and other Democrats who’d employed Imran Awan and his associates.

			“I don’t understand why Congress isn’t already holding hearings looking into this mess,” said Kendra Arnold, general counsel for FACT. “Typically, it takes Congress two to three months to let us know whether they will open an ethics inquiry. There is so much going on here that smells, but whatever investigators unearth, it is clear that Representative Wasserman Schultz is in violation of House ethics rules, as members of Congress are directly responsible for ensuring their staffs are only paid for official public work.”19

			As this book was going to print, months had passed but Congress still hadn’t answered FACT to say whether an ethics investigation will take place. Also, there had only been one brief informal hearing in Congress attended by a few concerned Republican congressmen to look into this matter. To a large extent, it’s been clear that both parties would like this story to go away.

			This is especially alarming when you realize that several congressional IT aides told the Daily Caller News Foundation’s investigative group that “members of Congress have displayed an inexplicable and intense loyalty towards the suspects who police say victimized them. The baffled aides wonder if the suspects are blackmailing representatives based on the contents of their emails and files, to which they had full access.”20

			An IT aide contacted for this book who has worked for members of Congress for more than a decade said, “I know people who approached the congressional offices Imran and the others worked for and offered services at one-fourth the price of the Awans, but the members said no thanks. At the time, I couldn’t understand why these offers were being turned down, but now I think the Awans had some leverage over members.”

			Other House IT professionals spoken with for this book made similar claims and explained that an IT person could easily have copies of a congressman’s emails and other data that they could use to buy silence.

			“I’m not sure what they have, but they have something on staffers or members,” said one IT aide. “It’s crazy. If I was accused of just some of what these people are accused of, I’d be taken out in handcuffs.”

			Reports of Thefts Didn’t Even Make Capitol Police Act

			Exorbitant salaries for possible no-show employees are just one facet of what was going on in these congressional offices. Actually, Imran must be a quick study, as within a few years of emigrating from Pakistan he’d sized up Washington and found its oversights, its largess, and its biases to be the mad rules of a game he could play. He might have thought that if the Department of Defense could approve a $283,500 grant to monitor the lives of gnatcatchers, and if the US National Institutes of Health can pay some grad student $48,500 to write a history of smoking in Russia, and if the Government Accountability Office says five federal agencies alone spent $3.1 billion on workers placed on administrative leave over just two years,21 then he could easily get away with committing perhaps hundreds of thousands of dollars in theft and fraud.

			But then, like a lot of gamblers, Imran’s biggest problem is he didn’t know when to stop pushing his luck—the silver lining here is that his greed and actions opened a window for us to see much bigger problems.

			We know, for example, some of the details of what happened in one congressional office (out of more than forty). A chief of staff—we don’t know which one, as there was a staff change during the period in which this occurred—for Rep. Yvette Clarke (D-NY) agreed to a request from Abid Awan in early 2016 to sign away $120,000 in missing computer equipment. Clarke’s chief of staff quietly wrote off the loss of the public equipment worth tens of thousands of dollars in public money and prevented it from coming up in future audits by signing a form removing the missing equipment from a House-wide tracking system.

			The missing equipment tied to Clarke’s office included a lot of iPhones and iPads, say sources familiar with the matter. At between five hundred and one thousand dollars apiece, the written-off equipment added up fast. Actually, before long it would have been enough to supply over a hundred employees with iPads or iPhones, yet the office only had sixteen employees at the time, according to official payroll records.

			Incredibly, the tens of thousands of taxpayers’ dollars stolen from Congress is “not the highest of our concerns,” Rep. Steve King (R-IA) told WND in an interview.22 “The American people deserve to know the truth to this; it is a big deal. It’s not just $6 or $7 million, $120,000 worth of equipment here or there. The biggest thing is that the brothers, Awan’s wife, and friend all had access to the private emails and electronic communications of members of Congress and all their staff.”

			King also said there’s “no telling what they downloaded, what they know.”

			“They’ve had access to all of the computers of about sixty Democratic House members,” he said. “The access of that information would not have been limited. They would have had the passwords for all of those members of Congress.”

			Nevertheless, Abid Awan would keep his job in the office even after this $120,000 loss became known to Representative Clarke’s chief of staff. Actually, the chief of staff didn’t tell investigators when it was written off but only talked about it after House administrators later caught wind of the matter around February 2016 and opened an investigation into the Awans.

			Wendy Anderson, had taken over for Shelley Davis as Clarke’s chief of staff in February 2016, which was the same month Abid Awan allegedly requested the massive write-off for the equipment, so official pay records don’t make it clear whether it was Davis or Anderson who signed the form. Sources do say, however, that Anderson knew it occurred, as she had notified House authorities of the $120,000 write-off when they asked whether she’d noticed any problems with expenditures.23 And it seems safe to presume that Capitol Police are now aware who signed the form.

			In an informal congressional hearing on this matter in October 2017, Rep. Louie Gohmert said he once had trouble writing off “an old typewriter” from “the 1980s” that he had never seen and “a couch purchased in 1976” by a previous member that he had never sat on, so he said with incredulity, “I read with interest that a member could write off one hundred twenty thousand dollars.”24

			And this is just one example from one congressman’s office. We don’t know what happened in the forty or so other offices that employed this crew of IT people. Also, as this was being written over a year after House administrators became aware of the situation, no charges have yet been filed related to all the missing iPads, iPhones, and other equipment.

			To be blunt, the Awan brothers are suspected of having run a fraud scheme in which offices would purchase equipment in a way that was designed to avoid in-house tracking. Sources say they’re being investigated for possibly working with an employee of CDW•G Inc., one of the Hill’s largest technology providers, to alter invoices to avoid oversight by House administrators. They did this by allegedly billing the House for just less than $500, since anything costing $500 or more has to be tracked by House administrators. To get an item off this list—like Representative Gohmert’s antique typewriter—someone would have to fill out more paperwork. Sources speculate that the goal of the scheme was to remove and sell the equipment outside of Congress. Some of the equipment, according to sources, never reached Congress; instead, it was mailed to homes owned by the Awans.

			Kelly Caraher, the spokesperson for CDW•G Inc., answered media requests to say the company has been cooperating with investigators. She also said, “The prosecutors directing this investigation have informed CDW and its coworkers that they are not subjects or targets of the investigation.”

			If that is true, why would Capitol Police grant them this assurance? Police don’t typically walk around telling people they are innocent. Investigators are supposed to investigate and prosecutors are supposed to then look at what investigators gather as they decide whether to press charges. Also, an assurance of innocence from the authorities could later be used in court to dispute charges even after new evidence turned up.

			We do know that official employment records show Abid stayed on Representative Clarke’s staff until September 2016, or about six months after the $120,000 loss was acknowledged and written off. Records also show that since she got into office in 2007, Clarke’s IT administrator position had been variously filled by Imran, Hina, and Abid. It doesn’t seem likely that she fired Imran or Hina Alvi and then hired Imran’s unskilled brother to do the work. Obviously, Imran and Hina Alvi had reached the salary cap and brought in Abid to be paid by Clarke as they took over IT in other Democrats’ offices. So then, was Abid even showing up, or was Imran or someone else still doing the work? Representative Clarke’s office declined media requests to explain.

			Another facet to this odd and dangerous arrangement might explain why all this equipment was quietly written off. Members of Congress can actually be found personally liable for money or equipment that goes missing from their taxpayer-funded offices. The write-off process exists through the House chief administrative officer because a congressman shouldn’t reasonably be financially liable just because a staffer misplaced an iPhone. So this write-off process was established to balance the books in cases of such small, unintentional discrepancies. A $120,00 write-off, of course, is no small discrepancy but actually would be enough money for a member of Congress to pay several staffers for a year.

			Perhaps $120,000 is a small amount compared to what was actually taken, however, because the figure covers only Representative Clarke’s office. Imran and his associates worked for more than forty members of Congress. If investigators have looked at the books of these other offices, they haven’t yet said what they’ve found. Once again, this whole investigation has the feel of a cover-up.

			We do know that congressional investigators have looked into at least some of the transactions the Awans made. Back in March 2016, auditors working for the House’s chief administrative officer discovered the odd invoices for computer equipment. After a referral to the House inspector general’s office, the Washington Post reported that investigators found the Awans had asked vendors “to split the cost of equipment among multiple items and charged these items as office supplies instead of equipment,” according to a September 2016 briefing document. “As of Sept. 1, 2016, there had been 34 purchases totaling nearly $38,000 ‘where the costs of the item was manipulated to obtain a purchase price of $499.99,’ according to the document. There were $799 iPads and a $640 television on the list, records show.”25
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