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INTRODUCTION
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Don’t Be Scammed by Email, Phone, and Social Media Scams is one of a series of books about scams that are part of the I Was Scammed survey of scams and how to avoid them.  It is included in the complete book: I Was Scammed, along with other books in this series. Following is a brief introduction to how I got involved in studying scams which is included in all the books in this series.
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How It All Began
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I began investigating scams about two years ago when I got caught up in two scams. 

In one case, I was working as a ghostwriter writing book to film reviews and the materials authors needed to present to a legitimate TV/film executive or producer to consider turning their book or script into a film, such as scripts, loglines, synopses, and show bibles. However, in speaking to one author, I discovered that one company had created a scam with imposter executives and producers for a real company to get the authors to pay them to write more and more, but the material went nowhere. The scammers created a phony marketing campaign for them, too, and then the scammers disappeared.
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In the other case, I was the victim due to writing materials for a client I obtained through a ghostwriting service.  But after I had written about half the client’s proposal and he had paid me through the service, he filed a fraudulent chargeback through his bank. Then he stopped communicating and disappeared.  In such cases, the banks normally support their clients, who can readily get away with what’s called a “friendly fraud” chargeback scam, though there is nothing friendly about it.  The result was that the payment platform this ghostwriting service used initially subjected any further payments to me to a 90-day hold for 35% of the funds. Then, it cancelled my account, restored it for a few months, and cancelled it again, before I finally convinced the platform to restore my account, since this was a fraudulent claim by a client who disappeared.

After those experiences, I began investigating to learn more about those scams, and soon I found many more scams targeting writers, and I discovered over 200 merchants who complained that their accounts were unfairly terminated by this same payment platform due to their “friendly fraud” chargebacks.
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Discovering a World of Scams
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As I continued to investigate, the universe of scams exploded like a star in the galaxy.  It seemed like there were a number of a scams in virtually every industry, as devious schemers found different ways to cheat consumers, merchants, producers, service providers, and anyone else connected to that industry. And for the most part, the police, FBI, and other law enforcement agencies would simply take a report should a victim contact them, because the world of scams was too large, with millions of victims losing billions of dollars. And the scammers were very elusive, and often in other states or countries. So for the most part law enforcement would just pay attention if enough victims reported being victimized by a scam, if the media raised awareness about that scam, or an especially powerful person became a victim. 
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An especially powerful image of this world of scams appeared in Bloomberg Businessweek’s July 5, 2021 edition.  It illustrated the frauds reported by the Federal Trade Commission’s Sentinel database, which indicated that there were 4.8 million fraud reports in the U.S. alone, an increase of 43% from 2019, representing many billions of dollars lost to fraudsters each year.  What was especially amazing about this chart is that it listed virtually every industry, as reflected in the graphic below, which an artist designed for me.

There were retail, health-care, tax, and business opportunity frauds; work-at-home, travel, networking, and fake check scams. Just about anywhere you might look in any industry or any activity in everyday life, there would be scam.  

Perhaps a key reason for so many scams is the growing influence of an online economy, even before the pandemic led to lockdowns. As a result, more and more business was conducted between buyers and sellers, customers and merchants, and clients and service providers, who didn’t meet each other face to face.  Instead, they dealt over computers, phones, and emails, so it was easy for individuals to create whatever persona they wanted, and they could connect from anywhere, while pretending to be someplace else if they wished to deceive someone.
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In short, this new high-tech world created the perfect conditions for scams of all kinds to emerge with fraudsters coming up with more and more creative arrangements. Then, as one fraud was exposed, the fraudster could easily move on to another fraud by using a different name or creating another company using a new approach.  And the technology of the internet made it easy to set up a company website to provide a convincing presence with an address in a headquarters building or postal outlet that could be in any city in any country.
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The Major Scams and Stories of Victims in this Book
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Given this vast universe of scams, it is impossible to provide a comprehensive look at all the scams in this universe. Accordingly, I wrote the complete I Was Scammed to look at some of the biggest scams and at the effects of these scams on the victims. 

This book features the section of the complete book dealing with email, phone, and social media scams. It describes how these scams work and how to avoid becoming a victim.  It discusses how to report a scam and possibly gain compensation.  Also, it features the stories of some of the victims, discussing how they got caught up in the scam, how it affected them, and what they lost.  

In featuring these stories, I have created composites drawn from the experiences of a number of victims in order to protect the name and identity of individual victims. I have included the real names of the scam individuals and companies where they have become a subject of public record, but otherwise I have used pseudonyms to avoid being subject to litigation by them—which is another kind of scam: filing suits in order to get compensation from the victims who cannot afford the cost of such litigation.  
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CHAPTER 1: THE GREAT MANY EMAIL, PHONE, AND SOCIAL MEDIA SCAMS
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So many different scams begin with an email, phone call, or enticing social media ad.  The goal can be getting your identity information or your money or both.  Whatever it is, the scammers have all kinds of ploys to convince you that they and whatever they are pitching are real, and you should act now. 

At times, their appeal is based on your getting money, success, fame, or other benefits; at other times, they use a fear appeal, where you could lose money, your professional license, or your job, Sometimes, the threat is an arrest by the police or FBI, or you receive an appeal to help a family member in trouble. 
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Description automatically generated]But whatever the pitch, the scammers are not only good at what they do. but they are persistent should you respond in any way to their email or phone call. And at times, their scheme can be so elaborate and compelling that they can convince you to risk your personal safety.  It’s a little like what happens when a ship gets too close to pirates. Though such attacks are rare, once the pirates attack and climb aboard, they can create havoc and cause further damage.
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​An Example of a Victim Who Became a Hostage
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That kind of damage is what happened to Victor, who thought he was helping a friend Andrew, who had initially responded to an email about being the beneficiary of a large sum of money. Henri, the man who emailed Andrew, had provided enough information about himself that Andrew believed that a distant relative who had just died had bequeathed a large inheritance to him, since no one else was left in the family.  

However, to claim the money, Henri told Andrew he had to pay $10,000 and personally come to Nigeria. But Andrew couldn’t go himself, since he was recovering from an injury in a car accident, so he asked Victor to go for him.  
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As a favor, Victor agreed to go, and he even paid for the ticket to Nigeria. When he arrived, one of the scammers holding a sign met him at the airport and paid a bribe to a security guard there to let Victor through, since he didn’t have a visa.  

Then, the scammer took him to a hotel, where they had reserved a room for him. As Victor got his room keys, the scammer told him that he and two other men would meet with him in the morning about the inheritance money.  So initially Victor thought all was fine. 

But in the morning, when the three scammers arrived, he began to realize the precarious situation he was in. First, the three men asked for the $10,000 which they expected Victor to bring with him, but he hadn’t brought this, explaining that the men could deduct this from the payment he was supposed to get for his friend.  But the men said they couldn’t do this, and he had to get someone else to send them the $10,000. Until then, he couldn’t leave the hotel.
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