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“Science and technology revolutionize our lives,

			but memory, tradition and myth frame our response.”

			—Arthur M. Schlesinger, American historian1





Introduction: The $240 Billion Salad

			Lunch. The midday meal. Whether we’re grabbing a sandwich from the local deli to eat at our desks, sitting down at a restaurant with a friend or a colleague, or running our kids to the drive-thru on the way to baseball practice, sometime around noon each day it’s going to occur to every single one of us to eat something. As a result of the pandemic—living, working, studying, trying to keep ourselves entertained within our own four walls for fifteen months—a good many of us have taken to ordering food in by way of our laptops or an app on our smartphones and having it delivered to our homes or offices. It’s convenient, it’s quick, and the menu options are nearly unlimited.

			The other day, around twelve-fifteen, while I was working at my desk, I decided I wanted my favorite cashew chicken salad from one of my little neighborhood restaurants. So I got out my phone and—as a very old television commercial about the convenience of the Yellow Pages once put it—let my fingers do the walking.2 What I was working on at my desk was this book—a book about how our personal data is constantly being mined by, and turned into profit for, Big Tech, and what we can do about it. So I hope you’ll appreciate the irony when I tell you that the phone knew exactly what I was going to order and prompted me to confirm the delivery address almost as immediately as I’d logged into the app.

			I was reminded of a conversation I’d had recently, as I prepared to write this book, with James Waldo, who is the Gordon McKay Professor of the Practice of Computer Science at Harvard. We were talking about Big Tech and the sort of targeted advertising they can do, thanks to the personal data we hand over in exchange for the convenience of shopping online. Jim told me about a men’s clothing store, a brick-and-mortar place, now shuttered, in which he used to shop when he was in high school in Salt Lake City, Utah. How a particular clerk at this store always remembered his name and the items he’d bought on his previous trips to the store, and invariably selected items that fit Jim’s needs and personal style. He remarked that when a real, live, human being treats us in this way, in-store, we think of it as exemplary customer service, but when a machine makes the same sort of suggestions, appropriate to our needs and our style, we think of it as invasive. “I appreciate the differences,” he said to me, “but where do we cross the line on this?” At what point in our retail experience does really good, human, customer service become algorithmic manipulation of our needs and desires? When does a highly personalized shopping experience become intrusive?

			That’s one of the questions we’re going to attempt to answer within these pages. For myself, I found it unnerving that an inanimate object—my phone—knew what I wanted for lunch before I could tell it, and, importantly, it knew where I wanted lunch to be delivered. Part of our brave, new, algorithmic world is living with the fact that our machines come equipped with GPS—and they know where we are nearly every second of the day.

			No real, live, human person—not even my husband—knows where I am every second of the day.

			But my phone does.
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			Now, of course, it isn’t my phone that knows so much about me. It’s the “Frightful Five”3—Facebook, Amazon, Apple, Microsoft, and Google—who have this information. Who know so much more about me than just my affinity for cashew chicken salad.

			And they almost certainly know at least that much about you, too.

			Have you ever checked your blood pressure, or your heart rate after a workout, on your watch? Or perhaps opened an email to get your COVID-19 test results? Then you have given the Five all sorts of information about your health. Have you ever watched a movie on your phone while waiting in your doctor’s office, or carried a library on an iPad? Then you have provided the Five with valuable clues about your entertainment preferences. Have you ever shopped for groceries online or joined a private alumni group on social media? Then the Five have vital clues about the kind of diet you eat and your level of education. Do you have kids? Have you ever checked your child’s test scores online? Or coordinated a play date by way of email? Or, perhaps, in the excitement of finding out you were going to have a child, you browsed on your laptop for a crib or other newborn necessities as soon as you got home from the OB-GYN? Then the Five know how many children you have, and what schools you send them to—and that’s why your social media feeds and your email inbox start filling up with ads for prenatal vitamins and diaper services before you have even had a chance to tell your family and friends the happy news.

			It is from these and other various clues you feed into their algorithms that you, the human, become a set of data points the Five can sell to a company that wants to sell you the latest iteration of their exercise bike or tickets to the newest release from the Star Wars franchise, a bottle of the next best miracle diet pill or the hot new baby stroller. This constant exposure to targeted goods and services can foment desires you may never even have known you had. You might have, for example, been perfectly content with the Graco Trax Jogger Click Connect Jogging Stroller you could pick up from Walmart for $139, until you saw the ad for the Chicco Bravo Trio Single Travel System offered by Bed Bath & Beyond for $379.99—the art of upselling, as perfected not by your friendly, local personal shopper, but by your not-so-local algorithm with a cold, dead, electromagnetic heart.

			How completely—even creepily—can a cold, soulless algorithm get to know all about you? In order to answer that question, I need you to take a little time-travel trip with me.

			We’re going back to the year 2012, to visit a Target store. For decades, Target, along with nearly every other large retailer in the world, has tried to collect as much information about its customers as possible. Target does it by assigning, or trying to assign, each customer who walks into a store or shops online a unique “Guest ID number.” That helps the store keep track of all the items that customer has purchased, as well as what credit cards they’ve pay with, if they’ve used a coupon, or when they’ve visited the store’s website, among other seemingly mundane shopping activities. But how do they use this information they collect? Well, they use it, for example, to send you coupon books in the mail or via email that offer discounts on items they know you’ve already purchased—say, cleaning supplies when they know you might be running low on a certain product—or that will direct your attention to other areas of their store. The coupons can be highly personalized for each shopper, so, for example, if you regularly buy window cleaner or air freshener at Target, they might send you coupons that will take you to their clothing or home goods or grocery department. The goal here is to expand the habit you already have of shopping for cleaning products at Target, and get you to buy tank tops and oven mitts and milk from them, too, while you’re there anyway.

			The key word in that last sentence is habit. “The reason Target can snoop on our shopping habits is that, over the past two decades, the science of habit formation has become a major field of research in neurology and psychology departments at hundreds of major medical centers and universities, as well as inside extremely well-financed corporate labs. ‘It’s like an arms race to hire statisticians nowadays,’ said Andreas Weigend, the former chief scientist at Amazon. ‘Mathematicians are suddenly sexy.’”4 Among the secrets these sexy scientists have found out about our shopping habits is that there are certain times in life when habits become flexible—“going through a major life event, like graduating from college or getting a new job or moving to a new town,”5 or having a baby. If, Target’s marketers knew, they could reach a woman early enough in her pregnancy, they could encourage the creation of a new habit for her: shopping in their store. So, they asked Andrew Pole, a statistician who’d been working for the company since 2002: “If we wanted to figure out if a customer is pregnant, even if she didn’t want us to know, can you do that?”6

			Pole could. He did it by moving from merely anticipating a customer’s behavior—from figuring out how long a bottle of window cleaner might last in an average household, and sending a coupon to that household when the bottle was down to its last half inch of solvent—to predicting it. Pole analyzed the information in Target’s massive data trove and “was able to identify about 25 products that, when analyzed together, allowed him to assign each shopper a ‘pregnancy prediction’ score.”7 Customers who bought, for example, a combination of unscented lotions and soaps, supplements like calcium and magnesium, and extra big bags of cotton balls were likely to be expecting, and that knowledge could then be used to trigger the store’s algorithm to send that customer coupons she could use to buy cribs and diapers and baby clothes.

			This sort of intensive targeting proved to be “eerily accurate.”8 “An angry man went into a Target outside of Minneapolis, demanding to talk to a manager: ‘My daughter got this in the mail!’ he said. ‘She’s still in high school, and you’re sending her coupons for baby clothes and cribs? Are you trying to encourage her to get pregnant?’ The manager didn’t have any idea what the man was talking about. He looked at the mailer. Sure enough, it was addressed to the man’s daughter and contained advertisements for maternity clothing, nursery furniture and pictures of smiling infants. The manager apologized and then called a few days later to apologize again. On the phone, though, the father was somewhat abashed. ‘I had a talk with my daughter,’ he said. ‘It turns out there’s been some activities in my house I haven’t been completely aware of. She’s due in August. I owe you an apology.’”9

			Among the problems with algorithms taking the place of human, personal shoppers—and, in the process, doing a much more efficiently and eerily targeted job of drilling down into your core needs and desires—is just that: algorithms aren’t human. They retain the information you feed to them, but they do not put that information into the context of a real, live human life. And they rarely, if ever, update it in accordance with the natural changes that occur in that human life. The data they contain is not distinguished either by real-time changes to a user’s real life or by emotional nuance in the way of our interpersonal, and in-person, relationships.

			Take, as an example, the story of Lauren Goode, a senior writer at Wired magazine who cancelled her wedding and, almost two years after the fact, was still being fed wedding ads on Instagram and “a near-daily collage of wedding paraphernalia on Pinterest.”10 She sought out Omar Seyal, head of core product at Pinterest for an explanation as to why social media algorithms seemed so intent on near-daily reminders of a painful period in her life.

			“We call this the miscarriage problem,” Seyal told her.11 People who start shopping for wedding venues and attire and cakes tend to actually use the items they’re shopping for—that is, the majority go through with a wedding once the planning has begun, he explained. In the same way, people who shop for cribs and diaper genies usually end up with a baby and use those items, too. Seyal explains the issue as “a version of the bias-of-the-majority problem”12—people who have a negative experience are part of the minority, and the algorithm doesn’t account for this minority experience.

			In other words, an algorithm is just an algorithm is just an algorithm. At the end of the day, it isn’t going to stop trying to catch a bride’s attention with the latest trend in bridal favors, even two years after she’s called off her wedding, and it isn’t going to stop trying to sell a baby stroller to a couple who has endured a miscarriage.

			Algorithms aren’t indifferent to emotions, nor are they oblivious to them; they are, by definition, only a set of instructions for solving a problem. A good way to understand algorithms is to think of them as if they were recipes. You open your cookbook and think, Gee, that recipe for stuffed zucchini looks yummy, and decide that stuffed zucchini is what you’d like to have for dinner. In order to actually eat stuffed zucchini, however, you have to check your pantry for all the ingredients you need, make a trip to the grocery store to buy the ones you don’t, put on an apron and slice some vegetables and bake them in the oven and set the table and so on—the recipe isn’t going to make dinner all by itself. The recipe is just a set of instructions; it has no idea what a grocery store or a cutting board or an oven is at all.

			An algorithm, similarly, is just a set of instructions (a recipe) you give to a computer, and it uses those instructions to compute against a certain data set (following the recipe in your kitchen) in order to reach some predetermined goal (dinner). Take Spotify as an example. Spotify’s goal is to keep the user listening to its playlists, and it does this by cultivating a detailed profile of the user’s musical tastes. Its algorithm knows what songs you have liked in the past; it knows what songs are akin to the songs you’ve liked—perhaps in the same genre, or by the same band, or from the same era; and, importantly, it knows what songs other listeners, who also like the songs you like, have told Spotify they also like, but which you have never listened to before. Wait—what’s that again? Let me break it down for you. You have told Spotify that you like the song “Wouldn’t It Be Nice” from the Beach Boys seminal album, Pet Sounds. The algorithm might take this “knowledge” and recommend a song by Jan & Dean or the Surfaris for your listening pleasure; and it might also notice that a lot of listeners who like “Wouldn’t It Be Nice” also like “God Only Knows,” also from Pet Sounds, but that you have never listened to “God Only Knows” before on its platform. The algorithm, “thinking” it’s doing you favor, then slips “God Only Knows” into your rotation. What the algorithm doesn’t “know” is that you actively avoid listening to “God Only Knows” ever since your fiancée/fiancé suddenly called off your engagement last spring. It’s a song that, on your best day, makes you sad and, on the worst, hits you like a punch in the gut. The algorithm, however, doesn’t know this about you, and, furthermore, it doesn’t actually care; algorithms don’t react to real life and the emotions that real life involves because they don’t know what emotions are.

			Big Tech, however, hasn’t let this limitation stop them.

			Machine learning is a facet of artificial intelligence (AI). Let’s define AI first. AI is a branch of computer science that uses algorithms to simulate human intelligence, including reasoning and decision-making, in machines. Machine learning, then, focuses on creating applications that can improve the machines’ function based on the very information they are processing. Algorithms are, as I’ve just said, merely a set of instructions to follow to solve a problem. In machine learning, these algorithms are “‘trained’ to find patterns and features in massive amounts of data in order to make decisions and predictions based on new data.”13

			For example, when one of your older photos shows up as a memory on your Facebook feed, it will likely be a photo of a positive event in your life. That’s because Facebook’s algorithms have been “trained” to recognize and root out certain words, phrases, and images that could remind users of distressing events—words like “miscarriage,” phrases like “passed away,” and images like one a person might post of the wreckage of her car after it was sideswiped while parked on a busy road. This is not what we think of when we use the phrase “emotional intelligence,” but it is certainly emotionally intelligent for a company to go out of its way not to remind its customers of troubling times in their lives.

			More worrisome—indeed, extremely worrisome to the point of being chilling—are technologies that can detect our emotions. For an example, let’s look again to Spotify. Spotify has recently secured a patent for technology that would allow it to identify a user’s emotions through voice recognition, then recommend music that fits the user’s mood. Let me say up front that while Spotify might hold this patent, the company has so far given no indication that it intends to deploy the technology—but that doesn’t stop us from worrying it might, or stewing over the can of worms that could well be opened up if it did. Does the technology work? How accurate is it? And, whether it correctly or incorrectly interprets the emotion you’re feeling at any given point in your day, its purpose is to supply you with music that manipulates that feeling. How relaxed are you about having a machine make decisions about your moods?

			For that matter, how relaxed are you about a machine making assumptions about your character because it “knows” your moods? The New York Times “On Tech” writer Shira Ovide asks us to consider what would happen if Alexa or Siri morphed “from digital butlers into diviners that use the sound of our voices to work out intimate details like our moods, desires, and medical conditions. In theory they could one day be used by the police to determine who should be arrested or by banks to say who’s worthy of a mortgage.”14 Joseph Turow, a professor at the Annenberg School for Communication at the University of Pennsylvania and author of the book The Voice Catchers, has a succinct reply: “Using the human body for discriminating among people is something that we should not do,”15 though that might well be the path we’re now walking.

			This could prove to be a dangerous path, indeed. Take, as an example, what Facebook spokesperson Dani Lever described as “an unacceptable error”: the company’s artificial intelligence software labeling “a group of Black men who appeared in a video shared on the platform as ‘primates’”.16 The feature that enabled this unacceptable error was disabled as soon as the problem came to light, of course, but the larger problem remains around concerns that the use of AI “can compound racist and sexist stereotypes”.17

			Now, let’s not be naïve. Information systems have, historically, reflected the conventions of their times—and those old conventions, unfortunately, are often glaring examples of the evolution of our understanding of human rights and dignities. Take, for example, the Dewey Decimal System, invented in 1873 and still the system under which our public libraries are organized. The system’s inventor was a man named Melvil Dewey. “His work led directly to the creation, not just of public libraries in his home state of New York, but to the entire concept of the free public library in America. He also invented the Board of Regents in New York, which became a template for public education across the country.”18 Pretty important guy, right? Well, Melvil Dewey was also a notorious racist—so much so that even people in his own day were “appalled”19 and, in the “1900s, there was an eventually-successful drive to expel him from public life because of his obvious and enormous prejudices”.20 Dewey’s prejudices, however, were—and remain—evident in the library cataloging system he invented. As an example, “Each Dewey heading encompasses ten major subjects, dividing each up by subtopics that add digits to the end of the number. Six of the ten subjects in the 200s are explicitly for Christianity-related subjects. Three of those remaining are either explicitly or implicitly Judeo-Christian. Finally, at the bottom of the heap, the 290s cover ‘other’ religions.”21 Among those “other” religions is the 299.6 subdivision, which covers all “religions originating among Black Africans and people of Black African descent.”22

			For over a century, books relating to Black religions and Black religious history were sardined into one-tenth of one percent of Dewey’s system and thus were extremely hard for researchers and other readers to access. The internet has made finding works on these subjects so much easier, of course—type “books on Black religious history in your Google search bar and you’ll come up, as I did, with over 232,000 results. What lingers from Dewey’s day, sadly, is the imposition of an individual’s prejudices upon new and emerging systems of organization” and cataloging. This sort of imposition is an important topic, and we’ll take it up again later in this book, when we discuss diversity among the staffs of the Big Five. For now, factor into the potential problems that AI poses the age-old one of personal bias among those who actually create the systems we use.

			Other potential problems include: the misgendering of transgender people if the technology analyzes voices using male-female binary data;23 the privacy violations that would almost certainly result from a listening device that is always on and listening for emotional fluctuations in every conversation you have in the privacy of your own home; the security risks associated with third parties, from the aforementioned law enforcement agencies to hackers with unethical intent, who’d like to have access to information about your emotional state—and you easily can see why a recent report, which projects emotion-recognition technologies will be worth $37.1 billion by 2026,24 is unnerving a lot of people.25 Technology that has the potential to manipulate us into emotions we might not even be aware we’re experiencing has far-reaching consequences.

			That said—fully acknowledging the creepier aspects of AI’s potential—I do want to be clear that there are any number of potential beneficial uses for the technology. For example, a company called Compology26 may well be revolutionizing the way industries deal with waste matter, allowing real progress toward sustainability in the area of waste management and recycling. By placing smart cameras paired with AI-powered software directly in dumpsters, Compology allows users to see, measure, and track the waste their own company generates. Redaptive27 is another company making use of AI, in this case to meter energy consumption and provide real-time data on locations and equipment where excess energy is being siphoned off by inefficient or malfunctioning equipment, decreasing overall energy efficiency and, not unimportantly, increasing your electrical expenses.
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			Returning to the dark side, however, let’s also consider what it means for our politics when algorithms feast at the banquet of private data we feed to them.

			Have you ever liked the Facebook post of a partisan organization, or retweeted a politician, or even Googled a candidate for office to find out more about her? Have you ever made an online donation to a candidate or a PAC? Signed an online petition? Responded to the solicitation of an interest group, or even a charitable organization, by clicking the link it sent you in an email? Then the Five have a record of just where your politics fall on the spectrum, left to right, and, as a result, the information you find on your social media feed or through your online search is not neutral. Rather, it is specifically curated by algorithms to feed you stories that align with posts you have liked on Facebook and tweets you have retweeted on Twitter and information you have searched for on Google. The machine decides what you want to hear and read based on what you have already heard and read. The machine customizes the content you receive and, because it is a machine, it is agnostic about truth. The information it accesses for you is not necessarily information that has a basis in any reality except the one you have taught the machine to spin for you.

			Even more, as a retailer can buy your information from Big Tech in order to sell you movie tickets or diet pills or cashew chicken salad, politicians, political parties, and other interest groups can also buy your information. Based on what you have already told Facebook or Amazon or Google about yourself by the things you have “liked” or bought or researched online, organizations from Greenpeace to the NRA can target your Facebook feed, or recommend a purchase, or curate your search results to reinforce what you are already inclined to believe.

			Stripping out from your feed or searches news and information with which you don’t already agree results in what internet activist Eli Pariser refers to as a “filter bubble.”28 In a filter bubble you are separated on intellectual, cultural, and ideological levels from viewpoints that differ from those you already hold. This sort of separation doesn’t happen only online, of course—in the United States we are reminded nearly every time we watch the news that we’re divided into red states and blue states, isolated by our voting patterns, cultures clashing across borderlines29—though it is in our digital lives where the divides are reinforced at every turn. Sometimes this sort of isolation is innocuous. Have you liked a song by a hip-hop artist on social media? Then you might be targeted when Saweetie drops her next album but be overlooked when Luke Combs drops his. Sometimes, however, it isn’t harmless at all. Have you ever turned to the American Enterprise Institute for information about climate change? Then you’re unlikely to find credible scientific news about the climate crisis popping up in your search results. This constant exposure to information—or disinformation, as the case may be—can foment political opinions and goals you may never even have known you had either.

			And here’s a final kick for you: the more isolated we become in our own, particular political bubble, the more radicalized we become to the beliefs and ideologies of our “side.” Setting aside for a moment that radicalization can lead to real danger—see the events of January 6, 2021—let’s focus here on the monetization of that radicalization: the more devoted we are to a cause, the more valuable we become to Big Tech, because Big Tech can then turn around and charge the political party or movement with which these radical beliefs are associated even more in ad fees in order to reach you where you live: the internet.
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			Bringing this introductory discussion full circle, we come home to the direct link between your data and their dollars: the amount of money the Five rake in from selling your information is staggering. “In the most recently reported fiscal year, Google’s revenue amounted to $182.53 billion…. Google’s revenue is largely made up by advertising revenue, which amounted to $146.9 billion…in 2020.”30 And that’s only Google. “In 2020, Facebook generated close to $84.2 billion…in ad revenues. Advertising accounts for the vast majority of the social network’s revenue.”31 That’s over $325 billion, generated by only two of the companies in question, in a one-year period. And that’s for the year 2020 only. Bloomberg reports, as an example, that in the first quarter of 2021, Facebook’s “sales rose 48%, surging past analysts’ estimates thanks to strong demand from retailers and other advertisers seeking to grab attention from the social network’s billions of users.”32 Not to put too fine a point on it, but that’s your attention retailers are trying to grab. Those billions that Facebook, Google, Amazon, Microsoft, and Apple are raking in are, in the greatest part, based on selling your personal information.

			Are you comfortable with that?
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			The British historian Ruth Goodman is a specialist in British social history and is currently working on a book about housework—traditionally female activities such as cleaning and cooking and sewing that have kept home fires burning around the world for thousands of years. She recently talked about her project and the necessity of broadening our definition of housework to include those skills that, in the past, women mastered as part of the normal, everyday duties of sustaining a home. For example, in the centuries before off-the-rack clothing was available in every department store, a homemaker needed to know how to sew in order to be able to make her family’s clothing. And in the centuries before the existence of mass-produced textiles, she had to know how to grow flax and raise sheep and spin yarn so she would be able to manufacture the very fabrics with which she sewed the clothing her family wore.

			Ms. Goodman has also suggested that we will need to redefine housework in terms of those skills that have come to be—or will come to be—necessary to sustain a healthy home into the future. She holds up, as a specific example, the laptops and tablets and smartphones with which the vast majority of modern homes function—and the requirement that a contemporary homemaker needs to be ever more technologically literate in order to maintain the firewalls that keep her or his family’s private information both private and secure.

			Indeed, Shira Ovide underscores the point in an article bemoaning the on-going spectacle of planned events announcing a tech company’s latest, hottest offering: “[technology] is no longer confined to a shiny thing in a cardboard box.”33 It is an integral, even workaday, part of our lives, incorporated into nearly every hour. We order the food we eat for breakfast online; we download our children’s homework assignments online; we—increasingly—take meetings online; and, when we want to get away from it all, get back out into nature and, say, go for a hike, we decide which trail we want to tackle by first looking up our options online. Moreover, in the last twenty years or so we have witnessed advancements in the capabilities and reliabilities of technology coming at us so fast and furiously that the next innovation, and the next, and the one after that don’t seem to be so much revelations as the fulfillments of our expectations.

			Our present state of affairs isn’t about being awed by technology or figuring out how to incorporate it into our lives, but to decide how to adapt to it in ways that best serve humanity now, and into the future. No less a personage than Tim Cook, CEO of Apple and heir to possibly the grandest and most anticipated planned-reveal events of all time, would seem to agree: “In terms of privacy—I think it is one of the top issues of the century. We’ve got climate change—that is huge. We’ve got privacy—that is huge…. And they should be weighted like that and we should put our deep thinking into that and to decide how can we make these things better and how do we leave something for the next generation that is a lot better than the current situation.”34

			I agree completely with Tim Cook. Indeed, my first book, Green: Your Place in the New Energy Revolution, was a primer to help people understand the technology behind and economics around clean energy solutions. My goal was to raise awareness around the potentialities and pitfalls of each type of green energy—from solar to geothermal to wind to nuclear and beyond—so that consumers could have a solid, well-delineated baseline for participating in the public debate around climate change vis-à-vis our future energy options. In this book, I want to do the same thing for privacy.

			Now, the notion of privacy—and how that word will evolve in meaning in our technological future—isn’t a subject only Tim Cook and I are interested in, of course. The centrality of the issue to how we will use tech going forward—our confidence in the personal, emotional, political, and financial safety of our online lives—has been on the minds of industry creators and critics alike for many years. Kara Swisher, described by Newsweek as Silicon Valley’s “most powerful tech journalist,” writes frequently about “the surveillance economy that continues to spread like a virus worldwide, even as consumers are less aware than ever of its implications.”35 My goal, once again, is to raise awareness, so those of us who aren’t powerful and well-versed tech journalists, or ethicists, or entrepreneurs, but everyday users can credibly participate in the increasingly urgent debate around privacy vis-à-vis the technology we grow ever more used to—and dependent upon. Think of this book as your guide to the potential weaknesses in your firewalls, and your family’s, and of the actions you can take to shore up those walls so your privacy isn’t compromised and those walls are not vulnerable to breach.
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			However, before we get into how your personal information is obtained, categorized, and monetized by the Five—and what you can do to protect your privacy in our Internet Age—let’s acknowledge how much we truly do love the internet, and all the really tangible ways it has improved our lives. After all, very few of us are going to respond to the digital privacy problem technology has created for us by simply swearing off tech.

			For example, frictionless is defined as something that is achieved with no difficulty, as an action taken effortlessly—and it is also a buzzword in the tech world, as they strive to make our online experiences ever more effortless and more compelling. They are very good at doing just that. It’s too convenient to shop online—who among us hasn’t appreciated the ease of one-click, frictionless, online shopping at Amazon, and may soon enjoy the same “frictionless” experience at their in-person stores as well?36 Who, in all honesty, doesn’t think it would be wickedly convenient to drop by the grocery store after a long day at work and pay for her dinner ingredients with a simple swipe of her palm?37 It’s too efficient doing business electronically—can you imagine how the activity of business would slow if we were all suddenly to eschew email and go back to snail mail as the standard? And it’s just too pleasurable being able to keep so easily in touch with family and friends. We’re not likely to give up the benefits of technology. So, if we can’t discard it, we’re going to have to fix it.

			The first step in fixing the problem of online privacy is consumer awareness. So, let’s do a little consciousness-raising. Buckle in; we’re about to take a deep dive down the murky rabbit hole of the internet.





Chapter 1

			What You Mean to Big Tech
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			The internet is a sort of a miracle. It puts the world, not to mention the entire solar system and beyond, at our fingertips, effortlessly connecting us to information, entertainment, and each other. In other words, in a most basic way, it does exactly what it was meant to do.

			Humankind has a long history of innovation and invention in attempts to make communicating with each other easier and more efficient. Think smoke signals, the earliest form of visual communication, first recorded as used in 200 BC to send messages along the Great Wall of China. Think carrier pigeons, first employed in the twelfth century AD to carry information between cities like Damascus, Cairo, and as far away as Baghdad—and more lately pressed into service in World Wars I and II to dependably deliver critical messages to our soldiers across battle lines. Think Pony Express, a failed mail service that operated for just about eighteen months in 1860–1861 in the western United States, but nevertheless played an important conceptual role in the establishment of a permanent, year-round system of transcontinental communication.

			Think of the telegraph, which came into general use in the late 1800s and was the world’s first form of digital communication, transmitting data from one geographic location to another by way of an electromagnetic medium. For many of us, the idea of a telegraph conjures images from Downton Abbey—the Morse code being tapped out with one disembodied finger on the machine’s key, the dutiful messenger boy bicycling through the English countryside to deliver the news to the manor house, the silver platter Carson employed to deliver the note to his master. It was an unwieldy process but, at the very least, a huge step up from the Pony Express.

			The United States postal service, established in 1775, with Benjamin Franklin as the first postmaster general; semaphore lines; telex machines; mailgrams; big, black, bulky Bakelite telephones with rotary dials and human operators standing by on the other end to connect the call; walkie-talkies and CB radios; answering machines; call waiting and call forwarding; faxes; pagers: all innovations and inventions inspired by our human need to communicate with each other. The contemporary devices that facilitate this communication—smartphones, iPads, and laptop devices with their social media and video-conferencing apps—would indeed seem like a miracle to, say, America’s first colonists who depended on transoceanic ships to deliver letters back and forth to loved ones and business associates in Britain, voyages that often took months in either direction. The convenience, speed, and dependability of our current modes of communication would seem miraculous, I dare say, to the average business person as recently as the 1980s, who generally had to wait for a written response to a question or proposal via the daily U.S. “snail mail”38 post or an interoffice mail system.

			Not that the internet wasn’t already being conceptualized long before the 1980s. Even a brief history of our digital lives reveals that the fundamentals of information theory—the science of quantifying, storing, and communicating information—were mapped out a hundred years ago, in the 1920s, by pioneers like Harry Nyquist and Ralph Hartley at Bell Labs, and focused and unified by the work of Claude Shannon (often called the father of the Digital Age) in his landmark 1948 paper, “A Mathematical Theory of Communication.”39 The work of these visionaries has been applied in a broad range of subjects, from the exploration of deep space to the invention of the compact disc, from bioinformatics, or the function of molecular codes, to the detection of plagiarism, and, of course, to the development of the internet.

			The internet, as we know it now, began to emerge in the late 1950s. At the time, computers were hard-wired directly to terminals with one, exclusive individual user. In 1959, Christopher Strachey—who would go on to become Oxford University’s first Professor of Computation—filed a patent for time-sharing which, in the computation world, has nothing to do with condos on beaches and multiple “owners,” but allows for many users to access a single computing resource at the same time. Strachey discussed his idea with a fellow named J.C.R. Licklider of M.I.T., who proposed a network of such time-shared centers in his 1960 paper, “Man-Computer Symbiosis.”40

			The computers of the 1960s were mammoth and immobile—a user had to either travel to where the computer was physically located in order to work on it, or have magnetic computer tapes delivered to him by way of the snail mail system—but their use was considered essential for national defense. The launch of the Sputnik satellite in October of 1957 led the Department of Defense (DoD) to study ways in which it could continue to gather and disseminate information in the case of a nuclear attack. As a result of these studies, ARPANET (Advanced Research Projects Agency Network) was formed. Originally, ARPANET was accessible only by the DoD and the elite research or academic organizations with whom the DoD maintained contracts. Other, separate networks were created to service early business adapters, like the Prudential Insurance Company, the Nielson Company, and General Electric. It wasn’t until 1983, when a new communications protocol—the Transfer Control Protocol/Internetwork Protocol (TCP/IP)—was created, that all the existing networks were able to communicate with each other in a universal computer language. Indeed, January 1, 1983, the day the DoD adopted the new TCP/IP standard, is considered the birthday of the internet.

			In the less than forty years since the birth of the internet, the marketplace has evolved at a miraculous, if at times alarming, rate. From the UNIVAC (Universal Automatic Computer) of the 1950s and ’60s, to today’s ubiquitous laptops and tablets, technology has evolved faster than at any other time in human existence—and humans have taken full advantage of its benefits. Students have access to a global supply of resources that a stand-alone campus library could never even hope to have on hand. The innovative use of emerging news and entertainment platforms regularly visited by those same students could foster an appreciation of old-style journalism by whole new generations, as the Washington Post is garnering new, young readers with its informative and very funny TikTok account.41 Electronic medical records, virtual doctor visits, global communication among doctors for the sharing of expertise, patient-doctor messaging, and rapid, often online access to lab results has improved healthcare for wide swaths of populations. Emergent apps could aid in the detection of disease, disorders, and even neurological conditions, such as autism.42 Self-driving cars and “automated traffic enforcement could make our roads safer and reduce potentially biased police stops of motorists.”43 Our personal time is no longer eaten up by traveling to—and standing in line at—places like the DMV, the post office, the bank, travel agencies, and newsstands because we take care of such business online. Our computers have freed us from our desks, while the COVID-19 pandemic has accelerated a nearly global adaption to videoconferencing and, hence, the shift of the workplace from office buildings to our homes.

			The pandemic has also accelerated our reliance on the internet at a speed even the most optimistic tech booster could not have seen coming. As early as May 2020, just under two months into the coronavirus crisis, while thousands were being laid off as companies and businesses closed down, Amazon saw so much more demand for online shopping that it hired 175,000 additional employees—and, post-pandemic, is retaining 125,000 of these new-hires as full-time employees.44 Facebook, for its part, grew from 2.6 billion users in the first quarter of 2020 to 2.850 billion in the first quarter of 2021.45 At Apple, according to Luca Maestri, the company’s chief financial officer, speaking in April 2021, “we have now reached more than 660 million paid subscriptions across the services on our platform. This is up 145 million from just a year ago and twice the number of paid subscriptions we had only two-and-a-half years ago.”46 More customers means more connections and more of the conveniences that only cyberspace can supply.

			Big Tech has made plenty of positive changes in our lives, but like a paradox wrapped in an enigma and saved on a corrupted flash drive, it has at the same time wreaked havoc with those same lives and the society, institutions, environments, and economies on which we all depend. How much damage has Big Tech done? We’ll get to that. First, we must understand the bottom-line basics that drive Facebook, Amazon, Apple, Microsoft, and Google, which, for the record, is owned by Alphabet Inc. These are the Big Five of Big Tech. They’re the biggest, richest, and most powerful companies in the world—and their magic formula for success comes down to this very basic equation: your data = their billions.

			What Is “Your Data”?

			None of the devices that came before our internet-connected laptops, computers, and phones asked us to surrender so much in order to make use of them.

			IBM introduced its sleek Selectric typewriter on July 31, 1961, and it was manifestly a game-changer in the communications space. Seven years in development, the Selectric did away with the old-fashioned moveable carriage and the cumbersome basket of individual typebars and gave us a “golf ball” head—known as an “element”—that moved, along with the ribbon, across the page as one typed. The keys themselves required only a tap, rather than a push, to get that golf ball moving. The design, created by American designer Eliot Noyes, was positively space age when compared with the machines it replaced. It allowed for speedier, cleaner, and more efficient typing and, by so many contemporary accounts, was a truly revolutionary piece of home and office equipment. But no one—not even the salesperson who sold you your Selectric, if you paid cash for it—needed to know your name, or your Social Security number, or your birthday in order to operate it. Forget about having to have a password to access the project you were using the Selectric to complete. Just roll a fresh sheet of 8.5 x 11-inch paper into the roller, and you were good to go. Passwords were, in those days and in the main, reserved for small boys who wanted to limit access to their treehouses. Even our telephones, hard-wired into our walls, and which theoretically allowed anyone virtual entry into our homes, didn’t demand the disclosure of personal information into the general public. Anyone could opt out by choosing to have an unlisted number—albeit “Ma Bell”47 sometimes required an additional monthly fee for that privilege.

			Now, however, as 67 percent of the global population uses smartphones,48 including 85 percent of Americans,49 one’s information is spread over any number of platforms, and one’s individual identity can be uncovered in a whole new variety of ways. It isn’t any longer just a matter of being able to be tracked by our names, mailing addresses, Social Security numbers, or phone numbers. Today, content on the internet that can identify us includes our email addresses; social media posts; geolocation, as picked up by the GPS apps on our phones and other devices; IP address, which is the unique internet address assigned to a computer, phone, or other online device; digital images; login IDs; and even our shopping lists. It was the contents of her online shopping cart that identified Lindsey Moers, one of the rioters who caused the chaos at the 2017 “Unite the Right” rally in Charlottesville, Virginia. In reviewing footage of the riot, FBI agents took notice of the weapons in Moers’s hands. “After getting her Facebook data, [the FBI] discovered messages from earlier in 2017 referencing unspecified online orders. So they went to Amazon and asked for records associated with her Gmail account. In response to that warrant, Amazon provided [her] previous shopping orders, which contained a baton, pepper spray and a stun gun, bought back in 2015, two years prior to the alleged offenses, according to the FBI’s affidavit.”50

			GPS data is also helpful in locating lawbreakers. For example, the Department of Justice (DoJ) used search warrants to obtain GPS and other cell phone records of suspected January 6th insurrectionists from Google. They used this data to investigate Stephanie and Brandon Miller, a married couple who were alleged to have taken part in the Capitol attack. Using the GPS data, combined with information from nearby Wi-Fi access points and Bluetooth beacons, investigators pinpointed the couples’ location on that day with an accuracy of within thirty-two feet.51 GPS is a highly accurate, as well as invasive and controversial, tracking tool: it has been used by federal agencies to enforce immigration laws, by a Catholic news outlet to out a priest who had been suspected of frequenting gay bars, and by the military to locate people who had used Muslim prayer apps.52 In fact, the location histories of our cell phones—the cell phones of people like you and me—is a stunningly profitable industry in its own right: an estimated $12 billion market.53

			It isn’t only adults, however, about whom we need to be concerned. A Pulitzer Prize-winning investigation for the Tampa Bay Times delved deeply into the ways in which the Pasco County, Florida, sheriff’s office used data to guess who might commit crimes, and then sent deputies to “hunt down” and harass potential criminals.54 It turned up harrowing details, such as the tracking of children’s grades and discipline histories, and how such information was then turned over to the sheriff’s office, which used it “to create a secret list of children who could ‘fall into a life of crime.’”55

			Of all these very modern methods of identification, biometric data—such as the voice, fingerprint, and/or facial patterns we use to unlock our apps and devices—is most assuredly the most invasive. These are your actual, physical body parts being used to confirm that you are who you say you are. It is already gaining widespread acceptance. In Singapore, for example, it is being tested at airports for use at check-in, immigration ports, and as a replacement for human-to-human security checks. Steve Lee, the chief information officer for Changi Airport Group, believes that in the future, facial recognition technology will replace the need for passports. He says, “in the future, you just take your face.”56 And in Australia, facial recognition technology is being used to help identify and locate missing persons, though there is robust debate about the legal and ethical implications. Silkie Carlo, director of digital rights activists Big Brother Watch, says, “It could be the final nail in the coffin for individual privacy and the right to be anonymous in public. Even if some uses are socially well-intended, it is a technology that lends itself to authoritarianism, as we have already seen in the U.K., where it has been used to monitor protests and collect biometric photos of innocent people.”57

			Lest I’ve led you to believe that this is a problem not impacting us here in the United States, documentation shows that “more than 7,000 individuals from nearly 2,000 public agencies nationwide have used [a company called] Clearview AI to search through millions of Americans’ faces, looking for people, including Black Lives Matter protesters, Capitol insurrectionists, petty criminals, and their own friends and family members.”58 And that convenient way of shopping we talked about a few pages ago, where all you have to do is wave your palm to render payment? That’s a “biometric authentication system” now in use in several Amazon brick-and-mortar locations, including in the Seattle, Washington, area and midtown Manhattan.59

			Facial recognition technologies, however, aren’t only being used by customs agents and law enforcement agencies on the theoretical hunt for lawbreakers—nor are they being developed for the added “benefit” of making shopping easier for us masses. Biometric authentication systems are being incorporated into the surveillance technologies that are being used to monitor those of us who work from home. In April of 2020, at the start of the pandemic, Washington Post reporter Drew Harwell asked if the new dream of working from home was actually a nightmare,60 citing the sort of monitoring software available to employers to track worker productivity, which include keystroke tracking as well as mandating that workers’ keep their web cams and microphones on continuously during working hours. In September of 2021, he and colleague Danielle Abril reported on another tool that’s been added to an employer’s monitoring toolbox: the use of company-mandated facial recognition software. One employee who’d been subjected to this latest tool, attorney Kerrie Krutchik, found that if she looked away from her screen for too many seconds or shifted in her chair, she’d have to rescan her face back in “from three separate angles, a process she ended up doing several times a day.”61 Krutchik described the experience as “just constant, unnecessary, nerve-racking stress: You’re trying to concentrate and in the back of your mind you know you’re on camera the entire time. While you’re reviewing a document, you don’t know who is reviewing you.”62 She resigned her job after just two weeks under this sort of constant, intense surveillance by her employer. In the same scenario, what would be your upper time limit on allowing yourself to be spied on so invasively?

			I’d be remiss if I left this section in which we talk in such depth about the ways in which technology enables snooping in the most intimate areas of our lives without talking about ATLAS. ATLAS is software developed by the Department of Homeland Security (DHS) U.S. Citizenship and Immigration Services (USCIS) to automate the screening of millions of naturalized American citizens. The software allows DHS to run immigrants’ case files through federal databases, looking for “indicators that someone is dangerous or dishonest and is ostensibly designed to detect fraud among people who come into contact with the U. S. immigrations system.”63 These indicators include investigating a person’s ethnicity and national origin, personal relationships and backgrounds, and biometric information such as fingerprints, and comparing his or her data to that within the FBI’s Terrorist Screening Database and the National Crime Information Center, as well as “a variety of unknown sources”.64 In the Trump administration, ATLAS was used as the department’s primary background screening system and processed more than 16.5 million screenings and generated about 124,000 cases of potential fraud.65 “But advocates for immigrants believe that the real purpose of the computer program is to create a pretext to strip people of citizenship.”66 Though a “Privacy Impact Assessment” of the software was compiled and released in October 2020,67 DHS has been secretive about how ALTAS’s algorithm works, as well as the rules the department has in place to determine when an immigrant should have his or her citizenship revoked. President Biden came into office promising more humane immigration policies but, as of this writing, the public is still awaiting both a report from his administration that reviews U.S. denaturalization policies, as well as more openness about how ATLAS is used in immigration enforcement.
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			Your online content that allows for such ease in identifying exactly who you are is technically known as personally identifiable information (PII), and it is defined—and protected—in different ways, depending on who’s talking about it. To some policymakers, many of the identifiers I’ve cited here are considered PII and should go hand-in-hand with privacy protections. Director of the Federal Trade Commission’s (FTC) Bureau of Consumer Protections, Jessica Rich, explained that the FTC regarded data as “personally identifiable” and therefore deserving of privacy protections “when it can be reasonably linked to a particular person, computer, or device. In many cases, persistent identifiers such as device identifiers, MAC addresses, static IP addresses, or cookies meet this test.”68

			Cookies, Not Made by Elves

			The cookies to which Rich refers have nothing to do with Keebler. They are small bits of information, simple text files, really, that your browser creates and which are stored on your device to keep track of your internet use. They were created to increase the speed of the internet’s response to your use, and so make your web experience faster and more pleasant. What cookies are not are programs, or viruses, and they can do nothing on or to your computer all by themselves. That last statement, however, comes with one big caveat: some cookies can be used for malevolent purposes. They can be used as spyware, and I’ll cover the simple but critical ways in which you can protect yourself from these rotten sorts of cookies within this discussion—as well as the repercussions you can expect if you do so. For now, let’s focus on the different types of cookies because, like the array of Keebler products on your grocery shelves, not every cookie is alike. Some are Fudge Stripes, and some are Sandies, and some are Coconut Dreams.

			Let’s start with the good cookies. Designed in the 1990s by Marc Andreessen—the inventor of Netscape Navigator, the first web browser for the general public—cookies are what makes internet browsing possible. When you’re shopping online, for example, they keep track of what’s in your shopping cart; without them, an item would disappear every time you clicked a different item on that website. When you are subscribed to a website, it will also use cookies to remember your login ID and/or your password. Cookies are what allow you to click on your favorites bar and be taken directly to your morning newspaper or the portal of your child’s school without having to manually login. They remember articles you’ve clicked on and what songs, or movies, or documents you’ve downloaded. Sometimes these benign sorts of cookies are more permanent than at other times. Session cookies keep a record of your activity while you’re navigating through a website’s pages and disappear after you leave that website; persistent cookies, also called tracking cookies, can remember your activity for years. Session cookies are placed in your computer’s active memory, but persistent cookies are set in your hard drive and are not deleted automatically when you end a session with a particular website.

			I was recently told the story of a man who was an avid grill master. He was idly browsing Etsy for accessories for a grilling method he was thinking of trying—smoking Cornish hens by suspending them whole over the coals on a hanger—but got distracted by a phone call. Before he could purchase any of the items he’d loaded into his cart, he closed the Etsy tab and forgot about the new project. Several weeks later he jumped back on Etsy to see if there were any new barbeque rubs that looked interesting—and tasty. He was delighted to find a brand-new line of rubs based on regional American barbeque flavors. But he was quite surprised when he went to check out and found four different grilling accessories were still waiting there in his cart for him to purchase. He didn’t think of it as a bad surprise: he was happy to revive the idea of trying out the grilling method that had caught his attention a few weeks prior, and he bought all of the old items along with several jars of the new rubs. And it certainly wasn’t bad for the Etsy shops he was patronizing, as several of them made sales they surely would have lost but for the cookie that reminded him he’d once been shopping for a meat hanger. What we do know, however, now that we know a bit more about how cookies are categorized, is that somewhere on his hard drive is a permanent Etsy cookie.

			Cookies can also be categorized in terms of their origin. First-party cookies are created by the website the user is currently visiting. Third-party cookies, however, are set by other websites, different from the one you’re currently using, for the purpose of tracking your activity in order to gather data that will allow them to target “relevant” ads to you. The main reason tech giants like Google and Facebook are free to users is because of cookies like this. They make most of their money selling advertising space. The more information they can gather about you, the more highly targeted their ads can become; the more highly targeted their ads can become, the more businesses are willing to pay to advertise on their sites.

			As an example, let’s say you’re an author with a book to sell. If your book were being released in the 1980s, you might take out a newspaper ad or a radio spot and hope that someone who might be interested in your work would see or hear your advertisement before he used the paper to wrap up that evening’s trash or changed the station. Today you can take out an ad on Facebook that is served only to people who are already interested in your topic. Say your book is a mystery featuring a fifty-five-year-old female private investigator who’s cracking a case about a cat thief. You can tell Facebook that the ad is to be served only to women over fifty who like both mysteries and cats. If you were going to release the book only in a digital format, you could add that your ad is to be served only to women who own e-Readers. If your book takes place in Vermont, you might also try serving it only to women over fifty who like mysteries and cats and own e-Readers and live in New England. The deeper the tech giant can drill down into an individual customer’s likes and inclinations, reading habits and geographical location, the more “personalized” an ad can become, and the more businesses are willing to pay for that highly targeted audience.

			The ads you see on a Google search results page, Facebook and Instagram news feeds, Twitter, or your Microsoft Edge browser are a direct result of what an algorithm knows about who you are and how you function in the world. These ads are not only creating revenues for tech companies that are larger than some countries, but they are at the heart of the new business model of the digital marketplace.

			Seeing customized ads on these free services may seem harmless enough on the surface, but remember that they are being served to you because of what Big Tech knows about your life. And the fact that they know so much has ignited a firestorm of controversy about privacy rights. Digital advertising has exploded into a highly sophisticated industry that, thanks to cookies, can follow specific users from website to website.

			Take Flash cookies, also called super cookies, which are independent of any browser. They were designed by Adobe Flash and intended to be permanently stored on your computer—and to remain on your computer even after you have manually and purposefully deleted them. These cookies might have been created with the best intentions—to better serve a company’s customer base. But the fact is that these types of cookies can interact with multiple websites, collecting your data as easily as you travel from one site to another, and then passing that data along to every website along its way. Some super cookies can contain the name of your computer as well as the file path or directories of key files, and some of them can even override your set cookie preferences and reinstate cookies you have removed.

			This latter sort of cookie is called a zombie cookie, and for a very good reason. Imagine that you have cleared all the cookies from your computer, but then you visit a website you’ve also visited in the past. The website is going to check for its cookie and, if it doesn’t find it, it will check to see if you’ve got a Flash cookie. If you do, well, your old cookies, like so many digital zombies, rise from the dead.

			Cookies may be anonymous, and many of them seemingly benign, but tech wizards have learned how to combine plain vanilla computer cookies with luscious personal data like usernames, physical addresses, birthdays, and other information we, mostly unwittingly, send out every day into cyberspace to whip up the ultimate, highly valuable delicacy: a specific person’s identity.

			It’s a little unsettling to learn what’s really going on below the surface of your web browser, isn’t it? One participant in a study about the views of nontechnical internet users, conducted recently by CyLab,69 Carnegie Mellon University’s Security and Privacy Institute, said, “I don’t really like the idea of someone looking at what I am looking at, and that kind of freaks me out.” Another interviewee added, “It is a little creepy…because I feel that I should get to decide what is going in and out of my computer.”70 Tech security expert and author Bruce Schneier expressed the same sentiment, writing that “ads that follow us around the internet feel creepy.”71 I wouldn’t be surprised if most of you reacted the same way when you first realized that—thanks to third-party cookies—the internet remembers what you’ve been exploring.

			Say you were perusing websites for recliners the other night as you watched TV on your thirty-year-old sofa. While you flipped from one furniture site to another and honed in on the models with heat and massage, multiple third-party cookies from every site flowed into your hard drive, ready for the picking by ad tech companies. You, from the comfort of your sagging sofa, have alerted the algorithm that your living room needs an upgrade. Therefore, the next time you log on to the internet, you can expect to have become the target of any number of furniture stores or brands, all vying for the dollars you have set aside to purchase your new sofa.

			The upside of being a target and finding all those La-Z-Boy and Ikea and Pottery Barn ads clogging your social media newsfeeds might be that comparison shopping becomes a bit easier. But even if you’re not really bothered that Big Tech knows you need a new sofa, consider that they also know about the times you Googled your old girlfriend, or searched for a local therapist, or looked up how to get rid of a foot fungus, too. A record of your online activity—from the receipt for the iPad you purchased for your niece’s graduation gift, to whether or not you’ve ever visited a porn site—is sitting in a database somewhere in the world. And I do mean it could be anywhere in the world: “Using connection tracker LittleSnitch, [Mackeeper] found data from one device was sent to Kansas; Virginia; Dublin; Nairobi; Rio Branco, Brazil; and Taiwan to be stored in databases.”72 Even the most intimate parts of our lives are fodder for Big Tech—and those intimate details may be stored in exotic locations you yourself have never visited.

			Consider the case of our cat-mystery novelist. In the course of writing her book, she researched: penalties in New England states for pet-napping; if shipping containers are soundproof; and how to make oleander from one’s garden into an efficacious poison. Think of what the internet has decided it knows about her, and you’ll appreciate why the meme “I’m-Not-A-Murderer-I’m-A-Writer” is so popular in certain circles.

			Former FTC official Jessica Rich described the hidden aspect of all this cookie business as causing “very real” privacy concerns. “Companies are using the data they collect to build highly detailed profiles about individuals, and many of the companies involved in this process are behind the scenes, completely invisible to most of us. Companies also are using high-tech techniques to uniquely identify the devices people carry with them everywhere…. [I]ndustry has started to connect people’s digital interactions across the different devices they use in a practice known as ‘cross-device tracking.’”73

			Cross-device tracking, according to the Federal Trade Commission (FTC), “associates multiple devices with the same consumer and links a consumer’s activity across her devices (e.g., smartphones, tablets, personal computers, and other connected devices).”74 While the FTC acknowledges that this practice helps to make the user’s experience more seamless and that it may, in some cases, be useful in fraud prevention, it is often done without the consumer’s knowledge or permission—and it does result in the increased collection of personal and sensitive data.

			If the fact that your every move is known by hordes of unseen tech marketers is not chilling enough, consider this: tech marketers may not be the only unseen entities with access to your personal information. Cookies create a convenient personalized experience for the average internet user, but they also exponentially increase the vulnerability of your data to attack by hackers. Hackers disguise themselves as legitimate online users, and they tap into the information stored by way of the cookies either to take partial control of a user’s online activity, or to steal the user’s data outright.

			The consequences of cookies—the violations of privacy that can and do lead to exploitation of the garnered private information—have some people applauding the changes that both Apple and Google announced regarding their cookie policies in spring 2021. For Apple’s part, the change will require apps that run on its devices to secure a consumer’s consent before tracking activity. Google has declared its intent—though without a specific start date—to do away with third-party cookies that use an individual’s online behavior to target ads. But let the applause die down and take a look at what these changes will really accomplish.

			Apple calls its change App Tracking Transparency, or ATT. The change involves essentially doing away with third-party cookies on its apps—as it has already done within its web browser, Safari—unless the customer buys in and allows the tracking. For Google, it involves replacing cookies with what the company is calling Federal Learning of Cohorts, or FLoC, which will group web users within specific interest cohorts. For example, if you regularly visit sites such as Epicurious or Food Network, you’ll be designated as a cooking enthusiast and lumped in a group with other foodies. If you regularly check the internet for interesting places to go rock climbing, you’ll become part of a group of people that likes travel and extreme sports. Google’s idea is that your personal information will be less impacted because you will be hidden among the crowd of people who share your interests. These both might seem like sensible initial steps, but neither is without controversy.

			The most prominent opposition to Apple’s plan comes from Facebook. It accuses Apple of “hindering digital ad rivals while developing its own marketing business in the background,”75 and a Bank of America analysis estimates that Facebook stands to lose as much as 3 percent of its revenue because of the change.76 For Google, “[s]maller rival web browsers, such as Firefox and Opera, have rejected FLoC as an inadequate fix for privacy…. They think FLoC further increases the power of Google, the largest online ad-seller, which has lucrative first-party data from logged-in Gmail accounts and properties like YouTube. Google’s ad-tech rivals mostly lack this direct relationship with consumers.”77 Among the other critics of Google’s plan are regulators concerned that most people who are being funneled into the FLoC universe aren’t aware of their change in status. Owners of larger websites are already developing ways for users to “dodge the system,”78 and The Electronic Frontier Foundation (EFF), a not-for-profit digital rights organization has created a website, amifloced.org,79 which includes a button users can click to find out if they’re being covertly tracked by the technology.80

			While it may look, on the surface, as if these steps are being taken by Apple and Google in an attempt to start to address the problem of online privacy, digging a little more deeply into the details of the proposals reveals that the companies may well stand to gain more than the public will from their implementation.
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			Keep in mind, though, that cookies are just one of the ways hackers create doorways into your devices and access your personal information. Let’s talk about how common computer hacks really are, and what the scale of the potential damage actually amounts to.

			In 2019, a woman named Paige Thompson was arrested for hacking into more than one hundred million Capital One customer accounts. Thompson was a former software engineer at Amazon Web Services, the cloud service that was hosting Capital One—a service that delivers computing power through the internet so the customer doesn’t have to have the computing resources at her or his physical location. Through Amazon Web Services, Thompson gained access to 140,000 Social Security numbers, one million Canadian Social Insurance numbers, 80,000 bank account numbers, and an undisclosed number of people’s names, addresses, credit scores, credit limits, balances, and other information, such as credit card applications that dated as far back as 2005. She gained access by exploiting a misconfigured web application firewall, and, prior to her arrest, attempted to disseminate online the user information she stole.81 Similarly, a mistake was made in the structuring of the Dell system—this one in a component that runs on Dell PCs running Microsoft Windows, and it created a vulnerability that would have allowed a hacker to gain almost total control of the PC. Astonishingly, this mistake sat on the devices for twelve years before it was discovered and Dell began efforts to correct it. Happily, if even more shockingly, there have been no reports to date of the weakness being exploited by malicious hackers.82

			In 2019, a Russian hacking group that called themselves “Evil Corp” took over $100 million from various banks using a type of malware known as “Dridex.” Once the malware had infected the systems, it was able to steal login credentials, empty the bank accounts of employees and bank customers, and move the money offshore.83

			In 2018, the computers of Marriot International were breached, exposing the personal information—credit card numbers, addresses, and passport numbers—of up to 500 million people who had been guests at the company’s properties. The hackers, the company conceded, may have had access to such information for up to five years before the hack came to light.84 In 2013, a hack that CNN Business dubbed “epic and historic” was perpetrated against Yahoo users. Names, email addresses, and passwords were stolen from three billion accounts and later found “for sale on the dark web, a murky network only accessible through certain software.”85

			The web, as we know it and use it every day, is known as the surface web, or the clear web. The “dark web” is actually a part of what is referred to as the “deep web,” which consists of sites that won’t come up in the findings of a search engine, but are normal, everyday sites nonetheless. The substrata of the deep web that is the dark web, however, is not indexed by search engines, and the sites contained within it are available only with special software. It isn’t a place most of us would feel safe browsing, in any case. This is where sites dedicated to animal abuse, narcotics, hitmen, human cannibalism, the sale of illegal firearms, and child pornography flourish. That said, the dark web is also used by activists and whistleblowers who rely on the anonymity of the dark web to carry on their search for truth and justice.

			This dark place is also—supposedly—awfully big, though there isn’t any credible measurement I can cite to tell you exactly how big that might be. Think of trying to assess the acreage of the dark, moonlit, wolf-ridden forest in your favorite fairy tale and you’ll have an idea of the difficulty of the calculations. We often think we can access any and every bit of information we may ever need by plugging a question into the Google search bar; but by some estimates, the dark web comprises anywhere from 5 percent, to 48 percent, to fully 90 percent of what is actually available online. Software known as Tor86—which is “an acronym for The Onion Router; the onion refers to the layers you go through to disguise your identity”87—can be used to anonymize your browsing activity related to normal websites. It does, however, also offer hidden services through which the dark web can be entered and which will, additionally, cloak the user’s activity while he or she is visiting there.

			Unfortunately, because a user’s online activity can be so easily cloaked, cybercrime is only increasing, with FBI Director Christopher Wray likening the crisis of rising incidence of ransomware attacks to the 9/11 terrorist attacks.88 According to Fareed Zakaria, foreign affairs columnist for the Washington Post and CNN contributor, “As we connect more and more things to the internet, all of us become more and more vulnerable to hackers, who can compromise any person or business through the Web and steal their data or freeze them out until they pay a ransom. The pandemic accelerated the transition to a digital economy—and thus accelerated cybercrime. By one estimate, ransomware attacks tripled in [2020].”89

			Given the acute acceleration of such attacks, coupled with our society’s overarching reliance on technology, it isn’t at all an overstatement to say that no one—no person and no institution—is immune. In September 2021, for example, just as educational institutions were taking tentative steps toward reopening for in-person learning following the long shutdown necessitated by the pandemic, Howard University, a historically Black research university located in Washington, D.C., suffered a ransomware attack. It was “forced to cancel all of its online and hybrid undergraduate classes” and “the school Wi-Fi network [was rendered] unusable.”90 Colleges and universities are, sadly, particularly vulnerable to cyberattacks. This is because institutions of higher learning must try to balance the need for security against the specific purpose the internet serves in the academic world, which is allowing professors and students as open access as is possible to research and other resources. And they must do this for hundreds, and sometimes thousands of people, all of whom are using different devices in different locations. “‘The whole notion of a university is that it thrives on collaboration and exchange of scholarship and ideas, both with people inside the university and outside the university,’ [James] Waldo said. ‘Building an infrastructure for IT that is based around those assumptions is pretty different from the kind of things that can be done in a corporation where you can dictate to your customer base what they can and can’t do, and where you really want to keep the outside out and the inside under control—we can’t do either of those things.’”91

			The ways the unscrupulous can try to use cyber tricks to deceive us aren’t limited to ransomware, of course. The story of the foreign prince who emails us to tell us we will be rewarded with millions if only we will wire him a paltry few ten thousand right now is so old and common as to have become a cliché. A few of us have even received emails in the same vein, supposedly from people we know—they were the victim of a hotel theft, all their credit cards are gone, will we please wire a few hundred dollars to the place where they are vacationing so they are able to get home? The elderly parents of a friend were asked to wire money in order to get their grandchild out of jail in a foreign country, and they were so alarmed they complied immediately, before checking to find out their granddaughter was safe in her dorm in a neighboring state.

			Those are examples of schemes that go right to your heartstrings. Other schemes are more elaborate and technological. Take the revelation that nearly 2 percent of the thousand highest-grossing apps sold in Apple’s App Store are scams, and have bilked customers out of an estimated $48 million—and that, whether the apps are legitimate or not, Apple still takes its 30 percent commission on their sale.92 Apps with such innocuous names as Guitar Tuner Pro, Mature Dating, and Fun Chart Stickers are among the top eighteen apps that have cheated customers by claiming non-existent affiliations with major brands, such as Amazon and Samsung, and/or have used fake customer reviews to inflate their ranking in the App Store.93

			Not all hackers are infiltrating our computer systems because they’re after money, however. In 2014, in an attack separate from the one referenced in the last paragraph, Yahoo was breached once again, this time by what the company believed was a “state-sponsored actor”—meaning an individual acting on behalf of a government. The personal data—names, addresses, telephone numbers, birthdays, and passwords—of at least 500 million users was compromised.94 Famously, Russian-backed and Iranian-backed hackers have both tried to influence and disrupt U.S. elections, and arguably succeeded.95

			And not all private information that suffers compromise is the result of the proactive work of hackers at all. Sometimes it’s the result of ineptitude. In 2019, “Two third-party Facebook app developers were found to have stored user data on Amazon’s servers in a way that allowed it to be downloaded by the public…. One of the companies stored 146 gigabytes of data containing more than 540 million records, including comments, likes, reactions and account names, on the Amazon servers…. Another app is said to have stored unprotected Facebook passwords for 22,000 users.”96

			Other times, it may be the result of lax rules and regulations around the tech space, or the lax enforcement of them. In March of 2018 it was revealed that “Cambridge Analytica, a data firm with ties to Donald Trump, accessed information from as many as 87 million Facebook users without their knowledge.”97 Facebook claimed that the dissemination of this private information was within the rules, as it had been initially collected for academic purposes; only later had it been transferred to Cambridge Analytica and other third parties, in violation of Facebook’s policies. One might call this a perfect example of following the letter of the law but totally doing an end run around its spirit.

			From manipulating our behaviors and rewiring the concept of who we are, to stolen identities and compromised medical and financial information, to endangering U.S. national security and undermining the fabric of our democracy, the risks of our logged-on lifestyles are many, and ominous.

			[image: ]

			Perhaps one of the most ominous stories—if not the most ominous story—concerning how our data is accessed and then put to use concerns an Israeli company called NSO Group, which “develops best-in-class technology to help government agencies detect and prevent terrorism and crime.”98 Now, tracking down terrorists and pedophiles and other criminals sounds like noble work, and it is. But that’s not all it is. NSO has a product, commonly known as Pegasus, that it has asserted for years is used by governments only to track criminal activity. But—of course you’ve guessed by now—governments use the product for purposes beyond tracking criminals.

			Pegasus is spyware that can be installed remotely on any smartphone. For example, a text message is sent to the phone’s owner and, when the owner clicks on a link in the text, the malware is installed. Once installed, it allows the operators in its client countries to take complete control of the targeted phone. This means the operators can turn on the phone’s microphone to record its owner’s conversations. It can track the phone’s location, but it can also turn on the phone’s camera to take photos of the owner’s location, and people in his or her vicinity. It can access messages, including encrypted ones sent via apps such as WhatsApp. It can acquire the phone’s contents, including the owner’s contacts, emails, and stored photos.

			All this is powerful evidence to use in tracking—in interrupting, and in prosecuting—acts of terrorism and other crimes, to be sure. But in the summer of 2021, a list of around 50,000 phone numbers belonging “to people who are largely based in countries with regimes that are known to spy on their citizens and are also known to be or have been at one time NSO customers”99 was leaked to Forbidden Stories,100 a non-profit journalism organization with its home base in France. The human rights organization Amnesty International then shared the leak with more than eighty journalists from seventeen media groups who worked, under the banner of the Pegasus Project, to identify the owners of those phone numbers.

			What they found was staggering. “[T]he list included several heads of state [including French president Emmanuel Macron101], cabinet ministers, diplomats, 85 human rights activists, 189 journalists, 65 business executives, military officers and others of note. The latter includes the former wife of assassinated journalist Jamal Khashoggi, and Princess Latifa bint Mohammed al-Maktoum, daughter of Dubai’s ruler, who plotted an elaborate escape from her country and family in 2018, only to be captured and returned home.”102

			As of this writing, the leaker hasn’t been identified, and the extent of the data breach is yet to be determined. But take a moment to think about what it means when powerful spyware like Pegasus falls into malevolent hands. What it means for the progress of human rights around the world when repressive regimes can purchase malware and use it to spy on journalists and activists and, as in the case of Princess Latifa, their own daughters. What it means for the health of democracies around the world, and for the health of their national security, when heads of state like President Macron—or, perhaps, President Biden—can be remotely spied upon.

			What’s at Stake

			Our daily lives are steeped in a reality that includes, often necessarily and unavoidably, cyberspace. We use an array of devices to digitally organize our time and schedules, our work projects, our children’s schooling, and our vacations. These devices are run by data networks—cellular networks, wireless networks, satellite networks, and so on. We willingly—even unthinkingly—take advantage of services offered primarily by Facebook, Amazon, Apple, Microsoft, and Google.

			Now, I don’t mean to sound judgmental when I use the word “unthinkingly.” I mean to say that, at this point in history, cyberspace is woven so seamlessly into our everyday life that not using it for the purposes that benefit us would be akin to refusing to use electricity, or giving up indoor plumbing. Think I’m exaggerating? I recently talked with a friend, a doctor, who was planning her family’s first post-pandemic vacation, a trip to Disney World. Making arrangements for colleagues to cover her patients; calling in prescriptions so her patients had an appropriate supply of meds while she was away; notifying her children’s teachers that they would be absent from their classrooms; helping the kids do the schoolwork that would keep them current after their return; hiring a house sitter and a dog walker; purchasing new bathing suits for the little ones to wear at the resort pool—and comfortable walking shoes for herself and her husband; booking flights and hotel rooms and an Uber to take them to the airport; choosing from among the almost uncountable restaurants available at the resort, and making the far-in-advance reservations required at the most popular ones: it was all accomplished from her iPad.

			Considering how dependent we have become on technology, it’s worth taking a deeper look at who we are, and what we stand to lose if we pass on the opportunity to check tech while we still have the time.

			First, let’s do a little breakdown about how we use technology.

			•   There are over 3.3 billion smartphone users worldwide today. This number is expected to grow by several hundred million in the next few years. China, India, and the United States are the countries with the highest number of smartphone users, with a combined 1.6 billion users.103

			•   In the United States alone, for 2021, the number of smartphone users is estimated to reach 248 million.104

			•   Fully 97 percent of Americans now own a cell phone of some kind, according to the Pew Research Center, and the percentage of Americans who own not only a cell phone but a smartphone, is 85 percent, up from a mere 35 percent in the first survey of smartphone ownership Pew Research Center conducted in 2011.105

			•   The global computer market is projected to grow to $367.56 billion in 2021 from $331.45 billion in 2020.106

			•   In the U. S. alone, 87 percent of the population have access to a computer in their home.107

			•   4.72 billion people around the world, or close to 60 percent of the global population, make use of the internet.108

			•   The number of internet users is growing throughout the world—332 million new users came online in a one-year period, April 2020 to April 2021.109 That’s 909,589 new users a day.

			•   As of April 2021, it is estimated that 4.33 billion people worldwide, or more than 55 percent of all the people on Earth, use social media.110

			•   The number of people using social media has increased all over the world—by 13.7 percent over the twelve months prior to April 2021 alone. That’s a gain of 520 million new users in just one year, or 1.4 million users every single day.111

			•   In 2009, the average American adult spent 2.9 hours a day online. By 2018, that average had gone up to 5.9 hours a day.112 As of 2021, almost three in ten adults self-report they are online “almost constantly.”113 Indeed, an April 2021 Pew study reported that only 7 percent of Americans don’t use the internet.114
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