
    
      
        
          
        
      

    


Insider Threat Prevention 

––––––––

By

––––––––

Raymond Leslie Newkirk, Psy.D., Ph.D.


All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted in whole or in part, in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written permission of the author.

Copyright © 2020 Dr. Raymond Leslie Newkirk

Printed in the United States of America

While the author has taken every precaution in the preparation of this book, the author assumes no responsibility or liability for errors or omissions for damages resulting from the use of the information contained herein.

Systems Management Institute, Orlando, Florida 32835.

This book is available at a special discount when ordered in bulk quantities. For more information, contact Publications Sales Department, SMI Press, Orlando, Florida 32835, Tel: (407) 864 7756

www.drraynewkirk.com

www.smirsp.com

Copyright © 2020 Dr. Raymond Leslie Newkirk



	[image: ]

	 
	[image: ]





[image: ]


Acknowledgements



[image: ]




This work emerged from a lifetime of experience assisting organizations, teams, and individuals with finding inventive ways to solve problems more rapidly. As you move from country to country and culture to culture in search of inventive solutions to problems that are more common than one would ever imagine, you begin to notice several patterns emerge that reduce some of the mystery that shrouds the nature and character of human relationships including: How we form them; how we manage them; how we end them, and how we overcome them?  

This is the stuff of life. Life is relationship living. In Christianity, we believe in God as Relationship. ― Raymond L. Newkirk

If you ask how I describe human life, I would answer you this way: Life is Relationship. For good or bad, from hope to hopelessness, from self-doubt to confidence, from Ego to Self-Esteem, and from life to death, I would tell you that human life is formed, nourished, developed, enjoyed, and even made miserable through relationship, from birth to death. From the day you meet your mother to the day you meet your Undertaker you pass through life in relationship. How you

manage your relationships says everything about how you will become a fully human person imbued with the capacity for living a life of unique significance. We are creatures with the capacity to reason well, true; but human life is considerably more emotional than rational. Rationality is a power we possess to navigate life on a material planet. However, we feel more than we think. We use reason occasionally to assist in decision-making, but use our emotions most often to navigate the core experiences of our lives.  

Think about this: Reason concerns the rules of logic, but emotion flows from the values we hold dear. Emotions represent value judgments, and reason represents logical conclusions, the if-then-else side of life. The decisions we make based on the value judgements we render often conflict with the decisions we conclude from deduction or induction. This is how we live human life on planet earth. Other places, I am not so sure.

All my life, Wise people have told me that the power of reason makes us human. We are the “rational animal”. I guess, then, some people are more human than others. Does this make the artist less human than the scientist? Or, are we speaking about the human potential for rational thought so that the scientist is actually a human being and the artist is potentially a human being?  

Moreover, the claim that human beings are “rational animals” is rather simplistic because human beings are more than animals, as Aristotle suggested. Although we do have the powers that animals share such as reproduction, self-mobility, growth, and so forth, we enjoy powers beyond those of brute animals like spiritual development, cultivation of virtue, and creative powers of the imagination.

An animal has body, like a rock has material volume occupying space, but an animal is not a rock. A rock requires transitive motion through an external agent to move it, while an animal enjoys imminent motion from within to move itself. So an animal enjoys the powers of a rock in having existence and a body, but exceeds rocks with its own many powers not enjoyed by rocks. In like manner, human beings possess powers not enjoyed by animals. 

Human beings are, in fact, beings governed by conscience and the Cardinal Virtues. While we do not call animals “self-moving rocks”, we really ought not to call human beings “rational animals”.  We are considerably more than that.

The problem for human beings here is one of reconciling our emotional powers with our rational powers. It is more than a matter of being “rational animals or “emotional animals”. Being more than rational animals who enjoy the power of emotional judgment, the question persists: What kind of creature are we if not a rational animal? What is the influence of virtue in all of this?  

Throughout their lifetimes, human beings experience multiple environments concurrently.  As self-directed evolutionary beings, we share many of these environments in common with people around the world. We also experience these environments uniquely in ways that reflect our personal interests, commitments, beliefs, and aspirations as social beings. The three environments that most impact the development of this book and Parts Two and Three that follow it are the:


	Via Virtutis, the Way of Virtue

	Via Inventiōnis, the Way of Invention, Creativity, or Problem Solving

	Via Rationis, the Way of Reason, Structured Thinking, or Logic
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This book series spans four volumes. The first identifies the pieces to the Insider Threat Prevention Cyber Security puzzle, the ITPCS Puzzle. This, the Third Book in the Series, defines the environment for putting the pieces together. The third examines the strategies of the Insider Threat Prevention Cyber Security Unification Program. The fourth describes the Continuous Performance Management and Insider Threat Prevention Cyber Security Unification Framework. Although each book presents an independent look at a specific segment of the entire unification program, mastery of the Framework requires you to create a roadmap of the entire landscape of the Insider Threat Prevention Cyber Security-Enterprise Architecture. 

This series differs from the more customary presentations on Insider Threat Prevention Cyber Security. Rather than drilling down into the usual technical presentations of Cyber Security, I have focused on a behavioral and psychological solution to the challenge of building a unified ITPCS-Enterprise Architecture. Naturally, this focus tremendously increased the volume of material that could be included in each book. So, I had to make some choices about the paths I had to select. These books reflect my decisions.  As you will see, I highlighted the strategic vision rather than the operational. In this regard, I focused more on the possible strategies for unification rather than the number of workflows involved in technical Insider Threat Prevention Cyber Security.
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These four environments, and the people that inform them, have contributed to building the world we live in today. Their efforts will contribute to the future even more than they do now as Artificial Intelligence begins to impact society in even more potent ways. So, let me ask you several important questions. Do you know enough about Artificial Intelligence to life or dislike it?  Is intelligence, real and actual intelligence, ever artificial. Do you realize that “Artificial” Intelligence will radically change the lives of millions of people because a few people have strong opinions about how it can shape the future of humanity? 

Why do I bring this up now as I am writing about Insider Threat Prevention Cyber Security?  Obviously, you already know, don’t you?  Think about it as an ITP CS specialist.  How will ITP evolve with the introduction of A/I nearly everywhere, especially in the workplace.  I am already hearing echoes out there about A/I eliminating 50% of all the jobs in this country.  Unfortunately, I do not hear much about what is going to replace all of these jobs. Sadly, I have met a few people who are so taken by A/I that they are indifferent to the social changes that will ultimately emerge through the world, not only here in the good ole USA.  We are not moving into a boring future. Having said this, I would like to acknowledge some of people who have assisted us in our efforts to shape the future for the good of humanity.
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	Mathematics: Ashby & Weiner

	Physiology: Shannon

	Information Theory: Weaver

	Computing: McCulloch

	Engineering: Prigogine

	Control Theory: Bateson

	Anthropology: Mead
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	Biology of Cognition: Pask

	Experimental Epistemology: Maturana

	Family Therapy: Bowen
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	Interdisciplinary Movements:

	First-Order Cybernetics

	Science Studies
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	Management Cybernetics: Beer, Espejo

	Critical Systems: Jackson & Flood

	Critical Systems Heuristics: Ulrich

	Systemic Inquiry: Checkland

	Applied Systems: Checkland

	Systems Failure: Applied Systems: Checkland

	Information Systems: Stowell, Wood-Harper

	Systems Agriculture: Spedding, Badwen

	Social Systems: Buckley, Vickers

	Management Science: Ackoff

	Soft OR: Management Sciences, Ackoff

	Systems Analysis: RAND Corp.

	Management Learning: Schon, Argyris

	Systems Dynamics: Forrester, Meadows, Senge

	Whole Earth SD: Macy

	Systemic Complexity: Capra

	General Systems Theory: Bertalanffy

	Second-Order Cybernetics: Von Foerster

	Operations Research: Beer, Churchman, Ackoff

	Complexity Science; Ashby





	[image: ]

	 
	[image: ]





[image: ]


Dedication



[image: ]




Welcome to a newer, simpler, and more effective way of navigating the professional minefield you call work. I dedicate this book series to everyone who suffers from the assault of painful and ineffective colleagues. Whether you are a member of the Board of Directors or a new hire beginning your career, no one wants to work with colleagues who characteristically produce more turmoil than satisfaction and disaster than productivity.

I wrote this book for all of us who at some time or another had to snatch victory out of the jaws of defeat and overcome the “strangeness” of colleagues we could rarely understand. If you are a Millennial, this book is especially for you. If you cannot relate to such a situation, this book is really for you. I wrote this book for everyone who looks at their organization and murmurs: “This place really doesn’t make any sense. I just don’t get it.”

Well guess what? A lot of people just don’t get it, especially the ones who think they do.  If you get it, answer me this:  Are you the kind of person who should recruit other people to work with you?  Are you good for others?  Are you really a good person who should be invited onto a team responsible for producing critical deliverables?  Simply put: Should people want you as a colleague?  Will you be good for them, or only good for yourself?  What do you think?  Have you ever thought about it?  If not, you probably already have your answer. Some people are not even good for themselves. 

I wrote this book for all of us who are currently building our careers and for the generations who will follow in our footsteps. This book emerged to assist you with navigating the hidden influencers that energize the workplace. These are the sparks that make-or-break effective performance. These are the sparks that produce the painful or joyful lives we live. I tip my hat to all of us.  Now let us get busy and achieve something great with our careers. Why settle for less?



	[image: ]

	 
	[image: ]





[image: ]


"I t’s Not Very Often You Get to See Into

the Development of a Cyber Terrorist.

Successful Insider Threat Prevention Requires This.”


―  Raymond L. Newkirk
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Insider Threat Prevention Cyber Security (ITPCS) is scary. In the first place, ITPCS challenges the most knowledgeable people in the organization. In the second, ITPCS is disastrous when it fails. A single criminal incident can completely ruin a company and render the company completely out of business (OOB). As far as I can remember, we have always faced the challenge of Insider Threat Prevention. Cyber Security, however, is the complicating factor today.

Today, ITPCS has become a chronic problem for executives and the organizations they lead. You would probably be correct to guess that about forty percent of all Cyber Security incidents result from malicious insider attacks. Insider cyber-attacks are more expensive than the attacks of external hackers. While “credentialed” Insiders attacks leave the most damage behind, the malicious insider attacks perpetrated by malicious outsiders through coercion often cause the most damage. 

Here is a perennial fact: Insider Threat Prevention is fundamentally behavioral and psychological. Highly secure technology assists ITPCS, but it is not enough. ITP begins with people, moves to process, and terminates with technology, always facilitated by people. ITP is a direct attack on an organization’s information resources. 

Anything can be a target such as data, Intellectual Property, Trade Secrets, and Knowledge Applications. Malicious success requires Cyber Terrorists to discover where the organization’s targeted information resources are located as well as the rules governing access and usage. These rules enable teams to manage data classification, access governance, data sharing, monitoring, procedures and controls, legal and cultural considerations.

The missing key to stopping malicious insiders is, of course, not hiring them and selecting them out early during the customary probationary period. Since malicious insiders can operate more silently and inflict more damage than outsiders, designated managers have to pay attention to the “lateral movement” activities of their employees as they access the information systems internally and externally. 

While everyone relies on technology to assist with ITP CS, the Cyber Terror threat still exists. SIEM, Data Loss Prevention, User Behavior Analytics, Privileged Access Management, and User Activity Monitoring all fall short and are defeated by smart criminals. There is no doubt that these approaches can be helpful in reducing the severity of attacks. However, they are often helpful only after the attacks have occurred. Nevertheless, they can help management reduce the success rate of future attacks by preempting, detecting, and responding to the lateral movements of trusted insiders. 

Although this “Suppression Approach” has become customary when insiders reach beyond their credentials to capture or disrupt an information stream, an innovative insider can defeat it, especially if he or she is knowledgeable about the embedded exposures hidden in the targeted systems such as “temporary” connections and credentials that by default have become permanent. 

These careless mistakes increase the pressure on organizations to employ an expanded range of Cyber Security practices such as the use of data deceptions that mimic targeted data and files. Additionally, Cyber Security specialists may employ systems that collect highly accurate forensic evidence that arm first responders to resolve exfiltration more rapidly. 

Companies adopt Continuous Performance Management to build and maintain cultures of trust, collaboration, and cooperation. Although trust is important among teams, it has to be earned. Blind trust fails the test of reasoned action. Senior management of CPM-designed organizations, above and beyond most other organizations, must continuously enhance their organizations’ Insider Threat Prevention Cyber Security defenses. 

Executives expect CPM organizations to remain consistently vigilant about the threat of Cyber Terrorism. Managers expect their team leaders to protect their systems, networks, and people against the constantly emerging attack techniques perfected by the malicious Cyber Terrorists inside and outside the company. 

Insider Threat Prevention Cyber Security teams succeed whenever they prioritize, investigate, and respond to malicious insider attacks well enough to both reduce the risk of insider threats and prevent the occurrence of every targeted attack, and I do mean “every”.

Raymond L. Newkirk, Psy.D., Ph.D., Ph.D. Th.C.

Orlando, Florida

Christmas Eve, 2019
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The Formative Questions
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What Do You Deserve?

Your career can be a rewarding life-long experience. It can be an enduring and wonderful gift. Or, it can become a dismal punishment whenever you ignore Moral Wisdom. Career success, however, is a lot like the weather: Everyone talks about it, but no one does anything about it. Sound familiar?  So what kind of career do you want?

If you choose to accept a miserable situation, you may be the cause of your misery.

Where Do You Fit In?

Developing effective skills in Cyber Sensitive Environments requires a combination of soft-skills, hard-skills and personal qualities unimagined only a decade ago. University did not prepare you for this, but Moral Wisdom does.

Do You Know These Few Relevant Terms?

Moral Wisdom; Continuous Performance Management; Cyber Security; Insider Threat Prevention; Archetypes; Workplace Relationships; Resilience; Excellence; Existential Hunger; Applied Intuitive Solutions™; Knowledge Base Systems; Mobility; Human Activity Systems; Evolutionary Guidance; Design Inquiry; Coaching; Trust; Zero Tolerance; Invincible Ignorance; Cardinal Virtues; Sociopathology; Problem-Based Learning; Case-Based Reasoning;  Evidence-Based Solutions; Traces-Based Reasoning; Unified Problem Solving Method; Unified Problem Solving Method Description Language.

Agony, If Nothing Else, Is Life’s Faithful Retribution for Entering an Ill-Advised Workplace Relationship ― Raymond L. Newkirk
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Introduction to the Series
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I wrote this series to address the dramatic challenge of Insider Threat Prevention Cyber Security. This is a much-ignored urgency in this time of Cyber Terror. The work began as a single paper about the dangers of Insider Cyber Threats, but the incessant questions of colleagues led me to see the need for a more detailed and expansive evidence-based work that can guide workplace practice.

This series addresses The Psychology of Insider Threat Prevention in a practical sense by discussing the need to “Unify”, not integrate, the CPM organization and Insider Threat Prevention discipline. 

I chose Continuous Performance Management (CPM) as a model of discussion for two reasons. First CPM is an extremely popular Human Resource Management model for organization design. Secondly, CPM vastly increases the danger of an Insider-generated Cyber Attack that can rapidly destroy an entire enterprise, and few seem to note this. I chose the Problem of Workplace Psychology as the overarching theme to coherently tie the components of the “CPM-ITPCS Unification” Program together.

I have studied the problem of Insider Threat Prevention Cyber Security in the USA, Europe, Asia, the Middle East, Australia, and all points south for more than 50 years. In the beginning, no one called it Insider Threat Prevention Cyber Security. People used novel expressions I will not dare to repeat. When I speak of “prevention”, I mean A Priori Prevention, prevention before a threat even requires mitigation. This is challenging. 

Part One identifies the pieces to the puzzle, Part Two discusses what to do what all the pieces after you identify them, and Part Three presents a Unified Model of CPM and ITP Cyber Security. I use Behavioral Science and Psychology to clarify the depth of the problem and the range of the strategies available for delivering ITP CS.

I hope you find each Part stimulating. I write this series to remove the intellectual cobwebs that are so common today. Success with this Insider Threat Prevention Cyber Security requires curiosity, interest, dedication, abundant study, and practice.  

Insider Threat Prevention Cyber Security emerges as a Human Activity System in which the components are human beings. You know what this means right? Human Beings are incredibly creative and unbelievably destructive. We have to be more creative and better enterprise designers. You will never have time to be bored.

Ray Newkirk

Orlando, FL

08-21-2025
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1: Demise of Axiomatic Ethics
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Introduction

Welcome to a new adventure in which Millennials, Cyber Terrorists, and Continuous Performance Managers (CPM) take center stage. As you race through these pages, you will find that this work transcends previous discussions about digital transformation in the workplace. As we proceed from one page to the next, please remember that while everyone has an opinion, not every opinion is an informed opinion. Perhaps this book can reduce this insufficiency. A critical mind, not a mind full of criticism, is the only prerequisite to this work. 

Our journey through these pages spans an interesting selection of seemingly unrelated topics. You will enjoy quite a cognitive stew. We will begin with a few pounds of Existential Hunger adding a consideration of the kinds of relationships it forms. We next season with a pinch of Moral Wisdom, values, and virtues. 

Finally, to reduce any bitterness, we add a measure of Insider Threat Prevention and Human Activity Systems, with a reduction of organization design, performance management, strategic innovation, and professional growth. This recipe will satisfy your hunger for potent solutions to your own problems. Finally, following dessert, your will generate a number of new questions without building ill-will among team members. 

Everything discussed in this work will never directly criticize any person, place, or thing. Never say never, right? The author simply discusses situations and events in a way that first enables us to better understand the challenges we face. We then seek potent courses of action to rapidly resolve them. This work encourages you to reframe discussions about Continuous Performance Management and Cyber Security as a more far-ranging behavioral topic of sociopathology than commonly envisioned. 

I encourage you to think deeper and more profoundly about the issues you believe you understand while connecting your hearts and minds more humanely to the design of a more appropriate problem-solving process. This kind of approach to problem-solving is the beginning of the process to become fully human because it breaks through the numerous pre-suppositions that many people hold dear about the workplace without proper reason.

When contemplated with an open mind, this book delivers a challenging, thoughtful, and entertaining experience. The work raises several inter-connected topics in a fresh way so that you can expand your mind, not blow your mind. This work will expand your vision of the workplace as it requires you to focus on the issues discussed using a systems perspective. 

This work indirectly illuminates the career path ahead by presenting the opportunity to expand your vision-building capacities. However, you must energize your rational processes yourself.  Mastering this book will enable you to escape the dulling world of everyday work life by reducing the emotional conflicts you experience while concurrently sharping your intellectual capacities. Life does not present such an opportunity every day, unless you read my books.

Reading this book offers a real gift if you are up to it. I designed this book to assist you with advancing along the path of becoming a potent human being as you build your career and manage your life. 


Many people slide by you know. They do the dance; they weave in and out of situations; they attempt to charm life and become the smooth operators that people sing about in pop culture, and they deceive their followers and fans. 



You see these people every day. They already think they have it made, that they have the right education to get them ahead in life. However, heads do roll and people sooner or later have to confront themselves. Ultimately when the conditions are right, these people feel the unease of the question that everyone has already asked about themselves a thousand times a thousand: “How human am I really?”  No matter what, everything eventually ends.

The Age of Fragmented Rationality

In this current age, a time I refer to as the “Age of Fragmented Rationality,” many people enjoy their lives without a thought to how much wisdom has evaporated over th e last twenty to thirty years.  A number of these people have little idea about how much they are missing out on the substance of the truly human adventure found in a full life. It is a terrible tragedy to be unaware of one’s capacities and skills and potentialities.  

It is likewise a terrible tragedy to be so consumed with so much stress for so long that the mind makes a wrong turn to get out of its own way.  True, every age has its own advantages and disadvantages. Previous generations, however, valued more highly the things that made human life really human. This included things like morality, ethics, virtue, and oh yes, the discipline of really thinking well, that is, thinking well below the surface of the merely social conventions of dominant groups.

Today people merely assume that they are human beings simply because their mothers and fathers probably were. However, it takes work to become truly human. A person has a right to constrain one’s own existence, of course. Nevertheless, a person makes a great mistake, whenever he or she attempts to constrain the existence of another.  Is it not more comfortable when human beings encounter other human beings along the journey called life?  

I designed this work to assist you with reducing the unnecessary complexity of your professional lives. This work does this in several ways. First, the work assists you with the recovery of the kind of lost social knowledge that makes human life more potent.  Second, the work enables you to master an innovative point-of-view about professional life without starting World War III. Third, the work delivers the Moral Wisdom that enables you to change the direction of your life if you so desire. 

Here, you can pause for a minute, take a break, and think about yourself and your colleagues in a newer, freer, and certainly more potent way. You can learn more realistically how to connect your heart with your mind or your mind with your heart, healing the “substantial fragmentation” that is the reality of people today. Fourth, the work delivers the Moral Wisdom, skills, and expertise that enables you to gain better control over your professional life. Here, you learn to effectively navigate the one or two colleagues who bother you the most.

Cultivating the Process Models

This work delivers a Moral Wisdom Process Model that enables you to cultivate and maintain potent professional relationships. Moreover, it enables you to navigate the dreaded social situations that impede your career. In sum, this work assist you with forming the relationships you should form, avoiding the relationships you should avoid, and exiting the relationships you should exit. Professional success in the Digital Age requires the in-depth Moral Wisdom that enables you to navigate sociopaths at work.

Welcome to the Third Dimension of my Human Relationship Process Model. Here we concern ourselves with the influence of intrinsic and instrumental values on the formation of potent relationships and the clusters that these two kinds of values form: social responsibility, mastery, self-development, relationship, continuity, and lifestyle. Here we see that some values become essence-specific and others become aligned values.

“Lived” values become so much a part of us that we forget that we have them. These are habitual.  If the habitual values compel a high order of behavior such as truth, love, respect, we call them virtues.  If they compel low order behavior such as dishonesty, theft, manipulation, meanness, we call them vices.  We can characterize relationships by the values that compel and guide their actions. One ought to think about how values influence the nature of relationships as we begin to think about the character of the relationships we form. 

Simple Joy of a Values Inspired Relationship 

Regardless of the relentless advance of scientific progress, life today is often more complex than at any time in history. Even indirectly, global situations impact the lives of every American corporation. No one escapes the march of history, from the household to the workplace. Compared to the stress people experienced in the 1970’s and 1980’s, more people have become overwhelmed by the stresses of life today. 

For example, modern conveniences such as 24X7 connectivity through smart phones, the Internet, electronically enabled social networks, laptops, and emerging technologies have counter-intuitively increased human isolation while promising richer relationships. This unintended emergence of a new form of human isolation has further complicated human interactions and increased the stress in early 21st Century life. People have become more agitated, exhausted, impatient, and burnt out as they have succumbed to the addictive appeal of their electronic devices.  

Clandestinely, the 21st Century offers the unsuspecting person a new type of addiction that reduces the quality-of-life by correspondingly dulling the intellectual sharpness of unsuspecting persons. Continuous and unrelenting connectivity has begun to reduce the range and depth of human intellectual life. Many people live with intellectual exhaustion without knowing that something is amiss. Moreover, society quickly accepts this new assault of intellectual fragmentation as the new norm of human excellence. The signs are everywhere. Look at your experience. Is everything O.K. with you?

In the workplace, technological events, like cyber terror, unexpectedly challenge executives and their managers. The landscape of social challenges is immense: Irresponsibility, conceptual confusion, terrorism, abortion, gay marriage, diversity, taxation, health care, government regulation, political corruption, and the growing challenge of economic well-being all impact management practice. These complexities, coupled with the pressures of business competition, seem to make the desire for a simpler life virtually impossible to achieve.  Thankfully, life only seems this way. Many people have mastered the art of enjoying a simpler and more joyful life.


Simple Joy Principle One:  The greater the complexity of human life, the greater the access to Simple Joy. ― R. L. Newkirk



Human beings can simplify the complexities of their relationships by adopting the values that make human life authentically human. Such higher values as simplicity, love, hope, truth, courage, beauty, and human growth contain the wondrous power to lead people in new directions whenever life becomes too complex to be comfortable. These values are the stuff of great dramas, and powerful stories have emerged through their telling. They are the foundation of our character as fully human persons.

Such values form one of the great paradoxes of human life. How can these values possibly be so potent and noble?  We cannot easily define these values, measure them, or explain them. However, we know them, recognize them, are inspired by them, and seek to make them the core of our very intimate lives, even to the point of absolute self-sacrifice. “No greater love...”  The most admired people live by these values. Everyone knows who these people are; even the small child is attracted to such people. These people are virtuous.

What are these values that they hold such power over us?  We commit to them.  We sacrifice for them. We dedicate and order our lives by them.  We fight for them. Unquestionably, they inspire us to scale new heights.  Where did they come from, these values that have changed the face of humanity?  More importantly, how did these lofty values become such an integral part of our lives?  Such higher values are implicitly accepted in a veil of ignorance, but are explicitly powerful enough to alter the course of our lives and the very rhythm of our hearts.

As finite creatures, we human beings forever remain unaware of the pull and tug of our values as they remain in the background of our lives, turning us this way and that. Without our conscious consent, our values influence and guide our very way of life. They simplify our lives as they lead us away from our most basic impulses for vanity, money, power, fame, popularity, intelligence, and success.  They point the way to something more enduring.  

From the background shadow of our existence, often beyond the grasp of our consciousness, constituting little part of our functional self-awareness, values exert a profound influence on the direction of our lives as their call for self-sacrifice carries us beyond the basic animal drive to seek deeper pleasures or basic survival.  Intrinsic values, when we listen to them, release us from the existential basement of L1EH. Being a human being is really more than being a kangaroo or a Tyrannosaurus Rex. Higher values, when lived consistently, become the powerful forces of personal fulfillment. 

The questions are haunting: Why live value-inspired lives?  Why value a human life influenced by background forces that annihilate the natural drive to self-absorption?  How is it that such intrinsic, and mysterious, difficult-to-measure forces are seen as the royal path to an inspired life?  Such values are vital to us because they inspire new heights of human creativity. The values of simplicity, love, hope, truth, courage, beauty, and human growth guide us to greet each day in novel ways. 

Through these values, we respond to the changing patterns of life by generating fresh advances in the art of living a genuinely human life.  Through their hidden influence in forming our character, our higher values inspire us to lead a life of selfless devotion to higher principles which we may not even understand but, nevertheless, hold fast. Such values carry us well beyond the basic needs of our lives and free us of the imprisonment of L1EH to touch the higher realms of spirit that elicit spontaneous admiration for other people.

The silent promptings of our intrinsic values encourage us to pay a steeper price for the attainment of a fully human existence and the Simple Joy it generates. Responding to such promptings, we eventually discover the grand truths that matter most in life. Eventually these grand truths simplify our relationships by guiding our decisions. 

Nevertheless, without completely understanding what these values are, their power over us, where they come from, or even whether they make sense, we become values-driven people who even pledge our lives to the cultivation of these mysterious forces that we steadfastly hold to be so sacred.  This is not necessarily a good thing. The unexamined life is a life not worth living. I guess we ought to examine it.
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