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Preface

Digital trust has, over the past two decades, evolved from a marketing phrase into an engineering property. Where the term once described the diffuse confidence customers were said to place in a brand, it now refers to the concrete set of architectural, operational, and governance disciplines through which an organisation demonstrates that the systems it operates can be relied upon to behave correctly, securely, and accountably under the conditions that matter. The disciplines are recognisable in their parts—identity, encryption, access control, audit, compliance, incident response—and increasingly understood as a coherent whole rather than a collection of unrelated functions. This book is about the engineering of that coherent whole, with particular attention to the role that artificial intelligence is now playing both as a capability that must be made trustworthy and as a capability that can, when carefully deployed, contribute to the trustworthiness of broader systems.

Three motivations underlie this work. The first is that digital trust is no longer an industry-specific concern. The patterns and practices that originated in banking, in healthcare, and in defence have, over the past decade, become routine expectations in retail, logistics, manufacturing, energy, public sector, and even consumer technology. An organisation that processes payments must satisfy PCI DSS regardless of its primary industry; one that handles personal data must respect GDPR or its regional equivalent regardless of whether privacy is its core business; one that operates critical infrastructure must satisfy NIS2, DORA, or sector-specific equivalents regardless of how the industry has historically been regulated. The cross-industry character of contemporary digital trust is the first reason this book is organised across, rather than within, industry boundaries.

The second motivation is that artificial intelligence has, in the past several years, become a central concern for digital trust in two distinct senses. As a capability that organisations deploy, AI introduces new categories of risk—model behaviour, training data provenance, prompt injection, agentic autonomy, fairness, explainability—that the existing trust disciplines were not designed for and must be extended to address. As a capability that defenders use, AI offers new techniques for threat detection, fraud analytics, compliance automation, and identity assurance that materially extend the substrate available to security and compliance functions. Both senses are real; neither is a complete picture without the other; and the engineering of trust in the AI era requires holding both in view simultaneously.

The third motivation is the regulatory acceleration of the past several years. The European Union’s AI Act and Digital Operational Resilience Act, the United States’ sector-specific and increasingly federal AI guidance, the proliferation of state privacy laws, the deepening of sectoral cybersecurity standards, and the maturation of frameworks such as ISO/IEC 42001 for AI management systems have collectively raised the floor for what an enterprise must be able to demonstrate about its digital trust posture. The architectures and practices that satisfied audit and customer due diligence three years ago are, increasingly, insufficient today. The organisations that thrive in this environment will be the ones that engineer their trust posture deliberately rather than assemble it reactively.

The audience we have in mind is broad. It includes security architects and chief information security officers responsible for trust posture across complex enterprise estates; compliance leaders, privacy officers, and audit professionals who increasingly need to understand the engineering substrate behind their controls; AI and data engineers building systems whose trust properties will determine whether their organisations can deploy them in production; platform engineers and cloud architects on whose substrates trust-sensitive workloads are built; and the technology executives whose investment decisions shape the trust posture of their organisations over multi-year horizons. We have also written for graduate students and early-career engineers who intend to work in this domain and would benefit from a synthesis of its main concerns.

Several editorial commitments shape the chapters that follow. We name technologies concretely—AWS, Microsoft Azure, Google Cloud, Kubernetes, OpenTelemetry, HashiCorp Vault, SPIFFE/SPIRE, Open Policy Agent, OPA Gatekeeper, OPC UA, Apache Kafka, Snowflake, Databricks, LangChain, PyTorch, and many others—because in a regulated and security-sensitive context, abstract advice tends to dissolve on contact with implementation. We name regulatory frameworks specifically—GDPR, CCPA, HIPAA, PCI DSS, SOX, NIS2, DORA, NIST CSF, NIST AI RMF, ISO/IEC 27001, ISO/IEC 42001, SOC 2, FedRAMP—because trust engineering that ignores the specific obligations of the organisation is engineering against a phantom requirement. We treat tradeoffs candidly: there is no trust architecture in this book that does not impose cost, and we say so. Case studies are composite rather than literal, drawn from recurring patterns across engagements in financial services, healthcare, public sector, retail, manufacturing, energy, and technology.

A note on the scope of “trust.” We use the term in the engineering sense—the demonstrable property of a system that allows it to be relied upon for its intended purpose under defined conditions—rather than in the philosophical or social sense. The engineering sense does not deny the broader senses; it brackets them for the purpose of producing actionable guidance. The reader interested in the philosophy of trust will find ample literature elsewhere; the reader interested in shipping systems that can be trusted will, we hope, find the chapters that follow useful.

Digital systems remain trustworthy under conditions their designers could not fully anticipate—the novel attack technique, the regulatory interpretation that shifts under a new commissioner, the third-party dependency whose compromise propagates faster than human response, the AI model whose behaviour drifts in production in ways no test set surfaced. The introduction of intelligent capabilities into trust architectures does not change that fundamental reality. It introduces powerful tools for detecting, responding to, and absorbing these surprises, and new ways for trust to be lost or earned. The chapters that follow are an attempt to think carefully, and honestly, about both.
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Every generation of computing inherits a vocabulary from the one before it and contributes a small number of new terms of its own. The term that the present generation is contributing—contested, often abused, and yet useful—is “digital trust.” The contestation is appropriate, because the phrase has been claimed by marketing copy often enough that careful practitioners have learned to ask for definitions. The usefulness is also real, because the practices to which the phrase refers when used carefully are recognisably distinct from earlier framings of security, compliance, or privacy taken in isolation.
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