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​Chapter 1 –Payment Services

​Introduction and background 

The revised EU Directive on Payment Services (or PSD2) is a reformed legislative measure that has been adopted by the European Union in response to changing technology and industry innovation.  The EU directive aims to increase data openness, competition across all banking boundaries, as well as to integrate payment services across national borders. Being an EU directive it must be in part implemented in all of the EU member states no later than 13 January 2018. 

In order to place the directive into context the current Payment Services Directive was adopted in 2007 and as a result implemented into the UK law book through the Payment Services Regulations 2009. Consequently, the Directive created a regulatory framework for payment services in the EU which aimed to create a well functioning, integrated and competitive single market, as well as providing the legal basis for the Single Euro Payments Area (SEPA). 

However the current directives have been inconsistently applied throughout the EU and as a result the EU policy makers believe they have not stimulated sufficient innovation and competition. Similarly, there have been concerns regards the effectiveness of security measures, privacy and fraud associated with digital payments. Therefore, the PSD2 seeks to promote digital innovation and change based on a firm structure of strong customer authentication. However to really appreciate the extent of the PSD2 legislation we need to consider it against the current status of the Payment Service environment worldwide.

​The Current Status of the Payments Industry

Within the realms of financial services a payment system is a set of processes and technologies that transfer monetary value from one entity or person to another. Payments are typically made in exchange for the provision of goods, services, or to satisfy a legal obligation. Payments can cross borders and hence can be made in a variety of currencies using several methods such as cash, cheques, electronic payments and credit/debit cards. The essence of a payment system is that it uses cash-substitutes, such as cheques or electronic messages, to create the debits and credits that transfer value. The value that is being transferred is typically stored in the depository accounts at banks or other types of financial institutions. The banks, in turn, are interconnected through a network of payment systems that they use to process payments on behalf of their customers or depositors. Banks operating in multiple countries connect to payment systems in each of the countries where they operate either directly or through a correspondent bank. Significantly for the settlement process and for the discussion of less conventional payment systems, banks in many countries typically maintain accounts with their central bank and participate in the central bank’s payment systems. In the Eurozone for example the authorities have taken it a step further by creating SEPA, the Single European Payments Area, under the authority of the European Central Bank (ECB). SEPA was created to provide standardized payments processing and costs among all the various countries within the Eurozone. Most US banks are members of a number of different payment systems such as NYCE (New York Cash Exchange, a subsidiary of FIS), CHIPS (Clearing House Interbank Payment Systems) and Fedwire (US Federal Reserve Bank network). Non-US banks are connected into similar national systems such as CNAPS (China), BOJNET (Japan) and SPEI (Mexico).

​The Four Corners Payment Model

In the simplest case involving the traditional banking system, payments involve four participants: 


	The payer: Makes the payment and has its bank account debited for the value of the transaction.

	The payer’s financial institution: Processes the transaction on the payer’s behalf. 

	The payee’s financial institution: Processes the transaction on behalf of the payee and generally holds the value in an account. 

	The payee: Receives value of the payment by credit to their account.



This is illustrated in the “four corners payment model” diagram shown below.  
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In the simple case illustrated here the two banks may choose to transfer payment instructions and funds directly with each other. It is also possible for the banks to use various intermediaries to help facilitate the transaction. What the diagram does not show is the interconnection hub network which resides in the middle and interconnects all participating parties.

In the real world the network includes central banks such as the Fed (US Federal Reserve), ECB (European Central Bank) and The Bank of England and clearinghouses such as CHIPS. There are also information transmission mechanisms such as SWIFT (Society for Worldwide Interbank Financial Tele-communications) and payment systems such as Fedwire and BOJNet which also include information transmission systems. 

Other players such as payroll processors, financial systems providers and card systems such as Visa and MasterCard that are outside of the four corners model also participate in the payment process network. The foundations of the payment networks are built upon decades of development and cooperation between local and international financial institutions hence it is robust, resilient and highly regulated. Non-traditional payment systems such as Bitcoin bypass the banking system almost entirely by fulfilling the role of financial institution, currency and network themselves, so for how evade any regulation.

The operation of the payment system is often slow and cumbersome, which leads many to believe there must be a better way using the available technology. To see why the processes are so convoluted and prone to excessive delays and sometimes even errors we need to examine how payments, transactions (clearing and settlements) occur. This is often referred to as the payment process and it involves four basic steps: 


1)  Payment instructions are the information contained in a POS (Point of Sale) communication, a wire transfer or cheque. These instructions are from the payer and will instruct the paying bank to transfer value to the beneficiary through the payment network to the receiving bank.

2)  Payment generation is when the instructions are entered into the system—printed on a cheque or transmitted via ACH or wire. 

3)  Clearing is the process where the banks use the payment information to transfer money between the relevant parties in order to fulfil the payer’s instructions and to ultimately transfer the funds to the beneficiary.  

4)  Settlement only occurs when the beneficiary’s bank account is actually credited and the payer’s bank account is debited. Hence, the final settlement only occurs when the banks pass value from the payer’s account to the payee’s account, which is an important distinction. The time taken to actually fulfil the settlement of the payment process will depend on the type of transaction method that the payer and payee have chosen to use—or more often the case that is available to them through their financial institutions.



Payment Channels Processors (PCP) working with the payment systems can use different channels that have evolved over time to make a payment and each has different operating characteristics, local availability, regulations and settlement mechanisms. For example not all banks internationally or even branches of a bank nationally may be able to support electronic payments. This may be determined by local or national geography constraints, regulatory policy or the available technology infrastructure. However, generally, the most common types of traditional payment systems can be placed into one of the following four payment channels: 


1)  Paper-based systems such as cheques or Bank drafts where the payments are initiated when one party writes an instruction on paper to pay another. These systems are well established and some of the oldest forms of non-cash payment systems but the clearing and settlement process are still relatively misunderstood by the public. For instance, cheques will need to be manually processed via a clearinghouse which can take up to 5 working days. Furthermore cheques are only relevant forms of payment nationally and they are unlikely to be accepted internationally due to the settlement period likely taking months. Cheques were for many decades the most popular and common paper-based channel and are still widely used in the United States and a few other countries. In recent years, cheque clearing has been improved through the use of image recognition technology and A.I. algorithms which have greatly enhanced and automated the process of handling cheques, which speeds the clearing process. In addition, the ubiquitous presence of mobile phones with cameras allows the capture of the cheque image which can then be transmitted electronically. Sometimes the image is created at a retailer’s point of sale where the cheque is scanned into the terminal and then processed electronically. 

2)  Wire Transfers – Cheques and bank drafts had several limitations the most obvious was the time taken for settlement due to delays transferring the cheques in the mail. Hence there was a requirement for faster settlement especially for high value transactions and this is where the telegraph/telephone networks came into play. The RTGS (Real Time Gross Settlement) or High-Value Payments; called wire transfers were introduced in the late 1800s with the invention of the telegraph but did not become widely used until the early 1900s. High-Value Transfers are generally used between businesses when there is the requirement for fast, secure and final transfer of value. Frequently referred to as wires they are considerably more costly than paper-based or batch systems. The sender (payer) instructs their bank to wire money to the beneficiary (payee) using a wire transfer. The payer’s instructions to their bank include the name of the beneficiary, the beneficiary’s bank and other address details specific to the particular high-value system. In the case of Fedwire this would include the ABA number (American Bankers Association) of the banks being used along with the beneficiary’s account number. The sender’s bank would then use its direct access to the high-value system to instruct the beneficiary’s bank to debit its account with the central bank and credit the beneficiary. The important part of wired transfers is the role played by the central bank, both in holding deposit accounts for other national banks and acting as a guarantor. For instance, the central bank provides the funds to the beneficiary virtually on an immediate basis therefore the central bank stands as a guarantor of the system to both banks. The receiving bank can rely on the central bank for the funds in the event that the sending bank fails to adequately cover their account with the central bank. This element of RTGS systems adds considerably to their cost but they are extensively used in business even though the making of high-value payments is a bit more complex on their part. Consequently many technologies and processes have been developed to help businesses communicate wire payment instructions to their banks. These include bank-proprietary systems, ERP (Enterprise Resource Planning) file transfers through SFTP (secure file transfer protocol) and third-party payment systems, such as payroll processors. How the sender structures its message to the bank will determine the time to settlement, cost and risk with which the bank can complete the transfer. Interbank transfers use the SWIFT network to communicate the payment instructions but that can still take several days, especially for international transfers, as not all systems are Real Time Gross Settlement Systems (RTGS). There are still a few non-RTGS systems in operation in which case the instructions and value are transferred between the sender’s bank and the beneficiary’s bank on a periodic basis perhaps even via a clearing bank. This will reduce the immediacy of the settlement but not the finality. Because RTGS systems are important for global financial stability, non RTGS systems are in a state of permanent—and rapid decline. Fedwire, the U.S. based high-value transfer system, is an RTGS system and there are similar public and private large-value transfer systems in most countries around the world. Examples include CHAPS in the UK, LVTS in Canada and CNAPS in China.

3)  Batch Payments - Automated Clearing House (ACH) batch payments or RTNS, (Real Time Net Settlement) systems were introduced in the early 1970s and were designed to replace cheques by introducing the concept of electronic payments. Batch Systems such as the ACH (Automated Clearing House) in the US and BACS in the UK, were designed to handle large volumes of relatively low value transfers, where immediacy was not a requirement. Therefore, banks would exchange batches of transfers on a daily basis settling the transfers the following day. Like high-value systems, the payers, which are called originators in the ACH domain, provide their banks or what are termed the ODFIs (originating depository financial institutions) with payment instructions. Unlike high-value systems, there are usually multiple payments in each instruction sent to the ODFI, for example a payroll. The ODFI processes the instructions and sends a file of all customer instructions to its ACH Operator. The ACH Operator then distributes all of the payments in all of the batches to the appropriate RDFIs (receiving depository financial institutions) which then credit the individual receivers (payees). The distinction in syntax between payers (originators) and payees (receivers) is at first a little unclear but it is due to the little known fact that it is also possible within the ACH—and many other batch systems—to send instructions to debit the receiver’s account. This is how the Nigerian email bank scams work, the scammer asks the victim to establish a test payment where they will deposit a small amount into the victims account but then they use the same details to request a large debit, and clear out their victim’s account. It is for this reason that the terms originator and receiver are used rather than sender and beneficiary as in a debit instruction the terms payer and payee would be reversed. To remediate this issue ACH is designed to transfer batches of low value payments, and there a considerable range of checks and balances that apply to these payments. These mechanisms include debit filters and blocks, which will restrict somebody that knows a firm’s ABA routing code and account number from withdrawing money from the account using the ACH. Batch systems via the ACH systems have typically been used for domestic transactions but are also a way of transferring money between countries and currencies using cross-border ACH transactions. ACH has typically been a next-day payment system where it takes a day from initiation of the payment for the value to transfer to the receiver’s bank. However, the demand of the internet era has made several countries such as the UK offer a same-day payment system known as Faster Payments Service (FPS). In the US financial institutions are wary of this as it could detract from the revenue stream they receive from RTGS payments and this is a typical example of the cannibalization conundrum where banks must be wary of new products eating into the revenue streams of existing high value products.

4)  Card Based Payments - Card based systems, which include both debit and credit cards, are the fastest growing form of payment and bank-issued cards are the most widely used. The distinction between the two forms, credit or debit, are that a credit card is issued against a line of credit that the institution or bank has extended, whereas a debit card is issued against a deposit account held by a business or consumer. There are also third-party vendor that may issue credit or debit cards, such as retailers, supermarkets and governments that offer credit or stored value cards, such as gifts, payroll or welfare cards. These are a special type of debit card that do not access a specific bank account but are pre-funded at the time of issuance.  Some stored value cards can be “reloaded”, that is they can have funds added to the available balance, to extend their usability. The following diagram shows the participants in a typical card transaction. The cardholder presents a card for payment to a merchant. The merchant captures the transaction information and sends it to its merchant acquirer, typically a bank, for authorization. The merchant acquirer queries the issuing bank for authorization for the transaction via the appropriate card network which it then returns to the merchant. If the transaction is denied, the payment is cancelled. If the transaction is approved, the payment is completed. The merchant then sends the final transaction information to the merchant acquirer, either at the time of transaction or more typically in bulk at the end of the day. The merchant acquirer presents the transaction to the issuing bank, again using the appropriate network. Each card network net settles the day’s card transactions between all of its member banks, typically through a separate batch payment system such as the ACH in the U.S. or BACS in the UK. The issuing bank charges the card holder’s account and the acquirer credits the merchant’s account net of any transaction fees. The way the transaction fees are calculated and subsequently deducted from the merchant’s payment is complex and varies dependent not just on the brand of card, Visa, MasterCard, Discovery or American Express but also on the privileges or status of the card, with high end prestige gold and platinum card fees being higher. The merchant however is obliged under the terms of use to accept all cards of that brand and must not under any circumstance apply a surcharge to the customer for accepting payment using a brand’s card.



To see how settlement works with card payments we need to understand how the business model operates and how the fees associated with accepting payment via a credit card are distributed. For the card holder there should be no additional fees payable and the merchant is strictly forbidden from trying to pass their fees onto the card holder. The merchant’s fee or discount which is typically 2% of the transaction value is the cost of doing business by accepting a credit card as payment.  Secondly, this fee, which consists of a percentage of the transaction and a set fee per transaction, is divided among a few different parties (not just the card network (Visa, MasterCard, etc) and the card issuer (the customer’s bank):

1.   The Issuing Bank – The bank that issued the card to the customer, the bank name will be on the card as the contract is between the customer and the issuing bank, Bank of America, Chase, RBS, etc... are all examples.  The issuing bank receives the largest part of the fee charged to accept your card.  In the payment services industry these fees are known as “interchange”.

2.   Card Associations – This is Visa, MasterCard, Discovery and American Express. The card processors which are the brands essentially receive approximately 0.01% – 0.09% or $0.02 per transaction for supplying an operating the network.

3.   The acquirer bank – receives the remainder of the fees charged. This is entity that does the majority of the work for the merchant. They settle the funds to the merchant’s bank account and are generally available 24/7 for questions in relation to charges and supply the rental POS equipment (card readers/terminals).

During each payment transaction that the merchant accepts it is assessed for an appropriate merchant discount fee, a percentage (with some potential flat fees) of the total transaction volume that needs to be paid to the various companies that enabled the transaction. The merchant discount can be broken down into three component parts: Interchange (Card Issuer Fee), Network Fees/Assessments, Acquirer/Processor Fees for supply of terminal/settlement service – and this is why the card holder should never be passed this ≈ 2% merchant fee.

The interchange is the fee that the card issuer receives.  Interchange is nuanced. It is determined or set by the network (MasterCard/Visa) but paid to the card issuer. This key fact often confuses people. Interchange comprises the single largest component of the merchant discount. Networks set various different levels of interchange ranging from just under 1% (debit cards) to up to around 3% (highest end credit cards).  Again, this percentage is determined by the Networks but paid to the Issuers (Chase, Bank of America, Citibank, etc.)

The network Fees/Assessments are the fees charged by the Networks (MasterCard and Visa) to facilitate the transactions through their systems as they charge basis points of the transaction in the range of around 0.05% with fluctuations of several basis points in either direction. They have the smallest cut but they can afford that with circa 32 million transactions a day or 74 billion a year.

The Acquirer/Processor fees are charged by the merchant processor/acquirer and are highly variable.  They are normally in the 10s of basis points (i.e. 0.10%-0.70%) as a percentage of a transaction.  

To put this all together within a hypothetical example, consider that Citibank is the card issuer, MasterCard is the network, First Data is the processor/acquirer. Furthermore, the retail transaction value is $100 with a merchant discount of 2%.  Hence, the merchant only has to pay that 2% or rather they will have that amount discounted from their settlement payment by their processor, First Data in this case). Hence, First Data the processor, upon initially receiving the transaction data passes this information to Visa who then allocates the $2.00 the following way:


	Interchange (assume 1.65%)—> $1.65 to Citibank (set by MasterCard based off of the credit card used in the transaction)

	Network Fee (assume 0.05%)—> $0.05 to MasterCard

	Processor/Acquirer Fee (assume 0.30%—> $0.30 to First Data



There are often several other parties involved charging additional fees such as gateways and additional types of merchant processors making the dynamics of a transaction layered with many companies each taking a sliver out of the merchants 2%.  Additionally the interchange levels set by the networks are complex documents with discounts, fees and assessments applied to various merchant classes, geographies and card types.

Cardholders can typically dispute charges assessed to their accounts for anywhere from 60 to 120 days after the originally transaction. These disputes may result in a charge-back to the merchant unless the merchant can provide proof of the original transaction, e.g. a signed transaction receipt in the case of credit cards. 

The banks make their money from supplying the credit card to the customer and managing the account hence the lion’s share of the merchant’s fee. It is important for the transaction fee to be split the way it is – in favour of the issuing bank – in order to encourage the banks to use the credit card service.  

Debit card transactions can be either signature based in which case they are processed through the merchant’s normal credit card networks and the card-holder signs a receipt at the time of the transaction. Alternatively, debit cards can be PIN-based in which case they are processed through an EFT or ATM network and the customer enters a personal identification number, or PIN, at the time of the initial transaction. There are a number of variations on standard card payments, including procurement cards, single use card and virtual or ghost cards. Each of these is an attempt to improve the security of the basic transaction, but all use the same clearing channels as regular debit and credit cards. 

Mobile Payment

Mobile payments have become extremely popular recently as these are conducted using a smartphone such as an Apple iPhone, and Android Pay but they are really just another form of a credit or debit card transaction. It the case of Apple Pay, Android and Samsung Pay the phone’s inbuilt near field communication sensors are utilised to transmit the payment details to the Point of Sale sensor in the same way as a plastic contactless card. Samsung Pay, in addition to supporting NFC-based terminals, can also use Magnetic Secure Transmission (MST) technology. Samsung has put in a magnetic coil inside some of its recent Galaxy smartphones, and the field created by that coil, combined with the Samsung Pay app, can be used to transmit payment signals to normal credit and debit card terminals. In essence, Samsung Pay makes those terminals think they are being accessed by a normal magnetic strip found in credit and debit cards. 

Regardless of the contactless technology used in the smartphone it is still basically an embedded credit card account by a Card Issuer but in a different style of user interface. Hence, everything regards the transaction for all the parties - the user, merchant, and the banks is the same with regards the payment and settlement process. 

There are other forms of mobile banking but again these are just plays on the established forms of internet banking so instead of using a PC browser the customer uses a laptop, smartphone, or tablet. An alternative payments method for both online and mobile payments is through eWallets, which are prefunded debit accounts typically held by Fintech firms or vendors such as Google but which can be used for transferring funds to others with immediacy so have gained popularity with those requiring a quick, regular mechanism for transferring funds or making regular but variable-value payments or remittances in close to real-time. We summarise some of the most popular mobile payment systems below and in no particular order;

Apple Pay - This is Apple’s mobile payment system and it uses near field communication (NFC) technology to communicate payment credentials from the phone to the Point of Sale contactless reader. Apple Pay is designed for in-store customers to pay by holding an iPhone or Apple Watch close to a POS contactless reader. A security feature that Apple Pay uses is the Touch ID fingerprint sensors in the iOS devices to authenticate the user and to approve transactions.

Apple Pay’s has been extremely successful with widespread adoption as Apple Pay launched mobile payments with the major card-issuing banks, supporting American Express, MasterCard, and Visa.

Google Wallet is Google’s mobile payment system for in-store and online payments. This is also built upon NFC technology for contactless payments which allows users to store credit and debit cards, as well as loyalty and gift cards on their mobile phone. An interesting feature of Google Wallet is that it is integrated with Gmail allowing payments to be sent as email attachments.

Venmo a PayPal subsidiary is another mobile peer-to-peer payment system which is popular with millennials. The premise of the Venmo system is to make payments social in so much as you can pay anyone that has a phone number or an email account, whether or not they have Venmo. The ability to pay instantly using money you have in Venmo, or link a bank account or debit card in seconds is the attraction. There is a 3 percent fee per payment for credit cards and non-major debit cards. However, receiving money on Venmo is always free.

Facebook Messenger is another of the tech giants getting involved in the mobile payment market launching a new feature for peer-to-peer payments.  In order to initiate a payment a Facebook user simply taps the $ icon and enters the amount to send but it will require the user to add a debit card to send or receive money. The addition of this feature is another example of the tech giants’ developing interest in bank payments and how they can leverage their social networks to market mobile payments.

Samsung Pay uses both NFC and a Magnetic Secure Transmission technology which also allows users to pay at in-store payment terminals where normally a card is swiped. The benefit for merchants is that no special equipment is need for merchants to accept payments magnetic card readers suffice. Again with Samsung Pay the payer loads credit or debit cards onto the phone or store the cards in the case provided for magnetic transmission to enable a source payment account.

Square Cash is Square’s peer-to-peer solution to exchange money electronically. However it is finding a niche in small business as it’s a lightweight solution to accept debit card payments. With Square Cash for personal use, there’s no fee to send, request, or receive money. Payments are deposited directly to the registered debit card. 

Tilt is another peer-to-peer mobile payments system but with Tilt there is also a feature that allows for crowdfunding. For example, users create a project and set the amount needed. Contributors pay the organizer, and the organizer tracks the payments. Companies can also use Tilt Open for open-source crowdfunding pages and the Tilt API to add crowdfunding or group payments to an application.

As can be seen from just a small sample of the offerings on the market for mobile payments there is a solution for just about anyone’s requirements. However it should be noted that in many cases these are not actually mobile banking and the user should be clear that funds that they store on these digital wallet are at their own risk. This is because most of these companies do not fall under financial regulators as they are non-banking entities; as such these mobile payment apps are not required to be federally insured. Consequently, consumers should be aware that not only are their funds not insured or protected they are also providing unsecured loans to these app provider companies. The exception at present is Google Wallet which has applied to be FDIC-insured, hence securing its system with the same federal protection of regular banking institutions. Google’s action could be an essential step forward toward a more reliable and regulated mobile payments marketplace.

For true Mobile Banking we are actually just using a mobile optimised version of the bank’s browser-based PC internet service. The advantages of Mobile Banking are best described as a type of remote access/service as it makes it possible to perform any operations remotely with an online bank account and a mobile phone. Therefore you can do the following from anywhere you have a secure internet connection:


	Make utility payments, pay fines, credits;

	Find current information on your available credit or debit card;

	Convert funds, exchange currency;

	Make payments and transfers.



[image: image]Apart from the advantages described above, you can perform any financial transactions in a matter of seconds. Credit or other payments will be accepted at the banking account immediately. Besides, due to the automation of calculations, online rates are lower than commissions you have to pay when you go directly to the bank.

Finally, all payments in an online banking system are encrypted from being hacked and other fraudulent actions, since all clients' data is stored safely on the bank's server. Thus, online banking can be a real virtual assistant.

Types of online banking

There are some different types of online banking:


	
Informational type: which is a service, which provides information regards the customer’s bank account. The customer can monitor the account balance, history of payments and manage expenses. The constraints are that they cannot make payments, transfer funds or buy currency;


	Accounts management: The customer will have access to information and control of their account and hence they are able to make payments, transfer funds or buy currency. As a result the customer can remotely pay for bills for electricity, rent etc as well as make payments in stores;

	
Finances management: this is the full gamut of mobile banking services in online mode typically offered by FinTech startups – where the customer can make payments, transfer funds, get loans, short-term over-draughts, sell and buy securities and so forth.





Thus, online banking is a technology for managing banking accounts via the Internet using a smartphone app. It embraces all ranges of banking services available in the bank except for cash transactions.



However the proliferation of the smartphone throughout society along with the near ubiquitous WiFi has disrupted many industries and banking along with financial services in general has been no exception. Hence we can see a new breed of bank and a new type of service evolving from the more traditional models and these are built upon mobility and innovation.

The new breeds of service that have emerged are typified not by the customer end-products but more how the products are sourced, constructed and delivered to the customer. For example, the producers of these new services are not banks but technology companies, and this niche is termed FinTech. What is of interest is that these technology companies are bringing innovation and modern services to their customers but are riding on top of the traditional banking networks we have discussed earlier such as ACH/BACS, and the Credit Card clearing and settlement networks. 

What makes these services new and different is that they are delivered often independently of the customer’s bank indeed that is often the catalyst as it enables the FinTech developers to offer competitive products and services from third parties. By being able to view the customer’s financial data and transactions will allow the algorithmic software at the backend of the mobile app to offer unbiased financial advice based upon price and suitability over a catalogue of alternative services from completing banks and institutions rather than on purely in-bank products and commission. 

These FinTech firms have proved to be very adept at raising capital and marketing as they have emerged quickly to gain a small but significant market especially among the millennial demographic. If we consider some of the more well know brands on the market it will better explain the niche banking that they address.

Mint:  This is possibly the most well known of the mobile financial services as it is an effective all-in-one resource for creating a budget, tracking spending and making payments/remittances. In essence it can connect all the user’s bank and credit card accounts, as well as all their monthly outgoings, even if you have accounts in different banks i.e. no more logging in to multiple sites as Mint can collect and present all your financial data in one convenient place. In addition, Mint sends notifications when bills are due and based on spending habits Mint can tailor specific advice to let the user gain more control over their budget. 

Another FinTech developed product that has come to attention recently is the You Need a Budget (YNAB) mobile app. YNAB claims that its technology will help you stop living paycheck to paycheck, pay down debt and "roll with the punches" if something unexpected comes up. There is nothing really innovative about YNAB except that it goes back to real world kitchen table economics as You Need a Budget forces you to live within your actual income, it will not let you budget for income that you forecast but you do not have. The built-in "accountability partner" monitors the user’s bank accounts and incoming an outgoing funds and based upon these patterns its algorithms can suggest different tactics to balance the budget. 

Another traditional banking segment which is less often targeted by FinTech firms is saving but Acorns addresses this niche in the market in an extraordinary way. Acorns, is a payment processor and handles direct payments but also aims to harness the benefits of saving through good financial behaviour. What that actually means is that every time the apps user makes a purchase with a card connected to the Acorns app, Acorns rounds it up to the next highest dollar and automatically invests the difference in a portfolio of low-cost exchange-traded funds (ETFs) that is user selectable based on risk tolerance.

What all three of these examples demonstrate is that for the services to work the companies would need access to the client’s bank accounts and or their payment history. Very few banks allow access to third parties to such confidential information even with the customers consent. However an old technique has gained a fresh lease of life and purpose. FinTech firms with the customers consent and using their security credentials utilise a technique called screen-scraping to gain access to the banks online-banking websites. This importantly allows them to not only scrape the bank for the customer’s account details, such as balances, transaction records, direct debts, but more importantly it can use this technique with any bank with an online customer service. They can consolidate information from diverse accounts residing at several banks. We will revisit screen-scraping in detail later but for now it is sufficient to know that this is how most of these mobile financial apps gain access to the customers bank accounts.

​Authentication and Anti-Fraud Measures

In the preceding section we covered how credit cards are cleared and settled as payments however credit cards can be used in two distinct ways 1) card present and 2) card not present the former being the way payments are done in person and the latter when carrying out payments on the internet. With regards ‘card present’ transactions originally only a signature was required similar to a cheque as the method of authentication and perhaps for larger value items a further item of identity such as a driver license. However online purchases are far more problematic as the card is not present  so other mechanisms were require to authenticate the card as being in the possession of the payer. Initially this took the form of an CV2 code stamped on the reverse side of the card which could be used to authenticate the transaction by either checking the number matched the card or by checking the CV2 number against both the card and the cardholders address and postcode in what was termed an AVSCV2 check. Unfortunately this was only effective for a time as with the advent of mobile phone cameras it became all too easy for a card and any supporting ID to be surreptitiously photographed capturing all the required details. These stolen details could then be used safely online to make successfully authenticated but fraudulent purchases. Credit card companies in order to thwart the increasingly high levels of online fraud introduced a process of two factor authentication, which was commonly used in ATM transactions. It was called two-factor, because the customer was in possession of something, the card and had knowledge of something, the PIN. Following on from this the credit card companies introduced a small integrated circuit into their plastic card which could store security credentials this was called Chip&PIN. So successful was this method that it became the standard secure method for credit cards for both card present and card not present transactions. 

3DSecure

The latest secure method that the major cards use is a system called 3-D Secure, which is an authenticated payment system to further enhance and improve online transaction security and encourage the growth of e-commerce payments. Collectively Visa, MasterCard and AMEX secure systems are brand identities of the 3-D Secure Cardholder Authentication Scheme.

In order to further protect merchants from online fraud the credit cards use their own systems to verify an authenticate cards and hence guarantee the purchase. These systems such as MasterCard SecureCode, Verified by Visa and Amex SafeKey provide the merchant with additional assurance and the confidence to accept payment by card. This method effectively shifts the liability for ‘chargebacks’ from the merchant to the issuing bank. The way it works is that the user registers a password against the card which can be verified at the time of purchase. The system uses Three Domain and SSL Technology to provide a standardised and secure method of performing transactions over the internet. These systems are in place to protect all parties including the merchant, card holder and the banks of the cardholder and merchant against unauthorised use. The way it works can be seen in the diagram below:
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In general 3D-Secure is an extra layer of protection as the name suggests. It is also called the third factor of authentication.

The basic concept of the protocol is to tie the financial authorization process with an online authentication. This authentication is based on a three-domain model (hence the 3-D in the name). The three domains are:


	Acquirer Domain (the merchant and the bank to which money is being paid).

	Issuer Domain (the bank which issued the card being used).

	Interoperability Domain (the infrastructure provided by the card scheme, credit, debit, prepaid or other type of finance card, to support the 3D-Secure protocol). Interoperability Domain includes the Internet, MPI, ACS and other software providers



As mobile phones have become extremely popular around the globe and hackers more informed and consequently more dangerous, new ways of authentication have become essential. An interesting point regards 3D-Secure is that despite its effectiveness in keep fraud at very low levels merchants are very reluctant to use it with many opting not to in favour of their own transaction risk analysis. This is partly because of the high levels of abandoned transactions due to an extra verification step which is added to the process, I.E. entering the password. The creation of version 2.0 of the 3D-Secure by EMVCo, addressed the needs for a protocol designed for secure online payment authentication, as well as the need to improve the user experience associated with 3D-Secure.

3-D Secure 2.0 now uses token-based and biometric authentication, instead of static passwords. In addition it also supports extended data during a transactions, which enables risk-based decisions regards whether to authenticate or not. The consumer experience will also be simplified and enhanced, starting with the elimination of the initial sign-up process and removing the need for cardholders to use static passwords. It is hoped that merchants will see fewer abandoned shopping due to the simplified customer journey.

Despite this new simplified model merchants are still wary of strong authentication mechanisms deterring customers and reducing sales conversions and also because many merchants feel that when it comes to handling risk and fraud their experience and transactional risk analysis is a good if not better than the card companies or the issuing banks.

​Transaction Risk Assessment

TRA as it is known is how traditional and online merchants evaluate the levels of risk when contemplating an online transaction in a card not present scenario. There are many mechanisms available to the merchant dependent on their size and budget and these can range from gut feeling manual guesswork to multi million dollar AI and machine learning networks. However basically they work in the same way, and if we look at the criteria that may be considered we can get a good idea how the risk assessment works. Some of the checks the online merchant or the TRA system will make are;


1)  Is this the customers usual device

2)  Is it coming from the usual location/region/country

3)  Is it the typical time of day

4)  Is it the usual browser and language

5)  Is it a typical purchase product/price range

6)  Is it being made in the usual currency

7)  Is it being shipped to the usual address

8)  Is the shopping browsing pattern typical



More advanced systems will be able to look at a lot more behavioural metrics and data to assess the risk but either way merchants do have considerable faith in their TRA and as we will see later when we discuss PSD2, they are not to keen to have other strong and invasive forms of authentication forced upon the customer as they believe these are often ‘sales conversion-killers’.

​Alternative Payment Systems 

For most people the payments for services or products are only considered at a high level – is there sufficient funds in the account - they have little perspective or interest in the underpinning infrastructure and rules surrounding the payment, clearing and settlement process. Therefore, most payments today for small retail purchases are made with a debit card, which can be swiped—or waved—past a terminal with charges taken directly from the user’s bank account. The marginal cost of these payments is very small and it is only when something goes wrong that these issues are given consideration. Credit card clearing and settlement goes through the Card Association networks but debit cards, which use a variety of networks and are issued under a variety of brands, are ultimately settled through a wire or ACH/BACS type system. 

However, the need to transfer value is not something exclusive to highly developed economies with their sophisticated payment networks, regulated processes and consumer protection schemes. Indeed, there is, and has been a necessity to transfer funds globally especially to under developed nations. This requirement has existed long before postal mail let alone electronic communications. Indeed the first money transfer systems date back to the Crusades, where Knights instead of carrying their wealth around with them would have funds made available along the route to the Holy Lands. Some of these early primitive systems still prevail today due to their simplicity and easy access. 

Hawala, is such a system, an informal money transfer network, which predates all of the banking systems such as paper cheques or telegraphic wires. In its modern form, Hawala is a way for payers and payees that have no access to banks to transfer money. As an example of how the Hawala system works it is very similar to how descendents such as Western Union and other foreign remittance specialist firms operate. For instance if we consider that a person in one city/country wants to transfer some money to their family in another city/country. Neither party has a bank account or access to one. Therefore the person wishing to transfer the funds uses a trusted agent, known as a Hawaladar to act on his behalf. The person wishing to make the transfer brings an amount of cash to the local Hawaladar and explains his intentions. The Hawaladar provides the person with a code that their family will use to obtain the counter value of cash from a local agent situated close to their location. The code is duly provided to the family along with the name and address of a Hawaladar agent close by who will provide the cash when the appropriate code is presented. The Hawaladar then exchange details about the transaction in a way convenient to them and move the appropriate amount of money between them using the banking system. This trust-based system is very effective and reasonably cost-effective for the participants. And these two attributes make it very popular for those with limited means and access to the formal banking system. The Hawaladar function as banks, aggregating a number of small transactions, which are ultimately settled through the formal banking system. Unfortunately, the Hawala, albeit centuries old is looked upon with suspicion by governments today as it has characteristics that also appeal to those operating outside of the law such as money launders and terrorists. For example, a transfer of money might possibly be flagged as suspicious and as a potential money laundering transaction and be rejected by a bank but this would not be flagged by a Hawaladar. Furthermore, Hawala and the agents are unregulated so consequently Hawala is not looked upon with favour by regulators and other government officials. However, that does not diminish the importance and relevance of the Hawala system as it is fundamental to many payment and remittance systems new and old.
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