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Chapter 1 - Introduction
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Hi, my name is Robert Blake. I've been involved in the computer industry since the 1980's. I've worked as a technical support agent for some of the largest computer manufacturers in the world. I was then promoted to a help desk agent that in turn helped out the technical support agents with their questions. I currently own and operate my own computer repair business. Over the years I have seen that people are running in to the same common problems with their computers. The computer isn't being maintained and protected properly, the computer then starts getting slower, it starts to freeze up, and then it crashes. Once it has crashed, they find out that they have lost all their important documents, all their family pictures and they have to start at square one again.

I have found myself giving out the same advice over the years to prevent this from happening. I have looked for books for my customers to read, but I could never find one that gives them everything they need to know in one book. For many years I have wanted to write a book to give out the information that people need to know, and that is why I have created this eBook. I admit I am not a professional writer, I am a computer technician that is giving out the knowledge that I see is needed out there in the world, in the best way that I can.

This eBook comes with a lot of pictures to help you to turn your computer in to a very fast and secure system that you can trust. It will be reliable, you will know how to maintain it properly, you will never get a virus again, you will never lose another file again and you will learn the less commonly known methods on how to backup your email, email folders, contacts, and bookmarks. And after all of this if your computer ever did have a problem, you will learn the "BIG SECRET" that computer technician's don't want you to know to be able to repair your computer!

So many computers that people own get viruses, become compromised, lose family photos, resumes, documents, emails and contacts. Their computer becomes slow and freezes all the time, and they don't know what to do about any of it. I have removed thousands of viruses by now and I have never personally had one virus. It's the understanding of why your computer's virus protection isn't protecting you and how to truly protect yourself that this eBook advises you on. Also, your computer could malfunction or get stolen and the thief will not have access to any of your files and you will still never lose another file again! I have tried my very best to give you the most value I can whether it's saving you money on buying a new computer and less repair fees and/or saving your family photo's that you can't put a price on, all inside one eBook. I thank you for purchasing this eBook and I hope it helps you out a lot and gives you the information that you need to know!
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Chapter 2 - Securing Your Computer The Right Way
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This eBooks theme on keeping your computer safe and secure relies on you following this chapter's step by step screenshot guide to setup the foundation. Following these steps will make the most of future chapters in regards to using the right web browser, protecting against online threats and never losing another file again. Most people have no idea on how to set this foundation up for their computer. This will protect your information from being exposed to threats online and offline dramatically, so I have made it really easy you by providing a step by step screenshot guide so you can feel comfortable. If you do not feel comfortable, you can skip this chapter and still receive a wealth of knowledge from this eBook. You only have to set up the foundation once, so just take your time.

We are going to be creating a highly encrypted "My Files" folder that will contain all your important documents, pictures and even your web browser to keep you safe and secure online and offline. The software we are going to be using is the best choice out there. It's called Veracrypt. It is the best known and most widely trusted encryption software available. It is open-source on the fly encryption, which means an easy drag and drop system with automatic encryption. It uses AES encryption technology that the National Security Agency has a hard time breaking into, let alone hackers that do not stand a chance! And it's free since it's open-source. So let's get started. Go to the following website https://veracrypt.fr/en/Downloads.html then click Download, then run and install the software.
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It is compatible with all versions of Windows including Windows 10 and later, for what we are doing. Now put a check where it says "I accept the license terms" and click Next.

[image: ]

Keep "Install" selected and again click Next.
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Now click Install.
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After it finishes installing, click OK then click Finish.

[image: ]

Now it's time to set up Veracrypt. Double click the Veracrypt icon on the desktop to open it.
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Now click "Create Volume" near the lower left.
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Keep the default option selected "Create an encrypted file container" then click Next.
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Now click "Select File" near the upper right.
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Click on "Documents”, then in the blank space beside File Name: type "My Files" with no quotes. Then click Save.
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Now click Next.
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Keep the default options (keep it as AES encryption) and click Next again.
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Now choose how much storage capacity you typically need for all your sensitive information such as documents, pictures, etc, type the amount in GB in the space provided. Put the bullet next to GB. For this example I'm choosing 5 Gigabytes. Then click Next.
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Now it is time for you to choose the only password you will EVER have to remember. Make sure it is at least 20 characters long. Since it is at least 20 characters, you can make it a sentence that you can always remember. Think of this password like the combination to your safe, inside your safe is all your passwords for everything else that you use, so you only have to remember this one master password. Make the beginning of each word in your sentence a capital letter, and to make things even more secure, replace the letter "O" for the number "0" and even S for $ etc. An example would be "Thi$I$MyPa$$w0rdF0rLife". Since this is the only password you will ever have to remember, make triple sure you remember this password, because if you forget it you will not be able to get in to your files! The rest of your passwords for all your websites and accounts can be stored in a password.txt file (that is stored inside your My Files Folder). So type the password in twice to confirm it, and then click Next.
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Now this step might sound silly, but please just do it. Move your mouse around inside the window. You will see a random line of numbers being generated, which is exactly what you are doing. Computer software believe it or not, cannot actually produce a random number, so your random mouse movements help create a so called random pool, which by all definition is completely random as long as you move your mouse around for at least 10 seconds. Then click Format.
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After it is done formatting (which can take a while) click OK then click Exit.
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Don't worry were almost done! Now we are going to create an M: drive for the My Files folder to be linked to. Click on M: so it's highlighted, then click "Select File" near the lower right.
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Double click on your "My Files" folder that is inside.
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Now type in your password that you created and click OK. Then click "Mount" at the lower left.
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