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📘 Introduction

Welcome to your comprehensive preparation resource for the Oracle Cloud Infrastructure Foundations Associate (1Z0-1085) certification.

This exam is the essential first step for anyone beginning their journey with Oracle Cloud—whether you’re a developer, IT administrator, solutions architect, or student. It validates your understanding of core cloud concepts, OCI services, security, cost, and shared responsibility.

Unlike memorization-heavy guides, this book is built on active learning:


	✅ 300+ original practice questions mirroring the exam’s style, depth, and difficulty

	
✅ In-depth explanations that teach why an answer is correct and why the others are not


	
✅ Real-world context so you understand how concepts apply in production


	✅ 5 full-length practice exams to build stamina and confidence



Oracle’s cloud is powerful, scalable, and enterprise-grade but its architecture is unique. Regions, availability domains, fault domains, service gateways, and dynamic groups behave differently than AWS or Azure. This guide cuts through the complexity and gives you exactly what you need to pass on your first attempt.



📘 How to Use This Book

This is not a passive read. It’s a training system. Follow this proven workflow:

🔹 Step 1: Diagnostic

→ Take Practice Exam #1 untimed, open-book.

→ Identify weak areas (e.g., IAM policies, networking gateways, storage tiers).

🔹 Step 2: Targeted Study

→ Review the corresponding chapter (e.g., IAM).

→ Focus on key concept summaries and high-yield tables.

→ Re-attempt missed questions before reading explanations.

🔹 Step 3: Hands-On Reinforcement (Critical!)

→ Use the OCI Free Tier (always free, no credit card needed) to:


	Launch a VM in a private subnet

	Attach a NAT Gateway

	Create a compartment and policy

	
Explore Cost Analysis and Monitoring
→ Break things. Fix them. Observe behavior.




🔹 Step 4: Timed Simulation

→ Take Exams #2–5 under real conditions:


	90 minutes

	No notes

	
Calculator only (exam allows simple calculator)
→ Grade honestly. Track progress.




🔹 Step 5: Final Review

→ Revisit Appendix A (Glossary) and Appendix B (CLI Cheat Sheet).

→ Drill acronyms and command syntax.

→ Sleep well before exam day.

💡 Pro Tip: The exam tests conceptual understanding—not button-clicking. If a question asks “Which service...”, it’s testing your mental model of OCI architecture.



OCI Global Architecture: Regions, ADs, and Fault Domains

Oracle Cloud Infrastructure is designed for resilience, performance, and global scalability. Understanding its hierarchical physical architecture is foundational.

🔹 Key Definitions



	Component

	Description

	Key Properties





	Region

	A geographically independent area (e.g., US East (Ashburn)). Contains 1+ Availability Domains.

	• Regions are independent — no shared power/cooling/network<br>• Tenancy is created in a home region (IAM resources defined here)<br>• You must subscribe to use other regions




	Availability Domain (AD)

	One or more physically isolated data centers within a region. Each has independent power, cooling, and network.

	• Most regions have 3 ADs (some have 1)<br>• ADs are connected via low-latency, high-bandwidth network<br>• Ideal for high-availability apps (deploy across ADs)




	Fault Domain (FD)

	A logical grouping of hardware within an AD (e.g., server racks). Each AD has 3 FDs.

	• Provides anti-affinity: Instances in same AD but different FDs avoid shared hardware<br>• Protects against hardware failure and planned maintenance<br>• You can optionally specify FD at launch






💡 Think of it like this:

A region = a city

An AD = a neighborhood (with its own electrical grid)

A Fault Domain = a street (with its own backup generator & UPS)



🔍 Practice Question 1

Q: Which two capabilities are enabled by OCI Fault Domains? (Choose two.)

A. Mitigate risk of earthquakes or regional disasters

B. Protect against unexpected hardware or power supply failures

C. Meet legal jurisdiction requirements (e.g., data sovereignty)

D. Protect against planned hardware maintenance

E. Enable automatic cross-region failover

✅ Correct Answers: B & D

Explanation:

Fault Domains exist within an Availability Domain and are designed for intra-AD resilience.


	
✅ B is correct: If a server rack loses power or a disk controller fails, instances in other FDs remain unaffected.


	
✅ D is correct: During planned hardware maintenance (e.g., firmware updates), Oracle migrates VMs within the same AD but to a different FD — no downtime if your app is FD-distributed.


	
❌ A is incorrect: Earthquakes affect regions, not individual FDs. Use multiple regions for geo-disaster recovery.


	
❌ C is incorrect: Data residency is enforced via compartments, VCN placement, and region selection, not FDs.


	
❌ E is incorrect: Cross-region failover requires DNS steering (Traffic Management) or DRaaS—not FDs.




🎯 Exam Tip: Fault Domains ≠ Availability Domains. FDs protect within an AD; ADs protect within a region.



🔍 Practice Question 2

Q: A new OCI administrator logs in and wants to deploy resources in the UK South (London) region. Their tenancy was created in US West (Phoenix). What is the first required step?

A. Navigate to UK South in the Console and create a compute instance

B. Subscribe to the UK South region

C. Use the API endpoint for UK South to create a VCN

D. File a service request for regional access

✅ Correct Answer: B

Explanation:

Your tenancy starts in your home region. To use any other region, you must first subscribe to it in the Console:


	Go to Region Selector → Manage Regions


	Toggle access for the target region (e.g., UK South)
➡️ Only after subscription can you deploy resources there.




	❌ A/C fail because the region is inaccessible until subscribed.

	❌ D is outdated — self-service subscription has replaced service requests.



📌 Real-World Note: Subscribing does not incur cost — only using resources does.



🔍 Practice Question 3

Q: Which statement about Oracle Cloud Infrastructure Virtual Cloud Networks (VCNs) is true?

A. A VCN is a global resource and spans all regions.

B. Each availability domain requires a separate VCN.

C. A single VCN can contain both public and private subnets.

D. VCNs must be peered to enable communication between compartments.

✅ Correct Answer: C

Explanation:

A VCN is a regional resource that spans all availability domains (ADs) within its region — not global.


	
✅ C is correct: Yes — you can create private subnets (no Internet Gateway route) and public subnets (with IGW route) in the same VCN.


	
❌ A is incorrect: VCNs do not span regions. To connect across regions, use Remote Peering.


	
❌ B is incorrect: One VCN covers all ADs in a region; no per-AD VCN required.


	
❌ D is incorrect: Compartments are logical groupings — VCNs live inside compartments and do not need peering to communicate across compartments (if route/security rules permit).




🎯 Exam Tip: VCN = one per region, many ADs/subnets inside it.



🔍 Practice Question 4

Q: Regarding compartments in OCI: Which two statements are true? (Choose two.)

A. A compartment cannot contain other compartments.

B. Compartments are used for access control, billing, and resource isolation.

C. All resources must reside in the root compartment.

D. You can move resources between compartments after creation.

E. Compartments are regional resources and must be created per region.

✅ Correct Answers: B & D

Explanation:


	✅ B is correct: Compartments are OCI’s core organizational unit for IAM, billing, and security isolation.

	
✅ D is correct: Most resources (e.g., compute, VCNs, DBs) can be moved across compartments — useful for reorgs or lifecycle management.


	
❌ A is false: Compartments can be nested (e.g., Root → Prod → Web-Tier).


	
❌ C is false: Resources should not live in root — best practice is to create dedicated compartments.


	
❌ E is false: Compartments are global — created once and visible across all subscribed regions.




📌 Best Practice: “Root” compartment should only hold identity resources (users, groups, policies). Application resources go in child compartments.



🔍 Practice Question 5

Q: Which OCI resource is global, not regional?

A. Virtual Cloud Network (VCN)

B. Block Volume

C. Load Balancer

D. Dynamic Routing Gateway (DRG)

E. Compartment

✅ Correct Answer: E

Explanation:

OCI resources are categorized as either regional or global:



	Resource

	Scope

	Notes





	Compartment

	✅ Global

	Defined once, available in all regions.




	VCN, Subnet, DRG

	❌ Regional

	Must be re-created per region.




	Block Volume

	❌ Regional

	Tied to AD/Region.




	Load Balancer

	❌ Regional

	Deployed in one AD (can span multiple ADs if configured).







	💡 Bonus: IAM resources (users, groups, policies, compartments) are all global managed from home region.

	
⚠️ DRG is regional though it connects to global services, the DRG itself is created per region.






🔍 Practice Question 6

Q: You’ve created a VCN in the US East (Ashburn) region. Your tenancy is also subscribed to UK South (London). Can your London-based compute instances use this Ashburn VCN?

A. Yes — if both regions share the same compartment.

B. Yes — by attaching a DRG and configuring remote VCN peering.

C. No — VCNs are regional; you must create a new VCN in UK South.

D. Yes — OCI automatically replicates VCNs to all subscribed regions.

✅ Correct Answer: C

Explanation:


	
✅ C is correct — VCNs are regional. A VCN created in Ashburn exists only in Ashburn.


	❌ A, D are false — compartments and subscriptions don’t replicate VCNs.

	
❌ B is misleading: Remote VCN Peering connects two VCNs (one per region), but you still need two VCNs — not one shared.




🔗 To connect:


	Create VCN in each region

	Attach a DRG to each VCN

	Peer the DRGs (Remote Peering Connection)

	Add route rules





🔍 Practice Question 7

Q: You want to restrict a group of developers to only manage resources in the Dev compartment and only in the US West (Phoenix) region. How do you achieve this?

A. Assign a policy: Allow group Devs to manage all-resources in compartment Dev

B. Assign a policy: Allow group Devs to manage all-resources in compartment Dev where request.region = 'us-phoenix-1'

C. Move the Dev compartment into the Phoenix region.

D. Use a Network Source with Phoenix IPs.

✅ Correct Answer: B

Explanation:

IAM policies support conditionals based on request attributes, including request.region.


	✅ B uses the where request.region = ... clause to enforce regional scope — a powerful, underused feature.

	
❌ A grants access in all regions where the tenancy is subscribed.


	
❌ C is impossible — compartments are global, not regional.


	❌ D restricts by client IP — not region of resource.



🧠 Real-world use: Enforce “EU-only” access for GDPR teams using:

where request.region in ('eu-frankfurt-1', 'uk-london-1')



🔍 Practice Question 8

Q: Your team creates a custom image in US East (Ashburn). Later, they try to launch an instance from that image in US West (Phoenix) — but the image doesn’t appear in the console. What should they do?

A. Wait — custom images replicate automatically within 24 hours.

B. Export the image to Object Storage, then import it into Phoenix.

C. Use the oci compute image copy CLI command to copy it to another region.
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