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Preface

This thoroughly revised 3rd edition pairs every recipe with the troubleshooting know-how that separates a smooth recovery from an extended outage, walking readers through real failure modes, diagnostic techniques, and remediation patterns drawn from years of operating PostgreSQL at scale.

In this cookbook, you'll learn to set up and install PostgreSQL 18, create and design schemas, configure clusters to automatically switch over in case something goes wrong, keep your connections secure using OAuth 2.0, and perform point-in-time recovery scenarios to get your data back exactly how you left it. All the recipes work with a single growing sample database, so each one is clearly connected to the next one, just like how production systems actually develop.

This edition gives you all the tips and tricks of the latest PostgreSQL 18 features, like asynchronous I/O with io_uring, virtual generated columns, temporal constraints, time-ordered UUIDv7() identifiers, OLD and NEW values in RETURNING clauses, logical replication slot synchronization for failover, native OAuth authentication, parallel pg_upgrade with statistics preservation, eager vacuum freezing, and B-tree skip scan lookups.

You'll find concrete, tested solutions for things like troubleshooting replication lag, recovering corrupted tables, debugging autovacuum bottlenecks, or migrating away from MD5 authentication. And you'll have the operational confidence to apply them under pressure.

In this book you will learn to:


	
Install, configure, and tune PostgreSQL 18 across binary and source code paths 


	
Diagnose startup failures, replication lag, and autovacuum bottlenecks using built-in views 


	
Apply new asynchronous I/O subsystem to accelerate scans and vacuum 


	
Design temporal constraints and virtual generated columns for modern data models 


	
Configure logical replication slot sync for transparent publisher failover 


	
Implement OAuth 2.0 authentication and migrate away from deprecated MD5 passwords 


	
Execute ‘pg_upgrade’ with statistics preservation and parallel compatibility checks 


	
Build partitioned, sharded schemas using declarative partitioning and Citus 


	
Perform point-in-time recovery and selective table or schema restoration confidently 


	Audit every change with OLD/NEW RETURNING and uuidv7-keyed event logs






Prologue

I've known a lot of database administrators, and I'm sure they've all got a memory they'd rather forget. A failed migration at the crack of dawn on a Sunday. It was a replica that just wouldn't keep up with demand, leaving customers waiting. The vacuum process was using up all the available IOPS just as the quarterly close began. We don't often talk about these things, and when we do, it's usually with a bit of light-hearted humour, like comparing scars. But these moments shape us. They teach us, more than any sunny afternoon of green dashboards ever will, what database mastery actually means. Mastery isn't about avoiding failure. It's all about being calm and collected, even when things don't go as planned.

This book is for anyone who wants to feel more confident. Not the swagger of the confident salesperson, but the kind of quiet confidence that comes from having seen a problem before, having figured out its symptoms and applying a fix you understood every step of the way. PostgreSQL 18 has some pretty amazing new features. Basically, asynchronous I/O changes how the server reads from disk. You can use virtual generated columns to model data in ways that just weren't possible before. It's been a long time coming, but we've finally got temporal constraints, OAuth authentication, logical replication slot synchronization, and time-ordered UUIDs, which are all great news for the community. To use them well, we need more than feature lists. We need the instinct to know when to reach for which tool and why.

That's exactly the kind of book I've been trying to write. So, over eleven chapters, we put together a single sample application, and we watch it grow from a simple table used by one employee into a more complex system that's divided into different parts, has backups, is secure using OAuth, and is audited. Each recipe is its own thing, but the chapters build on each other. The vacuum tuning we cover in Chapter 5 is used to inform the partitioning strategy in Chapter 6. The audit triggers of Chapter 9 feed the time-ordered event log we built in Chapter 8. The replication cluster of Chapter 7 is the same one we recover in Chapter 11. By the time you get to the last page, you'll have gone through all the stages of a real PostgreSQL deployment twice if you follow along on your own machine, and once more in the back of your mind every time something breaks at work.

From what I've seen, PostgreSQL is hands down the best database system out there right now. It's honest about its tradeoffs, generous with its diagnostics, and patient with administrators who take the time to understand it. If you don't take care of it, it'll let you know exactly where you went wrong, and often in the first line of your morning log. This book is my attempt to help you treat it well.

Give PostgreSQL the care it needs and it'll be your loyal companion for years to come.

--Peter G
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Prerequisites

This is the ultimate hands-on book for database professionals who always want to be prepared for production problems. No matter what kind of problem you're dealing with, whether it's replication lag, corrupted tables, autovacuum bottlenecks or MD5 authentication, you'll find practical, tested solutions and the confidence to implement them. All you need is some basic experience working with PostgreSQL.

Codes Usage

Are you in need of some helpful code examples to assist you in your programming and documentation? Look no further! Our book offers a wealth of supplemental material, including code examples and exercises.

Not only is this book here to aid you in getting your job done, but you have our permission to use the example code in your programs and documentation. However, please note that if you are reproducing a significant portion of the code, we do require you to contact us for permission.

But don't worry, using several chunks of code from this book in your program or answering a question by citing our book and quoting example code does not require permission. But if you do choose to give credit, an attribution typically includes the title, author, publisher, and ISBN. For example, "PostgreSQL 18 Cookbook, Third Edition by Peter G".


If you are unsure whether your intended use of the code examples falls under fair use or the permissions outlined above, please do not hesitate to reach out to us at support@gitforgits.com. 


We are happy to assist and clarify any concerns.

Chapter 1
Preparing PostgreSQL 18

Introduction

This chapter walks us through the foundational aspects of PostgreSQL 18, laying the groundwork for effective database management, performance tuning, and operational readiness. We will start by understanding the internal architecture of PostgreSQL, gaining insight into how its client-server model operates and how its auxiliary processes maintain data integrity behind the scenes. We will then proceed through two distinct installation paths, which is prebuilt binary packages for a streamlined setup, and another is compiling directly from source code for full control over build options and custom optimizations.

Along the way, we will learn to parse and interpret startup logs, which serve as our first line of defense when diagnosing server issues. We will also explore the structural objects that make up a PostgreSQL database, including tables, indexes, sequences, views, and stored procedures, giving us the vocabulary we need to design efficient data architectures.


Finally, we will dive into the key configuration parameters that govern PostgreSQL 18 performance, including several new parameters introduced in this release such as io_method, io_combine_limit, and vacuum_truncate, alongside the significant change that data checksums are now enabled by default at cluster initialization.



Throughout this chapter and every chapter that follows, we will build a single sample application called cookbook_db. This database will serve as our running workspace, growing progressively as we add schemas, tables, indexes, replication configurations, and more in later chapters. Every recipe in this book connects back to cookbook_db, so the work we do here forms the permanent foundation for everything ahead.



Recipe #1: Simplifying PostgreSQL Architecture


Well, PostgreSQL is a sophisticated open-source object-relational database management system renowned for its robustness, extensibility, and standards compliance. An understanding of its architecture is essential for optimizing performance, diagnosing problems, and leveraging the full capabilities of the server. At its core, PostgreSQL follows a multi-process client-server model where a central server daemon called postmaster listens for incoming connections and spawns a dedicated backend process for each client session.


This architecture isolates client operations from one another. It ensures that a failure in one session does not cascade to other active sessions or compromise the integrity of the overall system.

Core Components


The server operates as a background daemon process, typically launched via pg_ctl or managed through systemd on modern Linux distributions. When a client application such as psql, pgAdmin, or a programmatic driver like libpq initiates a connection, the postmaster process authenticates the request and forks a new backend process to handle that session. Each backend process has its own memory context but shares access to a common pool of shared memory, which holds cached data pages, lock tables, and transaction state information.



This shared-nothing approach at the process level, combined with shared-everything at the memory level, gives PostgreSQL both stability and performance. The following diagram illustrates this client-server architecture and the relationship between the postmaster, backend processes, and shared memory.
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Fig 1.1: PostgreSQL 18 Client-Server Architecture


PostgreSQL relies on several background processes that run continuously alongside the main server to maintain data consistency, manage storage, and ensure durability. The Background Writer periodically flushes dirty pages from shared buffers to disk, reducing the amount of work the server must do during peak query processing and keeping the buffer pool available for new data. The Checkpointer forces all modified pages to disk at regular intervals, creating a known-good recovery point that minimizes crash recovery time.



The Autovacuum process automatically reclaims storage occupied by dead tuples left behind after UPDATE and DELETE operations, preventing table bloat and maintaining healthy query performance without manual intervention. The WAL Writer flushes Write-Ahead Log records from wal_buffers to persistent WAL segment files. It ensures every committed transaction is recorded before the commit is acknowledged to the client. In PostgreSQL 18, a new class of I/O Worker processes has been introduced as part of the asynchronous I/O subsystem, which we will cover in detail in Recipe #6 of this chapter.


Query Execution Piepline

Every SQL statement that arrives at a PostgreSQL backend passes through a well-defined pipeline of stages before results are returned to the client. The parser first validates the SQL syntax and transforms the raw query text into an internal parse tree. The analyzer then resolves object references, checks data types, and produces a query tree annotated with schema-level metadata.

The planner and optimizer evaluate multiple possible execution strategies, considering factors such as data distribution statistics, available indexes, join ordering, and cost estimates, and ultimately select the most efficient execution plan. The executor then carries out that plan, retrieving or modifying data as specified, while the transaction manager ensures that all operations respect ACID guarantees. Finally, the server formats and returns the result set to the client. The following diagram shows this pipeline visually.
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Fig 1.2: PostgreSQL Query Execution Pipeline

This pipeline helps us write better SQL queries and choose appropriate indexes, because the planner makes cost-based decisions that directly depend on the statistics and indexes we provide. We will revisit query planning and optimization extensively in later chapters when we work with partitioned tables and advanced indexing strategies.


Recipe #2: Installing PostgreSQL 18 from Binaries

The installation of PostgreSQL from prebuilt binary packages is the fastest and most straightforward method to get a production-ready server running on a Linux system. This approach is ideal when we do not need custom compile-time options and simply want a stable, well-tested installation managed by the system package manager.

Step-by-step Installation


We first ensure that our system is up to date with the latest packages and that we have the curl and ca-certificates utilities available for securely fetching the repository signing key.


For this, we will run the following command:



sudo apt update && sudo apt upgrade -y 



sudo apt install -y curl ca-certificates 




We will now import the PostgreSQL Global Development Group (PGDG) repository signing key and register the official APT repository:



sudo install -d /usr/share/postgresql-common/pgdg 



sudo curl -o /usr/share/postgresql-common/pgdg/apt.postgresql.org.asc \ 



  --fail https://www.postgresql.org/media/keys/ACCC4CF8.asc 



. /etc/os-release 



sudo sh -c "echo 'deb [signed-by=/usr/share/postgresql-common/pgdg/apt.postgresql.org.asc] \ 



  https://apt.postgresql.org/pub/repos/apt $VERSION_CODENAME-pgdg main' \ 



  > /etc/apt/sources.list.d/pgdg.list" 




These commands store the GPG key in a dedicated directory and create a source list entry that references our Ubuntu release codename automatically. We now refresh the package index and install PostgreSQL 18 along with the contrib package, which bundles additional extensions and utilities:



sudo apt update 



sudo apt install -y postgresql-18 postgresql-contrib-18 




After the installation completes, the PostgreSQL service starts automatically. After this, we then verify the status:


sudo systemctl status postgresql 


It will display following output:


postgresql.service - PostgreSQL RDBMS

Loaded: loaded (/usr/lib/systemd/system/postgresql.service; enabled)

Active: active (exited) since ...



We also ensure the service is enabled to start on boot by running the following script:



sudo systemctl enable postgresql 



sudo systemctl start postgresql 




Post-Installation Configuration


We now switch to the postgres system user and launch the psql shell to create our sample application database. This database, cookbook_db, will be the single running application we build upon throughout every chapter.


For this, we will run the following:



sudo -i -u postgres 



psql 





Once inside the psql prompt, we create our database and verify the server version. In the following SQL block, we will:




CREATE DATABASE cookbook_db; 



\c cookbook_db 



SELECT version(); 





The terminal will display the PostgreSQL version string, confirming our installation is active and healthy. We will now create the first table in our sample application, an employees table that will grow and evolve as we progress through the book:




CREATE TABLE employees ( 



    employee_id SERIAL PRIMARY KEY, 



    first_name VARCHAR(50) NOT NULL, 



    last_name VARCHAR(50) NOT NULL, 



    email VARCHAR(100) UNIQUE, 



    department VARCHAR(50), 



    hire_date DATE DEFAULT CURRENT_DATE, 



    salary NUMERIC(10, 2) 



    ); 



INSERT INTO employees (first_name, last_name, email, department, salary) 



VALUES 



    ('Anika', 'Sharma', 'anika.sharma@techparts.io', 'Engineering', 95000.00), 



    ('Rohan', 'Desai', 'rohan.desai@techparts.io', 'Operations', 72000.00), 



    ('Priya', 'Nair', 'priya.nair@techparts.io', 'Engineering', 88000.00); 



SELECT * FROM employees; 





The query returns our three seed rows, confirming that cookbook_db is operational. We will continue adding tables such as products, orders, and inventory in later chapters as our application scope expands. At this point, we also configure remote access by editing pg_hba.conf and postgresql.conf. With this in mind, we will now open the authentication configuration file:



sudo nano /etc/postgresql/18/main/pg_hba.conf 



We now proceed to add a line to permit connections from our local network using scram-sha-256 authentication, which is the recommended method since MD5 is now deprecated. The entry looks like the following:



host    all    all    192.168.1.0/24    scram-sha-256 


We then open the main configuration file to allow the server to listen on all interfaces:


sudo nano /etc/postgresql/18/main/postgresql.conf 



Here, we will set listen_addresses and apply the change by restarting the service:



sudo systemctl restart postgresql 


Verify and Rotate Logs

We now verify that the enhanced logging configuration is active by querying the running server's parameter values directly from the system catalog. We connect to cookbook_db and run the following query to inspect all relevant settings in a single pass:



SELECT name, setting, unit 



FROM pg_settings 



WHERE name IN ( 



  'logging_collector', 'log_directory', 'log_filename', 



  'log_connections',   'log_line_prefix', 'log_lock_failures', 



  'log_rotation_age',  'log_rotation_size' 



) 



ORDER BY name; 




Each row in the result confirms the value loaded from postgresql.conf for our active server process. We then trigger a manual log rotation to test that the log_filename pattern generates a fresh timestamped file without requiring a server restart. We run the following function to rotate the active log immediately, which is safe to execute at any time:


SELECT pg_rotate_logfile(); 


The function returns true when rotation succeeds. We list the log directory afterward to confirm that a new file has appeared with an updated timestamp. This on-demand rotation is valuable during incident response, where we want to isolate the log entries for a specific time window without interrupting active client connections or disturbing ongoing transactions.


Recipe #3: Installing PostgreSQL 18 from Source Code


When we install the PostgreSQL from source code, it provides us with full control over compile-time options, enabling custom optimizations such as io_uring support for the new asynchronous I/O subsystem in PostgreSQL 18. This approach is beneficial when we need features that are not available in prebuilt packages or when we are running on a platform that is not directly supported by binary distributions.


Step-by-step Installation

We begin by installing the required build tools and development libraries:



sudo apt install -y build-essential libreadline-dev zlib1g-dev \ 



    flex bison libssl-dev liburing-dev pkg-config libicu-dev 





The liburing-dev package is new and specific to PostgreSQL 18. It provides the io_uring headers required to compile PostgreSQL with kernel-level asynchronous I/O support, which we will configure in Recipe #6. We will now download and extract the PostgreSQL 18 source tarball:




wget https://ftp.postgresql.org/pub/source/v18.0/postgresql-18.0.tar.gz 



tar -xvzf postgresql-18.0.tar.gz 



cd postgresql-18.0 





Let us now run the configuration script to set up the build environment with SSL and io_uring support:



./configure --prefix=/usr/local/pgsql --with-openssl --with-liburing --with-icu 



The --prefix option specifies the installation directory, --with-openssl enables encrypted connections, --with-liburing activates the io_uring I/O method, and --with-icu provides ICU collation support. We now compile and install the binaries as shown below:




make -j$(nproc) 



sudo make install 




Post-Compilation Setup

In the following script, we will create a dedicated system user, initialize the data directory, and start the server:



sudo adduser --disabled-password --gecos "" postgres 



sudo mkdir -p /usr/local/pgsql/data 



sudo chown postgres:postgres /usr/local/pgsql/data 



sudo -u postgres /usr/local/pgsql/bin/initdb -D /usr/local/pgsql/data 





When initdb completes, the terminal will display the following:



Data page checksums are enabled.

fixing permissions on existing directory /usr/local/pgsql/data ... ok

creating subdirectories ... ok

selecting default "max_connections" ... 100

selecting default "shared_buffers" ... 128MB




An important detail to observe is the line stating that data page checksums are enabled. In PostgreSQL 18, initdb enables checksums by default, a change from all previous versions where checksums were opt-in. If we need to match a legacy cluster that does not use checksums (for example, during a pg_upgrade), we can pass the --no-data-checksums flag to initdb. We will now set the environment variables, start the server, and connect. With this in mind, we will run the following:


OEBPS/image/image-0-1.jpg
Aanliary Processes

Srared Memory






OEBPS/image/image-0-0.jpg
®
GitforGits

ASIAN PUBLISHING HOUSE






OEBPS/image/image-0-2.jpg
sQL Parser Analyzer
Query (Syntax Check) B (Semantic
Result
Planner/Optimizer I Executor | e;u
(Cost-Based) (Run Plan) =
H
Y
i 2 Shared
Reads/Writes- » Buffers
i‘"’mh" ................. .’
pg_statistic

& Indexes






OEBPS/nav.xhtml

        
            Table of Contents


            
                		
                    PostgreSQL 18 Cookbook
                


                		
                    Chapter 1
Preparing PostgreSQL 18
                


                		
                    Chapter 2
Performing Basic PostgreSQL Operations
                


                		
                    Chapter 3
PostgreSQL Cloud Provisioning
                


                		
                    Chapter 4
Database Migration to Cloud and PostgreSQL
                


                		
                    Chapter 5
WAL, I/O, AutoVacuum and ArchiveLog
                


                		
                    Chapter 6
Partitioning and Sharding Strategies
                


                		
                    Chapter 7
Replication, Scalability and High Availability
                


                		
                    Chapter 8
Blob, JSON Query, RETURNING Clause and Connections
                


                		
                    Chapter 9
Authentication, Audit and Encryption
                


                		
                    Chapter 10
Implementing Database Backup Strategies
                


                		
                    Chapter 11
Perform Database Recovery & Restoration
                


                		
                    Thank You
                


            


        
        
            Guide


            
                		
                    Table of Contents
                


            


        
    

