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1. Introduction 

This document is a Software Requirement Specification (SRS) for the Recognisance Web Based project and is the basis for future iterations and extensions. The purpose of the project is to provide a platform for two specific functions:


1)  A  platform for hosting tools for web site reconnaissance, and penetration testing

2)  An integrated Development Environment for the building of custom exploits modules in a collaborative team environment. 



The Web recognizance platform will host online tools or links to tools for web recognizance, scanning, fingerprinting, network tools, encoder/decoders, Report Editors etc. As well as support the Metasploit exploit platform tools through a web GUI interface such as Armitage (http://www.fastandeasyhacking.com/). 

The Integrated Development Environment, which is provided as a means for developers to build their own auxiliary Metasploit modules in their own personal workspace. Also the IDE provides facilities for programmers for software development such as code completing and fixing, source code editing and management, automated testing and is designed to integrate with GitHub for version control, repository storage and for providing the chat-room facility for team collaboration. 


2. Purpose

The aim of this document is to specify a complete description of the Web Recognizance Platform as well as the Integrated Development Environment. The product to be built can be developed as a new development from the ground up or can be built using Metasploit with existing open source packages such as Armitage as the foundation for the penetration test application. For the IDE a new development is possible or it may be integrated as an existing open source product, such as Netbeans, or a commercial ruby IDE such as RubyMiner or Komodo. 
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