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Welcome to the RISC-V Microcontroller Programming Handbook. This book was created to help students, hobbyists, and professionals learn how to build reliable embedded systems using the open and rapidly growing entity["scientific_concept", "RISC-V"] Instruction Set Architecture (ISA). Whether you’re exploring microcontrollers for the first time or looking to deepen your understanding of RISC-V-based development, this guide offers a structured, hands-on path to mastering essential concepts and hardware programming techniques.

Who This Book Is For

This book is designed for a wide range of readers, including:

• Electronics and computer engineering students who want a solid foundation in microcontroller programming.

• Embedded developers and engineers transitioning to RISC-V platforms.

• Makers and hobbyists eager to work on real-world projects with open-source hardware.

• Educators seeking a structured reference for teaching RISC-V concepts in classrooms or workshops.

How This Book Is Organized

The content is divided into three major parts:

• Part I: Getting Started with RISC-V Microcontrollers — Introduction to RISC-V, development environments, ISA essentials, memory organization, and your first GPIO project.

• Part II: Embedded C Foundations for RISC-V — Data types, variables, control structures, functions, arrays, and strings tailored to RISC-V programming.

• Part III: Core Peripherals and Hardware Control — Hands-on control of GPIO, ADC, timers, PWM, interrupts, communication protocols, and storage interfaces.

Each chapter builds on the previous one to help you progress smoothly from basic concepts to advanced techniques.

What Was Left Out

This book focuses on practical, bare-metal programming and excludes advanced topics such as operating systems, high-level application frameworks, and SoC-level design. Those areas deserve dedicated books of their own.

Release Notes

This edition reflects the latest developments in the RISC-V ecosystem. Examples have been tested on popular development boards and verified with standard toolchains to ensure accuracy and reproducibility.

Notes on the First Edition

The first edition of this handbook was written to bridge the gap between academic concepts and real-world hardware development. The focus remains on clarity, hands-on experimentation, and practical embedded system design.

How to Contact Us

We value your feedback, questions, and suggestions.

Email:mechatronicslab.net@gmail.com 

Web:  mechatronicslab.net

Your input will help improve future editions and make this book even more useful to the RISC-V community.

Acknowledgments for the First Edition

I would like to thank the global RISC-V open-source community for their inspiration and ongoing contributions to open hardware innovation. Special thanks to the educators, engineers, and enthusiasts whose feedback shaped the structure of this handbook.

Copyright

© Md Mahbub Ahmed. All rights reserved. No part of this book may be reproduced, distributed, or transmitted in any form or by any means without prior written permission of the author.

Disclaimer

This book is provided as is, without warranty of any kind. While every effort has been made to ensure accuracy, the author assumes no responsibility for errors or omissions. The reader is responsible for verifying the results of any code or hardware implementation.
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Part I: Getting Started with RISC-V Microcontrollers

Chapter 1 Getting Started
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1.1 What is RISC-V? — The Open ISA and Its Growing Ecosystem

[image: ]A Gentle Start — Why This Matters

Imagine sitting in a classroom, holding a small microcontroller board in your hand. You’re curious, maybe a little nervous, but excited to build something real. Before we dive into coding or wiring, let’s take a moment to understand the heart of it all — the thing that makes your board “think.” That’s where RISC-V comes in.

Understanding the Term “ISA”

RISC-V (pronounced “risk-five”) is what’s called an Instruction Set Architecture, or ISA. Think of an ISA as the basic language your chip speaks. Just like people use words to communicate, the chip uses instructions like “add,” “store,” or “jump” to do its work.

When you write a program, your toolchain translates it into this instruction language so the chip can follow your commands exactly.

Why RISC-V Is Special — Openness and Freedom

What makes RISC-V different is that it’s open. Unlike many other chip architectures, no one owns RISC-V. It’s free for anyone to study, build with, or even design their own chips around.

This means students, hobbyists, and companies all have the same opportunities. You don’t need expensive licenses or hidden documents to learn how it works.

A Community That Welcomes You

Because RISC-V is open, it has attracted a warm, active community of learners and engineers who share their knowledge, tools, and projects. That’s great news for you as a beginner. When you get stuck, you’re not alone — chances are, someone has already solved the same problem and shared the solution.

Real-World Use — Why It’s Worth Learning

RISC-V isn’t just for classrooms. It’s used in real products, research, and industry. Learning it now gives you skills that will grow with you. Whether you build hobby projects or work on advanced systems later, this knowledge stays relevant.

A Little Reassurance Before We Build

Don’t worry if some of these words feel unfamiliar right now. You’ll understand them naturally as we move forward. Think of this as learning the alphabet before forming sentences. Soon, you’ll be blinking LEDs, reading sensors, and making your chip respond to the world around it — step by step.

1.2 Popular RISC-V MCU Families

What “MCU Family” Really Means

Before we look at actual boards and chips, let’s understand the term “MCU family.” MCU stands for microcontroller unit — basically, a small computer on a single chip. An MCU family is a group of chips made by the same company or designed around similar features. They usually share the same architecture, programming tools, and development style.

Why this matters to you: once you learn to work with one chip in a family, it’s much easier to use another from the same line. That means your learning builds up over time, rather than starting from zero with every new chip.

SiFive Freedom Series — Ideal for Learning the Core ISA

SiFive was one of the first companies to bring RISC-V chips to hobbyists and engineers. Their Freedom series offers clean documentation and strong community support.

User purpose: Perfect for learners who want to understand the core RISC-V architecture and do low-level, step-by-step programming.

GD32VF103 — Budget-Friendly and Beginner-Friendly

GD32VF103 is famous for being one of the first mass-produced, affordable RISC-V MCUs. It’s easy to flash and well supported by tutorials.

User purpose: Great for students, hobbyists, and DIY makers who want to practice the fundamentals of embedded programming without spending much.

ESP32-C3 — Easy Entry into IoT Projects

ESP32-C3 combines a RISC-V core with Wi-Fi and Bluetooth, making it ideal for connected devices.

User purpose: Perfect for learners who want to build wireless projects like smart home gadgets, sensors, or small IoT devices.

Kendryte K210 — For Advanced Experimenters

Kendryte K210 offers dual RISC-V cores and built-in AI acceleration. It’s more advanced, but also very powerful.

User purpose: Best suited for learners who want to explore AI and image processing on embedded systems after mastering the basics.

Additional RISC-V MCU Options to Explore


	
CH32V103 — A low-cost option with good support for basic peripherals, great for simple projects and classroom use.


	
BL602 — A Wi-Fi and Bluetooth capable MCU similar to ESP32-C3, with strong open-source community backing.


	
VEGA ET1031 — A newer entrant with growing support, suitable for learners who want to experiment with modern RISC-V designs.




How to Choose the Right MCU

Start by thinking about your goal, not just the technical specs.


	
If you want to learn the basics of RISC-V and embedded systems → pick GD32VF103 or SiFive Freedom.


	
If your interest is IoT or wireless projects → ESP32-C3 or BL602 are good choices.


	
If you want to experiment with AI or advanced features → Kendryte K210 can give you room to grow.


	
If cost is a big factor, look for low-cost boards like CH32V103 or Longan Nano.




A Gentle Encouragement

You don’t need to buy every board or try every MCU. Pick one that fits your learning goal and get comfortable with it. Once you truly understand how to program and debug one chip, switching to others becomes surprisingly easy.

The best MCU isn’t the most powerful or expensive one — it’s the one that helps you learn without overwhelming you. Start small, build confidence, and let your skills grow step by step.

1.36 Development Boards and Pinouts

What a Development Board Is

When you work with a microcontroller, the actual chip is often too tiny and delicate to handle on its own. A development board is a ready-to-use version of that chip with everything set up so you can focus on building projects. It includes USB connectors, power regulation, reset buttons, and pin headers that let you plug in sensors, LEDs, and other components without advanced soldering.

Think of it as a beginner-friendly platform — a safe place to learn without worrying about fragile electronics or complicated setups.

Why Pinouts Are So Important

[image: ]

Every pin on a board has a specific role. The pinout diagram is like a map that tells you which pins do what. Once you learn to read it, you can confidently connect wires, LEDs, buttons, and modules.

Here are the most common types of pins you’ll see:


	
GPIO pins — general-purpose pins you can set to input or output.


	
Power pins (3.3 V / 5 V) — provide electricity to your external components.


	
Ground pins (GND) — complete the circuit so everything works correctly.


	
Communication pins (UART, SPI, I²C) — let your MCU talk to other devices like displays, sensors, or Wi-Fi modules.




Power Considerations

Power is often overlooked at first — but it’s one of the most important things to get right. Make sure your board’s power supply matches the voltage your components need.


	
Many RISC-V development boards run at 3.3 V, so avoid directly connecting 5 V components unless they’re compatible.


	
Check the maximum current your board can supply through its power pins. If your project needs more power (e.g., motors or multiple sensors), use an external power supply.


	
Always share a common ground between the board and any external power source.




A stable and correct power supply can save you hours of debugging mysterious issues.

Common RISC-V Development Boards You Might Encounter


	
HiFive1 Rev B — a well-supported board that’s perfect for learning the fundamentals of RISC-V.


	
Longan Nano (based on GD32VF103) — compact and affordable, great for blinking LEDs and small experiments.


	
ESP32-C3 DevKitM-1 — includes Wi-Fi and Bluetooth for IoT projects.


	
Sipeed MAix Bit (based on Kendryte K210) — more powerful, suitable for image processing and AI applications.


	
Pinecil V2 development variant — handy for learning about power delivery and real-world embedded use.




Use Official or Trusted Pinout Diagrams

Whenever possible, use official or well-documented pinout diagrams from the manufacturer’s website or trusted community sources. These diagrams are more accurate and reliable than random images floating around online. Clear pinouts reduce wiring mistakes and make your learning experience smoother.

A Friendly Reminder

It’s easy to feel overwhelmed by all the pins, names, and numbers when you’re just starting out — but you don’t have to master everything at once. Pick one board, keep its official pinout diagram close, and learn a few pins at a time.

With a bit of practice, you’ll start recognizing pin functions almost by instinct. Step by step, your board will stop feeling like a mystery and start feeling like a tool you control.

1.4 Setting Up Your Development Environment

Why a Proper Setup Matters

Before writing a single line of code or plugging in your board, it’s worth taking time to set up your development environment properly. Think of this as preparing your workshop before starting a project. When your tools are installed and working correctly, programming and debugging your board will be smooth and enjoyable instead of frustrating.

Your environment is made up of a few key parts: the toolchain, the IDE, the debugging tools, and some system configurations like drivers and PATH variables. Once this is done, everything else builds on top of it.

Core Tools You’ll Need

The toolchain turns your human-readable C or C++ code into instructions the microcontroller can understand. The most common option is GCC for RISC-V, often called riscv-none-elf-gcc.

The IDE (Integrated Development Environment) gives you a comfortable place to write, build, and debug your programs. Beginners often use Visual Studio Code, but Eclipse or PlatformIO also work well.

OpenOCD and GDB are the most common debugger and flashing tools for RISC-V. They let your computer communicate with the board, upload programs, and help you step through your code.

Installing the Toolchain

Download the appropriate RISC-V GCC toolchain for your operating system from the official source or your board vendor’s website.

Unzip or install it in a location you can easily find, such as C:\riscv on Windows or /opt/riscv on Linux or macOS.

Add the toolchain’s bin directory to your PATH environment variable:

On Windows, do this through “System Properties” → “Environment Variables.”

On macOS or Linux, add a line like export PATH=$PATH:/opt/riscv/bin to your shell configuration file (.bashrc or .zshrc).

Open a terminal or command prompt and type riscv-none-elf-gcc—version. If the version number appears, your installation is working.

A Note on Drivers and Permissions

When you connect your board, your computer needs the correct USB drivers to recognize it.

On Windows, many boards use USB-to-serial drivers such as CH340 or CP210x. These can be downloaded from the board manufacturer’s website.

On Linux, you may need to add your user to specific groups, like dialout, so you can access the board without root permissions:

sudo usermod -a -G dialout $USER

Then log out and back in for the change to take effect.

On macOS, most common drivers are included by default, but for some boards, you might still need to install them manually.

Setting Up OpenOCD and GDB

These tools work together to give you real control over your board.

OpenOCD acts as the middleman between your computer and the microcontroller’s debug interface.

GDB lets you step through your program, inspect variables, set breakpoints, and pause execution.

Install OpenOCD and GDB, plug in your board with a USB cable or debug probe, start OpenOCD with the correct configuration file, then connect GDB to it. This allows you to upload firmware, debug in real time, and truly “see” what your program is doing inside the chip.

Choosing an IDE That Fits You

VS Code is clean and lightweight with plenty of RISC-V extensions.

Eclipse offers a more traditional embedded environment.

PlatformIO is excellent if you want an easy, beginner-friendly setup with project automation.

Choose whichever feels comfortable and make sure it points to the correct toolchain and debugging tools.

Build Systems and Project Templates

Once your tools are installed, you need a way to build your projects. This is where build systems and templates come in.

Makefiles are simple and widely supported.

CMake is flexible for larger projects.

PlatformIO templates automate many setup steps.

Many board vendors provide ready-made starter templates. These typically include a main.c file, a Makefile or CMakeLists.txt, a linker script for your board, and sometimes OpenOCD config files. Using these saves a lot of time and avoids common mistakes. You can build these projects by running make or cmake—build . and flash them using OpenOCD or your IDE.

Testing Everything Together

After installing the toolchain, setting up drivers, and configuring your IDE and debugger, plug in your board.

Build a simple example project.

Flash it to the board.

If your LED starts blinking or a message appears on the serial monitor, your environment is ready.

A Friendly Reminder

Setting up a development environment can feel like a lot. There are new tools, new commands, and sometimes tricky errors. But you only have to do this once. Take it step by step: get the toolchain working, make sure your board connects, then build and flash a simple project.

Don’t rush. Even experienced developers sometimes run into setup hiccups. Once your environment is ready, everything else — from blinking LEDs to running real applications — becomes much easier and more fun.

1.5 Programming Interfaces — Talking to the Chip

Why Programming Interfaces Matter

When you write a program for your RISC-V board, that code lives on your computer first. To make the board actually run it, your computer needs a way to talk to the microcontroller. This is where programming interfaces come in. Think of them as the “language bridge” between your laptop and the chip.

A programming interface lets you upload code, debug your project, and even recover a board if something goes wrong. Understanding how these interfaces work is a key step toward feeling confident with your hardware.

JTAG — The Classic Debug Interface

JTAG (Joint Test Action Group) is one of the most common ways to communicate with microcontrollers. It’s like having a direct line into the chip’s brain. With JTAG, you can upload programs, step through code, set breakpoints, and watch your program run in real time.

JTAG usually uses multiple pins (TCK, TMS, TDI, TDO, GND, and sometimes TRST). Many RISC-V boards expose these pins through a header or an onboard connector. If your board supports JTAG, it gives you powerful debugging control.

SWD — A Simpler Alternative

SWD (Serial Wire Debug) is a lightweight alternative to JTAG. It uses fewer pins (usually just SWDIO, SWCLK, GND, and power) while offering similar debugging and programming capabilities.

SWD is common on smaller or lower-cost boards. It’s a good option if you want a simpler wiring setup without losing essential debugging features.

Vendor Debug Probes and Onboard Interfaces

Some boards come with built-in or recommended debug probes that make the connection process easier. These probes act like translators between your computer and the MCU.

Popular examples include:


	
J-Link — widely supported and works with many IDEs.


	
CMSIS-DAP adapters — common on many affordable boards.


	Onboard USB-to-debug bridges — found on some beginner-friendly boards, allowing direct USB programming without extra hardware.



Using a vendor-recommended probe can save you time and make setup much smoother, especially when you’re just starting out.

Serial Bootloaders — When No Debug Probe Is Needed

Some boards let you flash code over USB using a bootloader instead of JTAG or SWD. This is perfect for beginners because it usually requires only a USB cable and a simple flashing tool.

For example, ESP32-C3 boards can be programmed directly through their built-in USB interface. This makes development faster and less expensive since no extra hardware is needed.

Power and Connection Tips

When using programming interfaces, always double-check your connections. A loose or reversed wire can cause hours of confusion.

Make sure your board has stable power during programming. A weak or unstable supply can interrupt flashing and corrupt firmware.

Keep your ground connected between your board and the debug probe — this is essential for reliable communication.

Permissions and Access

On Linux, you may need proper permissions to access USB or serial ports. Adding your user to the dialout group or setting appropriate udev rules ensures you can flash and debug without using sudo.

On Windows and macOS, installing the correct drivers for your debug probe or USB interface is usually enough to get connected.

Choosing the Right Programming Interface for You


	If you’re just starting out and your board has a bootloader → use USB flashing. It’s the simplest.

	If your board supports SWD → this is a good balance between ease and power.

	If you want full control, real-time debugging, and advanced features → JTAG with a debug probe is the way to go.



A Friendly Reminder

You don’t have to master every programming interface at once. Pick the one your board supports most easily — usually USB or SWD — and get comfortable with it. Once you understand how uploading and debugging works, moving to other interfaces will feel much less intimidating.

Think of this as learning to talk to your board. Once you can communicate clearly, everything else — blinking LEDs, reading sensors, running programs — becomes easier and more fun.

1.6 RISC-V ISA Essentials

Why Understanding the ISA Matters

The ISA, or Instruction Set Architecture, is like the language your microcontroller speaks. When you write your program in C or C++, your compiler translates it into these instructions so the chip can follow along. By understanding the basics of the RISC-V ISA, you’ll know what’s happening inside the chip, not just what your code says on the surface. This doesn’t mean you need to memorize hundreds of instructions—it’s about getting comfortable with the core ideas.

What RISC-V Really Is

RISC-V (pronounced “risk-five”) is a modern, open-source ISA. That means anyone can use it to design chips or write software without paying for licenses. It’s built to be simple, clean, and modular, making it a great platform for learning and for real-world products.

Unlike many older architectures, RISC-V is designed from the ground up with education, research, and industry in mind. That’s why so many modern boards use it today.

The Base ISA — RV32I and RV32E

When you start with RISC-V microcontrollers, you’ll most often encounter the RV32I base ISA.


	
RV32I stands for “RISC-V, 32-bit, Integer instructions.” It supports basic operations like arithmetic, logic, jumps, and memory access.


	
RV32E is a smaller, low-power version designed for simpler microcontrollers. It uses fewer registers (16 instead of 32) but works almost the same way.




For beginners, RV32I is the most common and easiest to learn. If your chip uses RV32E, the concepts remain nearly identical—just a little leaner.

Modular Extensions — Adding Capabilities When Needed

One of the best parts of RISC-V is its modular design. Instead of including every feature in every chip, you can add only what’s needed through extensions.

Some common ones include:


	
M — Multiply and Divide: adds arithmetic instructions for math-heavy work.


	
A — Atomic operations: useful for multitasking or RTOS environments.


	
F / D — Floating-point support: needed for calculations with decimals.


	
C — Compressed instructions: makes the program smaller and faster to load.




Most beginner-level MCUs use RV32IMC (base + M + C). That’s more than enough for GPIO control, timers, communication, and basic math.

Registers — The Chip’s Working Memory

Think of registers as tiny super-fast memory locations inside the CPU. RISC-V typically uses 32 registers, each 32 bits wide for RV32I. These registers hold variables, temporary results, addresses, and control information during program execution.

Some of these registers have special purposes, like:


	
x0 is always 0


	
x1 often stores return addresses


	
x2 is typically used as the stack pointer




You don’t need to memorize all of them right now, but knowing they exist helps you understand how the CPU works under the hood.

Instruction Types You’ll Encounter Early


	
Arithmetic instructions — like add, sub, mul

	
Logic instructions — like and, or, xor

	
Memory access instructions — lw (load word), sw (store word)


	
Branching instructions — beq (branch if equal), bne (branch if not equal)


	
Jump instructions — jal, jalr for calling functions or loops




These are the building blocks behind every line of your C code.

Why Modularity Is So Useful

RISC-V’s extension system means that every microcontroller doesn’t have to be overloaded with unused features. A simple chip for blinking LEDs doesn’t need floating-point math, while a more powerful one for signal processing might. This keeps small chips cheap and efficient, and powerful chips flexible and capable.

Practical Takeaway for Beginners


	
Start by learning what base ISA your board supports. Most beginner boards use RV32IMC.


	Don’t get lost in the details—understanding the big picture of how instructions, registers, and extensions fit together is far more valuable than memorizing everything.

	If you ever see an unfamiliar instruction, you can always check the official RISC-V documentation or your board’s reference manual.



A Friendly Reminder

Understanding the ISA isn’t about becoming an assembly wizard overnight. It’s about feeling comfortable with the “language” your chip speaks. Even a little ISA knowledge helps you read compiler output, debug tricky problems, and write more efficient code.

Start small, learn the basics like RV32I and a few key instructions, and build your knowledge step by step. Over time, the ISA will stop feeling abstract—and start feeling like a familiar toolkit in your hands.

1.7 Control and Status Registers (CSRs) — The Chip’s Settings

Why CSRs Matter

Every RISC-V microcontroller has a special set of tiny “control panels” inside the CPU. These are called Control and Status Registers, or CSRs for short. They don’t store regular program data like variables or sensor readings—instead, they hold the settings and status that control how the chip itself behaves.

Think of CSRs as switches and indicators on the dashboard of your car. You don’t drive inside them, but they let you turn things on, off, or check what’s happening under the hood. If you want to configure interrupts, set up timers, control privilege levels, or read performance counters, CSRs are where you go.

What CSRs Do

CSRs are built into the CPU and control its core functions. You can read from them to check the chip’s state or write to them to change settings. Typical uses include:


	Enabling or disabling interrupts

	Setting where the CPU should jump when something unexpected happens (like an interrupt or trap)

	Managing privilege levels and security settings

	Controlling low-power modes and performance counters



For simple programs, you may only touch a few CSRs. But as your projects grow, understanding how to use them gives you more control and flexibility.

Common CSRs You’ll Meet First


	
mstatus — Think of this as the master control switch. It manages global interrupt enable bits and some key system flags.


	
mie — The interrupt enable register. It decides which interrupt sources are allowed to trigger.


	
mtvec — Tells the CPU where to go (which function to run) when an interrupt or exception happens.


	
mepc — Stores the program counter (the address of the instruction) that was running before the interrupt. This allows the CPU to return afterward.


	
mcause — Tells you why the CPU entered an interrupt or trap—very helpful for debugging unexpected behavior.




There are many more CSRs, but these are the ones you’ll likely encounter in your first real embedded projects.

How CSRs Are Accessed

CSRs are manipulated through special instructions. In RISC-V assembly, these are usually:


	csrr — read from a CSR


	csrw — write to a CSR


	csrs / csrc — set or clear specific bits without overwriting the whole register




In C or C++, you usually don’t have to write these instructions by hand. Most toolchains and SDKs provide inline functions or macros that make reading and writing CSRs simple. For example:

// Example: enable machine interrupts

write_csr(mstatus, read_csr(mstatus) | 0x8);

This reads the mstatus register, sets the global interrupt bit, and writes it back.

CSRs and Interrupt Handling

One of the most common beginner uses of CSRs is interrupt configuration.


	mtvec defines the starting point of the interrupt handler.


	mie enables specific interrupt sources like timers or external pins.


	mstatus turns on global interrupt handling.




Once these are set, the CPU can respond automatically to events while your main program runs.

CSRs and Privilege Levels

CSRs also play a big role in defining who can do what inside the CPU. RISC-V supports multiple privilege levels (Machine, Supervisor, User), and many CSRs can only be accessed in Machine mode. This protects the chip from accidental or malicious misuse.

As a beginner working on small MCUs, you’ll mostly be in Machine mode, so you’ll have full access to these registers.

Practical Tips for Beginners


	
You don’t need to learn every CSR at once—start with mstatus, mie, and mtvec.


	
Always check your board’s reference manual or the RISC-V Privileged Spec to see how specific bits in a CSR work.


	Be careful when writing to CSRs—changing the wrong bit can make your program behave in unexpected ways.

	Use small, focused test programs to experiment with a single CSR at a time. This builds confidence without overwhelming you.



A Friendly Reminder

CSRs can feel intimidating at first—they’re low-level and close to the hardware. But once you get used to them, they become powerful tools that let you control the chip directly. Start small, learn what the key CSRs do, and build from there.

Think of CSRs as the cockpit controls of your microcontroller. You don’t need to flip every switch at once. Learn a few, use them well, and you’ll soon feel at home “flying” your RISC-V chip.

1.8 Privilege Levels — Who’s in Charge?

Why Privilege Levels Exist

Inside every RISC-V microcontroller, not all code has the same level of power. Some code can control everything—like turning interrupts on or off or changing system settings—while other code has limited access for safety and stability. These different layers of control are called privilege levels.

Think of it like different levels of access in a building: the top floor has the keys to every door, while the lower floors can only enter certain rooms. This structure keeps the system safe, organized, and easier to manage.

The Three Privilege Levels in RISC-V

RISC-V defines three main privilege levels. Not every chip uses all three—especially smaller microcontrollers—but it’s good to know what they are.


	
Machine Mode (M) – This is the highest privilege level, the “boss mode.” Code running here can do anything: configure interrupts, change CSRs, set the clock, manage memory, and control the whole chip. Most bare-metal firmware for microcontrollers runs entirely in M-mode.


	
Supervisor Mode (S) – This level is typically used when an operating system is present. Code here has significant control but not as much as M-mode. It can manage memory protection, handle system calls, and coordinate user programs. Many small MCUs don’t use S-mode at all.


	
User Mode (U) – This is the least privileged level. It’s meant for running application code safely. Code in U-mode can’t directly change system settings or access protected CSRs. This helps prevent accidental or harmful changes to critical parts of the system.




Why This Hierarchy Matters

Privilege levels give you protection and flexibility.


	If everything ran at the highest privilege, a simple programming mistake could crash the whole system.

	With levels in place, lower-privilege code can run safely without touching critical settings.

	Advanced systems can run multiple applications without them interfering with each other.



For beginner projects, you’ll almost always work in Machine Mode, which gives you full control of the chip. As you grow, you may encounter S and U modes in more advanced or OS-based environments.

CSRs and Privilege Levels

Privilege levels also control which Control and Status Registers (CSRs) can be accessed.


	Some CSRs are only available in M-mode.

	S-mode and U-mode have their own limited sets.

	If lower-privilege code tries to access something it shouldn’t, the CPU triggers a trap (like an error or exception).



This is how the chip enforces the “who’s in charge” rules automatically.

Interrupts and Privilege Levels

Privilege levels also decide how interrupts are handled.


	In M-mode, you can configure and handle all interrupts directly.

	In S-mode, interrupts may be filtered or redirected through the OS.

	In U-mode, application code usually doesn’t handle interrupts directly—it relies on the OS or firmware underneath.



On small MCUs, interrupts are typically handled entirely in M-mode.

When You’ll Use Each Level


	
M-mode → Almost all bare-metal projects and hobbyist MCU programming. This is your “home base” as a beginner.


	
S-mode → When you work with more advanced systems or lightweight real-time operating systems.


	
U-mode → When running multiple user programs safely under an OS, or in embedded Linux environments.




A Gentle Starting Point

As a beginner, don’t worry about switching between these levels right away. If you’re blinking LEDs, reading sensors, or handling interrupts on a small development board, you’ll stay entirely in Machine Mode. That’s normal and perfectly fine.

Once you get more comfortable, understanding how S and U modes work will help you take the next step into real-time operating systems or embedded Linux.

A Friendly Reminder

Privilege levels aren’t here to make things harder—they exist to keep your system stable and secure. Think of M-mode as the cockpit, S-mode as the crew deck, and U-mode as the passenger cabin. You’ll start in the cockpit, learning how everything works. Later, you’ll see how the other levels make larger, more complex systems possible.

Mastering M-mode is already a big step. Everything else builds on top of it, one level at a time.

1.9 Memory Organization — Where Things Live

Why Memory Organization Matters

When your program runs on a RISC-V microcontroller, everything inside it needs a “place to live.” The code, the variables, the stack, and even the hardware peripherals all occupy different parts of memory. Understanding how this memory is organized is like knowing the layout of your workshop — you’ll know exactly where each tool is kept and how to use it efficiently.

Good memory understanding helps prevent strange bugs, makes debugging easier, and allows you to use the limited memory in microcontrollers wisely.

The Three Main Types of Memory

Most RISC-V microcontrollers divide memory into three main areas:


	
Flash Memory — where your program (firmware) is stored permanently.


	
SRAM (Static RAM) — where your program stores data while it’s running.


	
MMIO (Memory-Mapped I/O) — where your program talks to hardware peripherals.




Each type serves a different purpose, and the chip treats them differently.

Flash Memory — The Home of Your Code

Flash is non-volatile, meaning it remembers its contents even when power is off.


	This is where your compiled program is stored after flashing.

	When the chip powers up, it usually starts executing code directly from Flash or copies it to SRAM.

	Flash is slower than SRAM, but perfect for storing code and constant data.

	Most beginner boards provide from a few hundred kilobytes up to a few megabytes of Flash.



You can think of Flash as a bookshelf where your instructions are always waiting, ready to be read.

SRAM — The Workspace for Your Program

SRAM is fast, but it loses its contents when power is off.


	This is where your program stores variables, the stack, buffers, and temporary data.

	
SRAM is divided into different sections like .data (initialized variables), .bss (uninitialized variables), .stack (function calls and local variables), and .heap (dynamic memory).


	Unlike Flash, you can both read and write to SRAM during runtime.

	SRAM is usually much smaller than Flash — often just tens or hundreds of kilobytes on basic MCUs.



You can think of SRAM as your workbench — it’s where the actual activity happens while your program runs.
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