
    
      
        
          
        
      

    


THE INVISIBLE WAR

Space as the Fifth Battlefield

By Maria Perera - Burrell


​Author’s Note

This work is an analytical examination of emerging dynamics in space security, infrastructure, and technological dependence. It is based on publicly available information, open-source research, and the synthesis of existing policy, technical, and operational developments at the time of writing.

The author has made every reasonable effort to ensure the accuracy of the information presented. However, given the evolving nature of space operations, defense policy, and international developments, some details may change over time or remain subject to reinterpretation as new information becomes available.

This book does not disclose classified information, nor is it intended to provide operational, tactical, or technical guidance for military or commercial activities. Any discussion of systems, capabilities, or vulnerabilities is presented at a conceptual and analytical level for the purpose of understanding broader structural trends.

The inclusion of specific organizations, technologies, or events does not imply endorsement, criticism, or access to non-public sources. Where applicable, interpretations are those of the author and are intended to contribute to ongoing discussion rather than assert definitive conclusions.

This work addresses dual-use technologies and infrastructure that may have both civilian and defense applications. The intent is to examine how such systems shape strategic environments, not to promote their misuse or to enable harmful activity.

Readers should understand that space is a rapidly developing domain influenced by multiple actors, including governments, commercial entities, and international institutions. The perspectives presented here reflect a point-in-time analysis of that environment and should be considered within that context.

Disclaimer

This work is based on publicly available information and open-source research. It is intended for informational and analytical purposes only and does not constitute professional, legal, or operational advice.

The author does not claim access to classified or restricted information. All interpretations reflect the author’s analysis at the time of writing and are subject to change as new information becomes available.

Any discussion of technologies, systems, or vulnerabilities is presented at a conceptual level and is not intended to enable misuse or provide actionable guidance.

PROLOGUE: TWENTY-FOUR HOURS

––––––––
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In the opening days of the conflict, early reports and open-source data suggested a pattern of disruption that would challenge assumptions about modern warfare. 

On February 28, 2026, within twenty-four hours of the first American and Israeli strikes on

Iranian military targets, over a thousand commercial vessels operating in the

Persian Gulf discovered their navigation systems appeared to have ceased functioning in any meaningful way. Ship captains stared at instrument displays showing their vessels impossibly positioned at Tehran’s Imam Khomeini International Airport, others at the Bushehr Nuclear Power Plant, still others reporting coordinates placing massive oil tankers hundreds of kilometers inland on Iranian territory.

The confusion did not appear to be accidental. It did not resemble a typical malfunction. It was the visible manifestation of an invisible war being fought four hundred kilometers above Earth’s surface, a conflict where the weapons are electromagnetic signals and the battlefield is the space between satellites and ground stations. The navigation chaos in the Persian Gulf suggested a new and troubling reality: modern warfare had extended beyond the traditional domains of land, sea, and air into a realm where conflicts unfold unseen by human eyes, yet with consequences that ripple across every aspect of contemporary civilization.

Michelle Wiese Bockmann, a senior maritime intelligence analyst at Windward, monitored the data streams from her monitoring station and identified patterns consistent with large scale interference. This did not appear to be isolated interference. The data suggested coordinated disruption at a scale rarely observed in commercial shipping. The jamming and spoofing of signals from global navigation satellite systems appeared to be transforming the Persian Gulf into what she would later describe as an extremely dangerous environment for maritime navigation. By March 2, daily

interference incidents had more than doubled from the 350 recorded when the conflict

began, reaching hundreds of recorded events. Traffic through the Strait of Hormuz, the narrow waterway through which roughly twenty percent of the world’s oil and gas exports flow, appeared to slow significantly.

The invisible war had made itself visible, and the world was beginning to recognize what

military planners had known for years: space had become a battlefield, and everyone on

Earth was vulnerable to the consequences.
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CHAPTER ONE: THE FIFTH DOMAIN
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For most of human history, warfare unfolded in two dimensions. Armies clashed on land, and

navies contested control of the seas. The advent of powered flight in the early twentieth

century added a third domain, significantly altering the calculus of military power. Air

superiority became essential to victory in modern conflict, a lesson reinforced across

two world wars. Late in the twentieth century, military theorists identified a fourth domain:

cyberspace, where battles for information and digital infrastructure took place in networked

computers rather than physical terrain.

Now, in the third decade of the twenty-first century, space has increasingly been recognised as what military planners call the fifth warfighting domain. This designation is no longer purely theoretical or aspirational. It reflects a fundamental shift in how modern military forces operate and how nations project power across the globe. The transformation has been codified in official doctrine, reflected in organizational structure, and increasingly reflected in operational practice.

In April 2025, the United States Space Force published a document titled “Space

Warfighting: A Framework for Planners.”The framework represented a watershed moment in

the evolution of American military space operations, marking the service’s transition from

what Chief of Space Operations General Chance Saltzman described as “primarily

supportive roles” to treating space as a contested warfighting domain. In his foreword to the

framework, Saltzman argues that what he described as the strategic imperative driving this transformation: “Space superiority unlocks superiority in other domains, fuels coalition lethality, and fortifies troop survivability. It is therefore the basis from which the Joint Force projects power, deters aggression, and secures the homeland.”

The document explicitly emphasized both offensive and defensive counterspace operations

alongside traditional enabling capabilities, acknowledging what had previously been

discussed only in classified settings. The framework asserts that The United States military must be prepared to fight in space, not merely from space. This shift from implicit understanding to explicit doctrine signaled that space warfare had moved from theoretical possibility to operational necessity.

To understand why space has become a battlefield, understanding this shift requires recognizing the degree to which modern military operations depend on capabilities provided from orbit. Every precision weapon, every encrypted command, every early warning of hostile action relies on satellites positioned hundreds or thousands of kilometers above Earth’s surface. Consider the architecture that enables contemporary American military power. The Space-Based Infrared System and its successor, the Next-Generation Overhead Persistent Infrared constellation, provide global detection of ballistic and hypersonic missile launches, often within seconds of ignition. These systems function as the nation’s first line of defense against nuclear attack, providing the warning time necessary for command authorities to

make decisions about retaliation or defensive measures. Without these satellites, American

commanders would be blind to incoming threats until they appeared on the horizon, leaving

perhaps minutes rather than precious hours to respond.

Modern navigation depends heavily on space-based systems. The Global Positioning System constellation, originally developed for military use and later opened for civilian applications, provides positioning accuracy measured in meters and timing precision measured in nanoseconds. Modern precision-guided munitions rely on GPS coordinates to strike targets with extraordinary accuracy, significantly altering the character of warfare by enabling military forces to destroy specific targets while minimizing collateral damage. The jam- resistant Advanced Extremely High Frequency satellite constellation is designed to enable secure communication even in contested electromagnetic environments, while the military M-code GPS signal provides increased resistance to jamming for authorized users.

Intelligence collection from orbit has become a critical component of modern military operations.. American reconnaissance satellites provide high-resolution imagery of potential adversary activities, can track the movement of military forces, support signals intelligence, and monitor nuclear facilities. This information is typically processed through a complex network of ground stations, data processing centers, and secure communication links before reaching the commanders and analysts who transform raw data into actionable intelligence.

In late 2025, the Space Development Agency awarded contracts totaling several billions dollars for dozens of satellites comprising the Tranche 3 tracking layer, intended to

detect and track ballistic and hypersonic missiles from low Earth orbit. These satellites,

scheduled for launch beginning in 2029, represent a new approach to missile defense,

distributing the tracking mission across dozens of relatively small, relatively inexpensive

platforms rather than relying on a handful of large, expensive systems in geosynchronous

orbit. The proliferated architecture aims to provide resilience through numbers, making it more difficult for adversaries to degrade the capability entirely..

Yet this very proliferation highlights the fundamental vulnerability within American

military space operations. The more satellites the United States deploys, the more targets it

presents to adversaries developing counterspace capabilities. The architecture that

provides resilience against random failures or isolated attacks creates new vulnerabilities

when facing systematic campaigns to deny American access to space-based capabilities.

The United States is not alone in recognizing space as a critical military domain. China and

Russia has invested heavily in both space and counterspace capabilities,developing systems capable of holding American satellites at risk. These

investments reflect a clear understanding that American military power derives in large part

from space-based capabilities, and that degrading or destroying those capabilities would

significantly hamper American ability to project force globally.

According to the 2025 annual report from the U.S.-China Economic and Security Review

Commission, China has positioned itself as a global leader in space technology

and exploration, with ambition to reshape international governance, influence standards, and

displace the United States as the world’s premier space power. By mid-2025, China’s

operational satellite fleet estimated to exceed a thousand operational satellites. These satellites support  the ability to track American military movements, including aircraft carrier strike groups and expeditionary forces deployed globally.

General Saltzman, testifying before Congress in 2025, characterized China’s growing space

presence as what he described as a powerful destabilizing force to the American economy and national security. 

He noted that China increasingly appears to treat space as a warfighting domain and regularly practices radio signal jamming of communications, radar, and GPS systems during military exercises.

These exercises are not merely training events. They are widely interpreted as demonstrating operational capabilities that could be employed in conflict.

Russia, meanwhile, has developed orbital maneuvers believed to test American and allied

space defenses. Russian satellites have approached American spacecraft in what officials

describe as close inspections, raising questions about intent and capability. In some

instances, Russian satellites have demonstrated the ability to change orbits rapidly,

suggesting they may be able to position themselves to interfere with or attack other spacecraft. The Kremlin has been reported to be developing capabilities that could generate high-altitude electromagnetic effects

The counterspace threat extends beyond kinetic attacks or electronic warfare. Both China

and Russia have developed sophisticated cyber capabilities targeting the ground

infrastructure that controls satellites. Reports tied to the U.S.congressional material alleged that Chinese actors accessed satellite ground infrastructure through Norway’s Svalbard satellite station in 2007-2008, highlighting the vulnerability of space support networks.

The Space Force’s 2025 warfighting framework introduced specific terminology for

counterspace operations, creating a common language for guardians and joint planners.

The document outlined three mission areas through which counterspace operations would

be executed: orbital warfare, electromagnetic warfare, and cyberspace warfare. Within

these mission areas, the framework detailed both offensive and defensive actions available

to commanders.

Offensive actions include capabilities designed to degrade, disrupt, or destroy adversary

space systems and the ground infrastructure supporting them. These range from temporary

interference with satellite operations through jamming or cyberattacks to permanent

destruction through kinetic weapons or directed energy systems. The framework

acknowledges that offensive counterspace operations may be necessary to deter

adversaries from attacking American space assets or to respond if deterrence fails.

Defensive actions focus on protecting American and allied space systems from interference

or attack. These include passive measures such as hardening satellites against radiation or

laser dazzling, active measures such as maneuvering to avoid threats, and reconstitution

capabilities that allow rapid replacement of destroyed or damaged systems. The framework

emphasizes that defensive measures alone cannot ensure space superiority. American

forces must be prepared to hold adversary space systems at risk to create deterrence.

The shift toward explicit discussion of offensive space capabilities marks a significant

departure from previous American policy. For decades, the United States maintained

strategic ambiguity about its counterspace capabilities, neither confirming nor denying

specific systems or operational concepts. This ambiguity eroded gradually as adversaries

developed and demonstrated their own counterspace weapons, forcing American officials to

acknowledge capabilities that could deter attacks on American assets.

In February 2026, during Operation Epic Fury targeting Iranian military installations, Admiral

Brad Cooper, commander of U.S. Central Command, offered rare public acknowledgment of

operational space warfare. In a video address, he stated that space superiority had been a

critical enabler to the fight, with Space Force assets degrading Iranian capability while

helping to protect American forces. Though Cooper declined to provide specifics, his

comments represented an unprecedented acknowledgment that American forces had

employed counterspace capabilities in active combat operations.

The operational employment of space control capabilities during recent conflict conditions likely involved systems known to be in the American inventory. The Counter Communications System,

which became operational in 2020, provides the ability to jam adversary satellite uplinks,

disrupting their ability to receive commands or transmit data. Two newer systems,

Meadowlands and the Remote Modular Terminal, offer enhanced capabilities in smaller,

more mobile packages. Meadowlands, developed by L3Harris Technologies after years of

technical setbacks, completed operational testing in 2025 and can jam across multiple

frequency bands including S-band and X-band. The RMT, developed under contract to

Northstrat and CACI International, entered an early-use phase in 2025, allowing operational

employment even while testing continued.

These ground-based jamming systems represent what Victoria Samson, director for space

security and stability at the Secure World Foundation, described as openly acknowledged

offensive counterspace systems. They respond to immediate military needs while remaining

below the threshold that adversaries would perceive as crossing a red line leading to active

conflict in orbit. Crucially, they are far more affordable than space-based alternatives,

allowing the United States to develop and field counterspace capabilities without the

enormous expense and technical complexity of orbital weapons platforms.

The institutional evolution of American military space operations has accelerated

dramatically in recent years. The Space Force, established as an independent service in

December 2019, has grown from a novelty to a widely accepted component of American

military power. In fiscal year 2026, the service received its largest budget in history, with over twenty billion dollars allocated across operations, acquisition, and resilience programs..

Organizational changes have accompanied budget growth. The Space Force has

established component commands to integrate space capabilities with regional combatant

commands, ensuring that space power supports theater operations rather than functioning

as a separate, disconnected capability. In December 2025, the Space Force activated a

component under U.S. Southern Command, presumably contributing to Operation Absolute

Resolve the mission to capture Venezuelan president Nicolás Maduro. In January 2026, the

service activated its component under Central Command, directly supporting operations in

the Middle East.

The Army has similarly expanded its space operations, creating a new military occupational

specialty designated 40D Space Operations Specialist. Expected to become operational in

October 2026, the new career field will double the number of Army space specialists.

Lieutenant General Sean Gainey, commander of Army Space and Missile Defense

Command, explained that these soldiers will become the experts Army forces turn to during

conflict, supporting unique assets to interdict or disrupt adversary use of space capabilities.

The differentiation between Space Force and Army space operations reflects the multi-

layered nature of modern space warfare. Space Force focuses on the orbital fight,

protecting joint forces from space-enabled attacks by adversaries and maintaining

American freedom of action in space. Army Space concentrates on the tactical maneuver

fight, pushing space capability forward to formations in contact with enemy forces, ensuring

they can leverage the effects of space-based systems even when operating deep in enemy

Territory.

This proliferation of space capabilities and expertise across the joint force demonstrates

how thoroughly space has been integrated into military operations. It is no longer sufficient

for a single service to control space assets while other services request support as needed.

Instead, space has become a domain where multiple services maintain capabilities, operate

in coordination, and integrate effects across traditional boundaries.

The military space architecture does not exist in isolation from commercial space activities.

Indeed, the boundary between military and commercial space operations has become

increasingly permeable, creating both opportunities and vulnerabilities. The Space Force’s

Commercial Space Strategy, published in previous years and now being operationalized,

explicitly acknowledges the service’s dependence on commercial space capabilities and the

need to integrate commercial systems into military operations.

The Commercial Augmentation Space Reserve program, with twenty contracts for wartime

satellite access, provides the military with surge capacity by leveraging commercial satellite

constellations. During peacetime, these satellites serve commercial customers, generating

revenue for their operators. In war, they become military assets, providing additional

bandwidth for communications, additional imaging capacity for intelligence collection, or

additional navigation signals for positioning and timing.

This dual-use arrangement creates strategic complications. Commercial satellites serve

customers globally, including in countries that might become adversaries in future conflicts.

When the United States activates wartime contracts with commercial providers, those

companies face an impossible choice: become military assets subject to attack, or refuse

government contracts and potentially face legal or financial consequences. The

arrangement also raises questions about international law and the protection of civilian

space assets during armed conflict.

The use of commercial space capabilities in the Ukraine conflict illustrated these tensions.

SpaceX’s Starlink constellation provided internet connectivity to Ukrainian military forces,

enabling them to coordinate operations, communicate securely, and maintain command and

control even as Russian forces targeted terrestrial communication infrastructure. This

proved strategically valuable for Ukraine and its Western supporters, but it also established

precedent that commercial satellite systems could be employed for military purposes

without necessarily being classified as military targets under international law.

Yet the Starlink example also demonstrated vulnerabilities. Russian cyber forces conducted

distributed denial of service attacks against the Starlink network, attempting to disrupt

service. While these attacks proved largely ineffective against the distributed architecture

of the constellation, they signaled that adversaries would not hesitate to target commercial

systems perceived as supporting enemy military operations. In a future conflict involving

major powers, commercial satellites supporting military operations would likely face more

sophisticated and sustained attacks than those experienced in Ukraine.

The commercial space sector has responded to growing military interest by developing

capabilities specifically designed for defense applications. True Anomaly, a Denver-based

company specializing in autonomous orbital vehicles and software for space superiority, has

raised over four hundred million dollars since 2022 to support expanded production and

operations. The company’s Jackal spacecraft, equipped with multi-spectral sensors for

detection and tracking, enables what company officials describe as deterrence through

presence. Its Mosaic software suite, designed by former Space Force operators, integrates

artificial intelligence for command, control, and autonomous decision-making, allowing

operators to manage satellite constellations efficiently.

The investment flowing into companies like True Anomaly demonstrates that commercial

Space firms see defense applications as a substantial and growing market. Stephen Kitay, a

former Deputy Assistant Secretary of Defense for Space Policy who helped establish the

Space Force during President Trump’s first term, now serves as Senior Vice President of

Space Defense at True Anomaly. His transition from government policymaker to industry

executive illustrates the revolving door between defense planning and commercial space,

where individuals move fluidly between roles, carrying expertise and relationships across

the notional boundary between public and private sectors.

The architecture that provides American military forces with space-based capabilities

possesses an inherent brittleness that becomes more pronounced as adversaries develop
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