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Preface

 

In this book we discuss one of the most common crimes in the United States – identity theft.  It is possibly the most common crime, because identity theft is often a part of other crimes.  The title of the book reflects the current reality of identity theft in this Internet-driven world and my own experience as a professional in the computing field.  An ongoing battle is being fought between you and a host of potential identity thieves.  Many people are victims; even Ben Bernanke, the head of the Federal Reserve, was a victim.

The battle is being fought in cyberspace, as well as in the world of paper, non-computerized records.  Unfortunately, the problem is not limited to the United States.  The battle is between the people who want to steal your private information for their own gain, and people like yourself, who just want to keep their personal information private and their hard-earned income and assets safe.  I have fought some of these battles, and have known many people who have been the victim of one or more of these crimes.

In this book, we’ll provide a set of strategies that you can use to help keep up you safe in this ongoing battle.  You’ll also get an understanding of the economics of this crime, and why it is not going away.

This book had its origin in a series of lectures on identity theft that I first gave on a cruise ship.  The impetus to write the book came from many discussions I had with fellow passengers on that trip who actually had direct experience with different versions of this very complex crime.  The sense of relief that one of my fellow passengers showed when I reassured her that she would not be liable for spurious charges on her credit card was a great satisfaction to me and encouraged me to provide more material on identity theft than could be covered in a short series of talks.  I have since given this series of lectures to many other audiences.

The rest of the book is divided into four chapters and three appendices.  The first chapter is entitled Identity Theft: How Bad Is It? and provides an overview of this all too common problem.

In chapter two, entitled Identity Theft: How Vulnerable are You?, we provide a collection of examples of actual cases of identity theft that, except for a single case I read about in the identity theft literature and of which I have no direct knowledge, have happened to people I know personally.  I believe this chapter contains examples of the most common types of identity theft that occur today. 

The third chapter is entitled Protect Yourself From Identity Theft and contains a set of strategies that can be used to greatly reduce the chances of you suffering identity theft.

The fourth chapter is entitled What To Do If You Are An Identity Victim.  It provides a set of overall strategies and specific actions you should take if you are the victim of identity theft.

The book has three appendices.  The first appendix contains contact information for the Federal Trade Commission, the three major credit reporting agencies, many US banks, many consumer protection organizations, and a few of the more established companies that specialize in identity theft protection and recovery.  The second appendix contains a checklist for protecting yourself from identity theft.  Appendix three also contains a checklist; this one is used to aid you in recovering from identity theft if you are a victim.

There are several overriding themes in this book:

	
Separate your essential financial and personal information, including credit card and bank account information, and using different passwords for different accounts, to avoid putting all your financial and identity information into one basket.



	Avoid the use of potentially vulnerable computer systems such as using mobile applications for financial transactions with insecure data transmission such as “free” WiFi.


	Look for tell-tale signs of poorly developed computer systems, that may use spreadsheets instead of databases with correct security and privacy settings, for example, and poorly trained personnel that operate such systems.


 

 

 

About the Author

 

I recently retired from being a professor of computer science at Howard University for over 25 years, with 9 of those years as a department chair.  (I was a professor of mathematics for 16 years before that.)  During my time as department chair, we sent more students to work at Microsoft in the 2004-5 academic year than any other college or university in the United States.  We also established a graduate certificate program in computer security, which has since expanded greatly to be the largest certificate program at the university.  During that time, I had major responsibility for working with technical personnel to keep our department’s hundreds of computers functional and virus-free, while providing email service to several hundred users.  We had to withstand several types of hacker attacks and we learned how to reduce the vulnerability of our computer systems.

As a scholar/researcher, I studied the behavior of very complex computer software systems and how they behaved when attacked or faced with heavy, unexpected loads.  I wrote five books on various aspects of computing, ranging from ones used in beginning courses about particular programming languages, to the internal structure of sophisticated computer operating systems, to the development and efficient creation of highly complex software applications.  My long-term experience with computers (I had my first computer programming course in 1964) has helped me understand the nature of many of the computer attacks by potential identity thieves and, I hope, be able to explain them and how to defend against them, to a general audience of non-specialists.

 




Chapter 1: Identity Theft -How Bad is it?

 



Some Data


 

 

How bad is identity theft?  It is bad.  In fact, most analyses suggest that identity theft is the fastest growing type of theft in the United States.  The United States Internal Revenue Service thinks the problem is so bad that it has developed special procedures for handling identity theft issues in tax returns, with a detailed discussion of these procedures on their website, www.irs.gov.  In 2010, IRS data listed 49,000 returns seeking fraudulent refunds of $247 million as being directly related to identity theft.  In 2011, almost 262,000 suspected returns were removed from processing, with the total amount of these fraudulent claims estimated to be nearly 1.5 billion dollars, which is an enormous increase in just a single year!  We will discuss this point in detail later in this chapter.

Other data suggest that the problem has been with us for a long time.  For example, a 2007 article in the online publication ezinearticles.com states that identity theft is the number one crime in the United States.  Data from a January 2009 Washington Post article about a massive identity data breach shows considerable growth in identity theft.  Data from the 2009 article is given below.
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The January, 2009 article also states:

 

“The Heartland disclosure follows a year of similar breach disclosures at several major U.S. cards processors. On December 23, RBS Worldpay, a subsidiary of Citizens Financial Group Inc., said a breach of its payment systems may have affected more than 1.5 million people.

In March 2008, Hannaford Brothers Co. disclosed that a breach of its payment systems -- also aided by malicious software -- compromised at least 4.2 million credit and debit card accounts.

In early 2007, TJX Companies Inc., the parent of retailers Marshalls and TJ Maxx, said a number of breaches over a three-year period exposed more than 45 million credit and debit card numbers.

In 2005, a breach at the payment card processor CardSystems Solutions jeopardized roughly 40 million credit and debit card accounts.”

 

The Federal Trade Commission website www.ftc.gov has a large amount of extremely useful information about identity theft.  That website has a link to the website www.onguardonline.gov/games/id-theft-faceoff.aspx, which has an easy-to-play online game that tests your knowledge of identity theft.

The Identity Theft and Assumption Deterrence Act of 1998 makes identity theft a Federal crime.  There are penalties of up to 15 years in prison and the perpetrator can be fined as much as $250,000.

In 2009, the Federal Trade Commission stated:

 

“Credit card fraud (17%) was the most common form of reported identity theft, followed by government documents/benefits fraud (16%), phone or utilities fraud (15%), and employment fraud (13%). Other significant categories of identity theft reported by victims were bank fraud (10%) and loan fraud (4%).”

 

Similar statistics can be found in the report of the Federal Trade Commission website in 2010, which is the last year for which complete data is available from the Department of Justice.

A February 7, 2012 article in the Washington Post written by Michelle Singletary on the subject of identity theft of information in tax returns written stated that:

“Tax-refund identity theft is a growing problem. In 2010, the IRS was able to identify and remove almost 49,000 returns seeking fraudulent refunds of $247 million directly related to identity theft. Last year, it removed from processing almost 262,000 returns that sought almost $1.5 billion in fraudulent refunds connected to identity theft.”

 

Unfortunately, some of the data on the growth of identity theft is unreliable, or, at least inconsistent with other data, because identity theft is often combined with other crimes and reported as a robbery or burglary.   Survey data may produce different results than analysis of actual crime data.  For example, a report from Javelin Strategy and Research stated that the total amount of annual fraud decreased from $56 billion in 2009 to $37 billion in 2010, but that the per-capita out-of-pocket loss increased from $387 to $681.  That report stated that 8.1 million people were victims of identity theft in 2010.  The apparent discrepancy in the per-capita amount from simply dividing $37 billion by 8.1 million and from what is stated in other reports may be due, at lest partially, to some families that were victims of identity theft being counted multiple times in the 8.1 million amount.  There is also a problem in that the identity theft may have occurred much earlier than the detection or the reporting of the crime.

 

 


How Broad Is The Problem Of Identity Theft?

 

The problem is much more widespread than you might imagine.  It is not just that you have to worry about your credit cards and bank accounts.  Stolen credit card numbers or even stolen credit cards themselves are just the tip of the identity theft iceberg.

 

Thieves can access your credit cards, causing very large bills to be run up.  In the United States, credit card companies cover these individual losses, because they want to keep their lucrative business.  The cost of losses is eventually passed on to users either in the form of direct charges, such as interest rates or annual fees, or in the form of servicing fees to merchants, which, of course, are ultimately passed on to the consumer.

Bank accounts can be accessed.  In the United States, the coverage of cash taken out of ATMs is often refunded to the customer as a goodwill gesture.  However, the status of losses on checking and savings accounts with very large balances, CDs, and investment accounts is less certain, and will often require considerable effort to resolve by identity theft victims.

Mortgages can be taken out on properties owned by you, and this can be done without your knowledge!

People can use your personal information to file tax returns purporting to be from you, with the goal of receiving refunds before you file your own return.  Also, the Social Security Numbers of children can be used to create fictitious entries in criminal’s tax returns, increasing the size of these fraudulently obtained refunds.   The problem is severe enough that the United States Internal Revenue Service has a website devoted to the problem, http://www.irs.gov/privacy/article/0,,id=186436,00.html?portlet=111, or you can just go to the Internal Revenue Service website, irs.gov and click on “Identity Theft” on the home page.  The article by Michelle Singletary in the February 8, 2012 Washington Post that we mentioned above recommends filing your tax returns early, to make sure that you get any expected refund before a fraudulent return is filed using any of your data and your refund is held up for further evaluation. 

Medical identity theft is a serious problem in the United States, because there are great short-term advantages for uninsured persons to obtain the use, even on a temporary basis, of other peoples’ insurance cards.

Loss of pensions is less likely, but still possible, because checks and automatic deposits can be redirected easily by identity thieves.  This theft can be in the form of single checks or deposits, or can even be a lump-sum distribution.

 


How much money does identity theft cost?


 

United States Federal Trade Commission data in 2007 show the following.

 

	The median loss for identity theft victims was $31,356.


	The average loss for identity theft victims was $5,740.


 

Data for later years show relatively similar losses per identity theft crime.

 


How much time does identity theft cost?


 

According to the Federal Trade Commission (2007 data), victims spend between 30 and 800 hours cleaning up the problem, depending on how severe the theft is (one credit card stolen or the entire wallet, for example).  No reliable numbers are available for identity theft via computer, although the amount of time needed to fix problems appears to be closer to the higher end.  

The picture of this forbidding area may look familiar to you.  It represents an (unfortunately) unattainable goal of keeping your personal records completely secure from intruders.  The picture is of a cave, with entry from the side of a steep hill and possibly from the top after what appears to be a cave in.  The area in the picture is Qumran, where the famous Dead Sea scrolls were found after having been undiscovered for a period of approximately 1,800 years.  Clearly, a remote area with no obvious attractiveness to thieves and highly limited access is an ideal place for storage of your important documents!
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The caves at Qumran – a presumably safe place

 

Another approach is to have your documents stored in a high security area such as Fort Knox.  Secure physical and electronic barriers are highly effective when properly guarded at all times.  (The successful attack on Fort Knox described in the book Goldfinger by Ian Fleming, and portrayed brilliantly in the James Bond movie of the same name starring Sean Connery, was, of course, fictional.)
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Fort Knox – another presumably safe place

 

You might think that your identity information is safest at home when carefully locked away.  However, an interview of Jeremy Miller conducted by Alicia Clegg that appeared in the Financial Times (a British newspaper) in January, 2011 suggests that even your home may not be safe.  (Jeremy Miller is an investigator with the company Kroll, LTD, who specializes in identity theft.)  

The interview indicates that the saddest cases of identity theft involve families, with the most common examples being the theft by a son or a daughter from an elderly parent or grandparent.  However, the interview also discusses some parents assuming their own children’s identity to gain credit.  The children find out that their credit rating has been ruined when the reach the age of majority on their eighteenth birthday.  We won’t discuss identity theft by family members any farther in this book.

Unfortunately, being knowledgeable and powerful is no deterrent to identity theft.  As Ben Bernanke, Chairman of the Federal Reserve, himself a victim of identity theft, wrote in the August 28, 2009 Wall Street Journal:

 

“Identity theft is a serious crime that affects millions of Americans each year.”

 

 


How Bad Is Medical Identity Theft?

 

According to the Federal Trade Commission, over 250,000 Americans victims were victims of this crime in 2007.  Of course, these are only the reported cases.  The number of actual cases in the United States is almost certainly larger.

 

 


Protecting Your Information

 

Let’s look at some examples of protecting your information from identity theft thieves.  To illustrate the problem we will look at a simple example – ordering food at a fast-food restaurant.  Such food is widely available and is usually quite low priced, often only a little more expensive than eating at home.  The price of a fast-food meal is often paid in cash, at least if the food order is only for a single person or a small family.
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Most fast-food restaurants provide a discounted rate to seniors, although the availability of this reduced price may not be printed on the menus above the counters or at drive-thru windows.  This senior discount may be given only on purchases of small drinks, or may be on entire meals, depending on the restaurant.  The rationale for these discounts of the fast-food chain is apparently that senior customers are good repeat customers and are not likely to cause as much wear and tear on the facilities as some of their younger customers.
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Let’s think about what information changes place when a person asks for a senior discount.  The most important information provided is the age of the person paying.  If you are just over the age limit, which can be as low as 55 in some place, you have provided some information not often readily available at a glance.  (If you are 65 or older, it is likely that your requesting a senior discount will not raise any eyebrows and the discount will be given readily.)

That’s not too bad, because it will save you money.  Now, let’s suppose that you are paying by credit card.  What personal information is being provided by your choice of payment method?

Many people are very leery of using a credit card to purchase something over the Internet.  Generally speaking, you should not worry about this any more than you would worry about purchasing an item from a standard, bricks-and-mortar restaurant or store.  Any time the credit card is out of your possession, the name, account number and security code can be written down and used almost anywhere using the Internet or even just a phone.  The other information on your credit card that is encoded on the magnetic strip can be copied easily by a small, inexpensive device and stored for later use by identity thieves.  The card must be inserted into the device to be hacked.

Your name, the account number, and the three digit security code on your credit card can be copied down by, say, a server in a restaurant when the credit card is taken to a place out of your sight.   I had such a theft when my wife and I had a pizza in a resort restaurant in the United States.  A very pleasant server told us she was from a small European country.  We paid our bill by credit card.  Two days later, I got a call from the credit card company informing me of two purchases for $2,500 each charged against my card from merchants who happened to be in the server’s home country.  It was obvious what had happened, but the credit card company did not wish to make the effort to investigate any individuals or to pursue criminal charges against them.  The spurious charges were removed from my bill, with no charge to me.

This is a recurrent theme – it is usually not effective for credit card companies to pursue thieves unless the scale of theft is breathtakingly large.  The credit card companies simply consider these losses as a cost of doing business – and pass the cost of these losses onto merchants as charges for allowing credit card purchases and onto customers in the form of fees and interest charges.  In each case, it is the consumer who pays eventually.

In particular, don’t worry at all about what information is being provided at the point-of-sale terminal where you paid your bill.  The terminal is right in front of you and it is essentially impossible for identity thieves to access your personal information at the point of sale.

 

(On a personal note, I was once contacted by a company that made point-of-sale terminals for a large fast-food chain.  They were interested in hiring me because I had experience developing and analyzing the performance of computer user interfaces for users with a wide variety of experience with computers.) 

However, there are potential vulnerabilities that can occur whenever you use a credit card.  Here’s what should you worry about when paying by credit card.

 

What data is kept?

Where is your data kept?

Where is the data sent?

How is the data transmitted?

 

Obviously, the less data that is kept or sent, the less likely you are to have any personal information stolen.  If you don’t feel comfortable about any of these things, it is best not to use the credit card, if possible.

Let’s look at the next two images.  The first shows a stylized image of a telephone modem for transmitting data from a terminal, usually a point-of-sale device, to a series of computers.  Think of the computer on the left-hand side of the image as being one with a large database when information on customers and inventory is stored.
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The second image shows the information being sent back from the database to the computer or point-of-sale terminal or device.
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The thing to keep in mind about these images is that data is being transferred.  Where is your data vulnerable?  The simple answer is: “Anywhere it is being stored or transmitted.”  Let’s consider some issues with payment by a credit card. 

Here is an example of some of the issues.  I recently went to a nearby small town that had a very interesting tourist-friendly attraction.  The cashier’s office was inside a small local museum.  I waited in line to pay my entry fee and noticed that several customers in front of me seemed to take a long time to complete their transactions.  The cashier seemed to be spending a large amount of time answering the phone.  What was happening?  I considered what the vulnerabilities were.

The answer was very simple.  The phone line was used to transfer the credit card information from a small credit card machine on the counter that had a magnetic stripe reader.  Data was sent from this magnetic stripe reader to a remote computer database using the phone line.  The phone transmission of data was continually interrupted by incoming calls, which were answered by the cashier.  What about the transmissions that were interrupted?  Did the credit card number go through, and if, so, what kinds of charges were placed against the accounts?

As a computer scientist, I know that the final repository and disposition of any data transmission that does not go through is somewhat problematic.  Checking for such errors often requires well over 80% of the total amount of programming done for an application.  Was this extra programming done for this older data transmission technology, or had the company that made the software spend its time on newer technologies such as DSL (digital subscriber line)?  I did not know, but I did not want to risk my data.  
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