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Preface

There's nothing like this out there. It's an absolute recipe-based book for PHP developers covering practical, battle-tested solutions for building, securing and maintaining production-grade Laravel 12 applications on Linux. It's all broken down into a bunch of focused recipes that actually tackle some of the real-world backend challenges you might face. From scratch, you'll get to configure a secure PHP 8.5 and Laravel 12 environment, design expressive Eloquent models with complex relationships, and enforce layered authentication and role-based access control using Breeze, Socialite, and Fortify. And you'll get to grips with database migrations, model factories, query optimisation and Eloquent scopes, too. That way, you'll be able to keep your data layer clean and performant.

There's loads of interesting stuff on robust data validation and centralised exception handling. I'll show you to build multi-channel notification systems, integrate real-time broadcasting with Pusher and Laravel Echo, and offload heavy work to queued jobs with retry strategies, chaining, and batching. We'll go through file storage, media management, image processing with Intervention Image v3, and secure S3 integration in detail, as well as temporary signed URL generation and a reusable media registry. And the last few chapters are all about automation and reliability, like scheduling tasks using routes/console.php, running automated database backups with Spatie Laravel Backup, getting rid of stale data with the Prunable trait, and keeping an eye on your app's health with Telescope and Pulse.

All the recipes use the only one and the same project, so you get a consistent, cumulative set of code, rather than a bunch of random examples that you can't even connect.

In this book you will learn to:


	
Make a production-ready Laravel 12 environment on Linux from scratch. 


	
Create eloquent relationships and optimize queries using eager loading and scopes. 


	
Implement layered authentication with Breeze, Socialite, Fortify, and RBAC middleware. 


	
Run server-side validation with custom closure rules and tailored error messages. 


	
Centralize exception handling using Laravel 12's bootstrap-first withExceptions callback. 


	
Dispatch, chain, and batch background jobs with robust retry and failure handling. 


	
Deliver real-time notifications via database, email, SMS, and WebSocket broadcasting. 


	
Process, resize, and store media securely using Intervention Image v3 and AWS S3. 


	
Automate recurring maintenance tasks using routes/console.php and Linux cron. 


	Monitor application health and prune stale data through Pulse, Telescope, and Prunable models.






Prologue

At some point, every developer has that lightbulb moment when a framework feels less like a bunch of rules and more like a real language. It's a language you think in, not just write in. For me, that moment came with Laravel. In my years of experience, I've worked on PHP projects that were smart but not very stable, and they were quick to build but slow to trust. Then I found Laravel, and something shifted. The code started talking. The routes were all set. The middleware just clicked into place, like the last piece of a lock. And Eloquent, which is elegant, fluid and almost poetic, made the database feel less like a constraint and more like a collaborator.

That feeling never left me. But frameworks grow. And teams grow. The number of applications is growing. And what felt like enough at first is starting to show its true colours. A notification system that works for ten users can't handle ten thousand. If a migration goes smoothly in development, but fails silently in production, we need to know. A task that was scheduled and no one thought twice about starts overlapping itself at 2 a.m. and messing up the output, which no one finds out about until the morning. This book came about because of those edges. It's not about being in the comfortable middle where things are working fine, but more about being out of that zone where they stop working and you need to know exactly the reason why and what to do next.

I'd say Laravel 12 is a pretty mature and confident framework. It's ditched old habits, tweaked its bootstrap configuration, given its scheduler a modern makeover, and adopted a filesystem-first approach to media management. PHP 8.5 has some great new features that make our code cleaner and clearer. So, when you put these two together, you've basically got the best version of the Laravel ecosystem there's ever been. And that's the perfect base for those serious, production-grade apps that users can really count on. All the recipes in this book were created to solve a real problem. The RBAC middleware is there to protect admin routes. The job chain that processes reports without blocking HTTP responses. The Intervention Image pipeline is great for resizing a thousand product photos without putting a strain on the server. The Prunable trait is pretty handy because it removes stale records every night while the team is asleep. These aren't academic exercises. They're the solutions I went for when the app needed them, and I've refined them over and over again based on feedback from production and users, turning them into patterns I'm proud to pass on.

I wrote this book for developers who already know Laravel but want to know it better. Who's the one who's got your back on the easy days and is there for you on the tough ones? I believe that great backend architecture isn't about complexity, it's about clarity, reliability and the kind of quiet confidence that comes from knowing your system will hold. We're going to build that system together, one recipe at a time.

Welcome to the second edition!
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Prerequisites

This book is a practical, problem-solving recipe-based book, built for PHP developers who want to build, secure and maintain production-grade Laravel 12 applications on Linux. All you need is some prior experience in using Laravel of any past versions.

Codes Usage

Are you in need of some helpful code examples to assist you in your programming and documentation? Look no further! Our book offers a wealth of supplemental material, including code examples and exercises.

Not only is this book here to aid you in getting your job done, but you have our permission to use the example code in your programs and documentation. However, please note that if you are reproducing a significant portion of the code, we do require you to contact us for permission.

But don't worry, using several chunks of code from this book in your program or answering a question by citing our book and quoting example code does not require permission. But if you do choose to give credit, an attribution typically includes the title, author, publisher, and ISBN. For example, " Laravel 12 Cookbook, Second Edition by Sanya Voltra".


If you are unsure whether your intended use of the code examples falls under fair use or the permissions outlined above, please do not hesitate to reach out to us at support@gitforgits.com. 


We are happy to assist and clarify any concerns.

Chapter 1
Setting up PHP 8.5 and Laravel 12


Overview 


In this chapter, we will walk through setting up a Linux-based development environment specifically for Laravel 12. We will begin by updating our Linux system and installing PHP 8.5 along with its required extensions. Then, we will set up Composer to manage our dependencies and install Laravel 12, which will keep our project framework well organized. We will also learn how to configure essential environment variables and generate an application key for security purposes. We will also explore the importance of Laravel's directory layout and how to manage file permissions to keep things secure and running smoothly.

Next, we will assemble a solid set of tools for development, including PhpStorm, Laravel Debugbar, and Telescope, which will make our workflow and debugging process far more effective. Finally, we will set up Git version control, establish commit conventions, and configure remote repositories to enable seamless collaboration with the team. Every skill we build in this chapter will carry us into the more advanced territory ahead with confidence.



Recipe 1: Installing PHP 8.5 and Laravel 12 using Composer 


You work in a lively office where a new Linux server was just delivered to our team. The system is completely barebones, with no PHP, Composer, or Laravel installed, and we are all set to dive in and get everything up and running. Today, we are laying the groundwork for an exciting project by installing PHP 8.5 as the base for Laravel 12. We will use Composer as our primary dependency manager to fetch Laravel, configure essential environment variables, and verify that everything is working. This live scenario is set up so that each step builds on the last, getting us ready for a smooth transition into more advanced development tasks.

Installing PHP 8.5

Before diving into new installations, we will first update our Linux server to ensure that every package is current. We now run this update command:


sudo apt update && sudo apt upgrade -y 


The above command synchronizes our package listings with the latest repository data and upgrades any pre-installed packages. This step provides us with a fresh system that has no potential conflicts or errors in later installations. It is always a good practice to begin any server setup by confirming that the base system is fully up to date, since outdated packages can introduce subtle incompatibilities that are difficult to diagnose later on.
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Fig 1.1: Laravel 12 Installation Workflow

Our Laravel 12 framework relies on PHP 8.5, so the next step is installing this version along with a set of critical extensions. These extensions will empower our application by handling string operations, XML parsing, network communications, and file compression. Here, we install PHP 8.5 and its extensions:


sudo apt install php8.5 php8.5-common php8.5-cli php8.5-mbstring php8.5-xml php8.5-curl php8.5-zip -y 


After the installation completes, we can try to make sure everything is in place by checking the PHP version. So here, we will try checking the installed version:


php -v 


The terminal will display details about the installed PHP version. The output will look similar to this:

[image: Fig 1.2: PHP version check]

Fig 1.2: PHP Version Check

This output confirms that PHP 8.5 is correctly installed and ready to support our Laravel 12 project on this Linux server.
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