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Introduction to Facial Biometrics

Biometrics is one of the great ways to provide two-part authentication. It might mean delays in passport control scenarios but it does add greater granularity to authenticating an individual. Typically, biometric indicators have involved sampling a subject's fingerprints, which is a sound biometric indicator, though iris checks are even more effective. The problem is that both are useless unless you have a genuine sample that you can compare. 

Even new biometric technologies such as voice, ear and facial recognition, which have gained ground as plausible biometric indicators, suffer from that same problem – there must be a sample to compare. In this document, we will examine new techniques for biometric analysis, such as ear, voice (speaker) and facial recognition. We can then examine how passport control can successfully and practically deploy these techniques within immigration, passport control scenario. 

In order to do this we must establish a case study: thankfully a student from one of the Institutes of Ireland, Dublin, Shannon decided to recruit RG Consulting to do their course work for them: here are the results.


Biometric Case Study #1

Our first task is to compare the characteristics and effectiveness of voice and face as biometrics. Each has its own specific characteristics, which make it suitable for specific purposes, and we will look at each to determine which would be more suitable for use in passport control or mobile biometric mode. 

Voice as a biometric has been the subject of study for decades but has only recently gained recognition as a reliable indicator of uniqueness. Fingerprints and DNA have long been recognized in the courts of law as being reliable biometric indicators, however voice has yet to gain that same level of confidence despite research showing it to be effective in uniquely identifying an individual. Indeed it has been determined that even identical twins have different vocal acoustic patterns, and that voice biometrics is as effective, if not more so than either DNA or Fingerprints as a biometric indicator. However voice as a biometric still suffers from this question of uniqueness, because just as with fingerprints, no-one can prove that they are truly unique. Furthermore, voice impersonators easily fool the human ear, and as we all know our own voices change with emotion, fatigue, stress and illness. Consequently, In order to understand then how voice can still be used as an accurate indicator of uniqueness, despite its unstable characteristics, we have to understand how voice is processed.

Voice as a biometric works because each person's acoustic speech pattern is considered to be unique. The reason for this is that our speech patterns are influenced by the size, shape and condition of our throat and mouth. However, it is not our anatomy alone that affects our speech patterns there are also behavioral influences that effect our pitch, tone and style of speech. Therefore, voice is considered to be a behavioral biometric as opposed to a physical biometric such as our fingerprints, DNA or the composition of our iris. 

Voice recognition has been the subject of commercial research for a long time, perhaps IVR (interactive Voice Recognition) systems for PBX telephone exchanges or telephone banking is the most obvious examples. However, in these situations voice recognition is focused on the system understanding the words or numeric digits that the speaker is saying. Consequently, we have to differentiate between voice/speech recognition – what is said - and speaker recognition – who is speaking. Voice biometrics is concerned with speaker recognition, with the goal to identify the speaker not the words they are saying. This is an important differentiation and often leads to confusion when terms like voice or speech recognition are used. Subsequently when we refer to voice biometrics, to avoid confusion, the term speaker recognition is the one we use. 

The methodology used in speaker recognition follows some basic steps, voice capture, segmentation, feature extraction, and classification. These are the steps in the process for capturing and preparing a voiceprint that can be stored in a database and retrieved for comparison with a new sample. This is the same fundamental process used with all other biometrics in so much as a sample is taken, whether that be a picture, fingerprint or iris scan, during a registration process from the subject and then digitally manipulated to extract the key features before being stored in a database. Voice is no different it follows the same generic process. Therefore, the actual implementation of a speaker recognition system is rather basic. All that is required is a good quality microphone, some voice recording software and a program to visualize and manipulate the wav file produced. Therefore, to create a basic voice biometric system for speaker recognition is relatively straightforward but is none the less very effective as can be demonstrated by the work carried out by the CSIS department at Pace University.

In the published work, 'Establishing the Uniqueness of the Human Voice for Security Applications' by Naresh P. Trilok, Sung-Hyuk Cha, and Charles C. Tappert of CSIS Pace University, they demonstrate how to build a basic manual system for testing for the uniqueness of the human voice. The tools they used were simply a PC with MS recorder, and a freely available wave editor, which they used to capture and segment the voice utterances. They followed the same generic methodology of capture, segment, extract features and classification. To briefly summarize how they captured and processed the voice samples:


	MS recorder was used to capture the utterance "my name is ..." from ten subjects; each subject recorded ten samples, which are saved as .wav audio files.

	Free Wave Editor was then used to visualize and segment the audio file waveform to fit only the utterance "My name is" from each of the samples. 

	Further segmentation is done to separate each of the sound units that make up the utterance 'My name is' these are, (m, ae, n, ae, m, I, z) as shown below.

	Using voice processing module with MatLab, they extracted the features sets, based on the means and variances over the 13 frequency bands over the entire utterance, a second feature set was extracted but this time the samples were across the same 13 frequency bands but divided into each separate sound segment to determine the energy levels per segment.
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