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Before You Continue Reading
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In 2023, I published TISAX Made Easy.

Many readers wrote that it was “too complex” or “not practical enough.” Some said they couldn’t implement what I described. Others gave up halfway through.

They were right to struggle.

Not because the book was inadequate. Because TISAX® isn’t a book topic.

TISAX® is a maturity-based assessment.

It evaluates implementation, not understanding.

You do not pass a TISAX® assessment because you know the VDA ISA catalog.

You pass because your organization operates accordingly.

There is no shortcut. There is no checklist. There is no documentation template that will get you certified.

TISAX® readiness is not built through knowledge acquisition.

It is built through governance discipline, executive commitment, and institutional maturity.

Organizations fail TISAX® assessments for predictable reasons:


•  Executive leadership treats it as an IT project, not a management system

•  Middle management documents policies but doesn’t institutionalize processes

•  Staff receive training once and are never reassessed

•  Risk assessments remain theoretical and disconnected from operations

•  Controls exist on paper but not in practice

•  Budget is allocated only when audit deadlines approach



These organizations have information. They lack implementation.

Reading another book will not change that.

What This Book Will Not Do

This book will not get you a TISAX® label.

It will not replace executive commitment.

It will not replace structured governance.

It will not replace operational discipline.

It will not provide step-by-step instructions that magically elevate your organization to maturity level 3.

What This Book Will Do

This book will explain why most organizations underestimate TISAX®.

It will show you the difference between documented controls and institutionalized processes.

It will clarify what maturity level 3 actually demands.

It will explain why AL3 assessments expose governance gaps that documentation cannot hide.

And it will help you determine whether your organization is genuinely ready, or simply hoping an audit will go smoothly.

If your goal is to check a box, stop here.

If your goal is a certificate without governance, stop here.

If you believe reading alone will make you audit-ready, stop here.

But if you are prepared to:


•  Align executive leadership with institutional security governance

•  Embed controls into daily operations, not just policy documents

•  Build maturity that survives audits, personnel changes, and operational pressure

•  Accept that genuine readiness requires investment, not documentation



Then continue.

TISAX® is not merely a label.

It is an indicator of operational discipline within one of the world’s most complex industrial ecosystems.

This book is designed to help you approach it accordingly.
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Preamble
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TISAX® has grown from a European harmonization initiative into a global governance framework with more than 20,000 assessed locations worldwide and over 2,000 sites in North America. Since April 1, 2024, all new assessments must follow VDA ISA 6 and demonstrate operational maturity at target level 3.

This book provides a structured path through that framework. It explains what the ISA 6 maturity model actually demands in practice, covers scoping and protection classes, addresses the differences between AL2 and AL3 that most guides understate, shows how to build and present evidence that satisfies a maturity-based evaluation, explains how to maintain governance continuity across the three-year label cycle, and covers how organizations already operating under ISO/IEC 27001 or NIST frameworks can integrate TISAX® without rebuilding what they already have.

Whether your organization is preparing for its first assessment or transitioning to ISA 6, the goal is the same: governance that functions independently of audit pressure, that produces evidence as a byproduct of daily operations, and that survives personnel changes and organizational growth without losing coherence.
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How to Use This Book

[image: ]




This book is structured to serve two different reading modes depending on where you are in the TISAX® process.

If you are new to TISAX® or preparing for your first assessment, read sequentially. The chapters build on each other. Chapter 1 establishes why the framework demands more than most organizations expect. Chapters 2 and 3 cover what changed with ISA 6 and how TISAX® is structured. Chapter 4 covers scoping, which is the decision that shapes everything that follows. Chapters 5 and 6 take you through audit preparation and evidence requirements. Chapter 7 addresses label maintenance, which most organizations underinvest in until renewal is overdue.

If you are already inside a TISAX® program and facing a specific challenge, navigate directly. Chapter 6 is the primary reference for evidence structure and audit preparation. Chapter 7 covers the PDCA maintenance cycle and ENX notification obligations. Chapter 8 addresses the ENX portal and label sharing decisions. Chapter 9 covers integration with ISO/IEC 27001, NIST CSF, and NIST SP 800-53.

The four annexes are practical tools. Annex A is a readiness checklist organized by implementation phase, designed to be worked through rather than read. Annex B provides a structured reference for all twelve TISAX® labels, including decision scenarios for common supplier types. Annex C is a glossary of key terms used throughout the book. Annex D provides a project plan template with realistic timelines, maturity-based adjustment factors, and scope complexity guidance for organizations planning their implementation.

One important note on chapter references within the text: each chapter ends with a pointer to the next relevant chapter. These are navigational aids, not reading obligations. The book is designed to be useful in both directions.
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Michael Kirsch is an information security strategist with over two decades of experience in the automotive and technology sectors. His career began at BMW AG, where he built a foundation in digital transformation and enterprise systems. He later worked at KPMG and Novartis, focusing on international standards, governance, and risk management.

As Managing Director of MLYK Consulting, he advises organizations on TISAX® readiness, governance maturity, and multi-framework integration across ISO 27001, ISO 21434, IEC 62443, and ISO 42001. He has served as an expert for the European Commission and as a TISAX® trainer at TÜV SÜD Academy.

His work focuses on one consistent observation: most organizations do not fail TISAX® because they lack documentation. They fail because they have not embedded governance into operational reality.

Organizations seeking structured guidance on ISA 6 transition, AL3 preparation, or multi-site label governance may contact the author for strategic advisory support.
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Chapter 1: Why Most Organizations Fail TISAX®
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And What Separates Compliance from Governance

TISAX® is a maturity-based assessment.

It evaluates implementation, not understanding.

This fundamental characteristic explains why many organizations fail.

They approach TISAX® as if it were an exam. It is not. They prepare as if documentation equals readiness. It does not. They assume that understanding controls demonstrates maturity. It does not.

The distinction between knowing what should be done and institutionalizing what is done separates organizations that pass from those that fail.

This chapter examines why this gap exists, why it persists, and what it reveals about organizational governance maturity.

1.1 The Label Mentality

Most organizations pursue TISAX® labels, not security governance.

This is not judgment. It is observation.

The label is a requirement. The maturity behind it is optional, until the audit exposes that it is not.

This creates a fundamental misalignment between intent and execution:


•  Organizations allocate budget to pass an assessment, not to build resilience

•  Project teams focus on documentation coverage, not operational integration

•  Executive leadership views TISAX® as a procurement requirement, not a governance investment

•  Success is defined by label acquisition, not by institutional capability



The result is predictable.

Organizations prepare for audits. They do not prepare for maturity.

And when auditors evaluate not what is written but what is practiced, gaps emerge that documentation cannot conceal.

1.2 Why Executive Engagement Fails

Executive disengagement is the primary predictor of TISAX® failure.

This is not a technical statement. It is a governance observation.

When leadership treats TISAX® as an operational task rather than a strategic governance obligation, the following patterns emerge:


•  Security governance is delegated to middle management without executive oversight

•  Budget is allocated reactively when audit timelines approach, not proactively during system design

•  Policy exceptions are granted without structured risk acceptance processes

•  Cross-functional governance forums are not established or do not meet regularly

•  Staff understand that security is discussed but not enforced



The result is a gap between policy and practice that no amount of documentation can bridge.

Under AL3 assessments, auditors do not rely on written statements. They interview staff. They observe processes. They test implementation.

When leadership has not embedded governance into operational reality, this becomes immediately visible.

At that point, organizations discover that executive commitment cannot be simulated. It must be structural.

1.3 The Documentation Trap

Organizations frequently confuse documentation with implementation.

This confusion is understandable. ISO/IEC 27001 certification emphasizes the existence of documented controls. TISAX® demands proof that those controls function in practice.

The distinction is not semantic. It is operational.

Consider the following scenarios:

Scenario 1: Access Control Policy

Documentation states: “Access rights are reviewed quarterly.”

Reality: Reviews are scheduled but not completed. Former employees retain system access for months.

Audit outcome: Non-conformity. Maturity level 1 (Performed but inconsistent).

Scenario 2: Incident Response Procedure

Documentation states: “Security incidents are logged and escalated within 4 hours.”

Reality: No incidents have been logged in 18 months. Staff do not know how to classify or report events.

Audit outcome: Non-conformity. Maturity level 0 (Incomplete implementation).

Scenario 3: Risk Assessment Process

Documentation states: “Risk assessments are conducted annually and reviewed by management.”

Reality: The most recent assessment was performed 3 years ago. New projects launch without risk evaluation.

Audit outcome: Non-conformity. Maturity level 1 (Performed but not sustained).

These scenarios are not hypothetical. They are common.

Organizations invest significant effort into writing policies. They invest far less into ensuring those policies are followed.

The gap between intention and execution becomes a governance failure that TISAX® assessments are designed to reveal.

1.4 Why Training Alone Is Insufficient

Many organizations believe that security awareness training satisfies TISAX® requirements.

It does not.

Training confirms that staff have been informed. It does not confirm that staff have internalized, applied, or sustained the behavior.

Maturity level 3 requires that security practices are embedded into daily operations, not that employees once attended a presentation.

During AL3 assessments, auditors conduct interviews to verify understanding and application:


•  “When was the last time you classified a document?”

•  “What do you do if you suspect a security incident?”

•  “How are backup restorations tested?”

•  “Who approves exceptions to the clean desk policy?”



If staff cannot answer these questions, or if their answers contradict documented procedures, the assessment reveals that training has not translated into operational capability.
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