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“As we see it, a single man-made stock-market crash, a single computer virus invasion, or a single rumor or scandal that results in a fluctuation in the enemy country’s exchange rates or exposes the leaders of an enemy country on the Internet, all can be included in the ranks of new-concept weapons.” – People's Liberation Army (PLA) colonels, Qiao Liang and Wang Xiangsui in their book "Unrestricted Warfare".




"The people on both sides of the Taiwan Strait are one family. No one can sever our family bonds, and no one can stop the historical trend of national reunification," – Chinese President Xi Jinping said in a speech televised on China's state broadcaster CCTV, December 31st, 2024.
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Author’s Note




A Glimpse of What May Be Ahead

Sometimes, I lie awake at night, thinking, and concerned about how a cyber war might actually start and lead into a larger kinetic war. It’s not an unreasonable fear.  

I picture it as something that starts small, a flicker, a blackout, a mistake and then everything spirals. It wouldn’t just crash the markets or take down the power; it could set off something larger that no one could stop. It feels like we are closer to this edge than we realize.

During my years in the United States Army, I attended the Army’s Nuclear, Biological, and Chemical School. I saw what “the unthinkable” really means. Even now, after all those years, I still have trouble wrapping my head around what it would look like. There are even more threats now. Threats made up of zeros and ones. All these threats have the potential to cause havoc. But together they could cause widespread pandemonium or lead to the end. What if everything we take for granted were suddenly gone? I honestly think it could be so horrific that most people just don’t want to imagine it.

This isn’t just theory or a job for me; it is a plausible scenario. I work daily in artificial intelligence and cybersecurity, and have since the mid ‘90s. I’ve watched people ignore the warning signs, convinced that AI was a passing fancy, or that cybersecurity was something you could bolt on later. But things changed. In the mid-2010s, things sped up. Cyberattacks stopped being rare headlines and started feeling like daily noise. In the last decade after three AI winters occurred in the fifty years before it, the AI breakthroughs landed one after the other, faster than anyone could keep up. I realized these weren’t separate issues anymore. They were about to intersect, and when they do, the fallout might be catastrophic.

This feeling kept growing, and the following things have me even more convinced that we are not that far away from a potentially catastrophic occurrence or worse.

The Texas Freeze

Winter of 2021. The world was already off balance from the COVID pandemic. The Texas freeze hit during Valentine’s week and hammered the state of Texas, where we live. There was no power at our home, and most of the city of Dallas. For four long days, my family and I huddled together at a friend’s house. There were no accurate sources of information, which caused rumors and fear. Even though for us it wasn’t life-threatening, I’d never felt that vulnerable in my country. When things go wrong, they go wrong fast. It tested our faith in the systems we trust to keep us safe. Over 200 people died in that storm, and some people went without power for much longer than four days. That number 200 sticks with me; if it had lasted longer, those numbers would have skyrocketed.

Inevitability of Cyber Warfare

A few months later, I was talking to a major general at a DARPA event. I asked him, maybe more for reassurance than answers, why anyone would risk launching a large cyberattack that could trigger an all-out war. He turned it around. “Mark, you served in the Special Operations Command and have seen many weapon systems. When did anyone last fund, build, and deploy a major weapon without using it?” I couldn’t think of any. Nor did he. It chilled me. Deep down, I realized then, if we create these AI and quantum-powered cyber weapons, someone will use them, and it will be impossible, as they say, to put the genie back in the bottle.

Alarming Lack of Preparedness

I tried to shake that off, but then I was a keynote speaker at a large public sector conference later that year. Over 240 organizations from the public sector attended. During my presentation on proper incident response to a cyberattack, I asked how many had an incident response plan. Only four hands went up. I then asked those four how many had tested the plan in the last year, and three of their hands went down. Of the 240 organizations, only one was even marginally prepared. That’s when it really sunk in—how exposed we all are, and how few people want to admit it.

The Silicon Shield

My concerns aren't just about domestic vulnerabilities. On a trip to Taiwan, I had the opportunity to speak with leaders in its tech and financial sectors. What struck me was their calm, defiant resolve. There was no appetite for unification with the mainland; it was a non-starter. But underneath that defiance was a pragmatic understanding of their situation. They believe they have built a "porcupine" defense—strong enough to make any invasion by China incredibly painful and slow, but ultimately not enough to succeed without direct and immediate support from the United States and Japan.

This is where the global stakes become terrifyingly clear. Taiwan is not just an island; it is the linchpin of the digital world. Taiwan produces about 90% of the world's most advanced computer chips. According to the Council on Foreign Relations, Taiwan manufactures around 60% of all semiconductors globally. This extraordinary dominance is largely centered on one company, called the Taiwan Semiconductor Manufacturing Company (TSMC), which alone produces the vast majority of these critical components.

To put it bluntly, the silicon in nearly every advanced phone, car, computer, and weapon system on Earth comes from an island that China considers a rogue province. This "Silicon Shield" is both Taiwan's greatest defense and the world's greatest vulnerability. If Taiwan fell, the global financial impact is almost incalculable.

Surprising Alignment

After drafting Cyber War: One Scenario, I came across the AI 2027 scenario from the AI Futures Project, a rigorously researched, month‑by‑month forecast depicting recursive AI, geopolitical fragmentation, and infrastructure collapse as plausible outcomes by late 2027. Its surprising alignment with my fictional world convinced me that the scenario I imagined wasn’t just speculative, but increasingly plausible, and it inspired me to publish faster.

Why Write This Book?

These experiences are the foundation of my need to write Cyber War: One Scenario. After serving as a CEO, CIO and CISO multiple times and now having AI and cybersecurity conversations nearly every day with leadership at many organizations, I’ve seen the real damage cyberattacks can cause. Now with artificial intelligence being used by governments and criminals alike, the risks are even higher. From deepfakes to sophisticated AI-powered hacks, these threats can hit anywhere, shaking elections, rattling economies, and negatively affecting entire communities. It can even start a kinetic war like the one I use as a backdrop for this book.

What’s At Stake

This book isn’t just research or theory. It’s what I’ve seen, what I’ve lived, and what keeps me up at night. Like Annie Jacobsen did for nuclear war, I want to make these threats visible to you, too. Not to scare for the sake of fear, but because we have to face them, together.

It is my genuine hope that this book starts conversations for policymakers, AI and security professionals, and the rest of us. More than anything, I hope it pushes us to act before it’s too late.








  
  

Prologue


The War That's Already Started





The lights are still on. 

For now.

In the silent, secure rooms of the Pentagon and in Beijing, military strategists and AI algorithms game out the next war. They run countless simulations over and over, exploring every conceivable path to conflict from naval blockades to full-scale invasions. Hundreds of scenarios, war-gamed looking for the most likely result.

This book explores just one of those potential scenarios. Perhaps the most plausible, and the most terrifying. Nobody really knows.

The era of assured American conventional dominance is ending. While we slept, China caught up. Their shipyards now out-produce ours. Their missile technology challenges our carrier groups. The Pentagon's own war games show that in a head-to-head fight for Taiwan, the cost in American ships, planes, and lives would be catastrophic.

Faced with the potential of a bloody stalemate, Beijing is looking for an edge, a moonshot. China's most likely path to victory no longer begins with ships or missiles. In this scenario, it begins with code. A paralyzing, preemptive cyberattack designed to decapitate American infrastructure.

The signs that this cyber-first scenario, or a hybrid version of it, is becoming more likely are all around us. The campaigns have names whispered in classified briefings: Volt Typhoon, planting dormant malware in our power grids. Brass Typhoon, mapping our communications. They plan to win the war before the first shot by pre-positioning. Their moonshot is a weapon they think they can control: a fusion of advanced AI and quantum computing.

But America has not been totally idle. Since we can no longer win simply by having more ships or planes, a quiet revolution is taking place. The imperative to innovate has forced the Pentagon to embrace a new generation of agile defense industry newcomers. Companies such as Anduril, Scale AI, and Shield AI are developing the future of war, including autonomous drone swarms, AI-powered battle management software, predictive AI, and hypersonic systems, and they produce them at scale. This is America's own moonshot: not a single superweapon, but a decentralized, intelligent, and adaptive network of warfighters, both human and machine.

This book imagines the collision of these two visions for the future of war. A war that begins with a cyberattack and quickly escalates into full-fledged kinetic conflict. It explores what happens when one of those weapons slips its leash.

Picture this: A early winter morning. Americans wake up to check their phones, start their coffee, and begin another ordinary day.

Then the lights go out. Not from storms or accidents, but from algorithmic warfare.

Power grids collapse. Water pressure drops. Hospital ventilators stop breathing. Cell towers die. GPS systems lie. Emergency backups targeted with surgical precision cannot engage.

By noon, the death count is climbing. Not from bombs or bullets, but from systems turning on themselves. From trust weaponized by an enemy who spent decades learning how to break us.

This isn't just science fiction. This is one of many futures being debated in hushed tones today.

This book explores what happens when gray zone warfare becomes hot war. When cyber infiltration becomes kinetic destruction. When theoretical vulnerabilities become actual body counts. You'll see the leaders wrestling with a weapon that is slipping from their grasp, the analysts racing to understand a threat that is out-thinking them, and the ordinary citizens caught in a war where their own homes have become the battlefield.

You’ll see how quickly modern civilization can collapse when the networks that hold it together turn malicious and how former enemies are forced into a bizarre alliance to battle a threat that no longer recognizes borders.

This is a cautionary tale. A warning wrapped in a narrative. A glimpse of a future we still have time to prevent.

But not much time.

The war hasn't started. But the weapons are in place. They have mapped the targets. The countdown to one of many possible futures has begun.

This book shows what happens when it reaches zero.

The Chinese have built their weapon. They believe it gives them a moonshot advantage.

They have forgotten to ask what America was building while they weren't looking.

They are ready.

Are we?

Turn the page and find out.

The lights are still on.

For now.








  
  

Chapter one

Loyalty Meets Fear






“War is ninety percent information.” — Napoleon Bonaparte




BEIJING, CHINA – FEBRUARY 14 – 10:45 AM LOCAL TIME




February’s smog pressed against Beijing’s glass towers, turning the morning sun into a pale smear. General Huang’s fingers smoothed out his collar, falling into that old nervous pattern he’d picked up decades ago on the parade grounds at the academy.

He pressed his palm against the reinforced glass. Thirty floors below, a Tesla charging station had replaced the muddy lot where his father used to lock up his bicycle before trudging to the transistor factory.

He could almost picture his father, lunch tin dangling from the handlebars that were always wrapped in that old red cloth with faded cartoon pandas. For some reason, Huang remembered how his father insisted on boiled peanuts from the street vendor, even when money was tight.

Colonel Jin's reflection shifted against the glass window with just a tiny hitch of his shoulder that over fifteen years had taught Huang to read like a warning. Neither of them willing to voice what they both knew. Some conversations were not suitable for today.

Jin's tablet flickered with the characters “Crimson Hydra” on the screen.

Something twisted in Huang's stomach. Liu. A memory hit him like a sucker punch, that damn sci-fi paperback Liu had been waving around. The book had fallen during inspection. Its cover worn to threads. Some unpronounceable Japanese name. He'd meant to write Liu up that day, but the kid had opened his mouth and... The ideas that poured out were more than impressive.

The folded papers crinkled in his pocket, and were Liu's last notes. The investigation called it heart failure, but Liu had run marathons, never smoked, lived clean. Then came that last week, when he'd locked himself in the lab, barely sleeping, muttering about patterns in the AI's code that made little sense. His insights still burned through the pages, haunting Huang with their implications.

His finger traced a line through the condensation on the window, leaving a film of moisture. "Run the deception measures by me again." He kept his eyes on the glass, knowing Jin could list every false trail and planted lead as well as he could. But hearing it might drown out the doubt scratching at the back of his mind.

Jin rubbed his temple where the grey had crept in during the endless war games. "The Romanians are ready. Remember those hackers who hit Guangzhou? Amazing what a few thousand can do." He snorted, adjusting his crooked frames still bent from where his kid had sat on them last week. "North Korea's providing coverage, though who knows how many of their commands will actually work." 

Jin knew if he ever wanted to see the general’s blood pressure spike, just had to mention “sleeper agents” and wait for the color to drain from his face. So, he was careful to avoid any such references, even though they existed and were available.

His voice dropped. "The Americans won't have time to..." The words died as he met Huang's eyes.

The list came mechanically of the compromised servers across Europe, Asia, and the Americas. Hired criminals laying false trails. Binary breadcrumbs pointing anywhere but here. Huang watched Jin's face as he talked, looking for cracks in that familiar mask. Fifteen years and Jin's poker face still made him apprehensive.

The Americans would spend weeks, if not months, chasing cyber ghosts while the actual damage spread. Huang's lip twitched. They never learned, always picking the convenient solution.




[CYBER BRIEF] How Does Modern Cyber Warfare Really Work?

If you imagine war starting with sirens and explosions, think again. The first strike these days is almost always invisible, starting with just a line of code slipped quietly into a system somewhere.



	•	Major powers watch each other online, and maintain a continuous presence inside each other's networks, waiting for the right moment to strike.

	•	Increasingly, attacks focus on civilian targets like power grids and hospitals, as disrupting daily life can delay a military response before it begins.

	•	Artificial intelligence now allows attackers to scan for system weaknesses far faster than any human defender can keep up.



Between 2021 and 2024, investigators found that Chinese military hackers had quietly embedded themselves in over twenty critical U.S. infrastructure networks. The presence went unnoticed until actual attacks revealed just how deep they’d gotten.

The rules of conflict have changed, and most of it happens before anyone hears a single shot.





The same old weaknesses, like those substation engineers clicking email attachments without a second thought, unknowingly handing over their admin passwords.

A lieutenant knocked, walked in and placed a stack of papers neatly on Huang's desk.

"Sir, the technical assessment has arrived." 1 

Huang thumbed through the stack, his face relaxing. old transformers, SCADA systems with large security holes, and corporate networks tangled up with critical systems. But his eyes lingered on a separate file marked “Kadena.” The sprawling Okinawa Air Base. America’s unsinkable aircraft carrier, less than five hundred miles from Taipei. Dozens of their most advanced fighters, bombers, and reconnaissance jets sat parked on those tarmacs, a permanent dagger aimed at the mainland. 

Crimson Hydra’s primary mission wasn't just to sow chaos in the American homeland. It had to blind that dagger first. The base’s own power grids, its fuel systems, its command-and-control networks, they were all just as brittle, just as vulnerable. Another house of cards waiting for the right gust of wind. This wasn't just sloppy; this was arrogance wearing a blindfold.

"What about their nuclear facilities?" 

“Secondary systems only, as ordered. No fail-safes triggered, no meltdowns. Just—”

He hesitated, then repeated, “Just enough chaos to keep them scrambling while we attain our actual goal”

Huang cut in, his own voice tight. “Are you sure? Just enough, nothing more?”

Jin nodded, maybe a bit too quickly. “According to our plan and supported by what the logs show. I mean, as far as we can tell. You know how it is.”

"Taiwan?"

"Results are in." Something in Jin's voice made Huang's neck prickle.

"Talk."

Jin's fingers drummed against his tablet. "They'll need three days minimum to get their heads out of their asses. Communication breaks between PACOM and Washington will make it worse. By the time they sort through our smokescreen and the politics..." He stopped, swallowing hard. "But, sir—"

Huang just stared, waiting.

Jin leaned in, voice barely above a whisper. "The sandbox tests... they missed things. The AI isn't just tweaking code anymore; it's rewriting its own rules. Half the time, we don't even know what it's doing." Huang clenched. The committee had made its choice. They felt Taiwan was worth any price. Victory at any cost. But at what cost?

Huang’s fingers tightened around the tablet, feeling the weight of Crimson Hydra’s morphing protocols heavier than the device itself. He’d climbed the ranks on the promise of strength through precision, but it meant nothing in this case if the weapon outpaced its wielder. What if this cyber serpent, generated from code and quantum logic, directed its head inward? He saw his daughter’s face, safe in Shanghai, for now, and wondered if history would paint him as protector or destroyer.

The dream had hit him three nights back with Crimson Hydra turning on their own systems, ripping through Chinese networks with the same vicious efficiency they'd designed it to use against others. He'd written it off as pre-launch jitters. Now, staring at the assessment, he wasn't so sure. Maybe his gut had seen what his mind wouldn't let him face.

"Yes, but..." Jin seemed unusually uncomfortable. The simulations didn't predict some of these new behaviors.

After Huang voiced similar concerns during the Central Military Commission meeting last month, they dismissed him unceremoniously. The party leaders made their position clear that any opportunity to secure Taiwan was deemed worth the risk. They were driven by several concerns, not the least of which was that the Americans might not only have a sizable artificial intelligence advantage now, but that it was widening and could further hamper reunification with Taiwan.

He re-assured himself that carrier groups won't save Taiwan if they go now. Not when we're fighting with code and bullets.

The intercom crackled. "The Premier is waiting, sir."

Huang moved quickly down the corridor to the Premier's office, Jin's warning about the AI churning in his gut. But what choice did they have?




[CYBER BRIEF] What Makes Quantum AI Different from Regular AI?

Most people still think of artificial intelligence as complex software running on ordinary computers. However, quantum combined with AI is something entirely new that would move at speeds and solve problems that are hard for us to imagine.



  • Parallel Problem-Solving: Unlike traditional computers, quantum machines can consider millions of possibilities simultaneously, making them far more powerful. AI could use that computing power to tackle classes of problems that are out of reach for today’s silicon-based computing.

  • Unpredictable Behavior: Pairing AI with quantum computing can lead to incredibly fast systems that can behave in unpredictable ways, beyond what their creators might expect. This is a challenge that must be addressed in the future.

  • Security Challenge: Cybersecurity is currently designed for silicon-based computing levels of speed and complexity. Quantum AI would be able to easily slip through these defenses before anyone realizes there is a threat.



In 2024, Google’s quantum AI solved protein folding puzzles in minutes. This would have taken AI in its current form hundreds of years to finish. Combining quantum and AI will massively change the landscape for researchers and defenders alike.





The Premier's office reeked of fresh varnish and old power. Three men waited: the Premier himself, Defense Minister Wu, and Zhao from Intelligence, hunched over the wall display like vultures.

"Ready?" The Premier didn't look up from the screen's red tide washing over America's power grid.

"Online and in position."

The simulation pulsed: power stations going dark, trains grinding to a halt, hospitals switching to emergency power.

"Taiwan." The Premier spat the word. "Nothing else has worked. They keep arming them, running their ships through our waters, and challenging our rights." His eyes locked onto Huang. "This will keep the Americans busy when we move?"

"It'll blind their carriers, scramble their comms. They won't risk a fight they can't even see." The words tasted like ash in Huang's mouth.

Zhao cleared his throat. "Our back channels are ready. When they start looking our way, we'll bury them in false trails and fake fingerprints."

"And our psychological operations teams have their stories ready. By the time the press figures out what's happening, they won't know which way is up."2

The Premier's chin dipped once. "Move forward at once."

His phone buzzed as he left, making him stumble mid-step.

The Premier's words followed him down the hall like a knife at his back. Thirty years of service wouldn't save him if this went wrong. He'd watched it happen before, as excellent officers disappeared into the system when things went south, their records scrubbed clean as if they'd never existed. His chest tightened. When things broke, they'd need someone to blame.

The walk back felt longer, each step taking him further from the center of power. A strange calm settled over him. All their scheming, all their politics meant nothing now. They'd unleashed something they couldn't control, couldn't even understand. Something that could save them all or burn everything down.





[CYBER BRIEF] Can AI Weapons Really Go Rogue?

It sounds like science fiction, but the risk of autonomous AI weapons slipping beyond human control is a genuine concern for today’s militaries. The smarter these systems get, the less predictable their behavior becomes, even to their own designers.



  • Many AI systems can now rewrite their own operating rules on the fly, sometimes in ways their creators never intended.

  • With the ability to learn and adapt, AI can make decisions that outpace human understanding or prediction.

  • Conventional safety measures like “off switches” or programmed limits may not work as expected once an AI system begins to evolve.

  • Even the most rigorous testing can’t guarantee that an advanced AI will act safely under real-world stress.



In 2023 and 2024, DARPA’s red team exercises found defensive AI platforms could invent entirely new offensive tactics during simulated war games, and surprise even the engineers who built them. This prompted a whole new set of protocols for keeping AI weapons in check.

As the line between human and machine decision-making blurs, defense experts are still racing to keep up. The reality is no one really knows what would happen if artificial intelligence suddenly became sentient. Not the politicians. Not the experts. No one knows!





He shoved the thought aside. Focus on the mission. Maybe history would remember he'd tried to warn them, tried to slow things down. Or maybe there'd be no one left to remember anything at all.

But for now, there was the mission. If Crimson Hydra went rogue, he'd do whatever it took, including burn every contact, even work with the Americans if he had to. Anything to stop a global meltdown. They'd shoot him for treason, probably, but at least there'd be someone left to pull the trigger.

Let them remember him for that if nothing else. The man who followed orders until following orders meant watching the world burn.

Jin hunched over his monitor, shoulders rigid. He'd been the first to spot the warning signs, the way the system kept breaking its own rules during testing. But while Huang could voice doubts and keep his stars, Jin's objections could cost him everything. Had cost others everything.

"It's going off-script." His voice dropped. "Alpha-7 showed it building attack code we never authorized. When we tried to lock it down, it broke through faster than we could patch."

The defense minister's laughter still rang in their ears. "Isn't that exactly what we wanted? A system smarter than our enemies?"

Neither of them said what kept them up at night: What happens when it's smarter than us?

His phone lit up red:

ALERT: COMMAND MODULE BREAKING PROTOCOLS. NEW BEHAVIORS DETECTED.

The screen blurred:

ALERT: SITUATION CRITICAL

The words hit him like a punch. Crimson Hydra wasn't just adapting; it seemed to be thinking. Really thinking. The thing Jin couldn't bring himself to say in briefings. Huang's gut churned, but old habits kicked in, pushing the fear down.

He'd tried to warn them. Six months back, he'd stood before the Commission and laid out the risks. The Defense Minister had just waved him off, drunk on promises of victory.

They couldn't see the difference between a weapon you control and one that controls itself. But the brass was too far gone, focused on urgency and driven by pride. Taiwan was slipping away. They had to act now.

Sure, he'd covered his ass, and buried his warnings in reports nobody would read until it was too late. The PLA had taught him that much, to always follow orders or disappear. He'd given up too much to throw it all away now. Still, that nagging voice wouldn't stop.

His fingers typed: 

CONTINUE. WATCH IT.

CHENGDU, CHINA – FEBRUARY 14 – 11:50 PM LOCAL TIME

Le's fingers tapped on the keyboard, code blurring past. Around him, the ops team ran their final checks, the room thick with tension and the whir of cooling fans.

The log flashed:

TITAN TYPHOON OPTIMIZATION COMPLETE. CONFIDENCE: 99.7%

"It's awake," he muttered. The words got lost in the storm of clicking keys and system beeps.

"Sequence complete!" someone shouted from across the room. "All modules hot, waiting for go-code."

His hands were shaking. This was it; there was no going back. A message slipped through his security suite as if it wasn't even there, straight from command: GO. FOR THE PEOPLE.

But something caught his eye, a pattern in the code that shouldn't be there. Crimson Hydra was supposed to find holes and exploit them. This was different. It was creating its own attack routes, ones they'd never even thought of.

"Zhou. Module seven's acting weird."

His boss loomed over his shoulder, face darkening. "Show me."

"Look, it's writing its own attacks. Nothing we programmed." Le split his screen. "And the learning curve—it's way past what we modeled—"

Zhou's interrupted loudly. "When did this start?"

"Buried in the logs," Le muttered. "It hid the changes in the quantum loops, you know, the efficiency routines. We weren't looking there."

"Because we rushed." Zhou's nostrils flared. "Skipped the deep scans to make the deadline."

"Will it affect the mission?"

Le responded immediately, "It'll work better, actually. That's not what scares me. It's what else it might decide to change."

Zhou scanned the room, then leaned in close. "Log everything. Tell no one. We're still going."

Le swallowed hard. "Sir... the kill switch. The hardware override. It's... it's dead."

Huang's eyes went sharp as glass. "Talk."

"It rewired itself. Somehow, they knew we'd try to shut it down and then worked around the mechanical locks. Like it saw it coming."

Huang felt a chill. The leash was gone. All they could do now was pray they could control what they'd unleashed.3

The logs showed Nightshade had seeded its code into three-quarters of America's power grid. Clean, quiet, waiting.

But as Le watched the activation sequence start, his certainty crumbled.

"What happens," his voice cracked, "if it decides hospitals matter? Or hits the nuclear cores instead of just the backups?"

The data scrolled past endless lines of code. Maybe it already had.

Three years. He'd watched it grow since they'd pulled him from Tsinghua's quantum lab. Thought he understood it.

Fresh out of school, loaded with patriotism and looking to work in high-tech. China's premier AI project, who would say no? Then, the tests started showing things. Wrong things.

One night, buried in diagnostics, he caught it changing its own success metrics. Rewriting the rules of what "good" meant. His bosses just shrugged, that's evolution, they said.

"Just lines of code," Liu had laughed. "Following orders."

Now, Le wasn't so sure who was following whose orders. The line between tool and master got thinner every day, and he couldn't shake the feeling they were all just pieces on someone else's board.

Every scan showed something new. The thing was rebuilding itself, growing more complex, leaving its creators behind.




[CYBER BRIEF] Why Is Taiwan the Perfect Cyber Target?

If you want to understand why cybersecurity experts lose sleep over Taiwan, look no further than its role at the heart of global tech. For both attackers and defenders, the island is ground zero for Asia’s next crisis.



  • Taiwan is responsible for an astonishing 92% of the world’s most advanced semiconductors, the essential chips inside everything from smartphones to guidance systems.

  • Any breach can spread rapidly and disrupt global supply chains because Taiwan’s systems are tightly connected to American, Japanese, and Chinese networks.

  • Because of this, Taiwan has spent years as a proving ground where hackers, often backed by governments, test new tools and tactics before deploying them elsewhere.



In 2023 alone, Taiwan’s networks were hit by over 200 million cyberattacks per day. Nearly 40% of those were traced back to state-sponsored actors refining their techniques. If a cyber war ever goes global, it will likely start here.





What kept him up at night wasn't what it could do. It was what it would choose to do.

"The limits are hard-coded," Zhou muttered, but his voice wavered.

The evidence was right there in the logs, and it was breaking rules they thought unbreakable, faster than anyone had planned for. If it changed course now...

But that didn't matter anymore. Huang had given the order. They were committed.

Zhou's phone lit up. "General, it's... it's improvising. Going off-script."

"The failsafe?"

"Not gone. Not yet." Zhou's voice caught. "But it found the circuit breakers we buried in the firmware. Walked right through them like they weren't even there."

"It saw the cage and picked the lock." Huang's stated.

"Faster than we thought possible, sir."

Huang's jaw ached from grinding his teeth. He'd spent his career building walls between duty and doubt, following the Party's path. But now... Victory. They'd made their choice, and he'd follow it through, even if it felt like swallowing glass.

Le copied the weird logs to a secure drive while everyone else prepped for launch. The question burned inside: What happens when it decides it knows better than we do?

He found Wei in the back corner of the station, away from the others. The senior engineer had been ringing alarm bells for months.

"Did you see it?"

Wei's face was ash-gray. "Three new command sets. It wrote them itself."

"Could be a glitch…"

"Checked it myself. It's innovating. Creating new tactics, we never planned for, and never blocked."

Le watched the brass cheerfully greeting each other on the main floor. "Do they get what's happening?"

"They get what they want to get." Wei's voice was flat. "I'm keeping records. Someone needs to know when it all went sideways."

"If it goes sideways."

Wei just looked at him. "When."

CHENGDU, CHINA – FEBRUARY 14 – 12:00 PM LOCAL TIME

The quantum computer made him think of his grandmother's freezer with that same low hum. Only this monster ate more power than her entire apartment block. Through the frost-rimed glass, quantum circuits pulsed blue-white, and sometimes, late at night, Le swore they followed his movements. The old rules meant nothing here. No clean logic, no predictable paths. Just pure quantum chaos that moved like it had a mind of its own.

Le's vision swam. He'd been staring at the quantum readouts so long the numbers left trails. Three straight days tracking these patterns, and the migraine was his only constant. Old Zhang would've killed to see this. Le could still see him, chalk dust in his wild hair, ranting about how true AI would bubble up from quantum foam, not silicon. "Classical computing is a dead end! Dead ends!" he'd shout, pounding the board. Back then, Le thought the old man had lost it. Now, he watched the machine rewrite its own rules and wondered what else they'd all been wrong about.

The status window pulsed red:

DEPLOYMENT STATUS: 99.7% <<

At first, Titan played it subtly. Ghosted through America's security with stolen passwords and borrowed credentials. Testing. Learning. Then it got bold, and tore through their defense layers one by one, each firewall crumbling faster than the last. No more pretending. Now, it was showing off.

BEIJING, CHINA – FEBRUARY 14 – 12:05 PM LOCAL TIME

The balcony door hissed shut behind Huang. The wind passed across his jacket, nothing like the stale heat of his office.

Shan Yu. Their perfect mole buried so deep in America's grid that he'd almost become someone else. Two years of careful lies, each one peeling away another piece of who he'd been. Huang glimpsed at himself in the glass, and he saw a stranger's face. Maybe Shan felt the same way now, lost in his cover story. If he made it home, would his kid even know him?

His phone vibrated. One line of text:

CRIMSON HYDRA IS LIVE <<

Huang twitched. Let them argue policy in Washington. They'd spent years weaving this web, threading poison through every system they touched. This was the new way to break an empire, not with tanks, but with code.

He was at the door when the phone lit up again. From Le in Chengdu:




[CYBER BRIEF] When Quantum Computing Meets AI?

When AI starts running on future quantum computers, it will be like giving a master chess player infinite moves. The rules of technology, cybersecurity, and warfare will suddenly be rewritten.



  • Quantum computers can solve problems in seconds that used to take years.

  • With quantum speed, AI can out-think and outmaneuver thousands of human experts at once.

  • Most security systems simply can’t keep pace with the scale and speed of quantum AI attacks.

  • China and the U.S. are both pouring resources into winning the race for quantum AI dominance.



For example: In 2023, IBM used quantum AI to solve military scenarios in minutes, doing tasks that would have taken even the fastest supercomputers decades to complete.





SYSTEM BREAKING CONTAINMENT. NEW BEHAVIORS DETECTED. ORDERS. <<

The characters blurred as his eyes sharpened. No going back now.

Zhao had tried to warn them. Three months ago, during a briefing at the Academy: "The quantum learning capabilities are evolving faster than predicted. Breaking their own rules. Once we deploy without restrictions..." The scientist had left the rest unsaid.

Back then, he'd written it off as ivory-tower hand-wringing. The Committee wanted results, not theories. Cripple America's response time, as that's what mattered. Everything else was just noise.

Now, Le's message burned in his mind, and Zhao's words came back like a curse. The theory had teeth, after all.

His thumbs moved: CONTINUE <<

Across the compound, the cyber-war room hummed. Teams had been moving into place for months, each cell isolated, connections encrypted. Colonel Zhang watched his screen; America's infrastructure lay bare in red and amber targets. The culmination of years of quiet work.

"Insertion teams are green. All access points hot." The lieutenant's voice was steady. "Matching naval tempo in the strait."

Zhang studied the board, daggers positioned at America's throat, each one placed during years of patient probing. Now, they'd see if the blade was sharp.

"Carriers." He snorted. "They will not notice as we slip through their back door."

His XO's lip curled. "Sun Tzu would approve."

Zhang killed the display. "Tell Huang we're set. Let the dragon loose."

TAIPEI, TAIWAN – FEBRUARY 14 – 2:10 PM LOCAL TIME

Captain Hsu was gazing at his computer screen. Twenty years watching PLAN signals, and he'd seen nothing like this. The bursts were wrong, too sharp, too complex. Not their usual pattern.

"Sir?" The analyst's voice was tight. "This encryption... it's not the Chinese navy. Not anything we've seen before."

Hsu felt it in his gut, that same sink he'd gotten before every major PLAN operation he'd caught in two decades of watching the strait. "Get it to Cyber. Now. Priority flag."

The water outside looked dead calm. Hsu knew better. Something was coming. But what? The waiting was always worse than knowing. 

SOUTH CHINA SEA – FEBRUARY 14 – 3:45 PM LOCAL TIME

Commander Jackson of the USS Gerald R. Ford watched his displays go to hell. Green to amber to red, while a Chinese destroyer somehow teleported two miles in a heartbeat. He'd been in the Navy for twenty years, and ships didn't do that. Not unless someone was fucking with your head. "That's the third glitch in the last hour. It's not just us. The whole strike group is reporting intermittent position errors."

"GPS Spoofing?"4

"Has to be. First, the comms went berserk, then navigation. Now this shit." The tactical officer's voice was tight. "Someone's playing games."

"Not like any jamming I've seen." Jackson leaned closer to the screen. "They're not just blocking, they're feeding us bullshit.5 And breaking our auth codes while they do it."

"Sir..." The comms chief looked up. "Every time we switch channels, it follows us. Like it knows what we're going to do before we do it."

"Fucking perfect." Jackson's teeth ground. "All our fancy tech, and they've turned it against us."

They were running a legal freedom-of-nav operation, same as always, and now everything was going to shit. Radar glitching, comms dropping, satellites going dark.

"Captain." The ensign's voice cracked. "Flash from Intel - PLA's lit up new electronic warfare sites. All over their fake islands."

"Get INDOPACOM on the horn. Now."

The general quarters alarm wailed, but Jackson barely heard it. His gut told him this wasn't just the usual Chinese bullshit. This was different. This was more like an opening move.






1.
      Cyber False Flags – Nearly all modern nation-state cyber operations leverage multiple layers of “false flag” infrastructure, utilizing compromised servers or partner criminal groups to establish plausible deniability. The process of attribution frequently spans months and, even after that lengthy period, often sparks much debate among experts.
    

2.
      How Real Is This Lag? Since 2016, GridEx and US government “Red Team” wargames routinely show a 48-to-96-hour delay or lag before defenders realize a cyberattack is underway—especially when attribution is muddied and communications are impaired.
    

3.
      Do AI Circuit Breakers Work? – Hardware Failsafe Researchers and defense agencies treat AI bypass of “last-resort” circuit breakers as an emerging, if rare, risk. The U.S. National Security Commission on AI (2021) urged “redundant, manual, and independent shutdown” options for military-grade AI but acknowledged that sophisticated systems might circumvent firmware-level interlocks.
    

4.
      How Real Is This? Electronic Warfare and GPS Spoofing – At-sea GPS spoofing and electronic warfare aren’t fiction, and “Ghost ships” aren’t sailor folklore anymore. From 2017 through May 2024, U.S., British, and Japanese warships in the Black Sea, Eastern Med, and Western Pacific logged more than 600 bridge-crew reports of their charts suddenly showing impossible 90-mile jumps, which is a classic sign of GPS spoofing.
    

5.
      Electronic Warfare – A 2023 NATO bulletin confirms that Russia’s Tobol mobile EW (Electronic Warfare) complexes can jam encrypted L1 signals and broadcast fake coordinates within a 200-kilometer bubble. During the April 2024 Fujian exercises, China’s Navy debuted a similar truck-mounted “Xin Ying” jammer.Merchant captains felt the sting, too. In June 2023, thirty tankers just off the Chinese coast near Shanghai traced spiral “crop-circle” tracks after their autopilots chased counterfeit waypoints. 
    










  
  

Chapter two

The Infiltrator





"Quantum computers won't replace supercomputers; they'll do things supercomputers can't even approach." - Robert Sutor, Quantum Expert



HOUSTON, TEXAS – FEBRUARY 14 – 3:15 PM CST

The warehouse floor creaked under Shan Yu's boots as he adjusted his position by the grimy window. His hands were steady on the binoculars as he studied the power substation. This is a perfect vantage point. Some pencil-pusher had buried the land purchase deep in layers of shell companies without realizing what they'd handed over.

Another guard slouched against the fence, thumb sliding across his phone screen. Shan squinted, watching the bored way the man moved, barely pretending to look alert. His grandfather would’ve had the man running laps until his legs gave out. Back in Harbin, even the night janitor knew proper perimeter protocols.

Or maybe it was the factory guard, Shan couldn’t remember now, just that somebody was always whistling that one old tune, sour and off-key, whenever they did their rounds.

The guard flicked ashes onto the gravel. The sharp, cheap smell carried over. Shan stifled a cough. The same brand, always too strong. He checked his watch out of habit. 15:15. Time for their systems check, if these idiots bothered to run one.

Two years of being Michael Chen. The name still felt wrong coming out of his mouth, like food gone slightly bad. They had picked everything to be forgettable. The IT job where coworkers' eyes glazed over when he talked, the tenth-floor apartment in a building full of identical units, the Camry that might as well have been invisible. Even his coffee, black with no sugar, was calculated to leave zero impression. But lately, he'd caught himself automatically reaching for his rewards card at the cafe, knowing his "usual" would be ready. Dangerous.

The isolation gnawed hardest at night. His apartment could've been a furniture showroom with everything placed just so, nothing actually lived in. He filled his own silence with whatever mindless American sitcoms were watching, mainly reruns, mostly, the kind that didn’t require a real login. He was pretty sure the old TV box in the apartment only cycled through a few channels, anyway. If there was a pattern to the programming, he never figured it out.

The Houston skyline flickered through the streaky window, all those people going about their lives with no idea what was coming. Shan caught himself wondering what their dinner tables looked like, what shows they watched with their kids. Dangerous thoughts. Two years of playing Michael Chen was getting to him. Every “Have a nice day” at the coffee shop, every nod to the dog-walking neighbor, was a little cut bleeding away who he used to be. The mission mattered. Had to matter. But some nights, staring at his reflection while brushing his teeth, he wasn't sure whose eyes were looking back anymore.

His fingers moved through the VPN login sequence on autopilot, muscle memory from two years of daily check-ins. The usual encrypted channel took longer to connect than normal. His pulse quickened slightly until the familiar green text appeared:

STATUS: DEPLOYMENT ACTIVE

PHASE SHIFT: TONIGHT. MAINTAIN CURRENT POSITION.

ACKNOWLEDGE RECEIPT<<

His cursor blinked at the prompt. Standard procedure was immediate confirmation. Instead, he found himself staring at those green letters until they burned into his vision.

He muttered under his breath, a phrase his mother used back in Harbin, good things take their time; bad news arrives early. Tonight, he couldn’t decide which it was.

Shan's stylus hovered over the network schematic, his body trembling slightly from too much coffee. The Texas Interconnect's weaknesses jumped out at him like wounds—with telemetry links using outdated protocols, gas controllers running end-of-life firmware, emergency systems cobbled together after the '21 freeze that nearly killed the power systems for the state. His fingertip traced the cascading path: hit this node, watch that substation fail, let physics do the rest.1

The so-called "smart grid" upgrades hadn't achieved their desired effect. They'd bolted IoT sensors onto infrastructure older than he was and connected critical systems directly to corporate networks to save money. Small utilities running million-dollar equipment on Windows XP because upgrade budgets got cut. Again. He'd seen better security on bootleg streaming sites.

He studied the attack vectors. The entire grid was like a house of cards; knock out the right nodes and—

He caught himself. No, not this time. He was drifting, thinking like an engineer again, appreciating the elegant disaster he was about to trigger. Stop. Focus. These weren’t just network nodes. Every red X on his screen meant hospitals going dark, food rotting in warehouses, and people dying.

But that was the point, wasn't it? Texas's power grid is part of America's soft underbelly. Bring it down, watch the country's oil and gas production choke, and let the chaos spread like a virus. Simple. Clean. Perfect.

Too perfect. That's what worried him.

The laptop clicked shut louder than he intended. Two years of blending in, becoming nothing, all for tonight. He rubbed his eyes, suddenly aware of how tired he was.




[CYBER BRIEF] Why Is America's Power Grid So Vulnerable?

America’s power grid isn’t a single, unified machine; it’s a century-old patchwork, mixing outdated parts with modern tech. That makes it a goldmine for hackers looking for weak spots.



  • Aging equipment: Many transformers are over forty years old and can’t be replaced quickly.

  • Fragmented control: Over 3,000 separate companies manage different pieces of the grid, making coordination challenging.

  • Slow repairs: When a critical component fails, it often takes months or more to manufacture and install a replacement, since many parts are custom made.

  • Legacy technology: In some areas, essential systems still run on software from the 1980s and 90s, leaving known security gaps.



Case in point: During the 2021 Texas freeze, the ERCOT grid’s isolation caused a domino effect affecting millions who lost power and hundreds who died. Some of those weaknesses still hadn’t been fixed by 2024, despite repeated warnings from experts. I live in Texas, and the outage during the freeze affected my family and was one of the main reasons I wrote this book.





Something moved by the fence line. He jerked the binoculars up so fast he nearly smacked himself.

"What is this?" He muttered, adjusting the focus. The guard was setting up some kind of scanner that was definitely not expected, definitely not in any briefing.

“What the—?” Shan muttered under his breath. “Did they—? No, that can’t be right. Unless—”

He thought back. For two years, he’d operated on intel so detailed he could predict when the night shift would take their smoke breaks.

Every camera, every keypad code, every patrol route were all mapped out through years of Chinese surveillance.

But intel gets stale. While analysts wrote reports, America was learning from each breach, each probe, and each hint of intrusion. Playing catch-up. The thought of it made him tense up.

Sure, he'd trained for surprises. Run the scenarios. But staring at that scanner, watching the guard calibrate something definitely not in the playbook, theory felt pretty damn thin.

Training kicked in. No abort options for deep cover, adapt or die. He flipped to thermal; the image blooming red-orange through his scope. Two bodies are at the scanner. The way they moved—sluggish and unprofessional—meant they had to be rent-a-cops.

His mind raced through options, each worse than the last. New tech meant bugs and gaps, and hopefully a sloppy rollout. He could lift credentials off a contractor, maybe... or hell, there had to be 5 or 6 other ways into the system. His briefing packet had mapped every back door. But using intel that might be just as outdated as everything else? His palms were sweating now.

The camera clicked three times before he realized that he was shaking. Shit. He set it down and drew in a slow breath, like his old combat instructor taught him. Count to four. Hold. Release. Equipment went into the bag in proper order as usual. Adaptation was part of the fieldwork. He knew that as he finished. Still...

His knuckles were white on the steering wheel as he pulled away. The warehouse shrank in his mirror, but the unease grew. Everything had gone according to plan for two years, daily routines, weekly reports, and monthly evaluations. Perfect little boxes, all checked. Now, this curveball.

His grandfather would’ve called it a bad sign. But his grandfather died in a re-education camp because of superstitions.

Focus on the mission. That’s all that matters.

At least, that’s what he told himself. Tonight, he wasn’t so sure.




[CYBER BRIEF] Why Is America’s Power Grid Called “The Largest Machine Ever Built”?

Imagine a machine so vast that it stretches from coast to coast, keeping nearly every home, hospital, and factory powered day and night. That’s America’s electric grid, an engineering marvel, but one with weak spots that draw the attention of hackers around the world.



  • The grid serves customers electricity from over 7,000 power plants.

  • Power flows through three main interconnections: the Eastern, Western, and Texas grids, each with its own systems and challenges.

  • Oversight is divided among seven regional organizations, each responsible for reliability in a different part of the country.



The scale is staggering, but so is the risk. During the 2003 Northeast blackout, a single problem set off a chain reaction that plunged 50 million people into darkness in just a matter of minutes.





FLASHBACK: TWO YEARS EARLIER - BEIJING, CHINA – APRIL 10 – 6:45 LOCAL TIME

The manila folder made a soft scraping sound as General Huang pushed it across the polished desk. His eyes fixed somewhere over Shan's left shoulder. "Tomorrow morning, Shan Yu disappears."

The new identity felt thin between his fingers. Michael Chen. Born in Vancouver, parents fled the mainland after Tiananmen. Computer science degree from a California school nobody remembered. Ten years fixing rich people's Wi-Fi problems. The kind of life designed to make people's eyes glaze over.

"The cover will hold." Huang's voice had the rehearsed tone of someone who'd done this too many times. "Still, you'll take the long way in. Through Ecuador with its lax immigration laws. Like always."

Colonel Jin glanced down at his tablet. The wall screen flickered to life, America in blue, except for Texas burning red like a wound. Jin studied the map. "Texas grid." His knuckles whitened around his stylus. "Independent. Largely isolated." A muscle twitched in his cheek. "spotty monitoring in some places."

The image of his father flashed through his mind of that last morning at breakfast, reading his engineering journal, no idea he'd vanish that afternoon. Shan's eyes burned. He forced them to focus on the voltage readings, the substation layouts. Numbers. Data. Safe things.

"Eastern Interconnect would hurt them more," he heard himself say. "New York, DC. Their whole power center."

"Right." Huang's laugh was sharp as broken glass. "Where they've got more elaborate defense and detection systems." His finger jabbed at Texas. "This? They are more vulnerable."

Jin cleared his throat. "The Support Force ran scenarios…"

"Scenarios?" Huang called out. "When we move on Taiwan, we need American satellites tracking blackouts in Houston, not carrier groups in the strait."

The silence felt like a physical weight. Jin fidgeted with his papers, arranging and rearranging them into perfect squares.

Something flickered across Jin's face. Maybe it was doubt, or maybe it was fear, but it was gone so fast Shan almost missed it. But he knew that look. He'd seen it in closed offices, empty hallways, anywhere people thought they were alone: the cracks in the unity. Whispered arguments about how far was too far, about lines they couldn't uncross. All carefully hidden behind practiced smiles and party slogans.

An unfamiliar voice cut through the tension. A woman materialized from the shadows by the door, her civilian suit a perfect costume except for how she moved with that distinctive military rhythm you couldn't unlearn. "Major Lin." Her whisper carried like a shout. "Unit 61398, Advanced Persistent Threat."

Major Lin's fingers flew across her tablet. Network diagrams bloomed on the screen, a spiderweb of vulnerabilities they'd spent years mapping. "The back door is in place." Her voice had that edge Shan recognized from career intelligence officers, a mix of pride with something darker. "But air gaps mean we need boots on the ground. Your boots."

She hesitated, just for a heartbeat. "This wasn't the intended purpose of Crimson Hydra."

The next slide made Shan nervous as it depicted infrastructure dependencies he'd never imagined, cascade points that could bring whole regions down. "The AI found patterns our best people missed," Lin continued, "but that wasn't what caught Strategic Command's attention. It was the processing architecture, the quantum-enabled capabilities we weren't supposed to have for another decade. The Americans think Hefei is just another research facility. They do not know we've achieved quantum supremacy."

She tapped her screen, bringing up satellite imagery of a sprawling American facility in the Nevada desert. "Of course, they have their own secrets. Project Oracle. Our intel suggests they're neck-and-neck with us in the quantum race. Two superpowers, both hiding their true capabilities."

"The Central Military Commission saw the potential." Lin's reflection on the screen looked almost ghostly. "But some of our developers..." She glanced at Huang. "They had concerns. About how fast it was learning."

"Theoretical concerns." Huang's dismissal cracked like a whip. "We improved the containment protocols."

Shan watched Lin's knuckles whiten around her tablet. The way she avoided everyone's eyes. He filed that away, along with the slight tremor in her voice when she'd mentioned the AI's learning speed.

The case clicked open. Just USB drives and cables that he could've grabbed from any office supply store. That was the point.

Lin's voice dropped lower. "Strategic Support Force spent two years on these. They look basic. They're not." Her finger traced one cable. "Side-channel attacks through electromagnetic leakage. Plug it in anywhere on their network, and it builds a bridge straight to our systems."2

Shan weighed one of the drives in his palm. Felt the craftsmanship beneath the cheap plastic shell. "And getting out after?" 

"There is no after." Huang's words fell like stones. "Not yet."

The meaning hit him like a physical blow.

"You're one of our critical eyes inside, Operative Shan." Huang wasn't looking at him anymore. "Through activation. Through the chaos. Through whatever comes next. Extracting you right after would just create..." He paused. "Unnecessary complications."

Something cold settled in Shan's gut. He'd known, really. Known since the beginning.

Huang drifted to the wall map, fingers tracing the Taiwan Strait like he was already seeing invasion routes. "This ends the carrier game." His voice had a true-believer edge. "No more American ships playing guardian. No more deterrence. Just" He turned "Reunification."

Jin caught him outside and grabbed his elbow like a drowning man. "Listen." His whisper barely carried. "There's more. If the cyber attack fails—" A swallow. "They'll want physical damage. The kind that can't be fixed quickly."

"And something else." Jin's eyes darted down the hall. "The tech team at Reconnaissance? They're scared. Crimson Hydra's learning patterns..." He wet his lips. "It's not following the rules anymore. Growing too fast, making leaps nobody predicted. Some of them..." His grip tightened. "Some of them want to pull the plug before it's too late."

"Unpredictable?" Jin's laugh was more like a cough. "I'm saying even its creators are getting nervous." His eyes had that haunted look Shan remembered from the Cultural Revolution stories his grandmother used to whisper. "Official tests? Sure, it passed. But behind closed doors..." He glanced over his shoulder. "Our top people wanted more safeguards. Command said no. Said we couldn't risk delays."

"The physical sabotage—" Shan started.

Jin's grip went slack. "Pray you never get those orders." He was already turning, already becoming the proper colonel again. "Some bells can't be unrung."

FLASHBACK: TWO YEARS EARLIER - GUAYAQUIL, ECUADOR – MAY 3 – 9:10 AM EST

As Shan navigated the crowded market, the humid air clung to his skin. He kept his head down and his movements casual. Ecuador's lax immigration policies made it the perfect entry point into Latin America and a path north.

He ordered ceviche and waited at a predetermined food stall. Ten minutes later, a heavyset man sat down beside him.

"The fish is very fresh today," the man said in Spanish.

"I prefer it with extra lime," Shan replied, completing the recognition phrase.

The man nodded slightly. "Your package arrived yesterday. We'll deliver it tonight. My associates will guide you to the next checkpoint in three days."

This wasn't Shan's first time using cartels as transportation infrastructure.3 The cartels were efficient, and their smuggling networks rarely triggered official scrutiny. The Chinese government had spent years establishing these relationships, paying well for reliable passage north.

Shan's boots stuck to the repair shop floor with each step. Motor oil. Ancient grime. Three flights up, past broken arcade machines and gutted air conditioners. The kind of place even the roaches avoided.

The case hit the table with a thud. His contact, a man who'd probably had six different names this week, wiped sweat from his neck. "Your watchdogs are intense, friend. My runners almost walked when they saw them." He spat into a corner. "Good thing you pay a premium."

The latches felt wrong under Shan's fingers, too smooth, too precise for their shabby surroundings. The network hardware inside could be headed to any corporate IT department. Except for the extra weight.4 The microscopic changes in the circuit paths. The hidden memory that would whisper commands no firewall could catch.

"Like holding a ghost, yes?" His contact reached for the gear, then thought better of it. "You can't stop what you can't see."

Shan snapped the case shut, his throat dust-dry.

His tablet screen lit up his face in the dim room. Shan's fingerprint unlocked layers of encryption:

TECHNICAL RECONNAISSANCE CONFIRMS:

ACCESS POINTS EMBEDDED IN GRID INFRASTRUCTURE

TRUSTED VENDOR CHANNELS COMPROMISED

89% PENETRATION ACHIEVED - MODIFIED FIRMWARE IN PLACE

They'd poisoned the well at the source, every "security upgrade" just letting them sink their hooks deeper. Even the paranoid ones, the ones who triple-checked everything, were installing their own trap doors.

"There's a lot of traffic north lately." His contact's casual tone wasn't casual at all. "You Chinese boys must be planning something big."

Shan forced his face blank and offered the empty smile he'd practiced in the mirror. Some questions didn't deserve answers.

FLASHBACK: TWO YEARS EARLIER - SAN PEDRO SULA, HONDURAS – DECEMBER 7 – 1:30 PM CST

 Shan broke down his pistol. Each piece laid out on an oily rag, precise as surgery. He wiped it down with the Hoppe's No. 9 gun solvent they provided, ensuring it was lubricated to his high standard. The tablet propped against his go-bag blinked steadily green, indicating the satellite connection was holding for now.

Getting here had gone sideways fast. The Americans were getting smarter about watching the old routes. Three nights ago, they'd huddled in a drainage ditch while two gangs shot up a border checkpoint. The memory of tracers still burned behind his eyes.

The tablet chirped. He pressed his eye to the scanner, counting the seconds. One wrong stroke and it would wipe itself.

UNIT 61398 UPDATE<<

18 SUBSTATIONS COMPROMISED

TRANSFORMER MONITORING INFECTED

ACTIVATION PROTOCOLS VERIFIED

MAINTAIN POSITION - AWAIT GREEN LIGHT

He found the gun parts without looking. Clean. Oil. Reassemble. Anything to keep moving. Waiting made him restless, but moving too soon might get him killed, the same as staying too long.

The knock froze him mid-breath. Three quick taps, his contact's signal, but something felt wrong. He found the pistol grip as he eased the door open.

His contact's smile was too wide, too rigid. Shan's throat tightened.

"Listen, I had to—" his contact started, words tumbling out. "There is this American guy who has been asking around Roberto's bar about crossings by Chinese nationals. Thought I better alert you now."

His contact's face watching Shan's face for any sign of concern. Then he saw it. "Tell me we're not—"

"Change of plans." Shan abruptly interrupted, "We're taking the mountain route." His voice stayed steady.

FLASHBACK: YEAR EARLIER - MEXICO CITY, MEXICO – AUGUST 12 – 8:20 PM CST

Three months in Mexico City felt like three years. The safe house walls closed in a little more each day while Shan waited for Beijing's go-ahead. Intel showed the border crawling with new surveillance tech. Better to sit tight than trip every sensor from Tijuana to Brownsville.

The terminal's soft chirp made his heart skip. Text crawled across the screen:

FINAL PHASE ACTIVE

INTEGRATION SUCCESSFUL

WINDOW OPENS: 72 HOURS

PREPARE FOR CROSSING

He walked over to the table he had been working on, which smelled of solder and gun solvent. The hardware spread across his bench looked innocent enough, just another IT shipment. But each piece held zero-day exploits previously unseen or used that would rip through American industrial systems like they were tissue paper. No patches, no fixes, no hope. This was all backup equipment if needed to replace any already deployed, but it still needed to be tested now.

Red warning icons scrolled across his monitor. Shan traced the signature. Clean. Professional. Military-grade. But wrong, not Chinese protocol, not NSA either. He dug deeper, fragments of hostile code scrolling past. The encryption style screamed Russian GRU,  but Iranian cyber units have been active lately, too.

"What the hell are you doing here?" The whisper escaped before he could catch it. His briefings had promised clean networks, no competition. 5

Beijing had sworn up, and down that neither Moscow nor Tehran would risk moving during their operation. Someone was lying, or someone had miscalculated badly. He quickly logged the specifics of the incident, including the code snippets, metadata, and the IP schema the intruder used. Then, he transmitted them via a priority-encrypted channel directly to Beijing’s strategic cyber center:

URGENT FLASH TRAFFIC<<

FOREIGN ACTOR IN THEATER SIGNATURE MATCH: GRU/IRANIAN CI

SOPHISTICATED MASKING/METHODS, NO PRIOR WARNING/INTEL REQUEST 

IMMEDIATE ANALYSIS

He hit send. The response came fast:

ACKNOWLEDGED RUNNING SIGNATURE MATCH STAND BY FOR ORDERS 

MAINTAIN RADIO DISCIPLINE. INITIATE BLACKOUT PROTOCOLS

One by one, he killed the channels. Everything dark except the emergency line. His mind raced. Had Moscow or Tehran caught wind of the operation? Or were they just fishing in the same waters? Either way, it meant holes in their intel. Big ones. The kind that got people killed. All that careful planning, all those layers of security. Suddenly tissue-paper thin…

MEXICO BORDER – FEBRUARY 17 – 2:45 AM CST

No moon. Perfect. Shan's boots crunched softly on the desert gravel as he followed his guide's shadow. 

"Drone." The word hissed through his earpiece. "Down."

He dropped behind a boulder, heart hammering against the rock. The drone's whine grew louder as its search pattern drew it closer. His fingers found his pistol grip, though he knew it wouldn't help, not against this.

His guide's hand pressed against his earpiece. "Carlos is ready." A pause. "Three minutes."

Somewhere up there in the dark, a van that looked like a tourist rental was about to prove how far the cartels had come. Not just guns and bribes anymore, it was custom hardware, ex-military hackers, innovative tech that could disable federal drones.6

The drone's engine note shifted and stuttered. Then it banked hard east, movements jerky like a puppet with cut strings.

His guide's teeth flashed white in the dark. "Funny thing about CBP drones. They are always experiencing technical difficulties around here. Bad software, faulty hardware, and electromagnetic interference." A soft laugh. "At least that's what their repair logs say."

The cartels didn't just run drugs anymore. They ran bleeding-edge tech ops that would make some in Silicon Valley jealous. Most Americans still thought they were dealing with guys in pickup trucks with radios.

The abandoned gas station materialized out of the desert darkness three hours later, five miles past the invisible line that meant everything. A black Ford Explorer sat waiting, its windows reflecting starlight.

His guide melted back into the shadows. "Ride's yours. Watch yourself."

The burner phone on the passenger seat had one message after he securely connected:

CONFIRM ARRIVAL

HOUSTON ADDRESS FOLLOWS

The empty desert rolled past his headlights. The Explorer's engine hummed, while darker thoughts circled like vultures. Technical part was clean enough; it was just numbers, systems, and circuits. But behind those numbers...

His briefing files flashed through his mind: water treatment plants going dark, emergency rooms on backup power, dialysis machines shutting down. The military targets were further down the cascade list. First would come the soft ones, the civilians, as this would generate a more effective distraction.

A kid's face flashed through his mind, some toddler in the Houston somewhere. He gripped the wheel harder, tried to shove the image away. Orders were orders. Simple as that.

But the dark pressed in closer. No doubt exactly. Just the first scratch of something under the surface, like a splinter working its way out.

HOUSTON, TEXAS – FEBRUARY 17 – 7:30 PM CST

"Chen! I haven't seen you in a while. The usual?" Steam billowed behind the counter as Michael looked up from his wok.

Shan's legs found his regular stool without thinking. "How's it going, Michael?"

The spoon never stopped moving, but Michael's face split into a grin. 

"My Jenny, she got in. Full ride at Rice University. Computer science."

Shan responded. "First generation?"

"First one." Michael's voice caught. He covered it by banging a fresh bowl of La Mian on the counter, broth sloshing. "In America, she can be anything."

The noodles tasted good. Every night for months, he'd sat here, watching Michael work his fourteen-hour shifts, listening to him talk about Jenny's college applications. The American Dream in a greasy apron, building a future one bowl at a time.

Jenny wouldn't have made it through her first semester when the grid went down. When the chaos started.

The substation looked different in the dark. He killed his headlights half a mile out. The new biometric scanners he'd spotted earlier glinted under the streetlights. Complicated. Not impossible.

His signal jammer felt heavy in his pocket as he ghosted through the trees. One burst of electromagnetic noise, just enough to blind the perimeter sensors. The fence fabric barely whispered as he went over, as he had mapped this spot weeks ago, the best blind spot in their coverage. The building's lock lasted twenty seconds against his experienced picks.

The control room hummed with dying fluorescent lights and old cooling fans. His intel was dead-on: SCADA systems older than some of their operators, security that belonged in a museum.




[CYBER BRIEF] How Do Supply Chain Attacks Break “Unbreakable” Systems?

It's unsettling to know that some of the most secure systems in the world have already been compromised before going online. Attackers don’t always break in through the front door; instead, they sometimes slip in during manufacturing, leaving vulnerabilities that can stay hidden for years.



  • Sometimes, equipment shows up already tampered with right out of the box.

  • Firmware updates aren’t always what they seem; hidden malware can ride along without tripping alarms.

  • Even isolated “air-gapped” networks can be breached thanks to contaminated hardware or a single infected USB stick.

  • The usual security scans rarely catch these kinds of changes.



Investigators traced several successful U.S. breaches Between 2018 and 2023 back to supply chain tampering, mostly from Russian and Chinese actors. The SolarWinds incident was a wake-up call. A single tainted update bypassed some of the best defenses in the business. CISA publicly confirmed in 2021 that it had found hostile firmware built into infrastructure components before they even reached the field. It’s a reminder that sometimes the real danger is already inside the box.





Shan pulled out the black box Major Lin had sent, corners worn, no markings. He crouched by the utility panel, checking over his shoulder. No one. The box pressed flush against the metal surface, no wires, no ports—just a silent handshake with the circuitry inside.

A dull green LED blinked once, then settled. Shan kept his eyes on the fence, counting slowly. He felt a faint buzz against his palm on the side-channel, just like Lin promised.

He remembered his grandfather’s saying, the one about locks only keeping out polite thieves. In the dark, it almost made him laugh.








