







Exclusive Online Resources For You

As our valued reader, your purchase of this book includes access to exclusive online resources designed to enhance your learning experience. These resources can be downloaded from our website, www.vibrantpublishers.com, and are created to help you apply Cybersecurity concepts effectively.

Online resources for this book include the following essential tools and templates:

1.Important Cybersecurity Frameworks and Tools

●OWASP Top 10 Vulnerabilities

●ISO/IEC 2001:2022

●NIST Cybersecurity Framework

●Top Threats to Cloud Computing 2024

●CISA All Resources and Tools

●ATT&CK Data and Tools

2.Case Studies and Additional Resources

Why these online resources are valuable:

●Practical application: The ready-to-use tools and frameworks will help you apply Cybersecurity processes in real-world scenarios.

●Step-by-step guidance: They enable a clear understanding of concepts, efficient implementation of techniques, and skill refinement.

●Enhanced learning experience: The case studies and additional resources will help reinforce knowledge and enhance your understanding of complex concepts.

How to access your online resources:

1.Visit the website: Go to www.vibrantpublishers.com

2.Find your book: Navigate to the book’s product page via the “Shop” menu or by searching for the book title in the search bar.

3.Request the resources: Scroll down to the «Request Sample Book/Online Resource» section.

4.Enter your details: Enter your preferred email ID and select «Online Resource» as the resource type. Lastly, select “user type” and submit the request.

5.Check your inbox: The resources will be delivered directly to your email.

Alternatively, for quick access, simply scan the QR code below to go directly to the product page and request the online resources by filling in the required details.
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			bit.ly/slm-cs

			
Happy learning!
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What Experts Say About This Book!

			
			"This book provides a well-structured and concise introduction to cybersecurity, allowing both beginners and professionals to build or reinforce their understanding. The layout is clean and easy to follow, with well-formatted tables, images, lists, case studies, and practice questions that enhance learning. It effectively covers a wide range of topics, from core concepts to cloud security and GRC, with strong coverage of database security, which is often underrepresented. Ideal for students, professionals, and certification candidates, this book can also support courses in IT fundamentals, security awareness, or introductory cybersecurity.

			- Jonathan Isley,
Author, CompTIA CySA+ Certification Guide

			Cybersecurity Essentials simplifies a complex field with clarity and purpose. Elastos Chimwanda has crafted a much-needed bridge between foundational cybersecurity knowledge and real-world application. An ideal starting point for students, business leaders, and professionals looking to break into the field.

			- Julio Bandeira de Melo
Cybersecurity Leader

			All good scholars always begin with the basics. In Cybersecurity Essentials, Elastos Chimwanda uses his long experience to build an introduction to cybersecurity.  The book introduces and defines core terminology and explains where different terms might be encountered. The book covers terms from basic compliance and network security, through cryptography, testing, and incident management.  If you are just starting your cybersecurity journey, this can point you in the right direction.  

Each chapter has a great deal of definitional explanation, beginning with basic terms, discussing challenges, and then best practices. The book’s latter half dives a little deeper into concepts such as cryptography, Identity and Access Management, and security testing. The author also dives into cloud security and the importance of sharing responsibility with a provider. One of the standout chapters was the Incident Response. 

Overall, this book is a great start for anyone beginning their journey into cybersecurity.  It introduces the right terms, the right thought patterns, and the correct questions to ask.  Every term is carefully explained, and the chapters include follow-up questions to ensure the right message appears. If you are just starting your cybersecurity journey, this book can help ease your journey. 

			- Dr. Mark Peters, 
Retired USAF and Cybersecurity Author

			


Preface

Having started my career as an IT auditor, I have always been fascinated by the constant developments happening in IT. Throughout my professional career, I realized that in IT, you always need to keep pace with these developments to still be relevant, more so if you are in a position that provides advisory services to senior management and the boards. This is exactly what I adhered to.

Cybersecurity was not a topical issue until recently because the general populace was not exposed to technological developments like it is right now. Today, cybersecurity has become such a pressing issue that it is being talked about all over the world and on board agendas like never before. The increase in computer-based threats and attacks has further heightened the prominence of cybersecurity as a discipline. This is because professionals and business professionals are constantly trying to understand the causes and inner workings of cyber threats.

My experience in cybersecurity, both in leading teams and in consultancy, showed me that most organizations are still grappling with various challenges associated with cybersecurity. These include the shortage of qualified cybersecurity professionals, inadequate understanding of cybersecurity risks, and the inappropriate application of cybersecurity controls. Because of such challenges, the world is constantly seeing a proliferation of cyber-attacks, and huge losses are being incurred by both businesses and individuals.

I decided to embark on writing this book to raise awareness about the risks of cyber threats, aiming to reach readers with varying levels of knowledge. I realized that a foundational guide that explains the basics of cybersecurity could help people from all backgrounds—whether students or experienced professionals—to understand and better prepare for these risks.

As a seasoned professional in the cybersecurity field, having assisted a variety of organizations in successfully implementing cybersecurity standards and best practices, the least I could do is share my experiences. I am confident that you will find this book very useful in understanding the current dynamics involved in the cybersecurity industry. I envisage that by reading this book, you will have a grasp of cybersecurity issues that are very valuable in passing foundational exams or canting the needed foothold in the early stages of your career.


Introduction to the Book

In the current and ever-evolving technological space, many organizations have to grapple with the increased proliferation of cyber risks. This is so because advancements in technology also provide cyber threat actors with advanced tools and techniques to carry out even more sophisticated attacks. Organizations should, therefore, be able to keep pace with attackers to ensure maximum protection of technological assets. The major focus of the book is to enable you to understand the current methods and techniques used by cyber attackers, as well as how to counter these attacks when they do happen.

As cybersecurity professionals and the general public continue to adapt to constant advancements in technologies and attacker techniques, there may be some insufficiency and ineffectiveness if the processes are not handled appropriately. As we will see throughout this book, the way an organization handles its cybersecurity activities is wide-ranging, covering a broad spectrum of activities. For example, you will need to put in place effective IT governance structures, understand the processes of IT risk management, carry out penetration tests, perform cyber forensic investigations, and ensure business resilience in the event of incidents and disasters.

Of course, other factors are external to the organization that also need to be considered in any cybersecurity program. This includes compliance with laws, regulations, and standards and partnering with other organizations such as law enforcement agents. This strategically positions the organization to effectively carry out its cybersecurity programs and avoid costly penalties and fines in some cases.

Having said all this, there are certain expectations from reading this book. By the end of this book, you will be able to answer the following questions regarding concepts in the area of Cybersecurity:

●What is cybersecurity, and why is it important?

●What are the key functions within cybersecurity, and how do they interact with one another and the broader business?

●What are the key cyber threats that face organizations, and how can these threats be minimized?

●What are the general tools, techniques, and technologies that cybersecurity professionals and the general public can use to ensure they are always safe online?

●What are the responsibilities and decisions cybersecurity professionals think about?

●How will disruptions in the technological space impact the business world and our online security activities going forward?

●What are the practical applications of the knowledge gained around cybersecurity?	

●What are the reasons for and the tools that are used to ensure the security of data in the cloud?


Who Can Benefit From This Book?

●Students interested in understanding what a career in Cybersecurity may entail

●Cybersecurity analysts looking at how technological trends, threats, and disruptions may impact organizational operations

●Business professionals (especially non-technical) with limited exposure to cybersecurity or those who want a deeper understanding of cybersecurity operations

●Anyone with a desire to know more about the dynamic field of cybersecurity and its relevance in today’s interconnected world


How to Use This Book?

I authored this book so that you could read it in just about any order you feel like, considering the assumed motivations of different readers. However, depending on your role, you may want to focus on appropriate sections of the book. For example:

1.If you›re just starting to learn about cybersecurity, start with Chapter 1 and read the book straight through to the end, making sure you understand new concepts along the way.

2.If you want to understand all the cybersecurity concepts for examination revision purposes, you should focus more on the multiple-choice questions found at the end of each chapter and go through the case studies provided in the book and in the online resources to brush up on your practical knowledge.

3.If you›re a member of the network security and penetration team, you need to check out the information in Chapter 3.

4.If you›re involved in database security, you may be interested to learn a variety of concepts discussed in Chapter 4.

5.If you know the basics of cybersecurity and you are transitioning to cloud security, Chapter 10 will provide you with helpful information.




CHAPTER 1


Fundamentals of Cybersecurity





[image: ] Key Learning Objectives

●The definition and importance of cybersecurity

●Definitions and explanations for threats and vulnerabilities within the context of cybersecurity

●The CIA triad and its importance in cybersecurity

●Explanations for the most common forms of cyber attacks

●Mitigatory controls to address the risks of cyber attacks



This introductory chapter will provide an overview of cybersecurity and its importance, both for organizations and individuals. It defines cybersecurity and its importance, as well as the various types of threats and vulnerabilities found in organizations, and proposes mitigatory controls to reduce these to acceptable levels. The core purpose of this approach is to provide the reader with a strong understanding of the significant concepts commonly encountered in cybersecurity and prepare for further learning material.






1.1 Introduction to Cybersecurity


The current evolving digital dispensation has provided the global society with technological innovation. Organizations have spent decades increasing their online presence for various purposes, most importantly, to reach new customers. This increase in digital footprints has also led to a simultaneous escalation in cybercrime. The widespread use of the internet and growing access have made it easier for cybercriminals to target businesses and individuals, hence the need for cybersecurity. Cybersecurity applies technologies, processes, and control measures to protect the organization’s information systems from unauthorized access, attacks, and damage.1 It protects systems, networks, programs, devices, and data from cyber-attacks using technologies, processes, and controls. Ignoring cybersecurity, especially for small enterprises can lead to loss of reputation and infrastructure, reduced productivity and costly fines and/or penalties.

1.2 The CIA Triad

The CIA triad stands for confidentiality, integrity, and availability and is considered one of the most foundational concepts in cybersecurity. The term came into prominence due to cybersecurity professionals’ realization that cybersecurity is not only about “confidentiality” but also about “integrity” and “availability”. Satisfying these three elements and working in unison enhances any organization’s overall cybersecurity. Figure 1.1 below shows the components that make up the CIA triad.

Figure 1.1	The CIA Triad
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●Confidentiality: Confidentiality refers to the assurance that data and information are accessible only to authorized persons. This incorporates security measures such as data encryption, multi-factor authentication (MFA), and access controls that are implemented to prevent unauthorized access and data breaches. While preventing access to unauthorized users, the organization should also ensure that authorized users obtain access within properly defined privileges. For confidentiality to work effectively, organizational information should be classified and labeled.

●Integrity: Integrity is concerned with keeping the data accurate and unaltered during its various transfer and storage processes. Any unauthorized modification or tampering with data compromises its integrity, potentially leading to serious security risks. Integrity ensures that organizational data is trustworthy and can be relied upon by various stakeholders. Therefore, measures to prevent tampering with data should be prioritized so that the data is preserved in its authentic state while in transit or at rest.

●Availability: Availability ensures that systems, data, and resources are accessible and usable by authorized individuals when required. It, therefore, involves protection against threats such as denial-of-service (DoS) attacks and system failures. DoS attacks overwhelm a system, thereby making it inaccessible to legitimate users. It is, therefore, critical to note that even if the information is kept confidential and integrity is maintained, it is only helpful if it can be provided to authorized users as and when required to perform various duties. This explains that availability is one of the critical components of the CIA triad, as it ensures that information is available for business use when requested by authorized personnel. This supports the smooth functioning of Information and Communication Technology (ICT) infrastructure, especially during disasters and other disruptions.

1.3 Importance of Cybersecurity

Overall, cybersecurity is crucial to any business because it maintains the integrity and reliability of an organization’s information technology infrastructure and data and provides comfort over functions such as IT risk assessment, data integrity, IT security assessment, and disaster recovery. The following points explain why cybersecurity is important in the current digital age:

●Provides security assurance: Cybersecurity assists in identifying vulnerabilities in systems, preventing cyber-attacks, and protecting an organization’s sensitive data over defined periods. Hence, it is essential to safeguard the organization’s digital assets from attacks and ensure that the organization’s IT systems are dependable and secure.

●Ensures proper IT assets management: Cybersecurity ensures that all the organization’s IT assets are secure and have been properly deployed, managed, maintained, and updated. Through effective cybersecurity practices, organizations can protect their IT assets from unauthorized access, use, alteration, and destruction by identifying threats to those assets and taking steps to mitigate the identified risks.

●Identifies and mitigates IT risks: Cyber risks affect all assets in all IT areas of the organization. Through cybersecurity, the organization can identify and manage cyber risks. Cybersecurity professionals can recommend ways to mitigate cybersecurity risks by implementing security controls and being in line with the risk tolerance levels.

●Ensures compliance: Organizations are required to comply with cybersecurity laws and standards, including the Health Insurance Portability and Accountability Act (HIPPA), General Data Protection Regulation (GDPR), and Payment Card Industry Data Protection Standard (PCI DSS). We will be discussing these laws and regulations in the next chapter. Cybersecurity ensures the organization’s adherence to such privacy and security regulations that are enacted from time to time. Through compliance, the organization maintains its reputation and is not affected by fines and other penalties that can arise from instances of non-compliance.

●Ensures the integrity of data: The integrity of organizational data is of utmost importance in conducting business operations. Cybersecurity helps to ensure that the organizational data and databases are accurate, updated, and dependable. The major objective is to assist the organization in effectively carrying out its responsibilities while also ensuring compliance with data protection regulations.

●Ensures alignment of IT with business goals and objectives: To be effective in the marketplace, the organization’s IT initiatives and practices should align with the overall business objectives. Cybersecurity helps the organization to align its IT systems and practices with business objectives, thereby supporting the achievement of the organization’s strategic goals and objectives. Fewer incidences and impacts from cyber attacks allow an organization to concentrate on its core business.

●Improves efficiency: Overall, undertaking cybersecurity enables an organization to discover inefficiencies in its IT processes that may indicate compromise and attacks. This detection allows the organization to address such deficiencies ere they become risks to the achievement of objectives. Through proper cybersecurity practices, an organization can pinpoint the exact IT products and services required for maintaining and enhancing security.

●Protects information assets: Cybersecurity is a fast-evolving field that continually poses new challenges for companies, government agencies, and individuals. Since data breaches and cyberattacks are more common than ever, cybersecurity involves protecting computers from viruses and other types of malware using antivirus software or other security programs. It also includes safeguarding information assets to prevent data theft, which could lead to liability risks for the organization. Additionally, devices need protection, and network connections and data backups must be secured at all times.


1.4 Cyber Threats, Vulnerabilities, and Attacks


The concepts of threats, attacks, and vulnerabilities are crucial to the foundational understanding of cybersecurity. The following provides a brief description of these concepts.

1.4.1 Cyber Threats

Regardless of its size, the entire digital landscape of an organization represents a potential entry point for cyberattacks. These can include social media accounts, mobile devices, technological infrastructure, people, and cloud services. These are known collectively as the “threat landscape”. Notice that the threat landscape can cover more than just computers and mobile phones. It can include any elements owned or managed by an organization or some that are not. Organizations should invest in Cyber Threat Intelligence (CTI) and leverage tools such as the STRIDE Threat Model2 to ensure they are well-versed regarding the common cyber threats at any given time.

1.4.2 Cyber Vulnerabilities

A vulnerability is any weakness or flaw in the organization and its systems that attackers can exploit. When a threat exploits a vulnerability, the risk of attack increases. It is crucial for organizations to be up to date with common vulnerabilities at any given time. You can achieve this by accessing various vulnerability databases such as the Common Vulnerabilities and Exposures (CVE).3 The most common vulnerabilities are due to system misconfiguration and include the following:

●Not removing errors from applications

●Having settings that leak information

●Running outdated software

●Running unnecessary services, thereby increasing the attack surface

●Not changing default keys and passwords

●Not training users

1.4.3 Cyber Attacks

A cyber attack is an attempt to gain illegal access to organizational systems to cause damage or harm. It typically results in someone gaining unauthorized access to devices, services, or networks (security breach) and performing undesirable actions on the organization’s IT resources. The impact of a cyber-attack can range from minor impacts, such as an inconvenience for an individual in accessing authorized resources, to global economic and social disruptions costing millions of dollars in terms of damage. Some of these undesirable actions include the attacker doing the following:

●Encrypting files and demanding a ransom

●Removing vital information to cause serious harm

●Infecting systems with malware

●Stealing information

●Stealing credentials (credential theft)

●Publicly exposing private information without authority

●Interfering with the proper functioning of critical business processes and systems

An “attack vector” is an entry point or route an attacker uses to gain access to a system. The following are some of the common attack vectors:

●Email: This is perhaps the most common attack vector. Cybercriminals send seemingly legitimate emails that result in users acting unaware. The actions a user is often tricked into performing include downloading a file or selecting a link that will compromise their device.

●Removable media: An attacker can use media such as USB drives to compromise organizational systems. For instance, an attacker may copy and load malicious code into USB devices that are subsequently provided to users, and when these are plugged into organizational systems, they spread malware throughout the organization.

●Downloads: Attackers can lure you into downloading malicious software on their devices or systems. When the devices get compromised, they provide an entry point into the organization’s wider system or network.

●Cloud services: As more organizations rely on cloud services, this is also becoming an attack vector as attackers compromise poorly secured resources or services in the cloud. For example, an attacker could compromise an account in a cloud service to gain control of any resources or services accessible to that account’s associated resources.

●Insiders: Insiders in the form of employees can serve as an attack vector in a cyberattack, whether intentionally or not. For example, you might become the victim of a cybercriminal who carries out a social engineering attack through impersonation and, therefore, gains unauthorized access to a system. In this instance, you serve as an unintentional attack vector; however, in other cases, an employee with authorized access may use it to steal or cause harm to an organization intentionally.

Table 1.1 below explains some common cyber-attacks that companies frequently have to protect themselves against.

Table 1.1	Common Cyber Attacks




	Type of Attack
	Description





	DoS and DDoS
	A denial of service (DoS) is an attack designed to overwhelm an organization’s resources to the point that it becomes unable to respond to legitimate business requests, which delays time-critical operations in the organization.4 Therefore, the DoS is a typical example of an attack on availability. A distributed denial-of-service (DDoS) attack drains all the resources of a system, often resulting in a complete system shutdown.



	Social engineering attacks
	Attackers use tricky methods to exploit or manipulate users into performing actions that grant the attacker unauthorized access to a system. There are various forms of social engineering attacks, including the following:
●Impersonation: An impersonation attack happens when an attacker gains the trust of an authorized user by posing as an authorized person to access a system for some nefarious activity. For example, an attacker may pose as a maintenance engineer and trick users into revealing their passwords. The attacker then used the passwords to access an organization’s systems without authority.

●Phishing: A phishing attack is perpetrated when an attacker fools a user into performing some act detrimental to the security, such as opening attachments infected with malware. Phishing has many variants, such as whaling (targeting high-level executives) and spear phishing (targeting a certain category of employees), and these constitute some of the major forms of social engineering attacks. The major challenge with phishing is that its targets are often unaware they are under attack, which allows the attacker to move laterally across the organization’s systems.





	Malware
	Malware, also known as malicious software, refers to unwanted software installed on the organization’s system without authorization. Such an installation aims to infect other systems in the organization through legitimate websites, web applications, and attachments. Attackers can also use malware to steal data and disclose confidential information about an organization. There are several types of malware, including the following:
●Virus: A virus is a form of malware that can infect all the files on an organization’s networks. It is considered one of the most challenging types of malware to mitigate as it can replicate itself by inserting its malicious code into other programs across the entire organization. 

●Worm: A worm can infect the entire network quickly as it requires no end-user involvement in its replication; it can self-replicate, thereby affecting many systems in a short period.

●Trojan: Trojans are also considered one of the most challenging forms of malware to detect due to their ability to disguise themselves as legitimate and often innocent programs. However, as soon as the victim executes the malicious code and instructions, a Trojan can function independently, affecting organizational systems frequently without the user’s knowledge. Attackers usually deploy Trojans to provide an entry point for other forms of malware. 

●Adware: Adware is a form of malware in which end-users are served unwanted and unsolicited advertising, such as contact pop-ups that appear on opening web pages.  

●Spyware: This type of malware is installed by attackers to collect sensitive data such as user IDs and passwords without the end-user suspecting anything. This sensitive data can then be used to gain unauthorized access to organizational systems. 

●Ransomware: Ransomware is generally known as one of the most dangerous malware attacks that can affect an organization. It works by infecting the organization’s system, encrypting files, and holding onto the encryption key until the victim pays a ransom. This ransom is mainly in the form of cryptocurrency. This has led to many organizations losing huge sums of money to cybercriminals. Oftentimes, attackers write ransomware code and sell it to hackers who then launch attacks, a phenomenon known as Ransomware-as-a-Service (RaaS).





	
Password attacks
	Passwords are one of the most common authentication tools used to provide access to authorized individuals to organizational systems. However, they are often a weak form of authentication and vulnerable to several types of attacks, including brute-force attack methods and dictionary attacks. In a brute force attack, the attacker tries several random multiple combinations of letters, words, and symbols that may be used in creating passwords.5 In contrast, in a dictionary attack, the attacker uses a preset list of words (called a dictionary) to crack passwords.



	Web attacks
	A web attack is any attack that targets the web, including web applications. Any organization carrying out business online is at risk from web attacks. Common web attacks include:
●SQL injection—An SQL injection is an attack that exploits weaknesses in databases. It employs an SQL query sent from the client to a database on the server to inject a harmful, malicious command. As the server is unaware of the injections, it runs the command, thereby allowing the attacker to penetrate organizational systems.







OEBPS/Images/title-page.jpg
SELF-LEARNING MANAGEMENT SERIES F‘,’JEB&E‘R‘E

CYBERSECURITY
ESSENTIALS

YOU ALWAYS WANTED TO KNOW

Setting the foundation for world-class
cybersecurity practices

ELASTOS CHIMWANDA





OEBPS/Images/klo.jpg





OEBPS/Fonts/Raleway-Bold.ttf


OEBPS/Fonts/Raleway-Black.ttf


OEBPS/Images/cover-front1.jpg
SELF-LEARNING MANAGEMENTSERIES @ .5 sHERsS

CYBERSECURITY
ESSENTIALS

YOU ALWAYS WANTED TO KNOW

Setting the foundation for world-class
cybersecurity practices

ELASTOS CHIMWANDA





OEBPS/Images/fig1-1.jpg
Confidentiality

Intergrity Availability






OEBPS/Fonts/Swis721_Cn_BT_Bold.ttf


OEBPS/Images/author_1.jpg





OEBPS/Images/QR_code.jpg





