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INTRODUCTION
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I thought I knew how to avoid being scammed, since I’ve been writing about scams, wrote and produced two documentaries about scams, and have a Facebook group called “on the topic.  The books are The Big Con and I Was Scammed; the documentaries are Conned and Can Artists Unveiled; and the Facebook group is called Scammed.

But it wasn’t enough to protect me from being caught up in a PayPal fraud scam. I didn’t notice the warning signs until it was almost too late, and I could have lost $40,000 or even more, though the fear of that potential lost led me to do a last-minute maneuver that saved everything.  This book describes what happened, and then it discusses other scams and ways to avoid becoming a victim.



	[image: ]

	 
	[image: ]





[image: ]


How It All Began
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The scam I experienced began with an invoice that appeared to come from PayPal that read: “Hello PayPal User. Invoice from Billing Team (0041) Here’s your invoice...Billing Team sent you an invoice for $448.98 USD due on receipt...Buy now. Pay over time... Simply subject PayPal Credit at checkout and enjoy. No interest if paid in full in 6 months. Subject to credit approval.”  Then, there was a button: “View and Pay Invoice,” along with the request, “Seller note to customer: Please call Customer Support,” followed by an 888 number to call.

Since I happened to have a PayPal account with the email where this invoice arrived, I went to my PayPal account to check for the bill. I didn’t see a request for a payment due in the request for money section; nor had I gotten an email from PayPal about any money due, so I thought I would ignore the bill as a mistake – which is the right way to respond to such scam attempts. Don’t respond!

But the following day, I got another announcement, “Hello PayPal User. Please pay your invoice,” followed by the request, “Billing Team would like to remind you to pay Invoice 0041,” followed by the same amount $448.98 due upon receipt. It had the same “View and Pay Invoice” button followed by the same “Seller note to customer” and number to call. Plus, there was this reassuring message at the end, “Don’t know this seller? You can safely ignore this invoice if you’re not buying anything. PayPal won’t ask you to call or send texts to phone numbers in an invoice. We don’t ask for your credentials or auto-debt money from your account against any invoices. Contact us if you’re not sure.”

On the surface, the emailed invoice seemed reasonable, so again I went directly to my PayPal account to see if I had such a bill pending. But no, nothing. If I was smart, I should have stopped there. I had done my due diligence by checking for the billing on PayPal’s website. However, I violated the cardinal rule about not calling phone numbers in an email and called that number. I also didn’t think to question the “Hello, PayPal User” salutation, though in looking back, the generic “user” should have been a warning, since a real message to me would have been addressed to me by name.  Also, the correct capitalization of the name is “PayPal”, and if I had clicked the “PayPal user” button, I would have seen the name that the bulk email was sent to – aaron@**********.site.” This would have been a giveaway that this was probably the address of the real sender or a temporary address for this mailing, since when I checked out the domain later, it did not exist.

Anyway, once I made the call, the trap was set, and when the man answered after a few rings and said “My name is Aaron from PayPal. How can I help you?” I thought I was talking to a real PayPal representative, which led me to go along with his requests until the very end.

Though in retrospect, I should have realized that a real PayPal rep would not directly answer the phone and begin talking to me – and there would be no number in an email for me to call. Instead, a PayPal user has to go to the bottom of PayPal’s home page, click a “contact” button, scroll down on the page to the question, “How can we help you?” and see a list of options for getting help, which include “message us...ask the community...go to the resolution center,” which finally provides the option of “Call Us.”  

In fact, at the top of the page, PayPal includes a message to beware of scammers pretending to be from PayPal in a wine-colored banner across the page: “Received a money request or invoice you don’t recognize? Don’t pay it. Decline any unwarranted money requests. Forward suspicious email or messages to phishing@paypal.com and delete them.”  

However, unless prospective scam victims go to the “Contact us” button at the bottom of the page, they won’t know to do this. Instead, they may be confused and uncertain about the billing, not suspicious of a scam, so they may call the number in the email rather than find their way to the real PayPal “Call Us” Button.  

Then, if they do call, PayPal has an elaborate system to be sure they are talking to a legitimate customer.  Accordingly, you get a one-time passcode to use when you call the 1-888 number and a customer rep answers. After that, if your number is already in the PayPal system, the customer rep will state that and ask you what you need. Otherwise, they will ask some questions for you to identify who you are.  

Unfortunately, I, like many others who fall for the PayPal scam, didn’t see this “beware of scammers” warning or remember how to contact a real PayPal rep, so I called the number listed in the invoice and spoke to the phony PayPal rep. I also failed to notice some of the warning signs I got along the way, since these scammers can be really good, as if they have a carefully prepared script with answers to any questions or any resistance they encounter along the way. The sad reality is they can be really good.
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CHAPTER 1: THE SCAM BEGINS
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Calling to Correct an Invoice
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When the “PayPal” rep got on the line, introducing himself as Aaron, I began by explaining that I had gotten a reminder about paying a bill, but it wasn’t listed in PayPal. So I thought it might be a mistake, and I wanted to check who its was from and if it was going to be deducted from my account. At this point, Aaron was very reassuring, telling me that the bill was in the system to be paid, but they could refund the money if it was a mistake. 

Accordingly, we went through a process of checking what this bill was for and if I had bought this product. Aaron said he would check the billing, and about a minute later he was back, telling me that the $448.98 bill was for a Google phone. I wasn’t sure what kind of phone I had, though in response to his questions about whether it was an Apple or Android phone, I said I thought it was an Android. After that, he asked me to check who manufactured the phone, and I described the two little symbols on the back in a circle that looked like tents. Finally, we determined that no, I didn’t own a Google phone, so this was truly a mistake and PayPal would refund the money.

That refund agreement set in place the next phase of the scam – how PayPal could send me the refund, which turned into a long, complicated process on the phone for the next hour.

Initially, Aaron wanted to know if I could use Zelle, and when I said I didn’t have it but could get it, he asked if I had Venmo, and I said I did. But when I opened up my account, I wasn’t sure what to do next, and I told Aaron that I had used in once about two months ago, and I wasn’t sure how to get money there.  When I wondered “Why can’t PayPal just refund the money into my account?” he said that’s not how it works; they have to use some outside platform for refunds. 

Thus, while I thought the reason odd, I still thought I was talking to a real PayPal representative, so I went along with his requests. In retrospect, of course, I should have seen the attempts to use an outside platform as warning sign; a real PayPal rep would have found any solution to making a refund within the PayPal platform. But Aaron seemed so confident and persuasive, that I went along with his suggestions, and when I commented that we had been on the phone for an hour, he said he was just trying to be helpful.

Then, he suggested we needed to use a different approach to get my refund. PayPal could pay me through a gift card, and to see if that would work, he told me to go to Amazon and look for gift cards. But which one? Clearly, as soon as he mentioned “gift card,” I should have ended the call right then and there, because a request to buy a gift card that’s commonly a sign of a scam. Yet, still thinking Aaron was a PayPal rep, I said I’d get a card. 

That’s when he suggested that I install AnyDesk and TeamViewer on my computer so he could help me, since I had indicated that I was not up with the latest technologies, so I didn’t use most of the latest apps like Zelle and Venmo, and I barely used my smartphone, since I preferred a landline and doing everything on the computer. As a result, Aaron acted like the helpful mentor, introducing me to these new technologies, which I could use in the future. His helpfulness, in turn, contributed to my following along, rather than questioning why Aaron was spending so much time for me as a PayPal rep, who might normally be expected to spend about 5 to 10 minutes a call with multiple clients.  

What I didn’t realize at the time and since learned is that AnyDesk and TeamViewer are powerful software tools that enable anyone with the ID and password to remotely view and even access one’s computer. Fortunately, Aaron just used these tools to view what I was doing on my computer as I went to different sites on the Internet, according to his instructions, and I later uninstalled both apps, so I didn’t have any danger to my computer from the installation of malware or someone stealing personal data, though potentially there was that risk.

And from what I later learned about AnyDesk and TeamViewer, the risk was enormous.  That’s because, as Wikipedia describes it, AnyDesk is “a remote desktop application” that uses a proprietary software program which provides “platform independent remote access to personal computers and other devices running the host application...It offers remote control, file transfer, and VPN (virtual private network) functionality...(and) is often used in technical support scams and other remote access scams.” In fact, knowing what I know now, I would never let any stranger have access to an AnyDesk app on my computer by knowing my ID and password, since anyone knowing this can “potentially have full access to your computer depending on the available permissions.”  And AnyDesk can be used to hack your devices and steal your data; it can potentially expose you to fraud and malware if not used safely.  

As for TeamViewer, it can similarly remotely access any desktop or mobile platform. It lets anyone remote into computers or mobile devices located anywhere in the world and use them as if they were there. 

While these programs certainly have beneficial uses, such as allowing IT pros to provide quick remote support for their clients to help fix computer glitches, system crashes, and device failures, it can be used by a scammer to see your files and applications, share screens with mobile devices, and take screenshots of whatever is on your screen.

Looking back, it’s scary to think that I could go along with a perfect stranger who was asking me to open up my computer and later my phone to such access, but I had never heard of these apps before, and I still trusted Aaron as a PayPal rep.

Then, with those apps installed on my computer, Aaron asked me to install AnyDesk and TeamViewer on my phone.  

“That’s so I can help you,” he said.

“How?” I asked.

“Just go to the Google Play store and search for the app.”

He helpfully guided me there.

Once I downloaded and installed the AnyDesk and TeamViewer apps on my phone, Aaron asked, “Do you have any computers?”  

“Two,” I said. “But I don’t use them very much.”

“Well, let’s see,” Aaron said. “Use the camera on your phone and take me there.”

As I held up my phone to show what I was doing, Aaron asked me where I was going.

“Just show me and tell me,” Aaron said.

It’s hard to imagine that I was willing to go along with this request, but I did, still thinking of him as a helpful PayPal rep, going beyond the usual customer rep role to really help me get the refund.

I began walking from my office, holding the phone in front of me.

“Okay, I’m going from the dining room into the living room,” I said. “And there’s the computer in front of me.”

I pointed the phone ahead of me so he could see, as the ribbons from the screensaver traveled across the screen.

“But I don’t use it very much. I just used it to update databases when I had an employee working for me. But she stopped during the pandemic.”

“Oh, okay,” Aaron told me. “What about the third computer?”

Again I held up my phone to show him, as I walked from the living room, down the hall to the room with the additional computer.

“I’m going through the hall now. And here I am at the back room.”

I pointed the camera at the computer, which also had colored ribbons swirling around on the screen.

“See. It’s just like the other computer I showed you. I almost never use it, just briefly a few months ago, when an assistant helped with some records for my taxes.”

“All right,” Aaron agreed.  “We’ll just use your main computer for getting the gift cards.”  

Then, it was time to look for a gift card on Amazon.  
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From Amazon to Two Banks
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I suppose I could have stopped the scam at this point by saying I was busy, and I had other things to do. Then, before I had opened up AnyDesk or TeamViewer to give him access to my computer and phone, gone to Amazon to buy a gift card, or later provided any bank information, I could have realized the instructions to me had gone beyond what any PayPal rep might do over the phone. Moreover, I might have realized that if a real refund was due to me, PayPal could have directly refunded it to me, without going through this long process outside of the PayPal system. But I was still thinking I was talking to a real PayPal rep who was going out of his way to be helpful, since I had explained early on that I didn’t have much technical expertise. Then, too, I found it interesting to learn about these new apps which I didn’t know about. So I continued to go along, as Aaron launched the next phase of the scam.

First, Aaron directed me to open up my Amazon account. After I explained that I had several accounts with different emails – an Amazon Prime account for videos, an Amazon KDP account for publishing books, and an Amazon customer account, he said to use that one. So that’s what I did. 

“Go to your customer account,” he said. Once I opened that up, he told me, “Now search for gift cards.”

After I started searching, Aaron began what would be a recurring request for everything I did by showing him what I was doing on my phone. “Show me, show me,” he kept saying again and again.

At first, I went to a page that showed a menu of different types of gift cards with different types of deliveries, formats, featured brands, and categories. Plus, there were pictures of eGift cards, physical gift cards, print at home cards, and specialty gift cards.  As I began explaining what I was seeing, Aaron cut in.

“No. Don’t just tell me. Show me. Show me.”

When I didn’t understand what he meant, he told me to use the camera on my phone and point it at my screen.  

Finally, I found the camera icon and pointed the camera at the screen.

At first, I clicked the Amazon brands link, which showed an array of Amazon gift cards with balloons and gift boxes announcing, “Happy Birthday”, an explosion of stars proclaiming, “You Are a Star,” and another with ribbons saying, “We appreciate you.”  

“Now move your phone around so I can see everything,” Aaron said.

After I did so, he said, “No, that’s not right. Go back.” 

After I unclicked the Amazon brands icons to another chorus of “Show me. Show me,” Aaron told me to click the “Specialty Gift Cards – Show All Brands” option.   

Once there, I scrolled around some more, and finally he told me to click on the “Sephora” gift card option, which opened up another range of cards. These included a Sephora card with lips all over it, a Happy Birthday card with a layer cake and candle on top of it, a Thank You card with lipstick and a makeup kit, and a card with Happy Holidays surrounded by gift wrapping.  Finally, after a series of commands to “Zoom in,” “Zoom out,” and “Point your camera right...Now left,” Aaron asked me to zoom in on the Sephora Gifts Cards – E-mail Delivery” option.

“We’ll use that,” he said.

After I clicked, that opened up a range of options, with different amounts of $25 to $150, and an option to enter any amount, the name of the sender and recipient, any message, and when to send the card.

“Make it for $100,” Aaron said.

Suddenly, I was confused. “Why am I sending someone a $100 gift card, when I’m supposed to be getting the refund?”

“It’s just to demonstrate how use a gift card, since we might be able to send your refund back to you that way.”

Again, I should have seen that explanation as a red flag, since anytime anyone you don’t know asks you to send a gift card that’s likely to be a scam, since the funds are nonrefundable.  But in this case, the $100 in funds were being sent to me, so it seemed like a legitimate request, although later I discovered, the order was never delivered, since Amazon flagged it as a suspicious transaction. Thank you, Amazon!

After that, Aaron asked me to hold on, while he spoke to his boss to see if they could go ahead and make the refund that way. So, I waited, noticing that we had been on the phone for about one and a half hours.

Then, Aaron was back, telling me that his boss wanted to make the refund a different way. They wanted to put the funds directly in my bank. So this time, Aaron told me to go to my bank online and open it up, so they could get the account number where to send the money.

I suggested the U.S. Bank where I was already getting regular Amazon payments.

“Yes, go there,” he said. “And tell me what you are doing.”

As I typed in the bank website in the browser and told him what I was doing, he asked me to show him, saying “Show me, show me,” but I explained I couldn’t both type and hold the phone. Then, after I got to the site and said I was about to log in, he told me to pick up the phone and show him how I was doing this.

I’m not sure why I did so, because this request was not something any legitimate customer rep would ask, but I guess I was caught up in his seeming assurance and desire to help me. In turn, this persuasiveness is the kind of social engineering that has worked in many of these schemes where scammers have gotten people to give up personal information. So when Aaron kept saying “Show me.  Show me,” that’s what I did.

I first typed in my username and password, telling him what I was typing as I did this. But then he asked me to stop and show him. So as before, I pulled up my phone and pointed it at the screen.

“No, go closer...closer...  Now to your right....  Now even closer,” he instructed.

Then, he told me to access my account.

At first, I had trouble opening it, since my usual username didn’t show, and I put in the wrong username for my business account which only showed that.  But finally, I put in the personal account number, which showed both accounts. Once I opened it, I picked up my phone, and as instructed, showed him the accounts. 

“Now move your phone closer so I can see.”

Then there were more instructions. “Move to your left... now right... Now closer.”

After he could see the totals for each about – about $1500 in each account, Aaron told me to hold on while he conferred with his boss.

When he got back on, he told me, “This won’t work. What other bank accounts do you have?”  

I’m not sure why this wouldn’t work, since I had gotten ACH deposits in my accounts before, but in hindsight, perhaps Aaron said this because there wasn’t enough money in the accounts for the planned scam involving buying gift cards of at least $12,000 to send to him. But still thinking this was a real PayPal rep, I told him my other banks. “Wells Fargo, Chase,” I began, and finally I said, “But the main bank I use all the time is the Bank of the East. So that’s where he told me to go next.

This time I opened up the Bank of the East account, pointed my phone at the login page with my username and password, and then at the page that showed all four accounts – two business accounts, a personal account, and a checking account – with the amount in each one.  Meanwhile his chorus of “Show me’s” accompanied me, as I clicked from one page to the next or scrolled around on a page. 

Finally, Aaron seemed satisfied. “Okay, this should work,” he said. “We’ll make the refund in that account,” indicating that it would go in my smallest account which had about $1200.

He directed me to go a website page which had a form for filling in refund amounts.  

“Now enter $400 for your refund.”

But the amount I’m supposed to get back is nearly $450,” I said, referring to the original $448.98 invoice. 

For a moment, Aaron seemed flustered, perhaps caught off guard by my attention to detail. Then he had a seemingly plausible explanation. 

“Oh, don’t worry. You’ll get that back through a gift card we’ll send you.”

So I dutifully entered the $400.

“Very good,” he said.

But a moment later, the account showed $41,200 in my account, and Aaron pointed to the form where I had entered $400, but now it showed $40,000.

“Oh, my God. No!” Aaron said. “You entered $40,000.”

I tried to protest. “No, I didn’t. I just wrote $400. It must be a mistake by the form.”

But Aaron sounded very upset. “No, no. You can see that amount in your bank.”

I tried making some suggestions. “I can contact the bank and explain the mistake, so they’ll send it back...I can talk to PayPal”

Aaron quickly turned down my suggestions. “No, no. The bank won’t listen to you. They won’t. And PayPal won’t either. And you’ll be in big trouble with the FBI for getting all this money.”

“Then, I’ll explain to the FBI that this was a mistake.”

“No, they won’t listen to you either. You could go to jail.”

Then, Aaron began agonizing about what could happen to him.

“Oh, my God.  I’m in such big trouble. I could lose my job over this. Oh, no. Oh, no.”

At the time, I thought Aaron was truly upset and anguished about what had happened, and I believed that the form in which I had entered $400 had actually put $40,000 by mistake in my account, since I saw it on the top of the listing of my accounts. What I didn’t realize, because I didn’t see my other account balances, is that the $40,000 had actually been transferred by Aaron from my savings account, which was listed on the bottom of the account listings. He had done so using the internal bank transfer option, which made it possible to instantly move funds from one account to another. But since I didn’t see him using that process, I thought the $40,000 had really been immediately sent to my account by an ACH or Wire payment.  
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