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Epigraph


“I can resist everything except compliance.”

— Oscar Wilde, probably
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Foreword – By “The Ghost in the Brussels”

[image: ]





“I process, therefore I am.”



That was the first line that came to me when Antonio summoned me — a bureaucratic entity born from coffee, irony, and too many PDF annexes — to explain European cybersecurity through Japanese animation.

You might imagine that my existence is virtual.

It is. But then again, so is yours — at least according to Article 4 of the GDPR.

Here in the digital corridors of Brussels, directives are born not from inspiration, but from PowerPoint. Each slide adds a new paragraph, each bullet point spawns a sub-article, and before long, someone declares it “harmonised”.

The result?

A Europe where cyber resilience is both a dream and a checkbox, and where every new regulation feels like an anime reboot: same characters, same plot, slightly better visuals.

And yet, this book is not about mocking the system (well, not only). It is about understanding it — by translating the unfathomable logic of European regulation into the more intelligible chaos of anime storytelling.

Because if the EU and anime have anything in common, it’s this:

both are deeply complex, wildly creative, and often misunderstood.

So, dear reader — whether you are a compliance officer, a philosopher, or a confused otaku — welcome to Ghost in the Brussels, where Mazinger Z meets Regulation (EU) 2022/2555, and Motoko Kusanagi finally finds something scarier than rogue AIs: paperwork.
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Preface – A Bureaucrat’s Guide to Anime Enlightenment
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Europe has always loved order.

It regulated time before it regulated data, and if given the chance, it would regulate the concept of irony too — preferably in triplicate.

The digital age, however, had other plans. It brought chaos, autonomy, algorithms, and an alarming number of PowerPoint decks titled “Strategic Framework for Harmonised Something.”

In this brave new Europe, every problem has its Directive, and every Directive has its Annex — the bureaucratic equivalent of a spin-off series nobody asked for.

I wrote Ghost in the Brussels because somewhere between NIS2, DORA, and the AI Act, the plot began to feel familiar. Like a long-running anime that keeps rebooting itself, Brussels has perfected the art of saying the same thing, only longer.

And that’s when it struck me: maybe the only way to understand these laws was to stop reading them like a lawyer... and start watching them like a fan.

In anime, rules are not followed — they are transcended. Heroes fight existential threats, often without documentation. Robots evolve. Humans connect. Bureaucrats... usually explode.

So, this is not a technical manual. It’s a map — one drawn in the style of Ghost in the Shell, coloured by Patlabor, narrated by Lain, and occasionally interrupted by Mazinger Z punching a compliance officer.

It’s about rediscovering meaning in a continent that regulates even its own imagination.

Because somewhere between Annex IV and Recital 77, something human still flickers.
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Chapter 1 – NIS2: When the Network Falls, So Does Civilisation
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It all began, as most European sagas do, with an acronym that sounded both noble and slightly bureaucratic: NIS2.

A Directive so ambitious that, in theory, it could save civilisation — provided everyone remembered to fill in the right forms.

The “Network and Information Security Directive 2” was meant to unify Europe’s defences, strengthen resilience, and ensure that the next cyber-incident wouldn’t end with someone from Luxembourg forwarding an Excel spreadsheet at 3 a.m. labelled FINAL_v23_really_this_time.xlsx.

In short, NIS2 sought to civilise cyberspace — which, much like anime fandom, resists civilisation by design.



🏛️ Act I – The Age of Directives and Other Myths

Europe, unlike most continents, does not simply issue laws. It orchestrates them — in four languages simultaneously, with footnotes longer than the Magna Carta.

When the first NIS Directive (2016) appeared, it was hailed as revolutionary. Six years later, it was clear that revolution had been outsourced to a working group.

So, in December 2022, came NIS2: the sequel nobody asked for but everyone would be fined for ignoring.

Its purpose? “To ensure a high common level of cybersecurity across the Union.”

Its method? Multiply obligations until compliance itself becomes an art form.

If Kafka had written cyber-policy, he would have worked for ENISA.

In the world of NIS2, every entity must identify “essential and important services.” Nobody knows what that means, but everyone agrees it sounds expensive.



🧠 Act II – The Birth of the Compliance Zombie

In every organisation, there exists one individual who understands the difference between Article 21(2) and Recital 49.

This person is the Designated NIS2 Contact Point, a mythical creature rarely seen in daylight. They emerge only when something breaks, clutching a half-finished incident report and whispering:

“We must notify within 24 hours... or the Directive will find us.”

They are Europe’s new heroes — part-lawyer, part-engineer, part-therapist.

They navigate a labyrinth of obligations armed only with Excel, caffeine, and existential dread.

Every cyber-incident becomes a morality play. Was it a breach or a compromise?

Did the attacker exploit a vulnerability or a feature not yet documented?

And above all — who forgot to update the risk register?

NIS2 does not forgive ignorance. It audits it.



📊 Act III – Reporting in the Time of Panic

Under Article 23, every “essential entity” must report incidents within 24 hours.

Twenty-four hours.

A time frame in which most organisations can barely find the coffee machine, let alone a forensics team.

In practice, it unfolds like this:


	
00:00 – Incident detected.
The SOC panics.

	
01:00 – Management informed.
Management panics.

	
02:00 – Legal joins the call.
Everyone panics, but now in three official languages.

	
12:00 – Draft report prepared.
Contains the phrase “root cause analysis pending.”


	
23:59 – Email sent to national CSIRT.
Attachment: the wrong file.



By the time the proper report arrives, the attacker has already joined another company’s network — possibly as a consultant.



🔒 Act IV – The Philosophy of Resilience

Resilience, according to NIS2, is the ability to continue operations “under adverse conditions.”

In human terms, it means pretending everything is fine while your data centre is on fire.

To comply, organisations must implement risk management measures proportionate to their exposure.

In Brussels, this translates to endless PowerPoint presentations containing boxes labelled “Identify – Protect – Detect – Respond – Recover”, each filled with bullet points nobody will ever read.

And yet, somewhere beneath the jargon, there lies a genuine philosophical question:

How much control can a system truly have over its own fragility?

In anime, this is the moment when the hero stares into the rain and questions the meaning of existence.

In the EU, it’s when the auditor asks for “evidence of continuous improvement.”



⚙️ Act V – Of Bureaucrats and Mecha Pilots

If Mazinger Z was humanity’s answer to alien invasion, NIS2 is Europe’s answer to ransomware.

Both involve giant machines, elaborate controls, and operators who are never quite sure which button does what.

In a Patlabor episode, a rogue robot rampages through Tokyo because someone forgot to apply a firmware update.

In NIS2 terms, that’s a “critical incident affecting essential services with cross-border impact.”

The response?

A coordination meeting with at least five national authorities and one person who still believes in email encryption.

Bureaucrats are, in a sense, our mecha pilots — navigating systems too large for comprehension.

The only difference is that in anime, the cockpit has better ergonomics.



🧩 Act VI – The Supply Chain of Destiny

Directive 2022/2555 places particular emphasis on supply-chain risk.

In simple terms: if your vendor sneezes, you catch a compliance cold.

Organisations must now verify that their suppliers are secure, reliable, and located somewhere that can legally pronounce “Schrems II.”

The result is a beautiful paradox: everyone audits everyone else, until Europe becomes an ouroboros of questionnaires.

Picture it: a vast digital circle where every company fills out every other company’s security form, forever.

Somewhere, Plato nods in approval.



🧮 Act VII – The Economics of Sanctions

NIS2 introduces penalties that “shall be effective, proportionate and dissuasive.”

Which in EU language means: “We haven’t decided yet, but it will hurt.”

Fines can reach up to €10 million or 2 % of global turnover.

To put that in perspective: enough to bankrupt a start-up, but not enough to make a multinational blink.

Compliance thus becomes both a moral duty and an insurance policy — the European equivalent of carrying holy water during a cyber-storm.

The deeper irony?

Many entities will spend more on demonstrating compliance than on achieving it.

But then, the Directive never promised efficiency — only resilience.
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