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​Book Description

Have you ever come across something online that looks a little bit too good to be true? It might be a competition you’ve won that you didn’t know you’d entered, or a new cryptocurrency with a low buy-in price and promised high returns. It’s very possible that behind these tempting offers is a person who wants nothing more than to gather your information, take your money, or hack into your computer. Worse still, it can be hard to spot the differences between an imitation and a genuine request when online. Every day more victims of online scams are coming forward to share their stories. These victims have experienced losses of their money, jobs, and homes at the hands of scammers who have no regard for the turmoil they bring to others. These stories are documented in the hope that they may help others avoid the same fate.

This book explores online scams, and how to protect yourself from them. Everything from cryptocurrency scams and romance scams, to phishing and pharming is covered to help you better understand the risks associated with online interactions. Throughout each chapter we have compiled some of the biggest names in online scamming, as well as some of the most unnerving scams to further offer you the best insight into this online phenomenon. By the end, you’ll be able to better spot a phishing email or a Ponzi scheme and further keep you and your finances safe. 
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The content contained within this book may not be reproduced, duplicated or transmitted without direct written permission from the author or the publisher.

Under no circumstances will any blame or legal responsibility be held against the publisher, or author, for any damages, reparation, or monetary loss due to the information contained within this book, either directly or indirectly.

Legal Notice:

This book is copyright protected. It is only for personal use. You cannot amend, distribute, sell, use, quote or paraphrase any part, or the content within this book, without the consent of the author or publisher.

Disclaimer Notice:

Please note the information contained within this document is for educational and entertainment purposes only. All effort has been executed to present accurate, up to date, reliable, complete information. No warranties of any kind are declared or implied. Readers acknowledge that the author is not engaged in the rendering of legal, financial, medical or professional advice. The content within this book has been derived from various sources. Please consult a licensed professional before attempting any techniques outlined in this book.

By reading this document, the reader agrees that under no circumstances is the author responsible for any losses, direct or indirect, that are incurred as a result of the use of the information contained within this document, including, but not limited to, errors, omissions, or inaccuracies.
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​Chapter 1: What is a Scam? 
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You may have heard the term scam being used recently, as it has come up quite frequently with the onset of modern technologies. In the era of the internet and it’s many privacy risks, the word has come to light more and more often. But what is a scam? We hear the term in so many different contexts, it can be difficult to discern it’s true meaning.

A scam can be seen as any type of fraudulent behavior. Typically this is linked to financial gain on the part of the scammer. This can be through anything from phishing emails, identity fraud, or credit card fraud. Where things get more difficult is knowing what is or is not a scam online. In day-to-day life, recognizing a fake driver’s license can be much easier than knowing if a profile online is valid or not.

So how can you tell if someone or something you’re encountering online, is in fact, fake or intending to scam you? The truth is, unless you’re familiar with online scams and some of the techniques employed in scamming someone, it can be very difficult for anyone to tell the difference between a fake account and a real one. With increases in cases of people scamming others online, many victims are learning to be vigilant the hard way and sharing their stories with others in order to help them. As these signs are being encountered, people who’ve experienced scams are sharing their stories to help others, and assist in what they need to look for. This could be anything from an edited photograph to an out-of-place email address or phone number. It can be troubling to think that in the information age, it can be so easy to deceive someone online. Facebook, Twitter, Instagram, Online dating, and more have all become hunting grounds between our hunter, the Scammer, and the hunted person being scammed.
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