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About the Author

 

I recently retired from being a professor of computer science at Howard University for over 25 years, with 9 as a department chair.  (I was a math professor for 16 years before that.)  While I was department chair, we sent more students to work at Microsoft in the 2004-5 academic year than any other college or university in the United States.  We also established a graduate certificate program in computer security, which became the largest certificate program at the university.  I had major responsibility for working with technical personnel to keep our department’s hundreds of computers functional and virus-free, while providing email service to several hundred users.  We had to withstand constant hacker attacks and we learned how to reduce the vulnerability of our computer systems.

As a scholar/researcher, I studied complex computer systems and their behavior when attacked or faced with heavy, unexpected loads.  I wrote five books on computing, from particular programming languages, to the internal structure of sophisticated operating systems, to the development and efficient creation of highly complex applications.  My long-term experience with computers (I had my first computer programming course in 1964) has helped me understand the nature of many of the computer attacks by potential identity thieves and, I hope, be able to explain them and how to defend against them, to a general audience of non-specialists. 
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Preface

 

In this book we discuss recovering from one of the most common crimes in the United States – identity theft.  It is possibly the most common crime, because identity theft is often a part of other crimes.  The title of the book reflects the current reality of identity theft in this Internet-driven world and my own experience as a professional in the computing field.  An ongoing battle is being fought between you and a host of potential identity thieves.  Many people are victims; even Ben Bernanke, the head of the Federal Reserve, was a victim.

The battle is being fought in cyberspace, as well as in the world of paper, non-computerized records.  Unfortunately, the problem is not limited to the United States.  The battle is between the people who want to steal your private information for their own gain, and people like yourself, who just want to keep their personal information private and their hard-earned income and assets safe.  I have fought some of these battles, and have known many people who have been the victim of one or more of these crimes.

I am motivated to produce this volume because of the recent criminal attack on Target, in which criminals obtained information on over 40 million credit and debit cards.  I was one of those victims and will be monitoring my credit reports closely.  I had used two different credit cards during the period in which the attacks occurred, one a newly issued card that I used to obtain airline miles, and the other a card that I have used for many years.  I will be watching for small unauthorized charges that may be both petty theft and an attempt to circumvent the complex computational techniques the credit card companies use to detect fraud.

The material in this book is largely contained in Chapter 4 and the three appendices of my 2012 book, Identity Theft in the Cyber Age.   If you need more information on identity theft than what is provided here, please see that book.

The first appendix contains contact information for the Federal Trade Commission, the three major credit reporting agencies, many US banks, many consumer protection organizations, and a few of the more established companies that specialize in identity theft protection and recovery.  The second appendix contains a checklist for protecting yourself from identity theft.  Appendix three also contains a checklist; this one is used to aid you in recovering from identity theft if you are a victim.

 

 




Some Data on Identity Theft

 

How bad is identity theft?  It is bad.  In fact, most analyses suggest that identity theft is the fastest growing type of theft in the United States.  The United States Internal Revenue Service thinks the problem is so bad that it has developed special procedures for handling identity theft issues in tax returns, with a detailed discussion of these procedures on their website, www.irs.gov.  In 2010, IRS data listed 49,000 returns seeking fraudulent refunds of $247 million as being directly related to identity theft.  In 2011, almost 262,000 suspected returns were removed from processing, with the total amount of these fraudulent claims estimated to be nearly 1.5 billion dollars, which is an enormous increase in just a single year!

Other data suggest that the problem has been with us for a long time.  For example, a 2007 article in the online publication ezinearticles.com states that identity theft is the number one crime in the United States.  Data from a January 2009 Washington Post article about a massive identity data breach shows considerable growth in identity theft.  Data from the 2009 article is given below.
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The January, 2009 article also states:

 

“The Heartland disclosure follows a year of similar breach disclosures at several major U.S. cards processors. On December 23, RBS Worldpay, a subsidiary of Citizens Financial Group Inc., said a breach of its payment systems may have affected more than 1.5 million people.
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