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Why Industry 4.0 Sucks!

Renegade - reveals the fallacies, febrile fantasies, fabulous fiction, and flatulent fibs that are fueling the feeble fabrication behind the 4th Industrial Revolution.

For almost a decade now I have been heavily involved with Manufacturers, Industries, and Universities in researching Industry 4.0, from a theoretical, academic, and practical perspective. I have always been intrigued by the manufacturing phenomena that is Industry 4.0. So much so that I wrote a best-selling book; 'Industry 4.0: The Industrial Internet of Things. I was so impressed I bought into the promise and seemingly endless potential with great gusto. The future seemed bright - and Industry 4.0 was the future.

Time and tide would take be to other shores and different work in Cloud Architecture, but I always tried to keep up with Industry 4.0 or so I thought. When I revisited my old haunting ground with the full intention of updating and revising my earlier book, which was published by Springer in early 2015 with a new edition for 2022, I was in for a surprise.

What I discovered appalled me - Industry 4.0, once the proud and enviable flagship policy for European Manufacturing and the inspiration for many an Industry 4.0 initiative around the globe was now a shambolic derelict town.

Not only was its very name misappropriated and used as a soulless generic label leaving it eviscerated of all concepts, principles, and purpose - it is now a meaningless synonym for the equally vacuous buzz phrase – the 4th Industrial Revolution - a zombie.  

In this book, I will detail how and why it all went wrong for Industry 4.0 with quantifiable and documented evidence of its Cathartic collapse and at whose hands. I will explain the avoidable reasons behind the staggering failure rate. Indeed, just over 1% of those who embarked on the journey were able to claim a return of any value, in the form of productivity, efficiency, customer experience, supply chain integration, smart factories, or embarrassingly, any value at all, let alone the desperate hopes of a return on investment. In the EU, the UK, India, China, and even the US Industry 4.0 has failed!

The EU commission in 2021 branded Industry 4.0 unfit for purpose and one of the root causes for many of the problems society faces today such as technology monopolies and giant wage disparity - this was coming from Industry 4.0’s sponsor and authors!

However, Industry 4.0 was not a technology it was a policy supported by a robust strategy. If it failed it was due to human ignorance, hubris, and greed rather than any inherent technical deficiencies albeit it was rife with contradictions, ambiguity and confusion certainty of its own making. But Industry 4.0’s failure was a failure of business, technology, and consultancy hyperbole, not of its inherent framework or policy.

But all is not lost, there is still hope that Industry 4.0 is redeemable, and as such I propose some tried and tested methods that could help you avoid the all-too-common mistakes and missteps that plagued Industry 4.0 from the outset and that still prevail even today. Forewarned is forearmed and this information will greatly assist you along your own Industry 4.0 journey.

As there is little to no consensus on the provenance of Industry 4.0 let alone its definition. I have strived in this book to detail its history so that we can at least start with a common reference point. If there is one definitive characteristic of Industry 4.0 it is its ambiguity that sets it aside from others as a world class enigma.

I strongly recommend that you do not undertake an Industry 4.0 journey or even a pilot project before reading this book in its entirety or you will surely fail! Well... 99% of the time.
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Chapter 1 - A Connected World
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A Futuristic Smart World for Everyone

The coming together of the Internet of Things, Big Data and Cyber-Physical systems play a vital role in constructing the dream of our modern connected world. The concept of this futuristic Smart World conjures up the possibilities of Smart Homes and Smart Cities with Smart Industries that deliver Smart Products that bring about a more productive, fulfilling balanced and smarter lifestyle. 

It is this promise of a Smart Life through the combination of Smart Homes, Cities, Industry, Transport and Healthcare, that gave birth to the notion of the Smart Lifestyle for all citizens within a holistic but democratic and Smart and Connected World. 

It was the Millennials, also known as Generation Y or even the Gen Z, who were born on the internet that were promised a future of a Smart World, with no-work, flying cars, and autonomous vehicles but they ended up instead working 60-hours weeks just to pay the bills. 

However, armed with hindsight. We know when the collective dream of a Smart Life came about and where it went wrong. It was circa the mid to late 2000s, but from where, why, and how, did this sudden leap in technology-based idealism come from? Well, it came about due to a serendipitous convergence of several key technologies. These singular entities struggled on their own to find a purpose, a problem to solve. But these emerging technologies would eventually mature as the world changed and they would conveniently find a common purpose.  

The effects of the Great Recession of 2008 demanded a solution both for failing business, manufacturing and technology. Consequently, there was a convergence and aggregation of ideas and purpose, which brought about an alignment of technologies that became first a reluctant possibility, and then secondly a distinct reality, and then thirdly, a runaway train of optimism on a journey towards a futuristic and Connected World. 

​

What are the big tech enablers in the Connected World?

There are basically 6 or so major technologies that matured around the 2000s that delivered purpose to and enabled the connected world, they are:

IoT – The Internet of Things, or IoT, is defined as being a system of interrelated computing sensors and actuators devices, mechanical and digital machines, objects, animals or even people that communicate with their smart devices. What makes this feasible is that each entity, a sensor, device or human, is provided with a unique identifier (UIDs) and the ability to transfer data over a network without requiring human-to-human or human-to-computer interaction. Such is the IoTs scope that it was once described as being the Internet of Everything by Cisco. However, as the IoT found deployment outside of the consumer and enterprise market and into the fields of manufacturing and Industry the term Industrial Internet of Things (IIoT) became more pervasive. 

The IIoT, the Industrial Internet of Things, is a more specific use case whereby sensors, actuators and devices embedded within machine tools and pervasive across the production plant floor are made interoperable and interconnected so they can be used for industrial purposes. Interconnectivity allows for the harvesting of the machine, process, and even system data across all devices within the production network. This data can then be harvested and analysed to surface industrial insights and nuggets of wisdom within all that ocean of manufacturing operational data. The analysis will distil real-time valuable operational and control information, production process monitoring information, and even help in extracting and extending wisdom to value chain operations such as logistics or supply chain management from a torrent of seemingly waste data.

The Industrial Internet of Things has the potential to deliver several outstanding benefits to organisations from a business improvement perspective. Indeed, some of these benefits are industry-specific, but many are just as applicable across multiple industries. Some of the common benefits of IIoT-enabled organisations are the ability to:


●  monitor existing business processes to use as operational benchmarks;

●  monitor, improve, and monetise the customer experience (CX);

●  become more efficient to save time and money;

●  enhance existing process productivity;

●  investigate, adapt, or even create, new business models;

●  use the interconnectivity data from machine tools and production processes to make better, informed and timely, business decisions; 

●  and as a result, use data harvested from IIoT interconnectivity to generate more revenue.



IIoT encourages companies to rethink the ways they approach their business objectives and provides them with the tools, data, and motivation to improve their business strategies so that they better align with the company’s vision, objectives, and tactics.

Big Data – This is best summed up in the context of the 5 Vs - volume, velocity, variety, veracity, and validity. In today’s technological world data is generated in vast quantities and in diverse formats from a variety of sources, such as the IIoT. Data formats can be in business environments, Word or Excel documents, or PDFs, but they also come in their own media content formats such as images, audio, and videos. However in industrial context data formats will more take the form of asset metadata, networks and sensors data, as well as data derived from devices, communication logs, and other primary machine sources. What’s more these can be produced at great volume and velocity.

As a result, it is becoming challenging for organisations to store and process this amount of variety and volume of data using the conventional methods of structured databases, business intelligence and traditional analytical tools. Instead, organisations need to implement modern business intelligence techniques and tools in order to effectively capture, store and process such vast amounts of data.

However, it's no use collecting any old data especially if you are not going to analyse or process it. Collecting and storing data is pointless. How you extract value from that collected data is what actually matters. Therefore, we have to look for data from which business insights can be generated. This means targeting and focusing the collection of only specific data, which adds “value” to the business. Data analytics can only help to surface useful insights from the collected data - if any value exists. These relevant insights via analysis of targeted data, in turn, will add value to the production decision-making process.

Velocity can be termed as the speed at which the data is generated, collected, and analysed. Today data is continuously flowing through multiple channels such as computer systems, networks, IoT, social media, wireless devices, etc. And in today’s data-driven industrial and business environments, the pace at which data grows can be described as “torrential”.

As we have already seen, the volume and velocity of data will perhaps add value to an organisation or business if harvested correctly. But with Big data there is another factor - the diversity of data types being collected from the varied data sources - that is another factor that needs to be considered. With this regard, Big Data is generally classified as being structured, semi-structured, or unstructured data.

Structured data is one whose format, length, and volume are clearly defined and can be stored in a structured relational database. Examples of structured data include; names, dates, addresses, credit card numbers, stock information, geolocation, and more.

Semi-structured data is one that may partially conform to a specific data format such as XML and other markup languages, binary executables, TCP/IP packets, zipped files, data integrated from different sources, and web pages. 

Unstructured data is unorganised data that doesn’t conform to traditional data formats. Data generated via digital and social media such as email content, images, photos, videos, etc, is unstructured data.

As a rough guide, about 80% of the data produced globally including audio, videos, photos, mobile data, and social media content, is unstructured in nature.

To complete the 5 Vs there are the factors, Validity and Veracity of Big data. These two factors are best described as the measure and assurance of the quality or credibility of the collected data. These are critical as Big Data is vast and often involves ingesting data from many different data sources sometimes of a dubious nature. Hence, the possibility that not all the collected data is true, accurate, or of good quality.

Hence, when processing Big Data sets, it is important to check the validity of the data to be sure you can trust the data before proceeding with further analysis.

Variety in Big Data refers to all the structured and unstructured data that has the possibility 

of getting generated either by humans or by machines. The most commonly added third party

data that you need to be concerned about regarding veracity and variety are unstructured 

texts, tweets, pictures & videos. 

To summarise, variety is all about the ability to classify incoming data into various categories.

Data. Velocity on the other hand refers to the speed at which data is generated, distributed 

and collected. The velocity rate is based on factors such as the amount of IIoT sensors available

– such as those passive or active devices, and more pertinently those embedded within the

machine tools. These data sets are so voluminous and produced with such variety and 

velocity that traditional data processing software just can't handle them let alone verify

the veracity and validity - and that's why we need Big Data.

Cyber-Physical Systems - CPS, are simply a generic term for systems of collaborating computer-controlled machines which are connected with their surrounding physical world and its processes, providing and using, at the same time, data-accessing and data-processing services from the IIoT and the Internet. Thus, Cyber-physical systems integrate IoT sensors, embedded computation, as well as some control and networking into physical objects and infrastructure, which allows them to connect to the Internet and to each other simultaneously. Cyber-Physical systems deploy process feedback loops, which allow them to interact through the external stimulus to self-activate either communication, control or computing functions.

Cyber-Physical Systems is a term coined originally in Germany’s Industrie 4.0 mainly to abstract the complexity and the underlying technical details from machine tools and other devices. This was so non-engineers could make reference to them without knowing what they were or their underlying capabilities when contributing to scientific papers. Therefore, a cyber-physical system can be anything from an intelligent robot, or scale to an entire smart factory of networked computers, robots and artificial intelligence. The one common denominator is that they must be capable of interacting with the virtual and the physical world simultaneously. Hence, they can be as big as an entire production line but also be a single human operator with a tablet.

––––––––
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Figure 1.0 The Connected World
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AI & ML - Artificial Intelligence (AI) and Machine Learning (ML) are two aspects of Data Science that are very often used interchangeably. But they are not the same thing. The perception that they are can sometimes lead to some confusion. AI (Artificial Intelligence) is about optimal decision-making using human-like logic applied to structured, semi structured and even unstructured data, which leads to intelligence and wisdom. ML (Machine Learning) on the other hand is a subset of AI that consists of self-learning algorithms constrained to learning through the analysis of structured and semi-structured data to create knowledge.

Both terms crop up very frequently when the topic is Big Data, analytics, and the broader waves of technological change which are sweeping through our world come to the fore.

In short, a concise answer is that:

Artificial Intelligence is the broader concept of machines being able to carry out tasks in a way that we would consider “smart”. Machine Learning is an application of AI whereby we give machines access to data and let them learn for themselves. (Forbes)

Streaming Analytics - collecting operational machine data is pretty much pointless unless you can process it in real-time hence the need for streaming data flows and analytics. The technology involved in real-time data processing or streaming analytics derives insights from real-time data streams, using continuous queries to analyse data from multiple sources and scoring models in real-time (in the case of anomaly detection). Real time data is critical to operations and control as they need to know instantly that a machine or process is running out of control. 

However real-time data streaming analysis is also of utility across the vertical value chain. Some examples of streaming analytics applications include; supply chain management, Demand Chain Management, network security monitoring systems, traffic monitors, and financial anomaly transactions and fraud detection systems. However, the one that bears all the promise for delivering the full potential of the connected world is the Digital Thread.

The Digital Thread

The Keys to the Kingdom

The digital thread is not just another clever IoT buzzword it is used to refer to the knocking down of organisation silos by establishing an interconnecting thread that weaves its way between operational and departmental domains, for example, the Digital Thread will create a stream of data (operational, product and contextual), which flows throughout and across boundaries within the entire value chain. For example the Digital Thread will flow between operational domains such as the factory, warehouse, procurement and logistics. This now becomes an information flow, a value stream of information, which provides insights and enables opportunities for reimagining the value chain for new business outcomes and potential impacts. 

The digital thread provides agility within the organisation as its data flows across boundaries and functional domains. This enables amongst many other opportunities swift response to customer demands through new products/services, improvements or future upgrades. The beauty of the data flow is it allows for optimising processes that operate across the value chain rather than in specific business functions or domains.

The vast potential for the digital thread is revealed by the variety of possible use cases. For example; running analytics on data sets from multiple data sources improves communication which results in reduced rework costs and improved product delivery rates; collecting and connecting data flows from IoT-enabled sensors across the product lifecycle provides vital feedback to make data-driven decisions in improving product performance and reliability; by 

contextualising insights gained from connected sensor data flows provides opportunities to eliminate product recalls, and ensure a better customer experience.

In short, the digital thread enables enterprises to be agile in response to dynamic customer demands for better products as well as faster time to market, profit, and subsequently, a competitive edge.

Why is the digital thread of interest to manufacturers?

Traditionally manufacturers have worked to a business model that took a very siloed approach whereby the organisational structure was broken down into autonomous silos or modules that could communicate at a high level but did not have the capacity to interconnect at a level that facilitated coherent data or information flows. 

This is how businesses have operated for 100 years or more. What’s more it was effective and worked well for those times. Innovation was fast, scaling was quick and easy, you could grow the business through each silo very rapidly. The problem was that performance regardless of the metric typically would plateau and so productivity, efficiency and innovation followed a concave curve. Which was really not a problem at the time.

However, Microsoft amongst others realised at tail end of the Millenia that this silo or modular approach was not a good fit for their gargantuan organisational structure. What they needed was a business model that created an ecosystem of customers, vendors, suppliers, partners and with them at the epicentre. What that model required was a flow of information through a fabric that was interweaved through-out the organisation’s structure. You can see this through their products as Microsoft Office became a suite of highly integrated products that shared information transparently and seamless throughout the entire ecosystem. This approach proved to be hugely successful not just internally within an organisation but across the entire ecosystem as vendors, partners and even customers, found that they were quite literally pressurised to buy and to use Microsoft’s products. Not necessarily because the individual application were a best of breed product but because of the ecosystem that provided this easy flow of information between businesses was extremely effective. The resultant productivity and efficiency result now looked like a convex curve, with slower initial integration and development period then a sharp steep acceleration to almost infinite levels of productivity and efficiency.  

The tech giants such as Amazon, Facebook, and Google with their need to scale followed suite and greatly expanded the idea of the ecosystem throughout their organisation not just at the application layer but across every layer of a 3D style inter-connectivity stack.

It was this flow of information through-out the fabric of the organisation horizontally, vertically and beyond its borders is what allowed these behemoths to expand and grow so rapidly. 

Amazon was different to a certain extent as they had already monetised their product the same was not true for Google or Facebook so they needed to find value in their respective ecosystems. Thus, they needed an appropriate business model. However what is a business model? It's both the ways in which you create value, why do customers want to interact with you, and the ways in which you capture value, the ways in which your company makes money. 

They already had through their ecosystem customer interaction creating value now they needed to capture that value and somehow monetises it. That’s where they were creative in value capture, using AI and algorithms with advanced analytics. The business model the tech companies developed was based as always on value exchange. The Tech giants felt the need to provide value to the customer via free services who provided them reciprocal value through their personal data, which was sold to advertisers to gain monetary value. However first of all they needed to advance the algorithms for the value capture themselves as a way to drive their own usage and their own growth. Then that value spilled over into the rest of the economy.

And that is why digital thread is of interest to all business not just manufacturers. Communication the flow of information transparently and efficiently throughout the business’s ecosystem can create huge value that drives business growth by providing a distinct competitive advantage. Hence, it’s no surprise that each significant step in business evolution an accompanying advancement in communication, whether post, telegraph, fixed line, Mobile, or Wi-Fi, came along as a sidecar.

Wireless Communications - This is the critical ingredient that holds everything together in the Connected World. It can be either 5G mobile carrier networks or WIFI 5 or 6.

The IoT, Big Data, AI/ML, Streaming Analytics, and Cyber-Physical Systems (CPS) come together via ubiquitous wireless communications to form the nucleus of the smart connected world. There would be no Smart Buildings, Grids, Mobility or Healthcare without the proliferation of a high-speed wireless network throughout the city enabling devices and controllers to communicate. 

However, in order to communicate there has to be some sort of wired or high-capacity wireless carrier network for data backhaul. In most cases, urban environments and large public areas such as hospitals, shopping malls, as well as sports or entertainment parks will be ideally served by 5G mobile telephone networks, which can support literally hundreds of concurrent high-speed and low-latency connections. The 5G mobile network is ideal for this purpose because of its bandwidth, capacity, speed and low latency. 

Smart buildings and Smart Homes can optionally run-on WIFI 5 or 6 for local connectivity, which can provide essential inter-device connectivity but they will still need an ADSL or Cable fibre, or a mobile carrier 4G (LTE) for backhaul, which is sufficient to provide the performance and capacity for commercial and leisure purposes.

On the other hand, Smart Factories located in an industrial park may well use a shared 5G private network for their critical local high-speed and low latency operations and supplemental WIFI 5 or 6 networks for less critical workloads and with a leased line fibre backhaul connection to the service provider or the cloud.

In order to understand the communication requirements, we will first need to understand why you would want to shift to a Smart Factory.
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Chapter 2 - The Advent of the Smart Factory
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The term Smart Factory is a product of the early and mid-2000s when IoT devices along with usable wireless WIFI and mobile carrier networks became affordable and commonplace. This was simply because a Smart Factory relies on an interconnected network of machines, IoT devices, communication mechanisms, and computing power to work. 

The smart factory is considered to be a cyber-physical system in its own right that uses advanced technologies such as advanced analytics, artificial intelligence (AI) and even machine learning to analyse big data, drive automated processes, and learn as it goes.

The advent of the Smart Factory came about as a convenient umbrella term referring to the changes occurring in the manufacturing value chain process. These transitional changes promised a more effective method for optimising profits and productivity by adopting transformative ways to manage, organise, and streamline the standard procedures within the manufacturing production cycle. However, this philosophy ignored that a strategic reimagining of the business and production models would include rethinking the supply/demand chain, production, logistics, product development, marketing, and even prototyping.

The Smart Factory is therefore a manufacturing term rather than a trend that involves the use of the Internet of Things (IoT) and some other emerging technologies to absorb and conflate emerging technologies. These new technologies may be machine-embedded sensors and actuators, AI-driven automation and augmented processes, which are supervised and controlled by intelligent business-driven cyber-physical systems, or they may be directed by big data and streaming advanced analytics. 

Nonetheless, when designing a Smart Factory it is not enough to just have a viable living body, you also need an intelligent nervous system to make it work like a functional living entity. The flow of data provides the lifeblood of the operational mechanism and the purpose. All of which come together to create the fiction or the fruition of a smart factory. 

As the name suggests, the Smart Factory appears to reference a highly digitised and even a digitalisation production facility. It can be described as a manufacturing plant, where the whole production or manufacturing process occurs automatically and perhaps even autonomously without the need for human input. 

But this is the problem with automation and the data driven connected world. Data becomes the nervous system, then executive decisions are made with confidence based on its high value. But who validates those decisions? No matter how advanced these smart AI driven entities become they will still require some level of human supervision.

Additionally, it might hint that a smart factory is a place where communication flows seamlessly and smoothly between the different systems to facilitate an autonomous and lights-out factory. However, the prospect of a futuristic lights-out factory has been pursued for many years with mixed success. There is no doubt that some manufacturers can deploy lights-out factories but it certainly wasn’t at least, well, not latterly the goal of what it would become - Industry 4.0.  

The modern argument against such a monstrosity is that the stellar manufacturers of today (2022) are not using autonomous lights-out factories. Think of Tesla, who are developing vast modernistic and highly efficient Giga Factories around the globe but they are not autonomous (lights out) instead they are fuelled by human labour.

The Driver behind the Smart Factory

Smart Factories at the turn of the Millennium

Smart factories in the mid to late 1999 and seeping into the 2000s created new forms of efficiency and flexibility by digitally connecting processes, information streams and workers, planners, and operations staff in a streamlined fashion or at least that was the theory. In practice, these early Smart Factories were more prototypes with silos of connected intelligence but as unconnected systems rather than one cohesive entity. 

You may well see Smart factory initiatives referred to today as “digital factories”, “intelligent factories” or the grandiose “Factory of the Future”. 

Traditional Vs Smart Factories

Regardless, Smart factories have defining characteristics such as visibility, connectivity and autonomy. In contrast, traditional factories may well have some or all of these characteristics as they have relied on serious automation for decades. Nonetheless, smart factories take this concept much further and operate without so much human intervention as they are not only running automated but sometimes autonomous processes to increase performance. In advanced Industry 4.0 Smart factories, the introduction of digital thread technologies will rocket this to an entirely new level. 

The problem with trying to assimilate a new technology or procedure methodology or business model into your existing organisation is that you may get to reap the following benefits - Zero! The reason for this is fundamental to our understanding of the objectives of the Smart Factory and how you as a traditional manufacturer operate. It is how we are fundamentally drawn to Industry 4.0 as a solution.

Planning a New Type of Business

When you apply Industry 4.0 concepts and principles to your business you are trying to transition not only from how you work today but how you would like to interact with your customers, and even your partners, suppliers, and vendors, tomorrow. This is not as easy as it looks.

To understand why we need to look at some recent backstories. If you consider that from around 2010 the objectives of redefining manufacturing of the future became fashionable in most industrial nations. This led to today’s condition whereby we find ourselves undergoing a transition to what is termed, digital transformation. Now this journey is what in turn empowers you to be more innovative in your products and services, and improve the customer experience while streamlining your own operations. But it is a difficult and challenging journey. Digital Transformation requires multi-talented, multi-disciplined, highly motivated teams. These teams need to be led by subject matter experts, with an abundance of technical expertise, experience and a deep understanding of the organisation’s unique business vision, purpose, and objectives.

An enterprise-wide bespoke journey is essential in creating and deploying new business models and a successful digital transformation. This requires a bold vision with a strong delivery of purpose-driven, C-suite sponsorship, proactive recruitment of skilled talent, and a clear well-articulated digital strategy.

If you can honestly answer that this is within your competency as a manufacturer, then you are in a very good place - many simply cannot.  

There’s Gold at the end of the Rainbow

However, do not be too demoralised, if the barriers to entry appear to be high, the rewards are terrific if you last the journey. 

What we are tending to witness today, is that manufacturers who successfully transition to become Smart Factories are transforming every aspect of the business from product design to customer experience, as well as advancing their sustainability goals. For example, if you look around you can see innovative new products such as software-defined vehicles (SDVs), which are more like hyperconnected computers on wheels. But you should also see that business approaches have come to the fore with a shift by some manufacturers towards exploring opportunities such as service (XaaS) business models. 

These emerging anything-as-a-service business models such as servitisation, (think - buy light, not light bulbs). This is where customers pay a fee per unit of a product consumed instead of purchasing the tool that creates the product, are ushering in a new era of customer centricity. This has come about due to a change in focus towards the personalisation of products, through mass customisation or personalisation, which delivers a better customer experience.

But before you get too excited, not everyone is following this path of mass-customisation. Indeed, the recent trend is a reversal to mass-product manufacturing with few if any customer choices. Tesla, is hugely successful and it offers meagre customer customisation choices. Tesla are product focuses as this reduces production cost and increases productivity. Hence the impressive number of cars Tesla can produce from each gigafactory in a single quarter. Of course, if the gigafactory is only producing one model in only a couple of hardware configurations and a handful of colour choices, then it becomes understandable. Just so I am not accused of being anti-Tesla, BMW is also going down this same route of economically sensible manufacturing. But instead of restricting their customers’ choice they are simply reusing their ICE models chassis and body for their electric cars - which takes away one of the advantages of an EV, which is the additional cabin space but greatly reduces the expense and accelerates production.

The Data-Intensive Factory

Many manufacturers are already scaling emerging technologies with smart factory concepts, including digital twins and the illusive digital thread, combined with predictive analysis to respond to fluctuations in market conditions. These efforts are driven by the capture of new forms of real-time operational data, built on advanced algorithms and data analysis techniques. However, to understand the scale of a digital transformation you need to consider the scope. 

The smart factory has become a multiplicity of diverse data; sources, interfaces, storage and processing, technologies and methods.  The problem is that every digital source or interface you connect adds to the spider web of interconnectivity until it becomes a pervasive sprawl. And that has challenged manufacturers trying to obtain a unified view of their machines, operations, and materials. After all that is the ultimate objective; to introduce emerging technologies, which when merged with business intelligence and knowledge from IT systems will convert factory floor data into valuable enterprise knowledge, leading to improvements in quality, productivity and higher-level market intelligence. But it doesn’t always work out that way.

Easier said than done!

Consultancies will tell you that this is straightforward, especially with their paid support and expertise. This is rarely true. Hence the terrible failure rate for smart factories, digital transformation and Industry 4.0 journeys. There is a tendency for them to talk a lot, mull over plans, and perhaps if you are lucky create a blueprint or template for a strategy. Unfortunately, when it comes to doing anything technical, they will need, on the plant floor at least, to call in a system integrator. Now, you have added another set of talking heads into the mix. But there is a bigger issue and that is overcoming the existing factory benchmarks and objectives, such as the existing focus on productivity, efficiency and quality.

The Folly of Focusing on Productivity and Efficiency

Your journey towards being a smart factory is going to be based on a model of operation and technologies which will take time to embed and develop. The radical changes to the organisational culture alone, which is the engine behind the change, takes time to become accepted. The new direction will likely introduce various new processes and procedures that may affect some well-established business practices and concepts. The changes to procedures and processes may make your manufacturing line more efficient and more productive but then again it might not, well not in the short term at least. 

Regardless, the pursuit of becoming a Smart Factory and yet preserving the previous performance metrics and gains in productivity and efficiency should be recognised as two separate things that are sometimes contradictory and can hold back innovation. 

The Fixation on Performance

Traditional Plant managers studiously examined the performance improvement metrics at the monthly meeting. They are understandably concerned as these are the metrics on which they are judged but they are also searching for hints in improving performance overall. The plant managers will then combine these performance figures with some intuitive decision-making. The result is a conflation of gut feeling, with a sprinkling of data analytics, and some ad-hoc number crunching of historical operational data, the outcome is some well-informed guesswork of how well the plant is running.

On the contrary, Smart Factory managers require no guesswork as their reports come directly from data-intensive processes. The data sources span the entire value chain providing analytical insights across the entire production system. Digital thread technology fuses the real-time data flows from IoT-enabled sensors ensuring the plant manager will have at their fingertips contextualised data from across the entire value chain. The plant manager can now make data-driven decisions in improving product performance and reliability. There is no guesswork required.

Higher Productivity

Traditional organisations that are driven and obsessed by productivity metrics will start to find that the introduction of an industry 4.0 journey is a less than palatable endeavour. The problem is that constructing a Smart Factory is not conducive to aligning with productivity and efficiency metrics. What will tend to happen is that your business leaders will be more than happy to listen to the latest consultancy hype while ignoring the blatant fibs. The consultants will be more than willing to allow a CEO to pick their brains for 500 US$ an hour. In the worst case, the journey to becoming a smart project may be a vanity project for the CEO and the C-Suite. They will be more than happy to pay the bill so long as they can be seen to be adopting, transforming, innovating, and deploying the latest fashionable technologies. 

But, by applying the concepts and principles of Industry 4.0 you are not going to become a premier manufacturing Smart Factory overnight. However, you may become a productivity and efficiency killer - the performance figures may well crash, big time.

Quality 

Real-time quality assurance and improvement are not always compatible with the introduction and deployment of emerging Industry 4.0 technologies. Just look at Tesla. Quality assurance requires that you extract data points from IoT devices and collate and analyse other relevant statistics at every stage of the production or manufacturing process. Quality, therefore, is the measurement of the degree to which an entity matches a clearly defined and specified set of attributes or requirements. Also, there is the fact that Smart factories are designed to be flexible and nibble with mobile production lines with minimum job-lots of 1 - being the famous tag-line for Industry 4.0. However, changing the production process several times a day will of course negate such historical quality comparisons with a static 24-7 production line.

Collaborative Working and Knowledge Sharing

The problem within most traditional manufacturing plants is that they operate within silos. What this means is that the employees in those individual facilities don’t get many opportunities to share their knowledge or collaborate with other plant employees or projects let alone across different plants.

However, today the technologies that are introduced and operating under the guise of the Smart Factory do enable your employees to communicate and interconnect regardless of time zone, location, or any other factors. 

Unfortunately, this is not always beneficial with the traditional factory as it is not always feasible to disseminate knowledge picked up by one machine in one facility and then transfer that knowledge to other processing plants throughout your organisation. This transference of a successful blueprint or plan has been found to be particularly difficult in practice. 

Indeed, the transference of knowledge and even deployment skills have proved to be extremely difficult as organisational and cultural differences may be at play between even organisational sites. The smart factory, however, doesn’t need this level of human communication and collaboration as most data is integrated and collected via the digital thread and communicated across and throughout the value chains. Well that’s the theory, we will see later how this can fail to come to fruition.

Improved Customer Experience

The Smart Factory, supported by the Industry 4.0 initiative does fundamentally provide you with an opportunity to enhance the services delivered to your customers. This can be materialised through the automating of your company’s production, delivery, and after-sales, via a track-and-trace capability. This Customer focused approach can, for instance, allow you to resolve after-sales issues and problems online, and determine efficiency, productivity, and even customer sentiments and emotions, so that you can maintain superior customer levels of goodwill. However, it takes diligence and effort to be successful. 

Many traditional manufacturers do use spot technology solutions for this purpose and start off with great intentions then sadly let things slip ... customer sentiment analysis on website forums goes unused, customer interactions on chat or email go unattended, and even customer feedback via returns goes unmonitored. But future revenue is highly dependent on reputational gain, and reputation is built upon providing a stellar customer experience.  

Lowered Costs

A contradiction with Smart Factories adoption is that investing in a cloud-based technology-as-a-service approach, is a cost-effective gateway. However, this is not strictly true, capital costs (Capex) are certainly reduced especially in infrastructure migration to the cloud. What is not true, is that operational cost will be less. When you consider the total cost of ownership over say 4 years. Yes, the upfront costs, the capital expenditures (Capex), will be lower but you will pay year-on-year the same subscription fees for services in the cloud hence rising year-on-year Operational costs (OpEx).  You will certainly not see the manufacturing operational costs in your facility lowered but instead expect that over 3- 4 years costs that they will rise as a result of trying to deploy Industry 4.0 technology. 

The fallacy is that this technology will allow you to manufacture parts or products better, bigger and cheaper but it's just not true. You will only at best utilise cloud resources better and with lower capital expenditure, while suffering sustained year-on-year overall operating expenses, making the total cost of ownership rise year-on-year.

Opportunities for Innovation

The problem with introducing Industry 4.0 technology into a Traditional Factory is that it does not help you become more knowledgeable, or innovative, quite the opposite. The problem is that when you introduce new business models or technologies you introduce disruption into the manufacturing areas that are focused on productivity and efficiency. These are factors detrimental to operational management. In addition, there are also detrimental effects on the distribution demand chains, supply chains, and manufacturing processes. Traditional factories and more so smart factories do not give you the chance to innovate as they are almost always driven by management fixated on productivity and efficiency. This does not allow the luxury of experimentation or coming up with a new product, changing existing business processes (in favour of better ones), or streamlining a supply chain, simply because these activities play havoc with the existing workflow. Innovation is out unless you have a well-funded R&D (research and development) department and if that is considered to be high risk and too expensive even with the tax breaks. Then a Digital Twin – a fully simulated model - of your entire operation will suffice. If you have neither then you may wish to reconsider upgrading to a Smart Factory until you get the working capital.

Today’s Smart Factory

Early versions of the Smart Factory relied upon the basic technologies of the time to provide connectivity, automation, data collection and storage as well as high-speed analytics. 

Today's Smart or Intelligent Factories are the product of Industrie 4.0 thinking, which has its genesis in a German government initiative back in 2012 that proposed a conceptual vision for a factory of the future. In 2022, the time of writing, these factories are no longer a vision, they are a reality.

[image: image]

Fig 2.0

The smart factory is an essential enabler of smart manufacturing and the capabilities that massive IoT both supplies and demands. Therefore, it needs to be prioritised so it can deliver the performance IoT devices, service providers and product companies need. This isn’t new, but it isn’t easy, but some manufacturers have already made substantial investments in their own digital transformations to become smart factories. Unfortunately, be very aware that many have tried and few have succeeded.


Get the Factory plan right first 

None of the transitions towards Industry 4.0 or the Smart Factory is easy but the effort is worthwhile or so consulting firm McKinsey says. They envisage that IoT could enable US$5.5tn to US$12.6tn in value globally by 2030. However, McKinsey also warns that organisational challenges, technology costs, cybersecurity threats, lack of interoperability and convoluted installation requirements have resulted in many initiatives becoming stuck at the pilot stage. The starkest example of this, the firm says, is in factories where 70% of manufacturers have been unable to scale beyond pilots.


Establish the OEM IoT Supply Chain  

There is an underlying problem of this rush to Industry 4.0 and it is in the Supply Chain, for if the OEM IoT industry can’t build hundreds of thousands – or potentially more – IoT devices they cannot meet industry demand. This has been witnessed during the post-pandemic supply chain carnage. So, it's not just the ability to produce an IoT device it also requires that it can be shipped globally, to a politically agreeable destination, at a price that is acceptable, while offering the connectivity, security, compute power, compliance with international regulations, and quality that sales demand. If not, your IoT Smart Factory concept will not become reality, as the Smart Factory, indeed the whole connected world, depends on a robust supply chain. 

Smart Products

The technical foundation on which Industrie 4.0 vision for the Smart Factory is based is the autonomous exchange of data between the product and the production line. This enables a much more efficient connection between the business departments, the warehouse, procurement, and the Supply Chain. 

The Smart Product Lifecycle

In traditional factories when a product is produced a document called a manufacturing traveller, are printed at the time of job release and travel with the job as it moves through the shop to different workstations. As each product step happens, the traveller tracks the status of operations and activities performed by workers. However with Smart Products the manufacturing information such as the task to be performed at each step on the production line is embedded in the product in an RFID chip in machine-readable form. This information can then be used to control the product's path through the individual manufacturing steps on the production line. Also, the product can inform an individual machine at each stage of production what task needs to be fulfilled. Other transmission technologies, such as WLAN or QR codes, are also widely used for this purpose. 

(We will discuss Smart Products later in more detail when we read about Industrie 4.0 concepts)

Despite the obvious attraction of the Smart Factory concept, uptake from brownfield manufacturers has been slow. Purpose-built greenfield Smart Factories are far more common. This has seriously hampered the adoption of Industrie 4.0 adoption by SMEs over the last decade.

The Transition from a Traditional to a Smart Factory

To understand why there is a reluctance to transition from a traditional brownfield to a Smart Factory we need to understand how difficult it can be to reimagine the configuration. Hence, we need to examine some of the key criteria required to differentiate a traditional factory from an early adapter Smart Factory, these are:

1. High-speed, Low Latency, Deterministic networks

In order to build a Smart factory, it must be first a connected factory. This requires that machines are connected to one another and with control and monitoring systems via high-speed, low-latency and deterministic networks. A high-performance network provides interconnectivity, which is able to respond to clients’ requests and system changes, and that allows for real-time decisions, hence a high-performance low latency deterministic network such as 5G or industrial Ethernet is essential.  The safest way of transferring data is still a cabled network. But that comes at the price of reduced flexibility. Considering the context of Industry 4.0, where production lines need to be rapidly configurable, mobile and adaptable to enable custom manufacturing, cabling isn’t really a good solution. Here, it pays off to use wireless technologies for at least part of the network infrastructure. Mobile 5G networks are relatively new so a factory in the last decade would have needed to refit many of their machine interfaces to accommodate Industrial Internet or run private 4G LTE wireless interfaces but they lacked the critical characteristic of low-latency. Hence refitting an existing brownfield site with a suitable network was problematic and very expensive. 
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