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      “An outstanding and impressive book. Technology has invaded our habits of life and our modes of thinking without our approval—even without our awareness. How did we get to this dangerous place in so short a time? And what can we do about it? In this sweeping but concise history of the digital age, Gabriel Cohen aims to show us the freedoms we've unconsciously surrendered, and points to ways to achieve a more reasonable future, in which seeds of destruction aren't planted in the business model. I learned a hundred things that I didn't understand or appreciate that all happened when I thought I was paying attention.”

      —Tom Zoellner, Ph.D., winner of the National Book Critics Circle Award for Nonfiction for Island on Fire

      

      “I really like The Frankenstein Fix for the way it provides clear, actionable alternatives to tech doom.”

      —Douglas Rushkoff, author of Throwing Rocks at the Google Bus and Team Human

      

      “This book really gets at the roots of why the culture and mentality of too many of today’s tech leaders can lead to harmful consequences for all of us.”

      —Katy Cook, psychologist and author of The Psychology of Silicon Valley

      

      “Cohen kicks off his central argument with a fascinating foray through the accidents of history whereby inventors created sweeping socio-cultural changes through unintended “side effects” of their technological advancements. Next, he walks us down a disquieting memory lane of digital firsts: The first custom-targeted internet advertisement! The O.G. SPAM message! The dawn of omnipresent AI! It’s haunting to see this progression laid out on the page, step-by-invasive-step, effectively explaining the backstory behind tech companies’ profiteering through extraction of our personal data and unpaid labor. Fortunately, Cohen doesn’t leave us stuck in hopeless acquiescence to Big Tech. Instead, he shares actionable strategies for how to push back against technologists who prioritize “surveillance capitalism” over human health and safety. Grounded in history and an unflinching analysis that’s unafraid to point fingers, Cohen’s book engages the most critical questions of our age.”

      —Jessica DuLong, CNN columnist and author of Saved at The Seawall: Stories from The September 11 Boat Lift

      

      “The Frankenstein Fix is more than a dire warning; it’s also a blueprint for action. As technology takes us beyond science into a realm of ballooning egos and ever-higher profits, a future without restraints, ethics, or remorse, it falls on us to supply those vital qualities. Gabriel Cohen shows us how.”

      —Wayne Grady, author of Technology

      

      “The Frankenstein Fix is a sharp and impassioned plea for a better tech industry and a better world. Cohen shows us how a lethal combination of lack of empathy and unintended consequences got us to where we are, and provides some compelling suggestions for how we can chart a different course. Recommended reading for anyone who believes we deserve a better future than the one currently being peddled by Silicon Valley.”

      —Wendy Liu, author of Abolish Silicon Valley: How to Liberate Technology from Capitalism

      

      “Gabriel Cohen, a master of spinning mysteries, now unravels his biggest one: why the negative unintended consequences of new tech are often greater than the positive intended ones. He tracks down the clues, interrogates the subject, and pronounces his verdict. An absorbing, real-world whodunnit—and howwecandoit differently.”

      —Andrew Boyd, author of I Want A Better Catastrophe: Navigating the Climate Crisis with Grief, Hope, and Gallows Humor

      

      
        
        Other Books by Gabriel Cohen

      

      

      

      [An] outstanding first novel.”

      —New York Times Book Review on Red Hook

      

      “Intricate, atmospheric, funny, and enthralling . . . an impressive crime novel from a powerful, promising new writer.”

      —George Pelecanos on The Graving Dock

      

      “This elegantly written novel tackles wrenching questions in an unflinching, kindhearted way.

      — Time Out New York (four-star review) on Boombox

      

      “Encouraging and accessible throughout, Cohen’s book will make a useful tool for readers going through a difficult break-up.”

      —Publishers Weekly on Storms Can’t Hurt the Sky: A Buddhist Path Through Divorce

      

      An impeccable procedural plus a poignant love story, intelligent, understated, and refreshing.”

      —Kirkus Reviews (starred review) on Neptune Avenue

      

      “Spellbinding…Deftly plotted and convincingly written.”

      —Kirkus Reviews (starred review) on The Ninth Step
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        “FIX”

      

      

      

      1: a position of difficulty or embarrassment; predicament

      

      2: repair, mend, restore, cure⁠1
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            Introduction: On Sharks & Killer Coconuts

          

        

      

    

    
      Here’s a fact that never ceases to blow my mind.

      In a 2023 survey about artificial intelligence, several thousand participants were asked, “What probability do you put on human in­ability to control future advanced A.I. systems causing human extinction or similarly permanent and severe disempowerment of the human species?”⁠1

      The average response was ten percent.

      What’s astounding about this was that the respondents were not anti-tech critics—these were people who actually worked in the field.⁠a

      A ten percent chance is not a negligible one. Historian Yuval Harari and technologists Aza Raskin and Tristan Harris put this in a helpful perspective when they sug­gested imagining that “as you are boarding an airplane, half the engineers who built it tell you there is a ten percent chance the plane will crash, killing you and everyone else on it.”⁠2

      They followed up with the obvious question: “Would you still board?”

      I can’t answer for you, but I certainly wouldn’t. And I’d like to believe that if I started building something, but realized that it would present a substantial possibility of accidentally destroying not only myself, but also the entire human race, I would stop—or at least slow down considerably, until I could guarantee a safer product.

      At the time of the survey, even though they acknowledged that terrible risk, a small number of tech moguls were eagerly for­cing all of humanity onto the A.I. plane—whether we wanted to climb aboard or not.

      They still are.

      This isn’t a book about whether or not the potential dangers of artificial intelligence will be realized. It’s about two much broader questions.

      What forces tend to push new technologies in harmful directions, in all sorts of fields?

      And for a safer, healthier world, how can we push back?
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      This is also not a book about people who set out to intentionally cause harm.

      The creators of technologies may be spurred by the purest of motivations: a passion for scientific discovery, a zeal for solving problems, an urge to create, or even a simple joy in play. They’re proud of how their inventions can overcome the natural limitations of our bodies, enabling us to move faster, work stronger, see farther, speak louder, and heal better. Of course, some might just be looking to make gobs of money, but I think it’s reasonable to suppose that most start out with benevolent aims.

      Let’s listen, for example, to how Silicon Valley investor Roger McNamee describes one company’s beginnings in 2004. “From its earliest days,” he writes, “Facebook was a company of people with good intentions. In the years I knew them best, the Facebook team focused on attracting the largest possible audience, not on monetization. Persuasive technology and mani­pulation never came up. It was all babies and puppies and sharing with friends.”⁠3

      By October, 2021, however, when Facebook data engineer Frances Haugen blew the whistle on her company in public interviews and hearings, she lamented how she and her colleagues had unintentionally contributed to psychological distress in young girls, promoted “an information environment that is full of angry, hateful, polarizing content,” and spurred ethnic and political vio­lence around the world.⁠4

      What happened? Mark Zuckerberg and the founders of other Big Tech⁠b platforms certainly didn’t mean to contribute to any of those bad consequences. How did we get from their intended results to the ways in which so many things have gone so far astray? What powerful forces acted upon them? It’s critical that we identify those forces, because the same factors that caused Facebook to go wrong are now at work on the developers of other nascent technologies, from bioengineering to autonomous weapons, from quantum com­puting to space co­lonization.
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      If we want to consider how things might go wrong with new technologies, it will be helpful to examine how things have already gone astray with others. For example, we can look at the history of the internet.

      As a professor of college classes in journalism and critical thinking, I ask my students how many people they think get killed by sharks worldwide every year.

      One tentatively raises her hand. “Five hundred?”

      I shake my head.

      Across the conference table, another student ventures a guess. “A thousand?”

      I smile. “Not even close. On average, it’s five or six.”⁠5 I write that number on the whiteboard, then turn to face them again. “Okay, now how many sharks do you think get killed by humans?”

      A student gives it a stab. “Ten thousand?”

      I shake my head and point upward.

      “Fifty thousand?”

      I write a different figure. “Actually, it seems to be as many as a hundred million.”⁠6

      The students’ eyes widen.

      “Some are killed for food, like shark fin soup,” I tell them, “but many just get caught in nets for other fish.” I cross my arms. “Now, who do you think should fear the other more, sharks or humans?”

      I talk about the power of statistics to make or break an argument, and point out that I took care to ensure that my figures came from reputable sources. I found them while writing a magazine article⁠7 about a conflict between the Humane Society and the operators of a shark-fishing tournament. Some of the competitors argued that sharks deserve to die because they’re a big threat to humans. When you look at the facts, that’s a tough claim to defend.

      I tell the class that while I was researching shark attacks, I kept encountering another interesting statistic. All over the internet, in all sorts of major news outlets, I read that more people get killed by falling coconuts—150 poor souls per year. When I read that grimly amusing factoid I was eager to include it in my article, but then I probed a bit deeper and discovered that it’s entirely false. It seems that a doctor once wrote a medical article about somebody getting injured by a  coconut, someone else exaggerated the story, and then a chain went on, like the childhood game of Telephone, until even otherwise-dependable journalists settled on that “definitive” num­ber.⁠8

      I find the internet incredibly useful, and it has made my work easier by a remarkable degree. These days, however, I don’t have to tell you that it has become the world’s greatest source of inaccurate material.

      It certainly didn’t start out that way. The people who invented it were academics in the U.S. who wanted to link computers at several universities⁠c so they could share  information. I doubt that any of them foresaw that their new network would soon be clogged with wild misinformation (not to mention porn, spam, and savage user comments). After the 2016 U.S. presidential election and Great Britain’s Brexit referendum, many observers seemed shocked to discover how useful the Web had proved for those who wanted to intentionally spread false info, including wild con­spiracy theories.⁠d And the net-based platform Twitter gave a candidate in a democracy the ability to sidestep the press and communicate to his supporters directly and instantaneously, with­out any of the fact che­cking that might ordinarily accompany a politician’s statements. As Donald Trump himself put it, during a rally in Phoenix, Arizona on August 22, 2017, “If I didn’t have social media, I wouldn’t be able to get the word out. I probably wouldn’t be standing here, right?”⁠9

      These unexpected uses of a new technology should not have been so surprising. After all, there has been a clear tendency  throughout human history: Each time we introduce new technologies, we create them for some specific practical purpose, but often fail to predict their psychological, social, economic, and political ramifications. We think of these consequences as “side effects,” yet they’re often more far-ranging, powerful, and profound than the intended ones.

      The printing press provides one of the greatest historical examples. When Johannes Gutenberg invented his version of it in the 15th century,⁠e he just wanted to make it easier to print multiple copies of pamphlets and books, but the machine had enormous social and political effects: its use has been credited with increasing literacy, spreading scientific data and methods, transforming education, and diminishing the power of monarchies. Media theorist Marshall McLuhan also linked it to the rise of nationalism, capitalism, and democracy.⁠10

      Another theorist, Neil Postman, also weighed in on the invention, and coming across an insight from him was one of the things that prompted me to write this book:

      
        
        “Every machine is an idea, or conglomeration of ideas. But they are not the sort of ideas that lead an inventor to conceive of a machine in the first place. We cannot know what was in Gutenberg’s mind that led him to connect a winepress to book manufacturing, but it is a safe conjecture that he had no intention of amplifying individualism or, for that matter, of undermining the authority of the Catholic Church. There is a sense in which all inventors are, to use Arthur Koestler's word, sleepwalkers. Or we might call them Frankensteins, and the entire process the Frankenstein Syndrome: one creates a machine for a particular and limited purpose. But once the machine is built, we discover—sometimes to our horror, usually to our discomfort, always to our surprise—that it has ideas of its own; that it is quite capable not only of changing our habits but […] our habits of mind.”⁠11⁠,f

      

      

      I was intrigued by this view of how unintended consequences of technologies can shake up our societies, and even transform our very selves.
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      At first, I thought I might just write a diverting history of in­ventions that brought unexpected results. Sometimes this happens due to simple accident. In 1856, for example, chemist William Perkin was trying to make quinine from coal tar, but he inadvertently synthesized mauve, the first artificial dye.⁠12 (This would turn out to be a little mistake with very big outward ripples: after Perkin’s discovery, a number of German companies prospered by creating other artificial dyes, helping the nation transform itself from an agriculture-focused country into an industrial powerhouse—right before World War I.⁠13)

      Other effects build in complex, inadvertent chains. Historian James Burke notes that the chemicals that saturated gun cotton, invented in 1846 as an alternative to gunpowder, enabled the development of a substitute for ivory after a shortage of billiard balls some twenty years later, and the shells of those balls were made of what was named celluloid, which expedited the rise of the motion picture industry.⁠14

      It would have been fun to write a book about such outcomes, but it wouldn’t have been very helpful. If unintended consequences are out of our control, we can’t do much to avoid the bad ones.

      As I did more research, however, I found increasing evidence of a fundamental truth: Though bad consequences of technologies may be unintended, that doesn’t necessarily make them random or accidental. In fact, we can identify a common set of factors—psychological, cultural, ideological, political, and economic—that make them likely to arise.

      I’m going to call this array of causes the Wheel.
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      Here’s a related point: Just because a consequence was not in­tended, that doesn’t necessarily mean that it could not have been predicted.

      Of course, it can be difficult—and sometimes impossible—to anticipate technologies that might arise in centuries or even decades ahead. For example, as science writer Steven Johnson has pointed out, “Almost no one predicted the network-connected personal computer. Numerous science-fiction narratives—starting with H.G. Well’s vision of a ‘global brain’—imagined some kind of centralized, mechanical superintelligence that could be consulted for advice on humanity’s biggest problems. But the idea of computers becoming effectively home appliances—cheap, por­table, and employed for everyday tasks—seems to have been almost completely inconceivable.”⁠15

      It might be tempting to throw up our hands and say, “Oh well, no one can see into the future.” For our purposes here, however, when it comes to prediction we have one big advantage. We won’t try to guess what new technologies might be invented in decades to come. Instead, we’ll look at some that are already in development. We know what these technologies are; we just have to guess what they might do. And we have a bunch of interesting and effective forecasting techniques, which we’ll explore in the pages ahead. They’re often used to predict financial or military out­comes, but we’ll con­sider how we might apply them to psychological, social, and political ones.

      Again, if we want to do a better job of considering what might go wrong in the future, it will be helpful to examine what has gone wrong in the past.

      To look at a recent example, could looking into history have helped the founders of Facebook, Twitter, and YouTube see big problems coming after they made their platforms increasingly effective at engaging users, and made it ever easier to spread information?

      The answer would seem to be a resounding Yes.

      For one thing, tech critics had already predicted a number of those problems. Roger McNamee, who was one of Mark Zuckerberg’s mentors and early investors, tried to alert him to political abuses before the 2016 election,⁠16 but others had been warning about possible dangers of social media for decades. When I interviewed media theorist Douglas Rushkoff, who has been writing about the impacts of digital technology since the early days of the internet, he told me that as far back as 1994, “when Wired magazine announced that ‘real estate online is infinite, but that human eyeball hours are fixed,’ and told us that we’re living in an ‘attention economy,’ many people realized, ‘Oh my, if companies start competing for our attention using technology, bad things will happen’.”⁠17

      Zuckerberg and the others might have also foreseen trouble if they looked further back. We might think of the internet as unprecedented, yet it had forebears in older communications technologies. Adolph Hitler made strong use of one of them. His gov­ernment subsidized the production of millions of cheap radios and distributed them to German citizens,⁠18 and in 1933 he began giving speeches over the airwaves. Joseph Goebbels, his Minister of Propaganda, soon proclaimed that, “It would not have been possible for us to take power or to use it in the ways we have without the radio.”⁠19⁠,g

      As this precedent makes clear, enabling a greater range and flow of information does not necessarily bring positive consequences for societies.

      Here’s an even earlier example: we think of the internet as an information superhighway, so we might take that metaphor literally and consider the ancient Romans, who built a network of superbly engineered roads that enabled them to spread their empire far and wide. What they failed to take into account is that highways enable traffic in more than one direction—a fact that Germanic tribes from northern Europe exploited when they used those same excellent roads to tromp into the center of the network and sack the capital.⁠20

      Even though Mark Zuckerberg is a fan of the Roman emperor Augustus,⁠21 who helped develop those roads,⁠22 he seems to have missed that particular lesson. In 2017, seemingly chastened by criticism of his company’s role in creating all sorts of unintended problems, he wrote a manifesto in which he announced his company’s new official mission, which was to “give people the power to build community and bring the world closer together.”⁠23 That sounds warm and cuddly, until you realize that he was still only envisioning his platform’s intended traffic, ignoring the fact that it provided equal passage for old high school pals and election deniers, for cat lovers and members of Al-Qaeda. And it didn’t just provide the highway—Facebook’s algorithms,⁠h designed to boost user engagement, steered users toward wilder, more radical lanes.
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      As we go along in this book, we’ll look at a number of ways in which the past has informed the present. And we’ll examine how the current situation in Silicon Valley is heightening the potential for things to go wrong ahead.

      I’ll say this up front: we’ll spend a lot more time looking at negative consequences of technologies than positive ones. That’s not because I can’t appreciate their many good aspects. As I write this, I’m sitting in an air-conditioned room under the bright light of a halogen lamp, wearing reading glasses and machine-woven clothes, typing on a stunningly powerful computer, using an astoundingly helpful internet search engine. Above all, I’m sitting here alive—though I was hit with a major health problem a few years ago, my doctors were able to resolve it by using highly sophisticated biomedical techniques.

      It’s clear that technologies make our lives better in a myriad of ways.⁠i Right now, though, it’s especially urgent that we consider those that might lead to negative consequences. When we con­sider history, we often think of the power of monarchs or elected officials, but since the Industrial Revolution, much power to shape our lives has been captured by non-political agents, a relatively small number of technologists, who often release world-changing inventions without any public input or control. In the digital era they have shifted into particularly high gear, and there has never been a more crucial time for us to take stock of what they’re creating.

      Thankfully, in the past several years, revelations about threats to our mental health, our privacy, our jobs, and even our democracies seem to be making many people more aware of the potential dangers of new technologies. Though the first half of this book will detail all sorts of problems with them—and their creators—the second will be more upbeat, offering hope for a better future.

      To ensure that this will not be just an outsider’s critique, I have included testimony from many people who have worked inside Silicon Valley and other centers of high tech, and wherever possible, used their own voices to help tell the tale. I also interviewed experts in a wide range of fields, including a tech journalist, a historian of science, a psychologist, a digital media theorist, a tech philosopher, a financial tech executive and coder, a professor of international relations, and a forecasting specialist.

      We live with countless forms of technology, ranging from construction machinery to medical devices to manufacturing tools, but I’ll focus on those that rely on digital software, tend to be funded by venture capital, and are often referred to as “tech.” In recognition of the fact that these are not just being created in California, when I refer to “Silicon Valley,” I’ll often be using it as an umbrella term for all the places around the world where tech is being developed today, from Beijing to London, from Bangalore to Tel Aviv.
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      Excellent books have been written on individual technologies mentioned here, but this one will take a broader approach, striving to identify root causes that engender trouble across a number of seemingly unrelated fields. Once we have identified those, we’ll examine specific techniques that can help us do a better job of foreseeing—and avoiding—negative consequences. Then we’ll look at how people in the past have managed to actively resist inventions that threatened their livelihoods and lives.

      Finally, we’ll consider how we might push back against the rash Doctor Frankensteins of Big Tech, in order to reduce dangers and make our world safer and healthier for everyone.

    

    
      
        
        

        
          
a In that same year, a number of noted pioneers of the A.I. field put this probability of calamity—which has become known as (p)doom—even higher. (https://www.fastcompany.com/90994526/pdoom-explained-how-to-calculate-your-score-on-ai-apocalypse-metric)

          

          
b This term has sometimes been used to refer to a handful of the top tech companies in the U.S. (especially Alphabet, Amazon, Apple, Meta, and Microsoft), but I’ll use it to refer to large tech companies in general.

          

          
c The first four universities connected were UCLA, Stanford, UC Santa Barbara, and the University of Utah.

          

          
d Misinformation is unintentionally false or misleading; disinformation is intentionally so.

          

          
e Although Gutenberg designed an excellent new press, Chinese inventors had developed printing techniques as early as 800 A.D., and used moveable type 200 years before him. (https://lithub.com/so-gutenberg-didnt-actually-invent-the-printing-press/)

          

          
f McLuhan also argued that our mass consumption of printed matter fundamentally reshaped the way that human beings think, initiating a shift from thousands of years of oral culture to one based on vision.

          

          
g The Fuhrer also took advantage of the new, highly sensitive Neumann CMV3 microphone, and of improved public address systems. Notes microphone expert Klaus Heyne: “All of a sudden, Hitler was able to be more evocative, more animated in his delivery because […] he could actually use the technology to help him deliver by being able to move, by being soft, by whispering and building up, and then getting super loud and it would still sound good. I bet you it was just the same as when the Beatles performed at Shea Stadium. All of a sudden, there was a dimension that was part of his delivery, and of the masses responding in the same way, uniformly, that was infectious. The microphone was able to allow that. It’s a feedback, and it goes back and forth, and it gets to a crescendo. […T]echnology, the microphone all the way to the loudspeaker, amplified the emotional translation of the message. I don’t even know what that would be now. Is it Twitter, that […] some people use very effectively?” (From The Meaning of Hitler, a 2020 documentary directed by Petra Emmerlein)

          

          
h An algorithm is a sequence of instructions about how to perform a calculation or accomplish a task. (A kitchen recipe is an algorithm for cooking something.) Computer algorithms can cause operations to take place automatically, without human intervention.

          

          
i On the other hand, it’s not easy to think of a technology that has had no adverse unintended effects. It’s tempting to choose medical equipment and techniques—surely there’s no downside there? Yet overuse of antibiotics has led to drug-resistant “superbugs,” and technologies that make it possible to extend lives can also prolong suffering after any real quality of life is gone.
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            PROBLEMS

          

        

      

    

    
      Before we get into discussing new inventions, let’s look at four from the past several decades that will begin to reveal how and why bad unintended consequences have tended to arise in Big Tech.

      We’ll consider the personal computer, the internet, the smartphone, and social media. Some of this material may be familiar, but it will provide the means for us to start collecting problematic factors and assembling the spokes of our Wheel.

    

  


  
    
      
        
          
            Chapter 1

          

          
            “This Changed Everything”: The Advent of Internet Advertising

          

        

      

    

    
      
        
        “It was only a matter of time before someone made them pay for what they thought they were getting for free.”

        —Jennifer Egan, from her novel The Candy House⁠1

      

      

      

      The people who developed the personal computer be­lieved it would make life better for everyone.

      They were an odd, intriguing mix of hardware gearheads and software hackers, hippies and entrepreneurs. Some had gotten their start in universities and labs on the East Coast of the U.S., or in the Midwest, but by the mid-20th century, many had migrated to California.⁠a  The aerospace industry there had already attracted  talented engineers to institutions such as the Jet Propulsion Laboratory in Pasadena, and young engineers could receive training at S.T.E.M.-oriented universities such as Stanford and Cal Tech. In the 1960s, California also became the home base for a new human potential movement, spurred by proponents of the counterculture such as Stewart Brand, with his Whole Earth Catalog. At places like the Esalen Institute, people put a lot of energy into developing their psychological and spiritual capabilities, but the movement also appealed to engineers who believed that they could empower people through technology. Steve Jobs liked to talk about how computers could become “a bicycle for the mind.”⁠2

      The development of the personal computer is often described as a feat achieved by a few geeky engineers working out of their garages, but that’s simplistic. A great deal of the groundwork had actually been funded by national governments, as when, in the 1950s and 60s, the U.S. Department of Defense poured money into companies in California to support the development of the transistor and the integrated circuit.⁠b (It even subsidized housing for tech workers.⁠3) Funding and research also came from companies such as IBM and Xerox, which foresaw that cheaper, smaller, and more powerful computers would make all sorts of business tasks more efficient.

      Still, the new technology provided a great outlet for engineering and coding whizzes who loved surmounting the technical challenges, as well as techno-hippies thrilled by the thought of building machines that would empower users to do all sorts of things, including writing their own software programs, publishing from their desktops, and forming new kinds of communities.

      When I spoke with Robert Gardiner,⁠c a former coder and company co-founder in the financial tech industry, he gave a great sense of the personal rewards:

      
        
        “When I was first exposed to computer programming, it was a revelation to me. You have that impulse to create something, and to see if you can come up with some insight, some deep nature of a problem that lets you implement a solution that may not be the obvious one, but that is elegant. That’s what I was always looking for: the opportunity to think very deeply about a particular prob­lem and to build something that both solved the problem, and revealed the deep structure of it. It’s like woodworking—like, I built this beautiful table. The satisfaction of conceiving of that and building it is what got me into this. (And the fact that people would pay me to do it—that was pretty good too!)”⁠4

      

      

      Such early enthusiasm about computers carried over into excitement about the fledgling internet, the network devised to link the machines, which was first developed with another positive intention: to make it easier for academic researchers to share their work. Once the standards encoded in the World Wide Web furthered the ease of connection, the technology was adopted by millions of users, inaugurating an era of radical change.

      Never before the advent of digital technologies had it been so easy, fast, and cost-free to copy pieces of information; never before the internet had it been so easy, fast, and cost-free to very widely disseminate them.

      Steven Johnson, who was involved in early internet ventures such as the online magazine FEED, has said that, “The web had promised a new kind of egalitarian media, populated by small magazines, bloggers, and self-organizing encyclopedias; the information titans that dominated mass culture in the 20th century would give way to a more decentralized system, defined by collaborative networks, not hierarchies and broadcast channels.”⁠5 Dur­ing its earliest days, users began to form communities on cyber bulletin boards where they could share computing tips and chat about all sorts of other interests, from gaming to gardening to fanatical appreciation for the Grateful Dead.

      “Idealism and utopian dreams pervaded the industry,” recalls McNamee.⁠d “The prevailing view was that the Internet and World Wide Web would make the world more democratic, more fair, and more free.”⁠6

      As I mentioned, the U.S. military funded a lot of the initial research, largely through its Advanced Research Projects Agency. Explains journalist Ben Tarnoff:

      
        
        “While ARPA had wide latitude, it still had to choose its projects with an eye toward developing technologies that might someday be useful for winning wars. The engineers who built the internet understood that, and tailored it accordingly. That’s why they designed the internet to run anywhere: because the US military is everywhere. […] The reason the internet can work across any device, network, and medium—the reason a smartphone in Sao Paulo can stream a song from a server in Singapore—is because it needed to be as ubiquitous as the American security apparatus that financed its construction.”⁠7

      

      

      Military needs, the idealism of hippies, and the problem-solving mindset of engineers were all important drivers, but we haven’t yet touched on one of the most crucial factors that enabled the creation of the internet. Tech journalist Paulina Borsook, who witnessed its early rise, explained that:

      
        
        “The aspect of the Arpanet that gets overlooked, […] which is an indirect effect of it having been a government project, is that [it] did not have to make money, create return on investment, or demonstrate clear commercial utility. That it became clear within a few years that people just loved sharing information, quick as a bunny, through the wonder of electronics—turned out to be an insight that thousands of people would be able to make money off in decades afterwards. But the Arpanet was sheltered from commercial pressures; in fact, in its first fifteen years, com­mercial traffic was strictly forbidden on it. Venture capital would not have funded its revolution-for-the-hell-of-it. The guys who worked on it weren’t necessarily thinking of its applicability to the Outside World, of markets, of quick payback. They had the time and space and freedom of a decade or more to argue and futz around and tinker and bicker for the joy of creating something they found fun and worthy, and ended up creating an institution of technology intersecting with people—the Net—that you can only admire.”⁠8

      

      

      The Age of the Internet began with a period of great excitement—of joy, really—when it seemed that people could create an incredible new vehicle for decentralized, peer-to-peer sharing. Most amazingly, perhaps, it was—except for the cost of a computer, a little electricity, and a dial-up connection—totally free.
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      Sadly, this period of viewing the Web as a harmonious, noncommercial, and user-centered forum did not last long.

      Legal scholar Tim Wu describes a trend that he calls the Cycle: “History shows a typical progression of information technologies: from somebody’s hobby to somebody’s industry; from jury-rigged contraptions to slick production marvel; from a freely accessible channel to one strictly controlled by a single corporation or cartel—from open to closed system.”⁠9

      In the case of our new digital technologies, the results of this cycle have been stunning. As Steven Johnson put it in 2018, “Twenty years after the Web first crested into the popular imagination, it has produced in Google, Facebook and Amazon—and indirectly, Apple—what may well be the most powerful and valuable corporations in the history of capitalism.”⁠10

      How was that possible? How could a medium based on free exchanges of information and ideas between users end up enabling a few entrepreneurs to make such vast fortunes?

      For Amazon, the answer was to use the internet for selling products. For Apple, it was to use strong engineering and design—and clever marketing—to sell popular internet-connectable hard­ware.

      But many internet-based companies—such as Google and Facebook—gave their services to users for nothing. How could they ever get rich by doing that?
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      As someone who has often conducted Google searches as many as fifty times a day, it pains me to write this next section. In the past, I thought of the company as a benevolent business. How could you not like a company that provides such an incredibly useful free service, and that had the motto Don’t Be Evil written into its original corporate code of conduct?⁠e

      Originally named BackRub, believe it or not,⁠f the company was founded in 1998 by two Stanford Ph.D. students named Larry Page and Sergey Brin, who did a brilliant job of creating an internet search engine. That same year, they presented a conference paper in which they warned that, “We expect that advertising-funded research engines will be inherently biased towards the advertisers and away from the needs of the consumers,”⁠11 so they decided that their new website would be ad-free.

      As users typed in queries, the company’s workers gathered data about what they were looking for, and used that information to improve the search capabilities. Their product definitely worked. The problem, from the perspective of investors in the fledgling company, was that it wasn’t making money.

      Brin and Page had figured that their company might earn revenue by licensing their software to others. When they took on backing from venture capitalists, though, the hard-nosed businessmen didn’t think that sounded like a way to bring in a big-enough return on investment. A common V.C. move in those days was to prod a startup to bring on “grownups”—mature, experienced businesspeople—to help its young visionaries run their companies. For Google, these were people such as Eric Schmidt, the company’s CEO from 2001-2011. (In the case of Facebook, the chief adviser was Sheryl Sandberg.)

      “Page and Brin had been reluctant to embrace advertising,” notes Harvard professor Shoshana Zuboff, “but as the evidence mounted that ads could save the company from crisis, their attitudes shifted. Saving the company also meant saving themselves from being just another couple of very smart guys who couldn’t figure out how to make real money, insignificant players in the intensely material and competitive culture of Silicon Valley. […] Brin had his own take: ‘Honestly, when we were still in the dot-com boom days, I felt like a schmuck. I had an internet startup—so did everybody else. It was unprofitable, like everybody else’s’.”⁠12

      For its first few years, the internet had not been seen as a way to make “real money”—or any financial profit. Only government agencies and universities could use it. From 1986 on, most of the traffic ran on a network, NSFNet, created by the National Science Foundation, where commercial uses were prohibited. The public was first allowed to access it at the end of the 80s, and its use was greatly accelerated by Tim Berners-Lee’s invention of the World Wide Web in 1991. That was also the year when the NSF lifted its restrictions on commercial use,⁠13 and it didn’t take long for entrepreneurs to start figuring out how to financially exploit the Web.

      As the first internet service providers (such as CompuServe and MCI) and the first browsers (such as Mosaic and Netscape Navigator) began to gain users, sharp-eyed businesspeople saw two main opportunities: to use the Web as a vehicle for selling things,⁠g and to use it as a vehicle for selling ads.

      As we’ll soon see, that second choice would have massive negative unintended consequences.

      In 1993, a website called Global Network Navigator sold the first clickable display ad to a Silicon Valley law firm.⁠14 The next year saw the first commercial spam⁠h message, when a couple who practiced immigration law in Arizona emailed an ad to 6,000 usegroups.⁠15 The new advertising market spurred a commercial frenzy that has often been likened to the California Gold Rush. In August of 1995, before it had even earned a dime of profit, Netscape made an initial public offering on Wall Street, and it was valued at 2.9 billion dollars. The Dot-com Boom was on, a period of financial speculation that raised the value of internet-based companies to wild (and often absurd) heights. Early Google em­ployee Heather Cairns recalled what those days were like: “Going public. Being rich. Going public. Going public. That was really on the forefront of so many people’s minds.”⁠16

      “After a while, the whole thing became more sharp-elbowed,” remembers former Facebook product manager Antonio Garcia Martinez. “It wasn’t hippies showing up anymore. There was a lot more of the libertarian, screw-the-government ethos. That whole idea of move fast, break things, and damn the consequences.”⁠17
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      Prior to this moment, advertising had been around for quite a while, of course, but its use had been relatively scattershot. An ad on network TV sprayed out to millions of people—to potential customers, it was hoped, but also to many viewers who might have no interest in the product. It was possible to focus the reception of the ads more than that—a company that sold guitars, for example, could place an ad in a guitar players’ magazine—but many companies had to drop their lures in front of big, undifferentiated masses of people, and hope for the best.

      Beginning in 2000, business-minded executives at Google realized that, while conducting their searches, their users were unwittingly providing reams of data that went far beyond the information needed to improve the search process. They were revealing where they lived, what their hobbies were, their preferences and affiliations. The execs realized that this “surplus” data could be exploited to give the company a whole new profit center: it could promise advertisers that each user could be shown enticements specifically tailored to their tastes and interests. To people in the ad business, this seemed like the fulfillment of their wildest dreams, and it soon became the core of Google’s business, enabling a powerful new economic engine that Professor Zuboff has termed surveillance capitalism.

      By now, the technology has grown remarkably sophisticated, using a technique called programmatic advertising, which was cre­ated by Brian O’Kelley, who was the chief technical officer of the Right Media Exchange, a platform for targeting audiences and monetizing digital media. When you click on a web page, he explains, that action generates a cookie, a little text file that identifies your specific computer. Then an auction is held. The platform selling the ad space sends the cookie “out to maybe a hundred, maybe more, different firms, and they say, ‘How much will you pay to buy this ad spot for this cookie right now?’ They are then merging that with any historical data they know about you that they’ve purchased from various vendors, […] doing anything they can to match it with something that tells them more about you. […] All this is happening, in this blink of an eye, between when the website loads and the ad loads.”⁠18⁠,i (In other words, when you and I load the same web page on our different devices, we may be presented with completely different ads. If you have kids, they may see different ads as well.)

      This information vacuumed out of users was enormously valuable to Google, and to other companies that were able to extract it. For example, tech journalist Geoffrey notes that “in 2013, the average American’s data was worth about $19 per year in advertising sales to Facebook, according to its financial statements. In 2020, your data was worth $164 per year.”⁠19 By 2021, the company saw its market valuation rise above a trillion dollars.⁠20

      As they developed this financial model, the Big Tech companies made a major conceptual shift. Originally, there had been an implied contract between the companies and their users that said, in effect, You share your data with us and we’ll use it to improve your experience on our site. That’s what good companies do: they serve their customers. But Google or Facebook users are not really “customers,” since they don’t pay anything. Companies that buy ads do.

      “This new market form,” says Zuboff, “declares that serving the genuine needs of people is less lucrative, and therefore less important, than selling predictions of their behavior.⁠j […] This changed everything.”⁠21

      Let’s start building our Wheel. The use of adverti­sing as the main source of revenue for a digital platform is one factor.

      The demotion of users from the center of a com­pany’s considerations to the periphery is another.

      Advertisers pay tech companies when users click on their ads. This means of earning is known as PPC marketing, for “pay-per-click,” and it has hugely shaped the content that now floods the Web. Documentary filmmaker and activist Astra Taylor points out that, “The dominant economic model compels the quest for hits and clicks, encouraging content farm logic—search engine-optimized headlines, page-view-baiting slide shows, irresistibly shared top-ten lists, image-heavy posts, bite-size webisodes, TV-style video promotions, and so on.”⁠22

      As Jeff Hammerbacher, a software coder and one of Facebook’s earliest hires, succinctly put it, ‘The best minds of my generation are thinking about how to make people click ads. That sucks.’”⁠23
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      The promotion of trivial content in order to lure people into clicking on ads may seem like a trivial problem, but as we’re about to see, the choice to make advertising the internet’s engine of profit had a number of dire consequences.

      First, though, let’s look at another reason why the ad-based model has shaped the modern internet. Personalized targeting was one way to raise the PPC metric, but another was to boost the overall number of viewers for the ads. Social media platforms pro­vided an amazingly cheap and effective way to do that.

      By way of contrast, let’s look at an older business model. Sears, Roebuck and Co. was founded in 1893, and at first it operated as a mail-order catalog enterprise. It took 18 years for it to become a public company, 32 years before it began opening retail stores, and about a century before it became the largest retailer in the U.S.⁠24 Along the way, it had to rely on the old-fashioned infrastructure of physical mail delivery, and then it had to expand physically, store by store, across the nation. For Sears to grow into a massively successful company, it needed to hire an enormous number of employees, from mail order fulfillment teams to store clerks to corporate office workers.

      Facebook, founded in 2004, gained six hundred million users within six years,⁠25 and almost three billion by 2023.⁠26 And because social media companies relied on the internet, rather than physical factories or stores, once they put their basic software in place, they could generate wild increases in the number of users with little rise in costs, including the cost of labor. (WhatsApp, for example, had a total workforce of just 55 people when Facebook acquired it in 2014—for 19 billion dollars.⁠27)

      These companies were relatively easy to grow because they were based on building networks of users, and they benefited from a principle known as Metcalfe’s Law, which says that a network’s value increases exponentially with the number of people in it. That influenced the business model of the budding Silicon Valley, in which investors put a lot of pressure on companies to show extreme growth—a major spoke within our Wheel.

      Big Tech founders found ingenious ways to get their users to do much of the work of creating that growth. Remember Tom Sawyer and the famous episode in which he convinced his pals to help him paint a fence for free? Mark Twain would have been astounded to see how social media companies have advanced the technique.

      Every time we ask someone if they’ll be our Facebook friend, or we follow someone on another platform, we’re helping a fabulously wealthy company build its user network, and we’re doing that labor for free.

      Every time we post something on Instagram or TikTok, we’re creating content for the platform, and we’re doing that labor for free.

      Every time we share someone else’s post on any of these platforms, we’re helping the company distribute its content, and we’re doing that labor . . . you guessed it . . . for free.

    

    
      
        
        

        
          
a Again, I’ll note that they were not all based in California, or in the U.S. For example, British computer scientist Tim Berners-Lee invented the World Wide Web while working at CERN, the European Organization for Nuclear Research, in Geneva, Switzerland.

          

          
b The boom in electronic computation had actually begun during World War II, moved forward by work for defense industries by scientists such as Alan Turing and John von Neumann. (https://www.cs.cmu.edu/~tcortina/15292s17/lectures/WWIIAndTheAdventOfModernComputing.pdf)

          

          
c By request, this is a pseudonym, the only one I have used in this book.

          

          
d As Columbia University professor Tim Wu points out in his book The Master Switch: The Rise and Fall of Information Empires, this kind of idealism was also expressed by the early creators and users of radio: “In the magazines of the 1910s you can feel the excitement of reaching strangers by radio, the connection with thousands, and the sheer wonder at the technology.” (p. 37)

          

          
e It removed the phrase in 2018. (https://gizmodo.com/google-removes-nearly-all-mentions-of-dont-be-evil-from-1826153393)

          

          
f According to Business Insider, “They called it this because the program analyzed the web’s ‘back links’ to understand how important a website was, and what other sites it related to.” (https://www.businessinsider.com/the-true-story-behind-googles-first-name-backrub-2015-10)

          

          
g Journalist Jenny Kleeman has pointed to one group of entrepreneurs who found another way to use this new medium for making money, and made major contributions to its development: “Online pornography pushed the growth of the internet, transforming it from a military invention used by geeks and academics to a global phenomenon. Pornography was the motivator behind the development of streaming video, the innovation of online credit card transactions, and the drive for greater bandwidth.” (From “The Race to Build the World’s First Sex Robot,” Apr. 27, 2017 in TheGuardian.com, https://www.theguardian.com/technology/2017/apr/27/race-to-build-world-first-sex-robot)

          

          
h This soon-ubiquitous use of the internet was thus labeled in homage to a hilarious sketch by the British comedy troupe Monty Python.

          

          
i When we’re looking at who is making such surveillance possible, it’s easy to just point fingers at corporations such as Facebook and Google, but Antonio Garcia Martinez argues that “the role of modern-day Big Brother is actually played by companies you’ve likely never heard about. Companies with names like Axciom, Experian, Merkle, and Neustar (among others).” (Chaos Monkeys. P. 384)

          

          
j That is, the tech companies promise advertisers that the personalized targeting would make users more likely to buy.
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            Clicks And Consequences: Psychological And Social Effects

          

        

      

    

    
      
        
        Welcome to the internet

        What would you prefer?

        Would you like to fight for civil rights or tweet a racial slur?

        Be happy

        Be horny

        Be bursting with rage

        We got a million different ways to engage

        —Bo Burnham, from his song “Welcome to the Internet”⁠1

      

      

      

      As if extracting our data and exploiting our labor weren’t enough, the Big Tech companies have done one more big thing to suck value out of us.

      In my gym, I watch many patrons compulsively check their smartphones in the seconds between every workout set. I have gone to a Broadway show and seen the audience light up like a field of fireflies the second the intermission started, and then watched the ushers have to go around and literally beg people to turn their phones off—after the next act began. I stood on the edge of a lake in the middle of Brooklyn’s gorgeous Prospect Park and saw a bunch of rented paddle boats drifting aimlessly because all the people aboard were too enraptured by their phones to paddle or steer.

      Aside from providing advertisers with vast networks of individually targeted users, social media companies can also promise that they’ll keep those users riveted to the websites and apps displaying their ads. This is a book about unintended consequen­ces of technology, but perhaps no consequence has ever been more fervently intended. Sean Parker, the first president of Facebook, said this quiet part out loud when he admitted that:

      
        
        “The thought process that went into building these applications, Facebook being the first of them to really understand it, that thought process was all about: ‘How do we consume as much of your time and conscious attention as possible?’ And that means that we need to sort of give you a little dopamine hit every once in a while, because someone liked or commented on a photo or a post or whatever. And that’s going to get you to contribute more content, and that’s going to get you more likes and comments. It’s a social-validation feedback loop, exactly the kind of thing that a hacker like myself would come up with, because you’re ex­ploiting a vulnerability in human psychology. The inventors, creators—it’s me, it’s Mark, it’s Kevin Systrom on Instagram, it’s all of these people—understood this consciously. And we did it anyway.”⁠2⁠,a

      

      

      To boost our attention (and thus their ad sales), they added a host of features designed to keep us glued to our screens, such as the red dots that tell us we have a new message (2001), the Like button (2009), and push notifications from apps (2009). And who among us can resist clicking on a link after we’ve been told that we’ve been photo-tagged (2011)? These days, not only are we falling into our phones, we’re never hitting bottom. That boundless appetite was encouraged by Aza Raskin, the interface designer who invented infinite scrolling (2006).⁠b

      The Share button (2010) gave companies a unique economic twofer. As journalist Chris Hayes puts it, “I view and then I share. I view and then I share. […] The genius of this innovation from a business standpoint is that it creates two opportunities for attention to be captured and monetized.”⁠3

      The lure of all these features is so powerful that our phones seduce our attention even when they’re not on. In one study, researchers observed one hundred pairs of test subjects engaged in conversation. Half had their phones visible nearby. Even though they didn’t use them during the experiment, the authors found that, “The mere presence of mobile phones inhibited the development of interpersonal closeness and trust, and reduced the extent to which individuals felt empathy and understanding from their partners.”⁠4

      My students glance anxiously at their phones when they place them in view, and that’s why I ask them to stow them away. It’s not hard to see why they have a hard time complying: they’ve been subjected to all sorts of psychological tricks devised to keep them fixated on their screens. And they are fixated, even if that doesn’t feel enjoyable or satisfying.
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      The designers of the attention-grabbing features achieved their intended result, but it has had all sorts of unintended effects.

      For one thing, our new digital technologies fragment our attention. We may believe that we’re able to focus on more than one thing on a time, such as texting while working on a project, but researchers have shown that such bouncing around renders us less efficient and more likely to make mistakes.⁠5

      On the other hand, there are times when lack of focus can be a good thing. As a writer, some of my most productive moments come when I’m doing some simple physical activity, like taking a shower or strolling aimlessly, and I can let my mind roam free. I couldn’t write novels if I didn’t daydream. As a writing teacher, I worry about my students who are staring at their phones in every free moment: are they giving their subconscious minds the chance to percolate ideas?

      Natalie Goldberg, a Zen Buddhist best known for her book Writing Down the Bones, wrote about attending a luncheon at which she chatted with a bunch of young software engineers:

      
        
        “In truth, I was disappointed that all of this technology was discovered in my lifetime. It seemed to make time busier, more complicated, as if the functions of the mind, the beat of thought I’d come to depend on for my years of sitting and writing practice, no longer applied. I understood how the brain made poetic leaps, how it could juxtapose seemingly dissimilar objects, people, rivers, fruit, how you could reach into the center of the source and discover a vast emptiness that was full and abundant. But the rhythm of the minds partaking of this meal felt jagged, even severed in some places, as though natural mind waves had been broken.”⁠6

      

      

      Another manifestation of change in our habits of mind is the fact that—as anyone who has glanced at Instagram or TikTok recently can attest—our digital technologies have enabled a remarkable blooming of narcissistic behavior, as with the invention of the user-facing phone camera.⁠c Soon after, developers began creating digital “beauty” filters, and now social media is inundated with the phenomenon of “influencers,” egomaniacs who bombard users with images of themselves.⁠d That’s part of the reason why social media has proved especially damaging for adolescent girls: the flip side of self-admiration is the anxiety that comes from constantly comparing your looks with those of others—and constantly feeling that you can’t measure up.

      Boys are vulnerable too. Social psychologist Jonathan Haidt has noted that though the smartphone was originally designed as “a digital Swiss Army knife that you pull out when you need something,” with the advent of social media, it became “a portal that […] that companies now can use to get to you, as a child. Without your parents’ permission or knowledge, they can get to you. They can send you notifications. They can try to get you to stop your homework and: Come—look at what someone just said about you.”⁠7

      Indeed, social media has proved a perfect medium for bullying. Computer scientist Jaron Lanier says that when he talks to young people about it, he is “always struck by the endless stress they put themselves through. They must manage their online reputations constantly, avoiding the ever-roaming evil eye of the hive mind, which can turn on an individual at any moment. A ‘Facebook generation’ young person who suddenly becomes humiliated online has no way out, for there is only one hive.”⁠8

      In his book The Anxious Generation: How the Great Rewiring of Childhood Is Causing an Epidemic of Mental Illness,⁠9 Haidt lays out a number of other problems with smartphones and social media, including how they make pornography easily available to children who are too young to deal with it, and how they encourage them to spend so much time alone, where they’re unable to develop valuable social skills that have traditionally been gained through direct play with other kids.

      Haidt presents evidence showing a particularly large spike in adolescent mental illness between 2010 and 2015. What else happened during that period? It saw major increases in the availability of high-speed internet,⁠10 the percentage of children owning smartphones,⁠11⁠,e and kids’ use of social media. Silicon Valley leaders had introduced a slew of technologies that cycloned together in a perfect storm that’s still battering the psyches of children around the world today.
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      The developers of Big Tech are also affecting our brains in other ways, because the competition for our attention is so intense that they’re finding increasingly extreme ways to win it. If you use social media, you may have noticed that your feeds show you videos of people suffering extreme falls, or making offensive statements, or fighting with each other in airplane aisles. I look at those videos and find myself wincing or gasping, or feel my blood begin to boil.

      That’s no accident. Roger McNamee explains that, “Getting a user outraged, anxious, or afraid is a powerful way to increase engagement. Anxious and fearful users check the site more frequently. Outraged users share more content to let other people know what they should also be outraged about.”⁠12

      Others are nudged toward harming themselves. In 2021, a Facebook internal investigation showed that Instagram’s algorithms pushed girls looking for fashion and diet tips toward content promoting eating disorders such as bulimia and anorexia.⁠13⁠,f⁠,g This didn’t happen because anyone who worked at Facebook had any intention of harming adolescent girls; it was simply a function of automated computer algorithms embedded in the app. One said, If a user looks at posts about this, show them more posts about it. A more dangerous one directed: If a user looks at posts about this, show them more extreme posts about it.

      And this is another spoke in our Wheel: algorithms that automatically push users toward more intense engagement with a platform or product can push us toward bad unintended consequences.

      A 2023 lawsuit provided evidence that Mark Zuckerberg ignored urging from some of his own top executives to do more to address their role in problems such as bullying, harassment, and teen suicide.⁠14 This is also a common Wheel trait: a willingness of tech leaders to ignore evi­dence about how their products are causing (or might cause) harm.

      These apps assail adult psyches too. The amazing thing is that we stare at our screens even though our time on them often leaves us feeling us bad. Psychologist Katy Cook notes that “study after study tells us that social media is negatively correlated with wellbeing and life satisfaction, and is associated with increased levels of negative emotions, loneliness, and depression.”⁠15 And though the time we spend on the Web can divert us from some worries,all  too often it “leaves us constantly on alert, suffering from heightened cortisol levels, and feeling increasingly overstimulated, anxious, and distracted.”⁠16

      Receiving a Facebook or Instagram Like does make us feel good, at least for a few seconds, because it rewards a dopamine-inspired desire,⁠h but Cook makes an important distinction between this hormone and serotonin, which is stimulated by things like exercise, a healthy diet, sunlight, and human touch: “Dopamine is addictive, short-term, visceral (meaning it’s felt in the body), self-perpetuating, and is generally a solitary experience. Perhaps the most important feature of dopamine is that it always makes us want more dopamine. Serotonin, by contrast, is non-addictive, long-term, ethereal (meaning it’s experienced in the mind, not the body), is generally a shared experience, inspires leadership and generosity, and is associated with contentment.”⁠17
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      When Big Tech companies use extreme techniques to mo­no­polize our attention and addict us to their products, they add another spoke to our Wheel. They keep us glued to their platforms so they can sell our attention to companies that want to show us ads. While we’re there, they extract data from us so that they can get better at targeting more ads. It's a vicious cycle: Draw our attention in; suck our data out.

      Despite the evidence of harmful effects, many of us still feel that we can ignore these operations. Every time a newspaper runs an article about how Big Tech companies are forcing our attention and invading our privacy, I scan the reader comments and find that many users don’t see cause for alarm. Why should I care if they’re looking at my data? one will write. I’m not doing anything I need to hide. Or, We’re grownups here. If I don’t like Facebook, all I have to do is quit it.

      If only it were that easy. Tech journalist Geoffrey Fowler spent some time looking into how Facebook collects data. Pretty much everyone now knows that it reaps information from you when you’re on its site. But the company “is so big,” he wrote in 2021, that:

      
        
        “It has persuaded millions of other businesses, apps, and websites to also snoop on its behalf. Even when you’re not actively using Facebook. Even when you’re not online. Even, perhaps, if you’ve never had a Facebook account. Here’s how it works: Facebook provides its business partners tracking software they embed in apps, websites, and loyalty programs. […] Among the 100 most popular smartphone apps, you can find Facebook software in 61 of them. […]. Facebook also has trackers in about 25 percent of websites. […] Over two weeks, Facebook tracked me on at least 95 different apps, websites and businesses, and those are just the ones I know about. It was as if Facebook had hired a private eye to prepare a dossier about my life.”⁠18

      

      

      Many digital features that are presented to us as conveniences are actually Trojan Horses: hidden inside are means for companies to track us. For example, when we can use a Facebook or Google button to sign in to some unrelated website, we think, “How nice that they’re providing this helpful feature!” In reality, they’re expanding their data-grabbing reach.

      Let’s mark this as another characteristic of the Wheel: when tech executives promise that their latest technology will offer users greater convenience, they’re often planning to use that technology to ex­tract something from us, such as personal data or unpaid labor.

      It’s not just Facebook and Google who are tracking us, and it’s not just happening on the Web. Big Tech’s data-gathering operations are oozing beyond the confines of the internet, into what has traditionally been known as the “real world.” Many tech entrepreneurs are turning their attention to a whole new source of data gold: what’s known as the Internet of Things, which connects all sorts of physical objects to digital monitors. They present this with the promise of greater efficiency, but even objects that are supposed to make it easier to sleep better (SleepNumber beds) or control the temperatures of our homes (Nest thermostats) or provide us with entertainment (smart TVs) can enable the surreptitious gathering of information about our behavior. In 2017 the iRobot company made news when its CEO told Reuters that it planned to make extra revenue by having its Roomba vacuum cleaners map floor plans of customer’s homes, which it could sell to other companies.⁠19

      When the companies that make these devices sell our personal data to advertisers, we’re often oblivious that this is happening; if we’re told, the information is often buried deep inside legal privacy notices that are too long and dense for most people to deal with. (When was the last time you read one of those all the way through?) We’re also unaware because the transactions are happening in such a frictionless way. As computer scientist Dipayan Ghosh puts it, “Customers do not experience the collection of their data or the sale of their attention; they have simply downloaded all of their favorite apps, apparently for free.”⁠20

      To potentially make matters worse, A.I. chatbots have already become incredibly skilled at gathering and synthesizing information from data sets such as the contents of the internet. When we interact with them, they are applying the same techniques to us. As they get to know us, they become increasingly chummy, overcoming our defenses as though we’re confiding in a friend. As journalist Vauhini Vara argues, “The stage is set, then, for the next phase of Big Tech’s ever-deepening exploitation of the natural human desire for information, connection and well-being.”⁠21 (Not to mention the ultimate micro-targeting of ads.)

      As if all of this were not alarming enough, tech engineers are now developing a technology called affective computing, which will enable our phones and other devices to scan our faces and/or bodies in order to discern our emotional states and identify when we might be particularly vulnerable to sales pitches.⁠22

      Until recently, I smugly thought, I don’t care if Facebook or Google shows me ads. I’m the kind of person who doesn’t pay attention to advertising. And then I decided to buy some apartment renter’s insurance, and noticed that the only companies I was considering buying it from were the ones that had been barraging me with TV commercials for the past few years. Humbled, I looked at my underwear drawer (hello Calvin Klein), my medicine cabinet (hello Colgate) and my refrigerator (hello Heinz ketchup). I’m sure there are small companies that make even better toothpaste and ketchup, but I didn’t buy from them because they couldn’t compete with the ad budgets of the mega-corporations.

      If I have proved so susceptible to relatively crude TV ads, how well am I going to be able to resist when companies use facial recognition technology to see when I look sad, and take the opportunity to sell me something sweet?

      
        
          
            [image: ]
          

        

      

      These attempts to influence us are only getting more extreme. Not content to simply collect data, Big Tech executives are now focusing on “actuation,” which is designed to push us toward certain behaviors. Have you noticed that when you visit a new website these days, it will often ask if it can have permission to access your location—even if that has nothing to do with the functioning of the site? That’s because location data can be sold to other companies, and it has become increasingly valuable. If those companies know where we are, they can send us ads as we pass stores to urge us to enter, and soon they may even be able to activate personalized holographic ads that will seem to materialize around us.⁠23

      “Your smartphone can broadcast your exact location thousands of times per day, through hundreds of apps, instantaneously to dozens of different companies,” noted a New York Times op-ed titled “Total Surveillance Is Not What America Signed Up For.” “Each of those companies has the power to follow individual mobile phones wherever they go, in near-real time. That’s not a glitch in the system. It is the system. If the government ordered Americans to continuously provide such precise, real-time information about themselves, there would be a revolt.”⁠24

      Imagine what a future Stalin or Mao could do with that level of monitoring.

      Actually, we don’t have to imagine bad political effects of these technologies.

      They’re already here.

    

    
      
        
        

        
          
a Over the past couple of decades, thousands of Stanford students have taken a course given by social scientist B.J. Fogg called Persuasive Design, in which he reveals how to use psychological techniques to get people to do what you want—and then those young people have gone on to careers all over Silicon Valley, where they embedded those techniques into our devices. Another prominent teacher and tech consultant is Nir Eyal, who actually wrote a book called Hooked: How to Build Habit-Forming Products.

          

          
b Years later, repentant, Raskin became an activist for the ethical design of tech.

          

          
c The first one was released in 1999, although the selfie trend didn’t really take off until the 2010 introduction of the first Apple phone with one, the iPhone 4.

          

          
d I can only find one positive thing to say about these people, which is that at least they have gotten social media platforms to share some of the profit derived from user-posted content.

          

          
e With desktop computers, kids only spent a limited amount of time on them, at home; with portable smartphones, they can access the internet anywhere and anytime. (As many teachers have been chagrined to witness.)

          

          
f Facebook (now Meta) owns Instagram.

          

          
g Of course this is just anecdotal evidence, but one of my college students estimated that 70 percent of the girls in her high school had suffered from eating disorders, and she attributed this to the negative effects of TikTok and other social media platforms.

          

          
h Contrary to a popular misconception, dopamine doesn’t deliver the actual burst of pleasure, but rather boosts a craving for such rewards, and the motivation to seek them out. (https://mhanational.org/what-dopamine)
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