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The last time I saw Dorva, my mother, she was lying in a box. I wanted to know why she didn’t open her eyes, why she had stopped talking to me, and why they took her away shortly after, never to be seen again. Being only five years old, I blamed myself for her death. I’d been too naughty, often soiling my dress, walking in the mud with my brand new shoes, and not eating when she asked me to. Her death planted in me an existential fear: if those who cared for me ever stopped loving me, I might not survive. That fear shaped me into a people-pleaser terrified of abandonment, hyperaware of danger, and always scanning strangers’ hands for hidden threats.

As I grew, friends, neighbors, and teachers made life feel safer into my expanded world. But my innate trust and that deeply ingrained need to please made me vulnerable to exploitation. In Brazil, where appearances often overshadow integrity, so-called "friends" stole from me designer clothes, imported gifts, even cash slipping into my home when I wasn’t there. Disappointed, I ended friendships and reduced access to my apartment. Luckily, I was financially self-sufficient and didn’t depend on anybody for anything. Working as a psychologist for a prestigious organization in Brazil, many businesses chased me, offering free goods and services, including travel, fashion, and shoes, and also inviting me as a keynote speaker for several conferences. In return they asked permission to add my name and the name of the organisation I worked for, a marketing strategy to sell more than the competition. I was always surrounded by people, sometimes more than my time would allow for.

When I thought I had learned to read body language and identify kleptomaniacs before they acted, a new threat emerged: the digital predator. Online, scammers swarmed, wasting much of my time. One crossed from cyberspace into my reality and created havoc in my life. A certified psychopath, he drained thousands from me. Some still question whether it was consensual. Financial abuse leaves scars that no bank statement can ever truly capture. I know the shame of working full-time yet having nothing to eat, because a predator took everything. 

That’s why I vowed to expose romance scams to spare others from this devastation. This book starts where the trap does: online. Stop it there, and we’ll prevent the pain. But to understand the trap, you must first understand its sheer size and scope. This isn't a niche crime; it's a global epidemic 1.

The Scam Playbook

The most common scheme? Catfishing. Scammers craft flawless personas stolen photos of bodies akin to Greek gods; fake names; lavish lifestyles, luxury cars, mansions, and extravagant holidays to lure those craving love. Their targets aren’t just the lonely; they prey on people like me, whose past primed them for exploitation. But awareness is armor. 

Global Online Dating App Usage (2025)

Approximately 462.5 million people worldwide are expected to use online dating services by 2029, with a user penetration rate of 5.7%1, which is more than 26 million people at risk of becoming victims; a problem of unimaginable scale. Law enforcement and other victim support efforts still taking their first steps toward addressing it.

As of 2025, 39% of U.S. adults have used online dating platforms, with 7% actively using them. Younger demographics dominate usage:


❖  65% of adults aged 18–29 have tried online dating.

❖  16% of 18–29-year-olds are current users, compared to just 4% of those 65+.



The potential for harm spans all age demographics.

Catfishing and Romance Scams (2025)

Prevalence:


❖  9% of Americans (1 in 11) report being catfished, with higher rates among younger adults (14% of 18–29-year-olds)2,. While this age group tends to be technologically savvy, the statistics are far from zero.

❖  20% of adults under 30 know someone who has catfished others 2. When a crime becomes this come, there is a risk of it becoming normalized as acceptable criminal behaviour. 

❖  In the UK, 1 in 10 adults have been catfished or know someone who has, their losses amount on average to £ 8,000 per person, increasing to £19,000 to those 61 or older 3. It’s no different than in the USA, and the consequences can be catastrophic.

❖  In the US, catfishing scams cost victims $141.8 million per quarter in 2022, a 331% increase from 2019 2. As more people reach dating age, they become the most vulnerable age group.



High-Risk Groups:


	
Seniors (70+) lose the most per incident ($30,448 on average), while 20–29-year-olds lose ~$3,679 2. This is both elder abuse and youth exploitation. Although figures are higher for elders, young people work just as hard to save that amount. Scams can give them a bad start in life.


	
Alaska and Nevada have the highest per-capita catfishing rates in the U.S. (11.9 and 11.2 victims per 100,000 people, respectively)2.Possible explanations for this disparity could be the isolated nature of life in Alaska, prompting people to seek connections online, more than in crowded urban centres. Nevada is considered a tourist area, with a transient population, which could make it easy for scammers to craft a narrative of having been there, to connect easily to their victims.


	
In the UK, elders are more likely to be scammed, as they are considered less digitally-savvy; reports of being scammed are more likely to come from men3. Elders are an attractive population, having had time to save money and own assets, rather than younger people who are starting off.



New Zealand


1.  382,900 users are projected to use online dating platforms by 2029, with a 7% penetration rate4.. Life in New Zealand can be lonely, having a rural population living sparsely. Those living in urban centers tend to work long hours, also having fewer opportunities to socialise.

2.  Revenue from online dating is expected to reach US$3.18 million by 2029, with an average revenue per user of US$9.044, making it an attractive market for entrepreneurs. 

❖  Over 50% of New Zealanders find suspicious profiles weekly on dating sites.5 This seems to mirror the scale of the problem in New Zealand, so blatant that half of the population can see it weekly.

❖  63% of those targeted reported financial losses5. This is the game; the scammers’ ultimate goal.

❖  18% reported taking greater risks due to emotions, such as loneliness5. On many occasions, when I felt incredibly lonely, it was like having an organ missing within my body; that void reduced my levels of energy and performance in other areas. I craved going home to a loved one and sharing all about my day, my wins and losses. It’s painful; it’s uncomfortable to be lonely.

❖  Only 47% of users can reliably identify AI-generated profile photos, despite 65% claiming confidence in doing so5. Sadly, many AI products are out of reach because of their prices so, many people haven’t had access to AI software and therefore are unable to see how they work, which makes it difficult to distinguish AI edited material from organic ones. Talking photos can be incredibly misleading and there is much more of this nature about to hit the market.

❖  A loss of 194.2 million to romance scams was reported by Payments NZ in the past year, with an average loss per person of $13,0006. New Zealand is known for its agriculture, horticulture, viticulture, livestock and dairy production. However, it should also top the list of the most compassionate countries in the world. People will literally take the shirt off their backs to help someone in need. So, scammers’ stories hit hard and many can’t help it, but send money. Hopefully, as they raise awareness, their behaviour will change, accordingly.



Australia7


❖  Romance scams cost Australians A$23.6 million last year. Individuals lost an average of A$24,216. Although an outrageously high number, this is not the most debilitating loss. It’s the days missed at work; imprisonment due to forced and sometimes naïve participation in fraud; PTSD; clinical depression; and the destruction of an entire family by the death of a loved one. These losses don’t stop here, they are just too complex to quantify.
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