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INTRODUCTION
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Don’t Be Scammed by Identity Fraud is one of a series of books about scams that are part of the I Was Scammed survey of scams and how to avoid them.  It is included in the complete book: I Was Scammed, along with other books in this series. Following is a brief introduction to how I got involved in studying scams which is included in all of the books in this series.
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How It All Began


[image: ]




I began investigating scams about two years ago when I got caught up in two scams. 

In one case, I was working as a ghostwriter writing book to film reviews and the materials authors needed to present to a legitimate TV/film executive or producer to consider turning their book or script into a film, such as scripts, loglines, synopses, and show bibles. However, in speaking to one author, I discovered that one company had created a scam with imposter executives and producers for a real company to get the authors to pay them to write more and more, but the material went nowhere. The scammers created a phony marketing campaign for them, too, and then the scammers disappeared.
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In the other case, I was the victim due to writing materials for a client I obtained through a ghostwriting service.  But after I had written about half the client’s proposal and he had paid me through the service, he filed a fraudulent chargeback through his bank. Then he stopped communicating and disappeared.  In such cases, the banks normally support their clients, who can readily get away with what’s called a “friendly fraud” chargeback scam, though there is nothing friendly about it.  The result was that the payment platform this ghostwriting service used initially subjected any further payments to me to a 90-day hold for 35% of the funds. Then, it cancelled my account, restored it for a few months, and cancelled it again, before I finally convinced the platform to restore my account, since this was a fraudulent claim by a client who disappeared.

After those experiences, I began investigating to learn more about those scams, and soon I found many more scams targeting writers, and I discovered over 200 merchants who complained that their accounts were unfairly terminated by this same payment platform due to their “friendly fraud” chargebacks.
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Discovering a World of Scams
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As I continued to investigate, the universe of scams exploded like a star in the galaxy.  It seemed like there were a number of a scams in virtually every industry, as devious schemers found different ways to cheat consumers, merchants, producers, service providers, and anyone else connected to that industry. And for the most part, the police, FBI, and other law enforcement agencies would simply take a report should a victim contact them, because the world of scams was too large, with millions of victims losing billions of dollars. And the scammers were very elusive, and often in other states or countries. So for the most part law enforcement would just pay attention if enough victims reported being victimized by a scam, if the media raised awareness about that scam, or an especially powerful person became a victim. 
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An especially powerful image of this world of scams appeared in Bloomberg Businessweek’s July 5, 2021 edition.  It illustrated the frauds reported by the Federal Trade Commission’s Sentinel database, which indicated that there were 4.8 million fraud reports in the U.S. alone, an increase of 43% from 2019, representing many billions of dollars lost to fraudsters each year.  What was especially amazing about this chart is that it listed virtually every industry, as reflected in the graphic below, which an artist designed for me.

There were retail, health-care, tax, and business opportunity frauds; work-at-home, travel, networking, and fake check scams. Just about anywhere you might look in any industry or any activity in everyday life, there would be scam.  

Perhaps a key reason for so many scams is the growing influence of an online economy, even before the pandemic led to lockdowns. As a result, more and more business was conducted between buyers and sellers, customers and merchants, and clients and service providers, who didn’t meet each other face to face.  Instead, they dealt over computers, phones, and emails, so it was easy for individuals to create whatever persona they wanted, and they could connect from anywhere, while pretending to be someplace else if they wished to deceive someone.
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In short, this new high-tech world created the perfect conditions for scams of all kinds to emerge with fraudsters coming up with more and more creative arrangements. Then, as one fraud was exposed, the fraudster could easily move on to another fraud by using a different name or creating another company using a new approach.  And the technology of the internet made it easy to set up a company website to provide a convincing presence with an address in a headquarters building or postal outlet that could be in any city in any country.
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The Major Scams and Stories of Victims in this Book
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Given this vast universe of scams, it is impossible to provide a comprehensive look at all the scams in this universe. Accordingly, I wrote the complete I Was Scammed to look at some of the biggest scams and at the effects of these scams on the victims. 

This book features the section of the complete book dealing with personal identity fraud. It describes how these scams work and how to avoid becoming a victim.  It discusses how to report a scam and possibly gain compensation.  Also, it features the stories of some of the victims, discussing how they got caught up in the scam, how it affected them, and what they lost.  

In featuring these stories, I have created composites drawn from the experiences of a number of victims in order to protect the name and identity of individual victims. I have included the real names of the scam individuals and companies where they have become a subject of public record, but otherwise I have used pseudonyms to avoid being subject to litigation by them—which is another kind of scam: filing suits in order to get compensation from the victims who cannot afford the cost of such litigation.  
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CHAPTER 1: LOSING YOUR PERSONAL IDENTITY
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Many scams occur because scammers are trying to get you to share your personal identity or because they are using your personal identity to scam you or scam others.  
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Description automatically generated]Unfortunately, the scammers have become expert and creative at what they do, especially in disguising their identity when they contact you. They can easily seem to call you or email you from any phone number or email address they choose, and they can create websites that look like the real thing for a big company.  Thus, it can often be hard to determine if a scammer is contacting you or if a communication is coming from a legitimate person or company.

However, there are ways to protect your personal identity from being stolen or used by the scammers, and ways to tell when a scammer is likely to be using a phony identity to scam you.  Plus there are steps you can take if you discover that your identity has been stolen.
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The Growing Identity Theft Problem
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Identity theft is a huge problem, because of the vast number of victims, which has increased as more and more business and communication is conducted online, especially due to the pandemic.  The scammers use all kinds of techniques to get your information directly from you through personal phone calls, texts, and emails; through thefts from your mail or wallet; and through skimming devices when you make a purchase at a store or gas station. But the biggest identity threat is the data breaches of major companies, which reveal the personal information of millions of people at one shot. Then, once the thieves have this data, they share it on a vast black market for stolen data, which has become its own industry—the buying and selling of personal data, including credit card information. And the losses that result are HUGE!
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For example, in 2019, 13 million consumers were victims and lost $3.5 billion in out-of-pocket costs, according to the consulting firm Javelin Strategy & Research, cited in report on Experian.​[1] Another survey reported by Allstate Insurance indicated that the millions of Americans victimized by identity theft has increased about 16% each year.​[2]  

The potential for theft is even greater from the data breaches. In one case, hackers stole the private Social Security information of nearly 80% of working Americans, and other data breaches of private companies and government agencies have affected billions of individuals.  These big data dumps don’t mean that your personal information will actually be used, but some reports suggest that the data of at least 1 in 10 Americans has been used to scam them or others.

Unfortunately, once your personal identity information is stolen and used, it can cost hundreds of dollars, and victims can spend many days repairing their good name and credit record.  Otherwise, with a damaged record, you can experience numerous difficulties from losing out on job opportunities to being unable to get loans for housing or cars because of negative information on your credit report.  Some victims may even get arrested, if a thief commits a crime in their name. 

For example, Thomas was a typical victim, who wasn’t aware that his personal identity was stolen until he discovered charges he hadn’t made on his credit card. Then, he found he couldn’t get a loan to buy a car, because the scammer had gotten other credit cards in his name and had racked up so many disputed bills that his credit was downgraded. Once he realized what happened, it took him over 40 hours to report the fraud to his credit card company, bank, and credit reporting agencies to fix the problem.  
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Description automatically generated]But what happened? How did Thomas lose his personal information to the scammers who wreaked such havoc on his life? As he thought back to what might have happened several weeks before, he considered several possibilities. Maybe the theft had occurred when he was at a table in a restaurant for a family dinner and the waiter took his card to the front to charge it.  Perhaps the waiter or someone at the restaurant had take information from his card.  Maybe the theft happened when he filled up his car with gas and he used his credit card in the machine to charge his purchase.  Possibly a device on the machine had copied data from his card.  Or maybe the theft happened at the ATM when he put his card in to get cash—perhaps a camera overhead recorded information or maybe the identity thief was that man that patiently stood behind him while he made a withdrawal.  Or possibly the problem was one of the many purchases he made online.  

Thomas thought he entered his credit card information into a legitimate site, but maybe one of the small boutique shops he bought some gifts from was a front for getting his information.  Or perhaps the monthly bills he didn’t get in his mailbox could have been taken. When he asked the companies to send the bills again, he hadn’t thought that the mail could have been stolen.  He just thought it might have gotten lost in a snowstorm.  Or maybe his information got taken when there was a data breach of one of the big stores where he once bought equipment many years ago.  Maybe his information was in one of the millions of accounts that got compromised in the breach. 

In the end, Thomas had no idea of how his personal identity might have gotten stolen—just a list of several dozen possibilities, and there could be even more. Unfortunately, that’s the way it is.  There are so many ways that scammers can find out your personal identity these days, and you don’t even know they have it until they use it in one of the many ways that scammers can obtain your personal data.  

How many ways are there? Here are the major ways in which the scammers can obtain your information and later use it in various ways to scam you and others, usually to get money. Then, I’ll discuss what you can do about it.
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