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1 Introduction



1.1 Why build your own VPN

In today’s digital age, online privacy and security have become increasingly important. Hackers and other malicious actors are constantly looking for ways to steal personal information and sensitive data, making it essential to take necessary measures to safeguard our online activities.

One way to enhance online privacy and security is by building your own virtual private network (VPN), which can offer a range of benefits:


	Increased privacy: By building your own VPN, you can ensure that your internet traffic is encrypted and hidden from prying eyes, such as your internet service provider. Using a VPN can be especially useful while utilizing unsecured Wi-Fi networks, such as those found in coffee shops, airports, or hotel rooms. It can help protect your online activities and personal data from being tracked, monitored, or intercepted.


	Greater security: Public VPN services can be vulnerable to hacks and data breaches, which can expose your personal information to cybercriminals. By building your own VPN, you can have greater control over the security of your connection and the data that is transmitted over it.


	Cost-effective: While there are many public VPN services available, most of them require a subscription fee. By building your own VPN, you can avoid these costs and have more control over your VPN usage.


	Access to geographically-restricted content: Some websites and online services may be restricted in certain regions, but by connecting to a VPN server located in another region, you may be able to access content that is otherwise unavailable to you.


	Flexibility and customization: Building your own VPN allows you to customize your VPN experience according to your specific needs. You can choose the level of encryption you want to use, the location of the server, and the network protocol such as TCP or UDP. This flexibility can help you optimize your VPN for specific activities such as gaming, streaming, or downloading, providing a seamless and secure experience.




Overall, building your own VPN can be an effective way to enhance online privacy and security while also providing flexibility and cost-effectiveness. With the right resources and guidance, it can be a valuable investment in your online security.





1.2 About this book

This book is a comprehensive guide to setting up your own IPsec VPN, OpenVPN and WireGuard server. Chapters 2 through 10 cover IPsec VPN installation, client setup and management, advanced usage, troubleshooting and more. Chapters 11 and 12 cover IPsec VPN on Docker and advanced usage. Chapters 13 through 15 cover OpenVPN installation, client setup and management. Chapters 16 through 18 cover WireGuard VPN installation, client setup and management.

IPsec VPN, OpenVPN and WireGuard are popular and widely used VPN protocols. Internet Protocol Security (IPsec) is a secure network protocol suite. OpenVPN is an open-source, robust and highly flexible VPN protocol. WireGuard is a fast and modern VPN designed with the goals of ease of use and high performance.





1.3 Getting started



1.3.1 Create a cloud server

As a first step, you will need a cloud server or virtual private server (VPS) to create your own VPN. For your reference, here are some popular server providers:


	DigitalOcean

	Vultr

	Linode

	OVH

	Hetzner

	Amazon EC2

	Google Cloud

	Microsoft Azure



First, choose a server provider. Then refer to the tutorial links or example steps for DigitalOcean below to get started. When creating your server, it is recommended to select the latest Ubuntu Linux LTS or Debian Linux (Ubuntu 24.04 or Debian 12 at the time of writing) as the operating system, with 1 GB or more memory (RAM).


	How to set up a server on DigitalOcean

	How to create a server on Vultr

	Getting started on the Linode platform

	Getting started with an OVH VPS

	Create a server on Hetzner

	Get started with Amazon EC2 Linux instances

	Create a Linux VM in Google Compute Engine

	Create a Linux VM in the Azure portal



Example steps to create a server on DigitalOcean:


	Sign up for a DigitalOcean account: Go to the DigitalOcean website (https://www.digitalocean.com) and sign up for an account if you haven’t already.


	
Once you’re logged in to the DigitalOcean dashboard, click the "Create" button in the top right corner of the screen and select "Droplets" from the dropdown menu.

[image: Click create droplets]


	
Select a datacenter region based on your requirements, e.g. closest to your location.

[image: Select region]
 [image: Select data center]



	
Under "Choose an image", select the latest Ubuntu Linux LTS version (e.g. Ubuntu 24.04) from the list of available images.

[image: Select image]


	
Choose a plan for your server. You can select from various options based on your needs. For a personal VPN, a basic shared CPU plan with regular SSD disk and 1 GB memory is likely sufficient.

[image: Select droplet type]
 [image: Select plan]



	
Select "Password" as the authentication method, then enter a strong and secure root password. For your server’s security, it is crucial that you choose a strong and secure root password. Alternatively, you may use SSH keys for authentication.

[image: Select authentication]


	
Select any additional options such as backups and IPv6 if you want.

[image: Select additional options]


	
Enter a hostname for your server and click "Create Droplet".

[image: Enter hostname]
 [image: Create droplet]



	Wait a few minutes for the server to be created.




Once your server is ready, you can connect to the server using the username root and the password you entered when creating the server.





1.3.2 Connect to the server

Once your server is created, you can access it via SSH. You can use the terminal on your local computer or a tool like Git for Windows to connect to your server using its IP address and your login credentials.

To connect to your server using SSH from Windows, macOS or Linux, follow the steps below:


	
Open the terminal on your computer. On Windows, you can use a terminal emulator like Git for Windows.

Git for Windows: https://git-scm.com/downloads

Download the portable version, then double-click to install. When finished, open the PortableGit folder and double-click to run git-bash.exe.



	
Type the following command, replacing username with your username (e.g. root) and server-ip with your server’s IP address or hostname:

ssh username@server-ip



	If this is your first time connecting to the server, you may be prompted to accept the server’s SSH key fingerprint. Type "yes" and press enter to continue.


	If you are using a password to log in, you will be prompted to enter your password. Type your password and press enter.


	Once you are authenticated, you will be logged in to the server via SSH. You can now run commands on the server through the terminal.


	To disconnect from the server when finished, simply type the exit command and press enter.




You are now ready to create your own VPN!













2 Create Your Own IPsec VPN Server

View this project on the web: https://github.com/hwdsl2/setup-ipsec-vpn

Create your own IPsec VPN server in just a few minutes, with IPsec/L2TP, Cisco IPsec and IKEv2.

An IPsec VPN encrypts your network traffic, so that nobody between you and the VPN server can eavesdrop on your data as it travels via the Internet. This is especially useful when using unsecured networks, e.g. at coffee shops, airports or hotel rooms.

We will use Libreswan as the IPsec server, and xl2tpd as the L2TP provider.



2.1 Features


	Fully automated IPsec VPN server setup, no user input needed

	Supports IKEv2 with strong and fast ciphers (e.g. AES-GCM)

	Generates VPN profiles to auto-configure iOS, macOS and Android devices

	Supports Windows, macOS, iOS, Android, Chrome OS and Linux as VPN clients

	Includes helper scripts to manage VPN users and certificates







2.2 Quick start

First, prepare your Linux server* with an install of Ubuntu, Debian or CentOS. Then use this one-liner to set up an IPsec VPN server:

wget https://get.vpnsetup.net -O vpn.sh && sudo sh vpn.sh

* A cloud server, virtual private server (VPS) or dedicated server.

Your VPN login details will be randomly generated, and displayed when finished.

For servers with an external firewall (e.g. Amazon EC2), open UDP ports 500 and 4500 for the VPN.

Example output:

==================================

IPsec VPN server is now ready for use!

Connect to your new VPN with these details:

Server IP: 192.0.2.1
IPsec PSK: [Your IPsec PSK]
Username: vpnuser
Password: [Your VPN Password]

Write these down. You'll need them to connect!

VPN client setup: https://vpnsetup.net/clients

==================================

==================================

IKEv2 setup successful. Details for IKEv2 mode:

VPN server address: 192.0.2.1
VPN client name: vpnclient

Client configuration is available at:
/root/vpnclient.p12 (for Windows & Linux)
/root/vpnclient.sswan (for Android)
/root/vpnclient.mobileconfig (for iOS & macOS)

Next steps: Configure IKEv2 clients. See:
https://vpnsetup.net/clients

==================================

Optional: Install WireGuard and/or OpenVPN on the same server.

Next steps: Get your computer or device to use the VPN. Please refer to:

Configure IKEv2 VPN Clients (recommended)

Configure IPsec/L2TP VPN Clients

Configure IPsec/XAuth ("Cisco IPsec") VPN Clients

For other installation options, read the sections below.



If you are unable to download, follow the steps below.


You may also use curl to download:

curl -fsSL https://get.vpnsetup.net -o vpn.sh && sudo sh vpn.sh

Alternative setup URLs:

https://github.com/hwdsl2/setup-ipsec-vpn/raw/master/vpnsetup.sh
https://gitlab.com/hwdsl2/setup-ipsec-vpn/-/raw/master/vpnsetup.sh







2.3 Requirements

A cloud server, virtual private server (VPS) or dedicated server, with an install of:


	Ubuntu Linux LTS

	Debian Linux

	CentOS Stream

	Rocky Linux or AlmaLinux

	Oracle Linux

	Amazon Linux 2





Other supported Linux distributions:



	Raspberry Pi OS (Raspbian)

	Kali Linux

	Alpine Linux

	Red Hat Enterprise Linux (RHEL)





This also includes Linux VMs in public clouds, such as DigitalOcean, Vultr, Linode, OVH and Microsoft Azure. Public cloud users can also deploy using user data.

[image: Deploy to Linode]  [image: Deploy to Azure]

For servers with an external firewall (e.g. EC2/GCE), open UDP ports 500 and 4500 for the VPN.

A pre-built Docker image is also available, see chapter 11 for more details.

Advanced users can set up the VPN server on a Raspberry Pi. First log in to your Raspberry Pi and open Terminal, then follow the instructions in this chapter to install IPsec VPN. Before connecting, you may need to forward UDP ports 500 and 4500 on your router to the Raspberry Pi’s local IP. Refer to these tutorials: [1] [2].

Warning: DO NOT run these scripts on your PC or Mac! They should only be used on a server!





2.4 Installation

First, update your server with sudo apt-get update && sudo apt-get dist-upgrade (Ubuntu/Debian) or sudo yum update and reboot. This is optional, but recommended.

To install the VPN, please choose one of the following options:

Option 1: Have the script generate random VPN credentials for you (will be displayed when finished).

wget https://get.vpnsetup.net -O vpn.sh && sudo sh vpn.sh

Option 2: Edit the script and provide your own VPN credentials.

wget https://get.vpnsetup.net -O vpn.sh
nano -w vpn.sh
# [Replace with your own values: YOUR_IPSEC_PSK,
# YOUR_USERNAME and YOUR_PASSWORD]
sudo sh vpn.sh

Note: A secure IPsec PSK should consist of at least 20 random characters.

Option 3: Define your VPN credentials as environment variables.

# All values MUST be placed inside 'single quotes'
# DO NOT use these special characters within values: \ " '
wget https://get.vpnsetup.net -O vpn.sh
sudo VPN_IPSEC_PSK='your_ipsec_pre_shared_key' \
VPN_USER='your_vpn_username' \
VPN_PASSWORD='your_vpn_password' \
sh vpn.sh

You may optionally install WireGuard and/or OpenVPN on the same server. If your server runs CentOS Stream, Rocky Linux or AlmaLinux, first install OpenVPN/WireGuard, then install the IPsec VPN.



If you are unable to download, follow the steps below.


You may also use curl to download. For example:
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