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    Advance Praise for Revealing the Invisible


    “A deep dive into the implications of AI—offers a clear and positive perspective of what the future will look like as we transition from the Industrial Age.”


    —New York Times Bestselling Author Jim Champy


    “An invaluable perspective on the promise and the challenge of a future driven by intelligent machines.”


    —Dan Hoeyer, CEO Leaders Excellence Harvard Square


    “Revealing the Invisible is a smart and entertaining look into an important shift in our economy and society: our behavior is getting digitized, which means that everything we buy and use can be personalized based on knowledge of what we do. Thomas Koulopoulos guides the reader through the surprising repercussions of this move from an economy of mass production to one where the consumer is surrounded by objects and services that are getting a lot smarter and adapting themselves to the individual.”


    —Chris Nicholson, CEO Skymind


    “Through a curious yet simple review of socioeconomic and technological (among others) trends of the last couple of centuries, and their effect on our lives, Revealing the Invisible challenges the reader to imagine and predict what the next chain of events could be. By being well-researched, thorough, but also ambitious and bold, Revealing the Invisible takes you on a journey that, while its destination may be proven wrong in 100 years, is robust, easy to follow, thought-provoking, and eye-opening.”


    —Paris Anatolitis, Head of Gaming GVC London


    “Revealing the Invisible is a brilliant analysis of the current paradigm shift in business and society when it comes to making use of behavioural data. The authors demonstrate with hard evidence the rise of the value of behavioural data as the ‘new oil.’ The authors think beyond the current state of affairs and extrapolate current trends into the future when it comes to the convergence of human and machine behaviour. A must read, not just for every data and analytics expert but for every future-facing business executive who wants to stay on the forefront of the current data revolution.”


    —Thomas Hirschmann,

    CEO | Founder at Braingraph


    “Actionable insights for those who both wonder about and want to skate where puck is going to be in regards to the imminent technological and automation disruption of the global economic and social status quo.”


    —Apostolos Papadopoulos, Harvard Medical School


    “Forward leaning, pragmatic and bravely optimistic, Revealing the Invisible opens our minds. A thinking dynamite that reveals and deconstructs the fact that ‘understanding behavior is the killer app of the 21st century.’ Kudos to Thomas and George for their bold look on a topic that troubles us a lot, when we need it most. An invaluable eye-opener.”


    —Christos Charpantidis, Philip Morris International, Managing Director


    “Revealing the Invisible is going to fill the deep gap of a modern, relevant, and mind-blowing analysis on this critical area. It uncovers the shadowy sides of the Invisible via the angle of view and the scientific tools of the 21st century.”


    —Stathis Haikalis, Chairman Edelman Greece


    “Not since Thomas Friedman’s The World is Flat has an author so skillfully described the challenges and opportunities of 21st century technology.”


    —Barry P. Chaiken, MD, MPH, CEO DocsNetwork, Ltd.


    “Tom Koulopoulos has done it again: transformed big complex ideas and big data into a book that is accessible, enlightening, and thoughtful. Revealing the Invisible covers essential ground for those grappling with the impacts of technology on our work and lives—in other words, all of us.”


    —Christine Bader, Author, The Evolution of a Corporate Idealist: When Girl Meets Oil


    “‘Invisible’ innovations are already changing how we live—ultimately will it be for better or for worse? Koulopoulos takes a deep look behind the curtain of what is shaping our future world and envisions what the next era may look like (spoiler alert: no flying cars). If you wonder how far off the world portrayed by Minority Report, Her and Black Mirror really is, then this book is a must read.”


    —Bridget Fahrland, SVP, Client Strategy, FLUID


    “Self-driving cars. Precision medicine. Every moment and movement of your day recorded and analyzed. Orwellian dystopia or a Shakespearean brave new world? Thomas Koulopoulos and George Achillias dissect the present and envision the future. A most enticing read!”


    —Vasileios Arsenios Lioutas, Associate professor Harvard medical school, Neurologist Beth Israel Hospital


    “Revealing the Invisible provides a brilliant thought avenue which everyone who is using any online medium should explore: the idea that data is now a commodity which will help power the AI uber machines of the future. Whoever understands the value and implications holds the key to some of the most important shifts to change the years to come; this book can help you get there.”


    —Alexandra Spiliotopoulou, Digital Strategy Lead at Merkle Periscopix


    “As a marketer, I love to people watch. Passively watching strangers do their shopping, dating, eating, and talking. This has always been part of my marketing training. Physical observational research is set to become outdated though. Thomas Koulopoulos and George Achillias startlingly explain how our [invisible] behaviors will become the most valuable commodity in the 21st century, so we won’t physically observe it. A must read for all marketers and people watchers.”


    —Darren Oddie, Strategy Director Wipro Digital


    “As we enter a new era, we are being told that our data/attention/time is the new currency. But it all comes down to our behavior. Learning how to behave is learning how to navigate. But first, we need to see the invisible spectrum, where the future is being shaped—a combination of Plato’s cave and Elon Musk’s R&D labs. That’s where this book comes handy.”


    —Maria Kokidou, Content & Innovation Strategist at Foundation


    “A highly probable future. Visible or not.”


    —Filippos Zakopoulos, Partner at Foundation


    “Humans have always craved for crystal balls, the holy grail of insights into future selves and the future world. Yet now, we seem to be closer than ever. Will big brother be watching us all the time? Will he be able to control us more than before? Will he be able to protect us better? And if machines ever match human intelligence, will we be able to control them? Koulopoulos and Achillias deliver excellent cognitive gymnastics for those who seek answers to create their own version of the truth.”


    —Piotr Chmielewski, Director of Business Development at ADB


    “In the same engaging manner with which he speaks, Tom provides a compelling view of what will actually matter in the future. Revealing the Invisible is the book you need: a well-researched, fact-based, understandable guide to how our behaviors are the key to unlocking the future potential in both our lives and in the workplace.”


    —Robby Riggs, Author Counter Mentor Leadership: How to Unlock the Potential of the 4-Generation Workplace


    “The abundance of trails that we leave behind every day is reshaping the ways we interact with our digital environment and the way it interacts with us. Big data, AI, behavioral economics, are everywhere. And there is more to come. Revealing the Invisible is trying to put all these things into context. A long overdue attempt to reshape perceptions and understanding of technology that will change everything we knew so far about human behavior. A definite must for everyone working in business, marketing, finance, pretty much anyone trying to figure out how the 4th industrial revolution is being implemented.”


    —Stavros Kontaksis, CEO Giraffes in the Kitchen


    “Koulopoulos’ and Achillias’ new book is a tour-de-force on the next stage of the Human-Machine relationships and what it means for the social and economic enterprise. Like a pro-boxer, the book delivers punch after punch, anecdote after anecdote, fact after fact until you plead submission and accept what you already knew but weren’t sure how to articulate. The invisible impact of AI and autonomous devices cannot be overstated. If even just one CEO reads this book and fundamentally pivots his business model, nay, changes the business to a new industry, this book will have achieved what it set out to do. Wake you up.”


    —Suresh Kumar, Director of Engineering, Wipro


    “Revealing the Invisible is a future-focused analysis rooted in a firm grasp of the past. The book addresses the fundamental shift to consumer-as-commodity. It traces this transition historically and in doing so lays a balanced foundation of where the future could go. Tom and George avoid both generalization and speculation in their approach, seeking to understand, objectively, the pros and cons of the new status quo of the individual as the product. In doing so, they surpass the reductionist analyses that praise without question or rabidly resist the unfolding future. Tom and George pave a sober middle ground to interpreting future progress in terms of overall net benefits. A must read to those looking for a thoughtful and nuanced analysis of future trends.”


    —Matthew Bemis, EY


    “Our society is hungry to explore—we want to understand where we are going. Koulopoulos and Achillias build on this desire, grounding big technological trends in factual truth. Revealing the Invisible takes it even a step further exploring the short-, mid- and long-term impact of these trends, giving the reader a thoughtful outline of what to expect, how it will impact our lives, and areas we should watch out. This book is an absolute must read for all modern explorers who desire to understand where the journey is going and who want to be an active part in shaping our society’s future.”


    —Matthaeus Kala, Google Global Agency Business & Commercial Lead
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    INTRODUCTION



    To be human is to suffer from a peculiar congenital blindness:

    On the precipice of any great change, we can see with

    terrifying clarity the familiar firm footing we stand to lose,

    but we fill the abyss of the unfamiliar before us with dread at the potential loss rather than jubilation over the potential gain

    of gladnesses and gratifications we fail to envision

    because we haven’t yet experienced them.1 

    —Maria Popova


     


    The world is at the precipice of one of the most dramatic shifts in history: the transition from an industrial society to one that is based on a deep understanding of an entirely new form of knowledge capital, behavior—our behaviors as well as those of the intelligent machines that we are building.


    Our premise in writing this book was simple; the industrial model on which we have built our economy, businesses, and society was based on a mechanized and orderly view of the world. It anonymized us as members of faceless markets. The speed of its growth created enormous friction from complexity and regulations, and had a deep impact on our ecosystems by straining natural resources.


    The nineteenth and twentieth century industrial era created enormous engines of mass production which were intended to develop and deliver products and services that could be easily replicated for mass markets. It worked. Since 1800, population grew from one billion to seven billion people. Global per person GDP grew from one thousand six hundred sixty-nine dollars to over ten thousand dollars.2 In the USA, per person GDP rose from two thousand four hundred dollars to over sixty thousand dollars, a twenty-five-fold increase.3


    The one-size-fits-all mass production approach to manufacturing allowed us to scale transportation, housing, consumerism, commerce, healthcare, education, and social programs at a rate the world had never seen.


    But the mechanized industrial era model is reaching its limits. It has become bloated and inefficient and is no longer a viable or sustainable model with which to support ten billion people. We need to shift from a rigid mechanical approach of “solving” problems to one that can deal with the behaviors of emergent and uncertain systems that are constantly evolving and fundamentally “unsolvable.”


    Don’t get us wrong; we’re not proposing that industrial models should be discarded en masse. Improvements in automation, production, supply chains, distribution, and transportation will continue to incrementally increase productivity, but expecting incrementalism and the same approaches we’ve used to solve the problems of the last two hundred years to continue for another two hundred is a recipe for economic, ecological, and social collapse.


    At the core of this transition, and this book, are two sets of disruptors: new technologies, such as artificial intelligence (AI) and autonomous devices which will be able to understand the behaviors of all things at a level of detail humans never could; and new ways of thinking about some of the most basic frameworks of the industrial era: how we problem solve; how we transport goods and people; how we protect our intellectual, real, and digital property; how we create hyper-personalized products and loyal brands aligned with our needs and values.


    Our objective is to challenge many of the tenets of how we do business that we’ve accepted as a necessary friction of the industrialized world. And, while we’re at it, to dispatch many of the fears, which we’ve also bought into, about the technologies and the changes to come.


    But here’s what’s unique about so many of the changes that are about to take place, and which we talk about in the book: they are pretty much invisible. To see them requires peeling away layers of perceptions and assumptions that hide the underlying patterns which drive behaviors.


    Unlike many of the great advances of the past two hundred years—the advent of flight, the automobile, the assembly line and factory automation, medical diagnostics and therapies—the most profound and revolutionary technologies and mechanisms for change over the next two hundred will be ones that we can’t even see. They will be embedded, buried deep inside of devices that will not look much different than they look today.


    We will still have automobiles, trucks, buses, planes, boats, and trains. Computers will still run most of our businesses and processes. We will still buy and sell products and services online, in stores, and at the corner grocer. We will still live in homes and apartments and work in office buildings. Currency will still run global commerce. Companies will still issue equity to owners and investors. Factories will continue to churn out goods, focus on productivity improvements, and optimize global supply chains. And the chaos of an uncertain world will still loom large over all our decisions.


    It doesn’t sound like the future we’d once been promised, does it? No flying automobiles to whisk us across town, no robot servants to pick up after us, no teleporters to zap us instantly from one continent—or planet—to another.


    Nearly every version of the future has focused on the “look,” the Jetsonian illustration of personal flying saucers, mechanical pets and maids, and glistening cities suspended among the clouds.4 We’re a visual species; images sell.


    But stop and think about the trajectory of invention and the advances of the past sixty years. Along with the visible innovations we’re all familiar with, there have been an increasing number that are invisible: electricity, radio, the transistor, software, wireless, new chemicals, and genomics. These have all had a revolutionary impact on our lives and yet few of us would know a transistor if it landed in the palm of our hand, where, not coincidentally, you are holding a few hundred million of them right now if you happen to be reading this book in its digital form.


    The changes in our world are increasingly being driven by invisible innovations. In some cases, those innovations are powered by AI or learning machines that monitor their environment, adapt, and make myriad small decisions, as is the case with driverless cars. In other cases, those innovations result from observing and understanding patterns in our behaviors and those of the many natural and manmade systems that surround us. In almost all cases we are totally unaware of what’s going on beyond our line of sight. What changes is not necessarily what we see but rather the invisible that shapes what we experience.


    So, why even bother revealing these invisible forces? Isn’t it enough to simply know that they work? After all, few of us know or care how a transistor works—it just does. We need to reveal the invisible because we’re no longer talking about mechanical devices that act purely on our instructions and have no awareness of us, that do what they’re told and no more than that. The sorts of technologies that we’ll be talking about have the capacity to develop an awareness of us and the context of their world. They can make decisions on their own that will have profound effects on our society, our businesses, and our lives. They will learn and evolve. They threaten to tread on some of our most sacred turf—our privacy—by revealing our most intimate thoughts and behaviors. In short, they will disrupt the world like never before.


    The challenge in understanding these technologies is that we will both overestimate their risk and underestimate their value. For instance, according to the American Automobile Association (AAA) 78 percent of people fear autonomous vehicles. Yet, 59 percent want the features of an autonomous automobile in their next car. The contradiction speaks to how little we know about what the risks and benefits of an autonomous vehicle really are.


    At the same time a recent Pew Research Center study of four hundred sixty-one adults found that across multiple categories of behavioral tracking—ranging from store loyalty cards, to health records, to video observation, to social media and vehicle tracking for insurance—there was a consistently even split between those who were concerned about privacy and those who were not.5 In each case respondents were told that they would receive some benefit in exchange for behavioral data, such as unspecified discounts or product/service recommendations. So, for half of us, that’s enough to give up at least some of our privacy.


    We are clearly at a crossroads, and in no small part, because we’re not entirely sure what the benefits and risks of AI really are. As individuals, employees, customers, business owners, and leaders, we need to get a better grasp on how the invisible is going to shape the future and how it’s going to shape us.


    Although the phenomenon of revealing the invisible applies to an incredibly broad set of scenarios, we’ve chosen several that we feel best illustrate the challenge and opportunity ahead. These are the sea-change scenarios which we believe will set the compass for navigating this unchartered future. Here are just some of the invisible forces we’ll focus on.
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    Illustration 1.0 – The Invisible


    When we talk about revealing the invisible, we are referring to the ability to understand the digital behaviors of not only ourselves but also of the people, devices, objects, and institutions we interact with. Each of these can have a digital-self or digital twin (the collection of its digitized behaviors) that interacts with other digital objects. The complex patterns of interactions among these objects may appear invisible or obscure to us, and radically different that the biases we have of how the visible world operates but algorithms and AI can easily understand the patterns they form and then predict future behaviors. We believe that the greatest value of innovation for the next one hundred years will come from understanding and leveraging revealing “The Invisible” on this illustration.


    Behavioral Business


    The industrial era depersonalized the individual. We each became part of a demographic, a generation, a consumer grouping, a Nielsen rating. We can no longer think of markets as anonymous categories defined by crude demographics. Anytown USA, where the average family, in an average house, lived with 2½ above average children, was a fiction we created to make up for the fact that we could not understand the behaviors and needs of each individual.


    No longer.


    Disruptive new technologies are already being used to collect and understand our once invisible behaviors, giving us unimagined insight into our lives across a vast new digital ecosystem of social media, mobile devices, wearables, and embedded sensors. All of this is creating an opportunity to deliver hyper-personalized products and experiences for each individual that provide enduring and sustainable value.


    Artificial Intelligence


    It’s not just human behaviors that are being captured and analyzed. In the very near future every person and digital device will have its own digital-self—a digital twin which can communicate, interact, and collaborate with other digital entities. Autonomous vehicles, smart devices, and intelligent machines will all exhibit their own behaviors. They will learn and evolve to better understand complex patterns in how the world behaves that are otherwise invisible to us.


    But we fear AI. It’s what Elon Musk, CEO of Tesla, has referred to as “Summoning the demon.” In this book, we’ll attempt to dispel the fear that often accompanies AI. In fact, our objective is to prove that we need AI as an indispensable collaborator and that the risk of not having it is far greater than any threat it poses.


    Autonomous Devices


    One of the areas where so much of what we’ll talk about will be most obvious is in the evolution of autonomous devices, and most notably autonomous vehicles. Transportation is the greatest artifact of the industrial age. Nothing has fueled commerce, urbanization, and automation more than the vehicles that transport us, our goods, and our raw materials. It’s also the greatest contributor to carbon emissions, the leading cause of death, and one of the most inefficient uses of capital for the individual owner.6


    At the same time, we’ve bought into a model of what a car should be and how its value is measured. From the notion of strapping ourselves into a cockpit, to the legroom defined (and constrained) by a forward-facing passenger configuration, to the head-bobbing suspension of a high-performance sports car, we value a car based on preconceived notions of what we should want.


    The single greatest impact of autonomous vehicles will be in how they redefine our notion of what a car is, how it should be used, and how it behaves, while also remobilizing the world for efficient, safe, and ecologically sustainable transportation of ten billion people, most of whom would have no access to the current and historical model of what a car should be.


    Digital Ecosystems


    The industrial era created engines of production that were laden with inefficiency. Like large gears grinding against each other in the boiler room of an enormous ocean liner, commerce wasn’t pretty or easy. It required constant manual intervention and created friction in the form of convoluted processes, regulations, middlemen, and brokers that we simply accepted as part of the way an industrial society worked. Turning these vessels around to navigate new markets and meet new needs was about as responsive and effective as steering the Titanic, at full throttle in the dark, clear of an iceberg. Incumbent companies in large established industries would stare at the future high upon their crow’s nest asking, “Why isn’t she turning?” as they braced for an unavoidable impact.


    Worse yet, we built entire industries to employ people whose jobs depended on the existence and inefficiency of friction—financial institutions, government regulatory bodies, agents, and middlemen whose purpose was not to reduce friction but to live off its heat.


    The industrial era model was not built for today’s digital technologies or marketplace. If you need proof, consider this question: if you had the ability to redesign your company from scratch, on a clean sheet of paper, would it look the way it does now? Unless your company is less than ten years old, it’s highly unlikely it would. In fact, a recent report from Credit Suisse pointed out that “The average age of a company listed on the S&P 500 has fallen from almost sixty years old in the 1950s to less than twenty years [in 2017].”7


    Increasingly complex coordination of business partner networks, excessive regulation, an inability to adapt quickly, the lack of deep knowledge of individual customers, and cumbersome customer experiences have created an opportunity of immense scale to drive out this friction by creating entirely new digital ecosystems focused specifically on the needs of each individual.


    All these transformations—and others that we’ll talk about—will be disruptive, more so than we can presently foresee. But they will also bring benefits that are equally difficult to predict. The good news is that none of this is a sudden shift; it has been and will continue to occur incrementally—at times with great fanfare, at other times to great protest—and sometimes in ways that are barely noticeable. For example:


     


    • Autonomous vehicles will dramatically decrease the ecological impact of transportation, while creating unprecedented safety, mobility, and an entirely new in-car experience.


    • Devices embedded with AI will anticipate our needs, predict illness, and improve our well-being.


    • Hyper-personalized healthcare will match therapies to our individual genomes.


    • Concepts such as brand loyalty will be turned on their heads as companies compete to find ways that they can use behavioral knowledge to prove their loyalty to each individual consumer.


    • AI will begin to solve some of the most pressing and protracted problems of our time by identifying otherwise invisible patterns of behavior in the complex natural and manmade systems that surround us.


    • The elimination of the friction in new digital ecosystems will transform rigid industrial age businesses into responsive, adaptive, customer-centered ecosystem experiences.


     


    Does all this sound a bit far-fetched? Only to the degree that you discount our ability to recreate the world of the future. For instance, what would your reaction be if we were to tell you that within one hundred years the percentage of people employed in the knowledge economy would dwindle by 95 percent? Yet, that’s exactly what happened to agricultural employment in the USA over the last one hundred years, dropping from 38 percent of overall employment in 1900 to only 2 percent today, while agricultural output increased 2000 percent.8 Not impressed? What if we were to claim that the number of computer devices would increase by nine orders of magnitude within the next seventy years? Again, it seems absurd, and yet that’s exactly what’s happened over the last seventy years.9


    That is the sort of change that we will be laying the groundwork for: a journey into a future that will reshape business and society.


    It’s a journey that admittedly meanders on occasion into the many tangents of the future, but the future is never a straight line. We’ll try to keep the flights of fancy to a minimum—no teleporters, flying cars, and cities in the clouds—but this is a story that’s woven from many diverse threads, and we’re going to do our best to illuminate that entire tapestry. Most importantly, everything we’re describing in the pages to follow is already well underway. The question, of course, is when will it all be here? When will we have arrived?


    What determines how fast any of these ideas find their way into the mainstream of our world, our businesses, and our lives won’t be the underlying technologies, but our ability to embrace the new behaviors that they will bring. If history is any indication, that’s often sooner than we think.


    So, with that as prelude, let’s start revealing the invisible.

  


  
    CHAPTER 1:



    How Behavior Became the New Global Currency



    “Men have become the tools of their tools.”

    —Henry David Thoreau


     


    Understanding behavior is the killer app of the 21st century.


    Which is why we’re starting the first chapter of this book by looking at how businesses are doing just that, in leveraging what is fast becoming the single most valuable and coveted commodity of the 21st century—you.


    Your behaviors, in the digital world and in the real world, are being captured at unprecedented rates and then stored and analyzed in vast warehouses that have become digital goldmines. You are being bought and sold to the highest bidder, whose objective is to not only understand you but also to predict your behavior. We are giving up who we are, and our most intimate moments, in an invisible exchange for the ability to use products, services, and apps that promise 24/7 knowledge, connectivity, effortless consumerism, and hyper-personalized experiences.


    In the process, behavior is becoming a new form of capital and a cornerstone for new business models and technologies that are being driven by algorithms, which can find deep patterns in everything from how you browse the web, to how you shop, to how you exercise and what you eat, to how you drive your car.


    Each of us suddenly has a digital-self, which represents the digital collection of behaviors that defines who we are. You don’t define your digital-self (at least not consciously), you don’t own it (yet), and you do not have access to it. Yet, in many ways, it is the best representation of who you really are: a disembodied, unemotional, always honest version of you based on the way you live your life minute to minute.


    On the surface it seems like a very bad trade off —revealing ourselves in return for some, as of yet, unknown benefit. And yet, we gladly give up this information—sometimes knowingly, but most times invisibly. 60 percent of the US population has a Gmail account (Google’s free email service). Yet, we seriously doubt that even 6 percent of those people would walk up to a total stranger on the street, hand over their email history for the past year and say, “Here are my most intimate thoughts and communications—have fun!” Guess what? Google isn’t giving anything away. You’re paying for it with the currency of your behaviors.


    Consider that in a typical day over two hundred fifty data points about your life and your behavior are being captured from the websites you visit, your smartphone and its apps, sensors in your home, electronic devices you interact with, your car, and even the movement of your eyes as you scan the shelves at the grocery store.10


    By the year 2020, about 1.7 megabytes of new information will be created every second for every human being on the planet.11 An amazing 90 percent of the data in the world today has been created in the last two years. This data comes from everywhere: sensors used to gather shopping behaviours, posts to social media sites, digital pictures and videos, purchase transactions, cell phone location data, and GPS to name a few.


     


    In 2010 a German politician, Malte Spitz, decided he wanted to find out just how much data Deutsche Telekom knew about his mobile phone usage. He sued for access to the data and, in a bold move to help illustrate just how detailed the information was, he provided his entire six-month history to ZEIT ONLINE, which created an amazingly detailed interactive map of Spitz’s phone calls, text messages, tweets, posts, and websites visited.12 Spitz’s data has over three hundred thousand individual datapoints, or about two thousand per day. And this is only for his mobile phone and publicly available web browsing history.


    Just how valuable is all this data? Estimates vary widely from just under a dollar to no more than twelve dollars per person.13 It doesn’t sound like much at all—the equivalent value of a small pizza, or perhaps just a slice if you happen to be in NYC. It’s reminiscent of the age-old game of valuing a human being based on the aggregate cost of a body’s chemical elements, which comes out to about four dollars and fifty cents.14 Clearly, few of us would accept that value as an accurate accounting of our worth as conscious, productive human beings. The same applies to the value of your digital-self.


    Although it may cost twelve dollars to acquire the data that makes up your digital-self, it’s value to the companies that own it is at least twenty times that, based on how much those companies are worth.


    A better measure might be to look at the market capitalization of major social media companies and contrast that with the number of users. As shown in Illustration 1.1, this offers a rather consistent average of about one hundred dollars per user.


    [image: ]


    Illustration 1.1 – The value of your digital-self


    Coming up with a value for what your digital behaviors are worth is exceptionally difficult to do at this early stage of behavioral business. However, the best ballpark may be to look at the market capitalization of leading social media players and determine a value based on the number of users they each have. The result, shown in this chart (log scale), provides a range from fifty to two hundred dollars. Clearly, your digital-self will consist of much more than just the limited data that any of these social media platforms has about you. But this is at least a baseline.


    But one hundred or even two hundred dollars seems paltry. The truth is that the ongoing value of owning who you are is something no one has yet been able to calculate.


    But the idea of capturing behaviors and having a digital-self doesn’t stop with who you are. We envision a future in which autonomous vehicles, intelligent devices, and machines that learn will also have a digital-self (we’ll call them a digital-twin). Your car will exhibit behaviors as the AI that powers its decisions and actions forms its own vast collection of experiences.


    Today over four terabytes (four thousand gigabytes or four million megabytes) of data are generated by a new car each hour.15 As we’ll describe in Chapter 4, these cars will someday own, maintain, insure, buy, and sell themselves. Yes, it’s hard to grasp but, as we’ll see, nearly all of the components needed to do this, along with every other technology we will describe in the book, are already here.


    You only need to look at how toddlers are responding to technology to see how behavior is becoming a pervasive part of what we expect in all of our interactions. We’ve all seen children barely out of diapers trying to swipe at a magazine or a book and looking puzzled or frustrated by the fact that it isn’t responding to their touch the way a tablet or smartphone would. In their eyes, the world should exhibit behaviors and intelligence; a magazine is a defective iPad. If it doesn’t behave, it must be broken.


    But, before we get too far ahead of ourselves it’s worth digressing a bit and asking how it is that we became the product.


    The Razor’s Edge



    In 1895 King Gillette (yes, that really was his first name) had the bright idea to trade in his expensive, bulky, and high maintenance straight edge razor for something that would not only be far less expensive but also infinitely easier to use for the common man. His idea, the disposable razor blade, was anything but an overnight success. It wasn’t until he was able to land a contract to supply the US army with razors and blades that things started to look up. When soldiers came back home they would inevitably bring back their Gillette razors, but usually without more than a few blades.


    This is where the story of Gillette’s success diverges. One version has it that at first Gillette began giving the blades away for free, hoping that this would lead to more sales of expensive razors (the handles). It didn’t take long for Gillette to come to the realization that the opposite was true; once someone had purchased a Gillette razor, the blades became indispensable. “Give the razor away and make money forever from the blades” is the razors-and-blades model familiar to anyone who’s taken a basic college level business or marketing class.


    The other, more practical explanation is actually much more complicated, involving patents that Gillette used to lock out competition for both razors and blades long enough for Gillette to establish an incredible brand loyalty among its users who believed that only Gillette blades were right for Gillette razors, allowing Gillette to price itself as a premium brand and a market leader for the next one hundred years.


    Whatever Gillette’s actual strategy, razors-and-blades has become a standard business model used by countless other companies and industries. We’ve seen it used in everything from Sony’s Walkman and cassettes, to PlayStation video game consoles and game cartridges, to inkjet printers and ink cartridges, to the iPhone and apps.


    For instance, in 2016 Apple made nearly thirty billion dollars in sales from its app store compared with about two hundred billion dollars for total iPhone sales.16 While, in Apple’s case, the “razor” (the iPhone) accounts for more overall sales revenue, it could be argued that actual profit on the “razor blades” (apps and services) are closing in and will likely be the single greatest contributor to Apple’s bottom line, since most of that revenue is from third party apps that cost Apple nothing to develop but on which Apple earns a 30 percent royalty.


    But something peculiar happened to the razors-and-blades model in the late 1990s, when the internet first started to enter the mainstream. (Think of the internet as the razor.) One of the internet’s promises was to do something similar to “blades” with software applications, but on much more ambitious scale.


    The intent was to provide a platform—the internet—that would be free and accessible to everyone, at least everyone with a device from which to access the internet. This differed from the ownership economics that razors-and-blades was based on because there was no single company that would profit from this idea, but as we’ll see, that would soon change.


    How We Became the Blades



    In the 1990s a new form of software began to emerge. Driven by the promise of the internet’s universal accessibility and an insatiable demand for anything internet related, a category of companies that came to be called the dot-coms quickly staked out their claims in this new territory with free applications that would allow you to do everything from buy books to sell your used shoes. The dot-com idea spread wildly, threatening to dismantle industries by getting rid of intermediaries, such as brick-and-mortar stores, car dealerships, publishers, video rental outlets, and a host of other industry players whose only value was in being the middle man.


    The dot-com bubble of hype and speculation finally popped in 2000, wiping out five trillion dollars in stock market value. The dot-com phenomenon clearly took on all the characteristics of a speculative bubble, but that was not the only reason it failed. Even in the absence of speculative investing, the dot-com model was flawed. What undermined nearly every dot-com is what was referred to as “capturing eyeballs.” The implied value of a dot-com was based on the number of people that it could get to visit its website. The problem was that monetizing eyeballs wasn’t all that easy—in part because ecommerce (buying and selling over the internet) was still nascent and hardly without friction, but in larger part because the real value of the “eyeballs” wasn’t yet clear. The dot-coms were trying to give away the razor but they hadn’t quite figured out what the blades were.


    But a few super-adaptive strains of the dot-com phenomenon, such as Amazon, Google, and Facebook survived the purge. And they all shared a very similar DNA when it came to the long-term value of their business, namely that they were able to change the way they created value.


    Rather than try to make money from their largest population of customers—the eyeballs, and the people who used their applications for the purpose they were intended—they turned the customer into the product. The idea was brilliant and simple. We became the blades! The premise was that the better you knew the behaviors of your users, the better you could target your advertising, products, and influence to drive the sales of other products and services—in some cases, products that your users never knew they wanted.


    This was a sea-change in how we thought about markets. For the past two hundred years we had played a guessing game—trying to reveal the invisible forces that drive markets and society by projecting the needs of the masses from the opinions of the few through the use of focus groups, surveys, broad demographic categories, seasonal trends, and many more barometers that help us to understand and segment large markets.


    Today we are at the precipice of an era in which we will be able to target products, services, entertainment, and even political campaigns to the preferences of each individual. We’ll call it hyper-personalization in Chapter 7; the ability to understand each individual through his or her online and offline behaviors in ways they may not even understand themselves. By the way, don’t confuse this with personalization, which is just enhancing a generic marketing campaign or a product to include a very slight modification such as the addition of someone’s name.


    At its core this doesn’t appear to be a new model. Twentieth century media empires were built on selling advertisers access to target markets defined by extensive demographics. The richest person in the world in the early twentieth century wasn’t an oil or steal magnate; it was William Hearst, who created what was the world’s largest advertising empire through a chain of nearly thirty newspapers in major American cities at its peak.


    The demographics used by mass media were based on large populations not on individuals. Nielsen’s television ratings could tell you how many males between the ages of thirty and forty with a household income of fifty thousand dollars to sixty thousand dollars who drove a pickup truck were watching the Super Bowl, but they couldn’t tell you if “I” was watching the Super Bowl, or for that matter, why I watched the Super Bowl.


    The modern-day successor to mass media demographics was what came to be called Big Data. But Big Data didn’t understand you; it simply placed you in a pool of similar behaviors. Big Data could tell a grocery store that men between the age of twenty to thirty would often buy beer and diapers in the same trip to the grocery store on a Saturday afternoon but it couldn’t tell you which of those men watched the football game on ESPN while simultaneously searching Google for ways to calm a crying newborn.


    As we’ll see throughout this book, that subtle shift from knowing a market to knowing a person is one of the single most profound changes in how value is going to be created in the future. The race to capture as much information about every person on the planet had begun.


    However, there was one really big problem. Your digital-self (again, the digital collection of behaviors that defines you) was still horribly disconnected with no single owner to make sense of it all.


    Your digital behaviors were scattered about across a vast ecosystem of applications, platforms, devices, and places that were all trying to capture as much information about you as possible. Amazon knew what you purchased through Amazon; Google knew what you searched for in Google; GM knew where and how you drove a car with OnStar; Target knew which Target store aisles and departments you spent the most time and money in; Travelocity knew where you traveled and how you got there as long as you booked travel through Travelocity; Apple knew how far you’d walked and how well you’d slept if you had an iPhone; Facebook knew what kind of pets you had, what foods you liked, and what your mood was based on what you posted on Facebook; iRobot knew how you’d rearranged your furniture if you used a Roomba vacuum. Hundreds or thousands of behaviors you didn’t think twice about, behaviors which you thought were invisible to anyone but yourself, were suddenly being tracked and traded by companies which in many cases you’d never heard of.


    Suddenly web-based companies—such as Amazon, Netflix, and Spotify—started making recommendations based on what you had already purchased or searched for. Sometimes it worked, but most times it was laughable. Did you really need yet another pair of special eclipse glasses two weeks after an eclipse had taken place?


    Then something changed. Ads started to pop up in our web browsers that were related to our email conversations, Google searches, or browsing habits on the web. What was especially odd was that the website the ads showed up on didn’t necessarily have any connection to the ads. If you had been researching the prices of new storm doors on Home Depot’s website, you might see an ad for storm doors show up while you’re on a website about pets. At first it seemed like a coincidence and then it just became plain old creepy. It was about to get even creepier.


    Around 2008–2009, companies such as Facebook began tracking the behaviors of their users across other websites. In other words, you didn’t have to be on Facebook.com for Facebook to track your web behaviors. An early attempt at this was Facebooks’ project Beacon, which ended up the target of a class action lawsuit that forced the company to shutter Beacon along with a public apology from its CEO Mark Zuckerberg.17


    We’ve made a lot of mistakes building this feature, but we’ve made even more with how we’ve handled them. We simply did a bad job with this release, and I apologize for it...Instead of acting quickly, we took too long to decide on the right solution. I’m not proud of the way we’ve handled this situation and I know we can do better.


    At the same time Facebook was developing, and soon launched, Connect, a single login application interface that could be used by third-party applications to allow their users to login with their Facebook credentials. Connect took off, in large part because it offered users who were tired of remembering their username and password for dozens of apps a way to sign onto all of them with their Facebook credentials. However, behind the scenes, Connect provided a channel through which to also share behavioral data about users across numerous applications.


    There was more. Companies known as data brokers, such as Quantcast, Acxiom, Corelogic, Datalogix, eBureau, ID Analytics, Intelius, PeekYou, Rapleaf, and Recorded Future—many of which were already collecting massive amounts of data about individuals from offline as well as online sources—began using what are known as cookies (or super cookies) to link this data to each individual. According to a study conducted by the FTC, up to two hundred twenty data points about you were being collected by these companies. The data ranged from basic information about your address and location, to your SSN and driver’s license number, to your usage of social media, to which over-the-counter medications you were taking.18


    Creepy? Perhaps, but consider how easy it is to collect this data. 3.4 billion people worldwide now have smartphones and, based on research we conducted for this book, 80 percent of smartphone users are never farther than three feet from their phone at any time, day or night. Our cars, our homes, even our beds are being equipped with sensors. Our behaviors—all of them—are suddenly naked and fully visible in ways we have barely begun to realize. Like it or not this is the new normal; the cloak of demographic anonymity has been forever lifted. Marketing is no longer about understanding a market segment; it is about understanding you.


    You’re not alone if all of this is starting to seem like an ominous Orwellian scenario in which our invisible behaviors are used to somehow create a windfall for the companies that own them. When we first set out to write this book, one colleague suggested that the title should be Dark Digital, with the connotation being that there was something nefarious lurking below the surface that needed to be revealed (or better yet, exposed) about how companies were turning into Big Brother. We are anything but naïve about privacy implications—and will spend considerable time describing these and how to best protect our digital-selves—but the focus of this book isn’t just on how our behaviors will be used against us, but also on how they will be used to add significant value to our lives, our businesses, and our society.


    We also realize that the specter of AI makes revealing our invisible behaviors seem especially threatening. However, our behaviors have become increasingly transparent throughout history. Not because some dark entity was profiting from them, but because greater transparency was something that had far-reaching benefits for society and individuals.


    The First Behavioral Technology



    One of the first and still most widely used publicly available methods for tracking behavior is GPS. The global positioning system that today uses a series of twenty-four satellites to precisely pinpoint the location of GPS-equipped objects had been used since 1978 by the U.S. Military. The man credited with its invention, Roger Easton, a Naval research physicist, was granted U.S. Patent 3,789,409 on January 29, 1974 for his “Navigation System Using Satellites and Passive Ranging Techniques.” Easton had been working on forms of ground-based positioning systems since 1943.19


    However, it wasn’t until 1983, in the aftermath of the Soviet downing of Korean Air flight 007, which had accidentally wandered into Soviet airspace, that U.S. president Ronald Reagan ordered GPS be opened to use by private industry. Although the military had restricted private access to certain GPS data, in 2000 President Bill Clinton made all GPS data accessible to private industry.


    We’ve all been the beneficiaries of GPS in many obvious ways from increased safety, to the effectiveness and speed of first responders, and the ability to locate people and property. But often those benefits have come in unintended ways. For example, dealerships often install GPS tracking devices in vehicles sold in areas where repossession rates are high in order to track a vehicle if the owner falls behind in their payments. These same devices have been used to foil carjackings and kidnappings.


    In a well-publicized case, Danny Meng, whose Mercedes was carjacked by the Tsarnaev brothers—who were responsible for the Boston Marathon bombing and the murder of officer Sean Collier in April of 2013—provided police with the login details of his GPS-enabled Mercedes, which resulted in tracking and apprehending the brothers.


    GPS has also been embedded into numerous safety and tracking devices. During August of 2015 a Rowlett, Texas kidnapping of a fifteen-year-old girl with Asperger’s Syndrome made headlines when her mother tracked her daughter down using the girl’s wearable GPS device. The wearable had a built-in microphone, which allowed her mother to listen to the sounds of her daughter struggle with the kidnapper as the assault was taking place—something that would have sounded like pure science fiction in 1980s when private use of GPS was first enabled.20


    Perhaps one of the most ambitious applications of GPS technology is the FAA’s NextGen aviation program, which is replacing ground-based radar with satellite and onboard GPS tracking and full digital communications for all commercial aircraft by 2020.21 The impact this will have on safety and fuel costs is nearly incalculable. The sum total fuel used yearly by all of the major US airlines is in excess of seventeen billion gallons at a total cost of approximately 25 billion dollars.22 It’s expected that NextGen will cut fuel consumption and emissions by 12 percent yearly—the equivalent of 2.2 million cars a year.


    It’s hard to deny the benefits and indispensability of GPS from the standpoint of convenience alone, but these stories and thousands more, attest to the greater social and economic value it has had. Which is why it’s one of the best examples to date of the tradeoff we willingly make between privacy and transparency, and value. Transparency and the loss of privacy create risk. We can use technology and legal approaches to protect ourselves but there’s simply no way to eliminate that risk. In fact, we’ll be blunt in acknowledging that risk is increasing substantially with all the technologies and behaviors we’re describing in this book. But, at the same time, value is also increasing dramatically. The equation that allows technological progress to continue is a simple one and it’s answered by a simple question: does new value significantly exceed new risk?


    So, if there’s value to be had, why do we continue to fear technology, especially when we’ve proved time and again that our track record is pretty good at applying new technologies in ways that yield a net positive impact? The reasons fall into two general categories:
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