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Preface

Build once. Ship it always.

The whole point of Azure is that every team should be able to ship code confidently, automatically secure it and scale up without any hassle. And this hands-on second edition on Learning Azure DevOps shows you how to build a production-grade multi-stage pipeline from scratch using a single evolving Spring Boot REST API.

Each chapter adds a new capability, like YAML pipeline authoring, infrastructure provisioning with Bicep and Terraform, zero-downtime blue-green deployments, package management with Azure Artifacts, automated API contract testing with Newman, shift-left security with GitHub Advanced Security, and AI-assisted development with GitHub Copilot Agent Mode. It's all very practical. Every concept is shown using tried-and-tested code, real pipeline stages and real Azure resources.

Whether you're an Azure developer looking to automate your first pipeline, or a DevOps engineer modernising a legacy release process, or a team lead building a security-conscious delivery culture, this book has got you covered. It's got DORA metrics, DevSecOps lifecycle controls, Azure DevOps MCP Server integration, and responsible AI governance, which are the things that modern cloud teams need the most.

In this book you will learn how to:


	
Build multi-stage Azure Pipelines YAML with reusable templates and approval gates. 


	
Provision Azure infrastructure idempotently using Bicep and Terraform in CI pipelines. 


	
Execute zero-downtime production deployments using App Service blue-green slot swaps. 


	
Manage Maven, npm, and PyPI packages through private Azure Artifacts upstream feeds. 


	
Shift security left using SonarLint, detect-secrets, CodeQL, and dependency scanning. 


	
Automate API contract validation using Postman collections and Newman in pipelines. 


	
Measure and improve engineering performance using the four DORA delivery metrics. 


	
Control feature rollout safely without redeployment using Azure App Configuration flags. 


	
Orchestrate AI-assisted DevOps tasks using GitHub Copilot Agent Mode and MCP Server. 


	Apply DevSecOps across all seven lifecycle stages from planning through runtime monitoring.






Prologue

There is a moment every engineer remembers. The moment a deployment that once took three days and a conference room full of tense people was reduced to a pull request, a green checkmark, and a coffee. That moment is not magic. It is the result of discipline, automation, and a set of practices that the industry has come to call DevOps. When I first wrote about Azure DevOps, the conversation was largely about moving fast without breaking things. It was about replacing manual release gates with automated pipelines, replacing tribal knowledge with YAML, and replacing blame culture with observability. Those goals still matter deeply. But the world has moved on, and this second edition moves with it.

We are living through one of the most consequential shifts in the history of information technology. Artificial intelligence is no longer a research curiosity or a feature toggle on an experimental product page. It is rewriting the economics of software delivery. The foundation models are being embedded into development environments, CI pipelines, security scanners, and cloud provisioning tools at a pace that would have seemed implausible just three years ago. The GitHub Copilot suggests your next line of code. Azure's AI services spin up in seconds behind a Bicep template. Intelligent agents now read your work items, propose infrastructure changes, and open pull requests on your behalf.

Speed without safety is recklessness. Safety without speed is irrelevance. DevOps is the discipline that earns you both at the same time.

This matters to every practitioner because AI-driven systems demand more from the pipelines that deliver them, not less. Training runs, inference endpoints, model registries, vector databases, and responsible AI governance layers all need to be provisioned, versioned, tested, secured, and deployed with the same rigour we apply to any other production workload. The organisations that will win the next decade are not simply the ones that adopt AI. They are the ones whose engineering culture is disciplined enough to ship AI reliably, repeatedly, and safely. The DevOps sits at the exact intersection where that discipline is built. This book is not a survey of features. It is a guided construction project. By the time you finish the final chapter, you will have built a production-grade system with a multi-stage pipeline that compiles, tests, scans, provisions infrastructure with Terraform and Bicep, deploys with zero downtime, validates with Newman, manages packages through Azure Artifacts, and instruments every stage with the security controls that modern AI-era applications require.

Whether you are new to Azure DevOps or returning to it after time away, I wrote this second edition with one ambition of handing you not just the knowledge of how these tools work, but the confidence to wield them on the systems that matter most. The pipeline that changed everything is waiting to be built. Let us build it together.

— Matthew Rosch
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Prerequisites

If you're an Azure developer, DevOps engineer or team lead and you're looking to get your first pipeline automated, build security-conscious delivery and modernise a legacy release process, then this book is for you. It meets you where you're at and takes you further.

Codes Usage

Are you in need of some helpful code examples to assist you in your programming and documentation? Look no further! Our book offers a wealth of supplemental material, including code examples and exercises.

Not only is this book here to aid you in getting your job done, but you have our permission to use the example code in your programs and documentation. However, please note that if you are reproducing a significant portion of the code, we do require you to contact us for permission.

But don't worry, using several chunks of code from this book in your program or answering a question by citing our book and quoting example code does not require permission. But if you do choose to give credit, an attribution typically includes the title, author, publisher, and ISBN. For example, "Learning Azure DevOps, Second Edition by Myra Kelnor".


If you are unsure whether your intended use of the code examples falls under fair use or the permissions outlined above, please do not hesitate to reach out to us at support@gitforgits.com. 


We are happy to assist and clarify any concerns.

Chapter 1
Getting Started with Azure DevOps

Overview

Before we write a single line of pipeline code or push a single commit, we need a clear and working foundation. This chapter is meant for it. It is going to build that foundation step by step, in a way that mirrors exactly what a DevOps practitioner does on the first day of a new project. We will be setting up our Azure DevOps account, establish our organization and project, understand each core service that the platform provides, configure the Azure CLI and the Azure Developer CLI (azd), and get our Visual Studio Code environment production-ready, including our first encounter with GitHub Copilot for Azure.

Later, we will also position Azure DevOps clearly in relation to GitHub, because in 2025 these two platforms are converging in ways that every practitioner must understand. Throughout this chapter we will clone and configure the Spring Boot REST API sample application that we will carry forward throughout every subsequent chapter. Every pipeline we write, every security scan we run, and every infrastructure template we create in later chapters will point back to this same application, so the time we invest here pays dividends across the entire book.

So, let us begin then!


What is Azure DevOps?


As a cloud-hosted platform from Microsoft, the Azure DevOps is a suite of DevOps solutions that aims to bring together every tool a software team needs to plan, build, test, and deliver software. It truly unifies version control, CI/CD pipelines, package management, test management, and project tracking under a single portal accessible at https://dev.azure.com. Rather than assembling a disconnected stack of third-party tools, teams can use Azure DevOps as the single pane of glass through which the entire software delivery lifecycle flows, from a developer's first commit all the way to a production deployment.



One of the defining characteristics of it, is its flexibility. The teams are not required to adopt every service at once. A team that is already using GitHub for version control can plug Azure Pipelines in as their CI/CD engine while keeping all other tooling unchanged. Conversely, a team starting from scratch can adopt the full suite and benefit from native cross-service traceability, where a work item in Azure Boards links directly to the pipeline run that deployed the fix and the commit in Azure Repos that introduced the change. Now, such a level of end-to-end auditability is difficult to achieve with loosely coupled external tools.



Another core strength is scalability. The platform is architected to serve a solo developer working on a personal project as comfortably as it serves a global enterprise running thousands of pipeline jobs per day. As we move through each chapter and build progressively more advanced capabilities on top of our Spring Boot application, we will see how Azure DevOps grows with us rather than becoming a bottleneck.


Azure DevOps Services Overview

There are five integrated services, that are built into Azure DevOps. And ,each one addresses a distinct phase of the software delivery lifecycle, and each one is fully usable on its own. So, when we wire them together, we get a workflow where a change in one service automatically propagates context to every other service. We will work with all five services throughout this book, so it is worth spending a moment on each one before we start configuring anything.


We will now start with Azure Repos. It is the version control service within the platform. It supports full Git repositories as well as the legacy Team Foundation Version Control system. For all practical purposes, we will work exclusively with Git. It extends standard Git with pull request workflows, branch policies, and required reviewer rules that enforce code quality gates before any code reaches a protected branch. The deep integration with Azure Pipelines means that a completed pull request can automatically trigger a build, run tests, and gate the merge on a passing pipeline, all without any external webhook configuration.



The next is, Azure Pipelines. This is the CI/CD engine of the platform. It can build, test, and deploy code written in virtually any language or framework, targeting virtually any environment, from an Azure App Service to a Kubernetes cluster to an on-premises virtual machine. The pipelines are defined as YAML files that live inside the repository, which means pipeline definitions are version-controlled, reviewed as part of pull requests, and as reproducible as the application code itself. We will spend two full chapters on Pipelines, covering both continuous integration in Chapter 3 and continuous delivery in Chapter 4.



Then, there is Azure Boards. It is the project management and work tracking service. It supports Scrum, Kanban, and custom Agile processes, giving teams a flexible space to plan sprints, track user stories, log bugs, and visualize workflow. The boards integrate bidirectionally with Repos and Pipelines, so we can link a work item to a commit, a pull request, or a pipeline run. Such a cross-service linking creates a traceable thread from a stakeholder requirement all the way through to the deployed artifact, which is exactly the kind of audit trail regulated industries demand.



There is Azure Test Plans as well. It is the manual and exploratory testing service. It provides a structured space for creating test cases, organizing them into test suites and plans, executing them against a specific build, and recording outcomes. Beyond manual testing, the Test Plans integrates with automated test frameworks, allowing pipeline-executed test results to flow back into Test Plans dashboards. In Chapter 6 we will configure Test Plans in conjunction with our CI pipeline so that every automated test run is traceable to a formal test case.



And finally, Azure Artifacts which is the package management service. It hosts private feeds for NuGet, npm, Maven, Python, and Universal Packages. The teams use Artifacts to publish internally built libraries and to proxy external package registries, giving them a single trusted source for all dependencies. We will work through Artifacts in depth in Chapter 5, where we publish packages from our App pipeline and consume them across projects.


Azure DevOps vs GitHub

Since Microsoft acquired GitHub in 2018, practitioners have regularly asked which platform to use. The honest answer in 2025 is that the two platforms are converging rather than competing. In my opinion, the GitHub has truly became the Microsoft's primary developer platform, with GitHub Actions as its CI/CD backbone and GitHub Copilot as its AI layer. The Azure DevOps, meanwhile, remains the preferred choice for enterprises that need its advanced pipeline capabilities, Azure Boards' deep project management features, and native integration with Azure services.

As a DevOps practitioner, the practical picture looks like the following:
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Fig 1.1: Convergence of Azure DevOps with GitHub

Many teams today use Azure Repos and Azure Pipelines for their core workflow while also connecting GitHub repositories to Azure Pipelines for open-source components. Others use GitHub as the source repository while routing all CI/CD through Azure Pipelines because of its richer multi-stage gating features. In Chapter 8, I am going to configure this hybrid setup explicitly for you to practice it. For now, what matters most is that we understand Azure DevOps as the operations and delivery platform, and GitHub as the developer and community platform, with GitHub Copilot for Azure bridging the two by bringing AI assistance directly into our DevOps workflows.

One concrete illustration of this convergence is GitHub Advanced Security for Azure DevOps, which we will enable in Chapter 3 and explore in depth in Chapter 9. It actually brings GitHub's code scanning, secret scanning, and dependency scanning engines directly into Azure Pipelines, so teams do not need to leave the Azure DevOps portal to manage application security alerts.

Azure DevOps as Unified Platform


The five services described below, are each useful in isolation. Their real power actually emerges when we connect them with each other. For example, a developer creates a user story in Azure Boards, branches the repository in Azure Repos, and opens a pull request. Now here, the pull request automatically triggers an Azure Pipeline that compiles the application, runs unit tests, executes SonarCloud static analysis, and reports results back to the pull request. If all checks pass, the pipeline publishes a versioned artifact to Azure Artifacts and promotes it through staging to production with approval gates. Every step in the following chain is linked to the original work item. It really creates an unbroken audit trail.
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Fig 1.2: Azure DevOps Architecture (Simplified)

Now, such type of end-to-end traceability is what makes Azure DevOps more than a collection of individual tools. When a production incident occurs and we need to answer the question "which requirement led to this change, who approved it, and which pipeline version deployed it?", the answer is always one click away inside the Azure DevOps portal. As we build our setup in the sections that follow, we will keep this integrated picture in mind so that each configuration decision reinforces the whole rather than optimizing in isolation.


Setting up Projects and Organization


Everything in Azure DevOps lives inside an organization. An organization is the top-level container that holds all our projects, users, billing settings, and global policies. We will create an organization named GitforGits as our only home base throughout this book. Inside it, we will create a project named SpringBootAPI that will house our application repository, our pipelines, our boards, and our test plans.


In the below illustration, we will see how the projects and the organization is housed together:
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Fig 1.3: Organisation and Project Hierarchy

Creating Azure DevOps Account


At the very first, we need a Microsoft account or an Azure Active Directory identity to access Azure DevOps successfully. Once we have it, we then sign in immediately, navigate to the below URL, and click Start Free.


https://azure.microsoft.com/en-us/products/devops/


After signing in, we land on Azure DevOps portal at https://dev.azure.com. This portal presents a list of any existing organizations associated with our identity. Since this is a fresh start, the list will be empty and the portal will prompt us to create a new organization immediately. If we are signing in with an existing Microsoft account that already has Azure DevOps organizations, we will see them listed here and can choose to create a new one alongside them.


Setting up Organization


On the portal's welcome screen. The portal will ask us to confirm the organization name and select a hosting region. We will name our organization as GitforGits and choose the region closest to where our team is located. The reason behind choosing nearby region is to minimize the latency for all pipeline runs and repository operations. After this, we click continue, the organization is provisioned in seconds and we are redirected to the GitforGits organization home page.


Now, the organization home page is where we manage users, billing, security policies, and projects. For now, the first thing we need to do is create our working project.

Creating SpringBootAPI Project


From the GitforGits organization home page, we will click upon New Project. The project creation dialog asks for a project name, an optional description, the visibility setting, and the version control type, which we then fill in as below.




Project name  : SpringBootAPI 



Visibility    : Private 



Version control: Git 



Work item process: Scrum 





We choose Scrum as our work item process because it maps most naturally to the sprint-based delivery model we will be using in Chapter 8. After clicking Create, it provisions the project and lands us on the project's summary page. From here, we can navigate to any of the five services using the left-hand navigation pane.


Configuring Repository


When the project is provisioned, the Azure DevOps automatically creates an empty Git repository named SpringBootAPI. We can see this by clicking Repos in the left-hand navigation.
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Fig 1.4: Spring Boot Repository Structure

The page shows an empty repository with instructions for pushing an existing repository or cloning the empty one. We will be coming back to push our application code in the final section of this chapter. For now, we will note the following URL:

https://dev.azure.com/GitforGits/SpringBootAPI/_git/SpringBootAPI


Before we move on, it is useful to enable the branch policy on the main branch to protect it from direct pushes. To do this, we click on Repos, then Branches, then hover over the main branch row and click the ellipsis menu. After this, we then select Branch policies. Next, we then enable the ‘Require a minimum number of reviewers policy’ and set the minimum to 1. This means all changes to main must arrive through a pull request with at least one approval, which is a foundational governance control we will rely on when we configure our CI pipeline in Chapter 3.


Preparing Pipeline Entry Point


We will define our first pipeline in Chapter 2, but it is useful to navigate to Pipelines now to understand how the portal is structured. For this, we will click Pipelines in the left navigation. The page will be empty and it will invite to create our first pipeline. We will return here in Chapter 2 after we have learned how to author YAML pipeline definitions. For this chapter, you just have to simply know, that the Pipelines hub exists and is connected to our SpringBootAPI repository, which is sufficient enough for now.


Setting up Testing Environment


In the left navigation, we click Test Plans and then click New Test Plan. We will name it as Sprint 1 Tests and set the iteration to the current sprint. This creates a container for all test cases associated with our first sprint. We will populate this plan with formal test cases in Chapter 6 when we integrate Azure Test Plans into our CI/CD pipeline. For now, just having the plan in place means we already have a home for test results when our first automated pipeline run completes.



As our work grows, we may need to manage several projects under the GitforGits organization, for example a separate front-end project alongside our back-end SpringBootAPI. The Azure DevOps handles this cleanly. From the GitforGits organization home page, we can click New Project at any time to add a second project, and each project gets its own isolated set of repositories, pipelines, boards, and test plans. The permissions can be managed both at the organization level (granting a user access to all projects) and at the project level (restricting a user to a single project).



Installing and Configuring Azure CLI and Azure Developer CLI


The Azure portal is excellent for visual exploration, but for real DevOps work we need command-line tools. There are two tools, that are essential for us throughout this book. The first is the Azure CLI (az), which is Microsoft's general-purpose command-line tool for managing Azure resources. The second is the Azure Developer CLI (azd), which is a newer, higher-level tool designed specifically for the inner loop of cloud-native application development.


Installing Azure CLI

I am assuming you all are quite compfortable with Ubuntu. So, to begin with, we will first install Azure CLI using the official Microsoft package repository. For this, we will open the terminal and run following commands in sequence.


curl -sL https://aka.ms/InstallAzureCLIDeb | sudo bash 


The first command fetches the Microsoft signing key, the second adds the repository, and the third installs the package.

Once the installation completes, we can verify it by checking the version.


az --version 


The terminal displays the installed Azure CLI version, confirming that the installation was successful.


azure-cli                         2.61.0

core                              2.61.0

telemetry                          1.1.0

Dependencies:

msal                              1.28.0

azure-mgmt-resource               23.1.1

...



Logging into Azure CLI

With Azure CLI installed, the next step is to authenticate against our Azure subscription. For this, we will run the following login command.


az login 


After this, the browser window will open automatically and prompt for our Azure credentials. Once we complete the sign-in, the terminal prints a JSON list of subscriptions associated with our account.


[

{

"cloudName": "AzureCloud",

"id": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",

"isDefault": true,

"name": "Pay-As-You-Go",

"state": "Enabled",

"tenantId": "yyyyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"

}

]



If we have multiple subscriptions, we can set the active one with the command below, in which we are replacing the placeholder with the id value from the output above.


az account set --subscription "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx" 


Configuring Azure CLI Defaults

We can save ourselves from typing repeated flags by setting default values for the most frequently used parameters. The two most useful defaults for our work are the output format and the default resource group. We will also add the Azure DevOps extension, which enables the az devops family of commands that we will use in later chapters to interact with pipelines and repositories from the terminal.



az config set defaults.output=table 



az extension add --name azure-devops 




We can confirm that our configuration saved correctly by running the following command, which prints all active CLI defaults.


az config get 


The terminal displays the current Azure CLI configuration, grouped by setting name and value.


Group    Name    Value

-------  ------  -----

defaults output  table



Commonly Used Azure CLI Commands

Before we get into the Azure Developer CLI, we will take a look at some of the Azure CLI commands that we will be using very frequently later throughout the book. I have grouped them by resource type below so that we can have a handy reference as we proceed.

Resource groups


The resource groups form the fundamental organizational unit in Azure. All resources we provision must belong to a resource group. The commands below create, list, and delete resource groups.




# Create a resource group 



az group create --name SpringBootRG --location eastus 



# List all resource groups 



az group list 



# Delete a resource group and all its resources 



az group delete --name SpringBootRG --yes --no-wait 




Virtual Machines


The virtual machines will be used in Chapter 7 as self-hosted pipeline agents and as deployment targets.


Following is a quick example of using it:



# Create an Ubuntu VM 



az vm create --resource-group SpringBootRG --name SpringBootVM \ 



  --image Ubuntu2204 --admin-username azureuser --generate-ssh-keys 



# List VMs in the resource group 



az vm list --resource-group SpringBootRG 



# Stop and deallocate a VM 



az vm deallocate --resource-group SpringBootRG --name SpringBootVM 




Azure DevOps Pipeline


The Azure DevOps pipeline commands let us trigger and monitor pipelines without opening a browser. In the following, we will configure our organization URL once for the CLI session.




# Set organization and project defaults 



az devops configure --defaults \ 



  organization=https://dev.azure.com/GitforGits \ 



  project=SpringBootAPI 



# List all pipelines 



az pipelines list 



# Run a pipeline by name 



az pipelines run --name "SpringBootAPI-CI" 




The terminal displays the pipeline run details, including the pipeline ID, name, current status, and queue time.


ID    Name               Status    Queue Time

----  -----------------  --------  ----------

1     SpringBootAPI-CI   enabled   -
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