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			In the spring of 1986, I was First Deputy Commissioner at the New York City Fire Department. Late one morning, word came down that the mayor was on hold for me.

			“Joe, I need you at City Hall for a presser at three o’clock,” he said. 

			For the past week, City Hall had been embroiled in a firestorm after a wave of corruption was uncovered in the City’s Parking Violations Bureau, a wave that threatened to topple Mayor Ed Koch and his entire administration. 

			“I’ll be there, Ed. What’s up?” I asked.

			“I’d like to announce you as the new Director of the Parking Violations Bureau.”

			I was stunned. This was arguably the toughest job in the world at that moment. Besides, other than how to feed the meters, I knew nothing about parking or parking violations.

			“Can I have some time to think about it?” I asked. “It might be a good idea to run this by my wife.” 

			“Joe, you’re the only person I am asking to do this. It’s OK if you say no. But you have to make the decision right now.” 

			And so it was that I began a year-long stint within the swirling maelstrom that was the PVB scandal. 

			In my over three decades of public service, under three New York City mayors−John Lindsay, Abe Beame, and Ed Koch−I had seen my share of crises. And then, in 2004, City Hall called again. Michael Bloomberg asked me to serve as Commissioner of the newly chartered Office of Emergency Management. Over the course of the next ten years, I would add to a long track record as my agency responded to nearly five hundred emergencies every year, with large-scale incidents occurring on an almost monthly basis. 

			Unlike my Duty Team Chiefs (like Kelly McKinney), I was not on-call for just part of the time, I was “up” 24/7/365. Because the mayor owned every disaster, it was my job to own them for him. So I was standing behind him in a freezing Department of Sanitation garage on Bloomfield Street after the 2010 Christmas blizzard, and in dozens of other incidents like it, small and large, and very large. I stood behind him on 42nd Street after the Miracle on the Hudson, on Lexington Avenue after the steam pipe explosion, and on Yetman Avenue in Staten Island after it was devastated by Hurricane Sandy. 

			At OEM we were more than witnesses to history. At OEM we made history. It was a unique time for me, and for New York, as a never-ending stream of disasters taught us powerful lessons. 

			We learned that, in most cases, disaster avoidance is not going to be possible. The disaster you faced before will not be the disaster you face next, and that nobody, not even the mighty New York City government, can go it alone. It is important that we now share those lessons, not only in New York, but across the nation and around the world.

			The lessons we learned, along with some great stories, are contained within the pages of this remarkable book. It is indeed a rare treat that one can read about a complicated and perplexing topic like when the “Big One” hits and come away with a straightforward how-to recipe. Moment of Truth offers the reader this gratifying opportunity and result.

			In many ways this book is the legacy of my forty years of service to the people of New York City, including a decade as Commissioner of NYCOEM, the best municipal emergency management agency in the country, and perhaps the world. 

			 

			—Joseph F. Bruno

		

	
		
			prologue
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			an imagined catastrophe

			polaris attack part 1 | 3:59 p.m. | Thursday, August 29 | In the Atlantic off Brigantine, New Jersey 

			It’s the last week of summer. Brigantine Beach is crowded with sunscreened bodies, colorful umbrellas, and toddlers digging in the hot sand.

			Ninety nautical miles offshore, a two-hundred-foot-long cylinder of black steel rises slowly from the deep. A crew of thirty-seven sailors is aboard the Gorea (“whale”), a Sinpo-class ballistic missile submarine and the pride of the Pakorean People’s Navy. Using a crude stealth technology, along with a bit of luck, the captain has managed to steer the Gorea to within striking distance of the American mainland.

			Just below the surface, the captain orders the engines to a halt. He picks up the ship’s phone and, after a brief exchange, places it back in its holder. He turns to his first mate. 

			“Launch when ready” is radioed back through the boat to the launch room in its stern.

			All hands brace themselves and, after three long minutes, an explosion rocks the sub as its steam cannon blasts a sixty-ton projectile out of a hatch and upward toward the surface. The KN11/Pukguksong-1 (Polaris-1) ballistic missile jumps up out of the water; its rocket motor ignites, and it heads up into the sky. 

			The Polaris arcs high above Brigantine and its neighbors to the north: Beach Haven, Seaside Heights, and Belmar, its painted martial markings bright white against the matte black skin of the fuselage. After thirty seconds, the motor stops as the missile reaches the top of its arc. Its nose turns down and it begins its descent.

			Silently it falls, northwest across Staten Island, the New York Harbor, and Lower Manhattan, toward streets jammed with delivery trucks, city buses, and taxicabs. A high school student from Ohio is walking with a tour group when he sees it dropping out of the clear blue sky. He points and, as he turns to tell a classmate, the missile finds its target. Ground zero is 41st Street and Sixth Avenue, one block from Times Square.

			The payload aboard Polaris detonates on impact, and the world is changed forever.

			 

			impact | 4:04 p.m. | Thursday, August 29 | RPG Studios | 520 Eighth Avenue, New York City

			It’s only a few minutes after four o’clock and you still have a lot of work to do. But instead of doing it, you decide to peek over the top of your cubicle, across that great expanse of office, toward the exit sign. The sight of some of your colleagues hurrying out flips the work switch in your mind to Off. Now the only thing you can think about is home.

			But between you and home is that excruciating daily commute.

			You feel a familiar anxiety as you ponder the race-walk through the streets, up Eighth Avenue to the Port Authority Bus Terminal. The 4:37 bus leaves well before the Mongol hordes of your fellow New Jersians. You won’t catch it if you wait even two more minutes, so you grab your backpack and head for the door. 

			You’re halfway there when the huge, dim room turns brilliantly white. A light, brighter than a thousand suns, bursts in through the windows, illuminating every tiny corner and crack; the air itself seems to ignite. Your eyes slam shut, but the light burns an image of veins through your eyelids. 

			At the same time, a long, low, boom explodes in your ears. The floor jumps and knocks you off your feet. As your body hits the floor, the windows explode. 

			Shards of glass fly across the great expanse of office floor, piercing your face and scalp and skin like tiny daggers. The ceiling crashes down…

			 

			ground zero | 4:04 p.m. | Thursday, August 29 | 41st Street and Sixth Avenue, New York City

			The Polaris lands on the Fountain Terrace in Bryant Park just across Sixth Avenue from the Bank of America tower. At that instant, the device mounted in its nose unleashes a stream of neutrons at the uranium nucleus in its core, splitting the atom into fragments. This process, called fission, becomes self-sustaining as the neutrons released by the disintegrating atom strike nearby nuclei and produce more fission. 

			The chain reaction unleashes crushing waves of light, pressure, electricity, neutrons, gamma rays, alpha particles, and electrons in all directions: up into the sky and down the crowded city streets.

			Radiation is first. Neutrons, gamma rays, and alpha particles, traveling at the speed of light, melt the aluminum off the sides of taxicabs, ignite tires on delivery trucks, and turn exposed skin to charcoal. Leaves on the trees in the park explode, bronze statues melt, and uncovered ground bursts forth into superheated dust. 

			Next is the light. For a split second, a fireball shines ten thousand times brighter than the desert sun at noon, searing the corneas of people as far away as Newark, New Jersey, and Greenwich, Connecticut. Traffic comes to a standstill as hundreds of thousands of cars, trucks, and buses across the city crash. Airplanes en route to Newark, LaGuardia, and Kennedy Airports fall from the sky. 

			At the Empire State Building a half mile away, light from the fireball melts the asphalt on 34th Street and burns the paint off its iconic television antenna. Inside the building, curtains and upholstery burst into flame. Its marble walls crack and pop.1

			At the same time, a sharp, high-voltage spike of electricity sends a burst of electrons in all directions. This electromagnetic pulse melts the integrated circuits in every electronic device in Manhattan. The power grid and all communications systems are immediately destroyed. 

			The pressure comes as a blast wave and its leading edge, called the shock front, travels rapidly away from ground zero. It is a wall of highly compressed air traveling at 750 miles per hour and crushing everything—people, buses, buildings—in its path. Like all of the buildings around it, the nearby New York Public Library is ripped apart. Patience and Fortitude, the majestic stone lions that guard its entrance, are tossed into the air like leaves in a windstorm.

			Last, but not least, is the heat. The heat from a chemical explosion (like that produced by dynamite or TNT), reaches several thousand degrees and creates a gaseous fireball. The plasma fireball created by a nuclear explosion reaches tens of millions of degrees. At this temperature virtually everything burns, first as individual fires and then, as massive winds drive them, they begin to merge into a single, gigantic fire—or firestorm. 

			Within seconds, Midtown Manhattan becomes a hurricane of fire. Heat from the firestorm forces gigantic masses of heated air to rise, creating a chimney effect that draws cooler air in toward the blast from all directions at speeds of hundreds of miles per hour. Anything that is not bolted down—hot dog carts, trash cans, pets—is sucked in. 

			The fireball creates a distinctive mushroom cloud that carries thousands of tons of highly radioactive debris particles several miles aloft. These particles are the “fallout.” Heavier debris rains down nearby, but the lighter particles, like fine-grained sand, are carried by the winds and spread dozens, even hundreds, of miles downwind. Within minutes, everyone outside in the fallout areas receives a lethal dose of radiation. 

			The Gorea traveled underwater halfway across the world to bring forth hell on Earth. The skyscrapers of the great city center have been reduced to highly radioactive rubble. A million people are dead. Hundreds of thousands more will soon die.

			 

			the president is told | 4:24 p.m. | Thursday, August 29 | Willard InterContinental Hotel | Pennsylvania Avenue NW, Washington, D.C. 

			The aide-de-camp walks slowly across the stage to the podium as the president speaks to a packed auditorium. The commander in chief is not accustomed to being interrupted in midsentence and is infuriated as he is ushered backstage. 

			But at the same time, he senses that something is wrong. Just before he was interrupted, the crowd seemed to grow distracted and tense. He got a strange feeling—like static electricity—in the room. When people do not listen to him when he speaks, something is wrong.

			As soon as he steps into a small conference room, another aide starts a slideshow of cellphone pictures. They show satellite imagery of a huge fireball and starburst-patterned blast wave radiating across the width of Midtown Manhattan. The president’s annoyance grows. 

			“Can somebody please tell me what the hell I’m looking at?”

			He is handed another cellphone, but there is silence at the other end.

			“Hello? This is the president.”

			“Yes, of course. Sorry, Mr. President. Those pictures you see there were taken by our surveillance satellites within the last fifteen minutes. They are showing what appears to be a nuclear explosion in New York City. Based on those images, we estimate the yield of the device to be between five and seven kilotons.”

			There is a long pause. “Who did it?” the president asks.

			“I’m afraid I don’t have any information about that, sir. I would be happy to reach out to Langley for you if you like…” 

			The president is stunned. With the worst-case scenario clearly upon him, he is left speechless. Finally, he manages to blurt out, “So what are we doing about it? Like, right now?” 

			For a minute nobody speaks.

			“We are trying to reach Secretary Ojami,” somebody says, referring to the Homeland Security secretary.

			“But right now we need to get you safe…”

			 

			first response | 4:25 p.m. | Thursday, August 29 | FDNY 18 Squad Company | Greenwich Village, New York City

			The men and women of 18 Squad2 are arriving back at the firehouse when they see the flash. Lieutenant Anthony Padilla and his firefighters jump off the rig and run to the front of the apparatus bay.

			Their eyes scan east and west, but they see nothing but the deep blue sky. The lieutenant turns to see firefighter Tyesha Brown dashing to the corner for a view to the north. As her gaze turns up Sixth Avenue, she sees a massive column of fire rising a mile into the sky. She calls her mates over. They stand like statues and stare.

			After pulling themselves together, they make their way back to the firehouse. The alarm bell is sounding, but all the radios are dead. 18 Squad doesn’t need Dispatch to tell them where the job is. In three minutes they are back on the rig and headed north.

			They make a grim passage up Avenue of the Americas, along sidewalks packed with dazed and bloody crowds of people. Most have no idea what has just happened or what they should be doing now. Storefront windows are shattered, and broken glass covers the street.

			At 20th Street they pass the Limelight, a former Episcopal Church of the Holy Communion, now a nightclub. Memories of late nights there flash through Tyesha Brown’s mind as she stares at the dark hole where the great rose window once was. 

			Stalled automobiles slow their passage, and the intensity of destruction increases as they near 23rd Street, about a mile from ground zero. Buildings are blown out, some have collapsed, and they can see the fires inside. 

			At this point, rubble and overturned cars across Sixth Avenue prevent any further progress on the rig. Padilla orders them to set out on foot, carrying their gear. Acrid smoke burns their eyes as they stumble out into the street. 

			As they walk, they are joined by other firefighters from Engine Company 33, Ladder Company 15, and Marine 1 along with police officers from NYPD Harbor Patrol. They look ahead toward Times Square and see a hundred-foot-tall wall of fire. The vision sends a shock wave of fear through them as they continue their grim trek north. 

			Things quickly go from bad to worse. The sidewalks here are filled with people, mostly sitting, some lying down. The radiation meters clipped to their belts show elevated levels, and the smell of gas from ruptured lines fills the dusty air. Smoke from the fires continues to thicken around them.

			Collapsed buildings turn into buildings on fire, so they go to work, moving from burning building to burning building. Padilla decides that firefighting is pointless, so he orders his crew to drop hoses and search for victims. In the middle of the intersection of Sixth Avenue and 25th Street, a ruptured gas main burns with a roar, its fierce blue flame piercing the darkening sky.

		

	
		
			 

			part I | collision course

		

	
		
			1 high intensity
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			we are increasingly vulnerable 
to catastrophe 

			“Welcome to the crossroads of the world.”

			The conductor’s announcement comes loud and clear over decades-old speakers as the Number 1 train pulls into the Times Square subway station. 

			This is New York: international center of finance, technology, art, and fashion. It surrounds a vast natural harbor where the Hudson and East Rivers converge to meet the Atlantic Ocean. Sixty million people a year visit its landmarks, including the Empire State Building, Central Park, and the neon lights of Times Square. 

			It is the city that never sleeps. But for the eight and a half million people who live here, the vitality of the Big Apple has a downside, particularly when they try to get on with the mundane business of daily life.

			 

			the great seamless disaster part 1 | Early afternoon | Saturday | Williamsburg | Brooklyn, New York City

			As you tramp down the narrow staircase, you try to remember that moment when you first decided that you wanted to live in the big city. 

			You’re venturing out from your tiny three-thousand-dollar-a-month apartment across town for a shopping trip that you know is going to take most of the day. The last time you braved the big-box store, you ended up with a lot of things you didn’t need because you grabbed everything within arm’s reach while you waited in a line that circled the store and backed up all the way to the front door. 

			As you emerge from your dingy tenement into the bright sunlight—sleep-deprived because your next-door neighbor watches action movies at all hours at full volume—you are hit with yet more noise: a wailing ambulance siren and a car horn honking in the street five feet away. You try to navigate the human flow of a crowded sidewalk. One would think that in a city of walkers, people would know how to walk. They do not. 

			You need some peace—some life essentials—like grass or fresh air or space. You’re pretty sure they have those things in the suburbs, but not here. 

			 

			invisible infrastructure

			“There’s not a single aspect of our lives—heating, food, fuel, communications, medical care, and the list goes on—that’s not intimately tied to a network of machinery that can be readily disabled by a squirrel.”3

			—Adam Stone, Emergency Management magazine

			 

			According to the United Nations, nine in ten city dwellers are exposed to “high mortality vulnerability” from disasters. And over the past fifty years, the population of cities, especially the megacity, has exploded.4 

			In 1950, there were two megacities with ten million or more inhabitants. In 2017, there were twenty-two, of which New York is but one. And New York is not just any megacity; it is the alpha megacity, with enormous assets and great strengths. The problem is that behind each of those great strengths lies great vulnerabilities. 

			New Yorkers live and work alongside an array of man-made, natural, and technological hazards, from terror attacks to climate change. Like all megacities, it is a threat-rich environment. 

			Eight and a half million people are packed into just three hundred square miles of dry land here…with a complex geography that rises a mere fifty feet above the waterline. Its three islands and peninsula are tied together by whisker-thin bridges and tunnels and an aging mass transit system that is breaking records for ridership.5 

			Like all megacities, it needs resources—electricity, food, fuel, water, data, transportation, money, healthcare—to keep it alive. A vast critical infrastructure has evolved to do this. 

			This critical infrastructure is an intricate web of interconnected systems—a system of systems—supercharged with massive computing power and complex mathematical algorithms. These algorithms create an artificial intelligence, or AI. Also known as machine learning, AI makes our critical infrastructure “smart.” Smart systems use big data to analyze situations and to predict the future. They can sometimes even fix themselves. Yet beneath every bright control panel lurks a dark downside—because no matter how smart a system may be, it gets really dumb when it breaks.

			 

			the great seamless disaster part 2 | Late evening | Saturday | Williamsburg | Brooklyn, New York City

			You’re back in your neighborhood and trudging up that cramped staircase. You decided to bite the bullet and pay the 150-dollar delivery fee, because there was no way you were going to get that new couch into a taxi and up those stairs by yourself. 

			You had a pretty good day. You chatted with a woman while waiting in the long checkout line (talking to a stranger…this never happens). She had just graduated from some college and was planning her escape from the big city. “Brooklyn is like a human Jenga pile,” she said. “And how can anyone afford to live here? Yesterday I went to buy a tomato and was like, ‘Wow.’ ”

			Now it’s late and you haven’t eaten a thing since you said yes to the store-brand cinnamon roll. You decide to use Seamless to order Thai food from that tiny restaurant around the corner on Ten Eyck Street. (Seamless [also known as Grubhub] is a wildly popular virtual middleman that allows users to order restaurant delivery food without the major hassle of actually talking to a live person.) But for some reason the Seamless app isn’t working. Twenty minutes go by as you try and try. And try again. Something is wrong, and you check Twitter: 

			 

			“Seamless is down on a Saturday night?! #freakingout”

			“Attention New Yorkers: Seamless is down. This is not a drill. Stay indoors, protect yourselves”

			“It’s Saturday night in New York City and Seamless is down. So...this is how it all ends” 

			 

			All around New York City, human beings are gathering in small groups to stare into their cellphones. The only sound is the low grumble of stomachs. Eyes dart furtively around the room, as hungry, bad-tempered hipsters size up their companions for strength and will to live. Tonight, Seamless is down—and someone will have to die.6 

			You finally give up and forage in your tiny closet of a kitchen for something to fill the void in your stomach. Aside from last week’s leftover Thai in the fridge, there is dry cereal (no milk) and half a bag of potato chips. You eat the chips, brush your teeth, and fall into bed.

			 

			high expectations

			Seamless is an example of cutting-edge critical infrastructure that delivers to us astonishing levels of service and reliability. 

			If you managed to survive the Great Seamless Disaster, you could wake up in your cramped apartment, complain via Skype with a friend in Singapore, sell your Grubhub stock from a mobile app on the way to the airport, catch up on overnight Hollywood gossip on the plane, and get to San Francisco in time for a sun-drenched lunch in Union Square. 

			The reliability of these systems has set a high bar of expectation. The story of the Great Seamless Disaster is told with tongue in cheek since, aside from a brief disruption on a hot Saturday night in August 2015, Seamless servers never go down. So, we have come to expect extraordinary performance and reliability always. And for the most part we get them. 

			But there is a downside, because as a system evolves, its performance and reliability begin to diverge. To evolve it must become more complex, and that complexity breeds fragility. Increased performance becomes possible only with decreasing reliability. As expectations grow, so do the risks. 

			As a human being, my perception of risk is affected by many biases, including my emotions and my experience.7 These biases pervade our society and sever our perception of risk from its reality. This disconnect prevents us from doing what we need to do now to prepare for a dangerous future. 

			 

			only as strong as its weakest link 

			Seamless8 is an online application that connects us to a spiderweb-thin supply chain that is embedded within a massive global logistics system. Supply chains stretch around the world and work around the clock to put shrimp into the refrigerators at restaurants and blood into the refrigerators at hospitals. Every one of these chains contains dozens of links, from farmers to factories to warehouses to retailers. 

			The global logistics system is the biggest and most complex beast imaginable. Held together by hundreds of thousands of interconnected databases, it is understood only by a small cadre of experts. And even that insight is flawed, with each expert’s knowledge limited to their “link” and maybe a couple more on either side. Few comprehend the multitude of far-flung, fragile supply lines that span the globe, vulnerable to every kind and variety of risk: natural disaster, political unrest, or sabotage. Nobody knows how it all fits together or where all the landmines are. The only thing anybody knows for sure is that every one of these chains is only as strong as its weakest link.9 

			These are the circulatory systems through which flows the stuff that keeps society alive. The process is “lean,” meaning it moves quickly. The shrimp from the farmer in Bangladesh gets to that Chinese restaurant around the corner in days, sometimes hours. Up and down the chain, links connect just-in-time. Nothing sits still for very long and nothing is stored, saving companies lots of money. 

			Innovators like Amazon.com and Alibaba continue to push the envelope of what’s possible. You can get everything you will ever need delivered today, so you don’t need to store anything either. This brand-new world is great for everybody. Until it isn’t.

			Like on that hot August night in 2015 when panic spread across the great city as the servers that powered Seamless’ online applications suddenly went down. Hungry hipsters in the trendy neighborhoods of Manhattan and Brooklyn waited hours for orders that never came. As far as we know, most survived. But they were forced to venture out into the streets to hunt (i.e., talk to another live person) for food.

			This will not always be so easy to do. 

			 

			the most critical infrastructure

			Power. 

			Every discussion of the risk to critical infrastructure must start here. Power is what we call a primary input; without it, nothing else can work. 

			It is supplied by a vast network of equipment that generates, transfers, and delivers the electricity that enables daily life. That network, known as the national grid, has grown increasingly complex and fragile. 

			It is aging; seventy percent10 of the transmission lines and power transformers in the country are at least twenty-five years old. 

			It is massive, with 160,000 miles of high-voltage lines, five million miles of distribution lines, and tens of thousands of generators and transformers.11 

			And it is tapped out with virtually no spare capacity. 

			In New York City, the demand for electricity is so great that its limit is reached, and often exceeded, every summer. In July 2006, for instance, more than 175,000 people lost power in parts of Astoria, Sunnyside, and Woodside in Queens when the peak summer demand exceeded the ability of the network to handle it. I was managing the New York City Emergency Operations Center during that long, hot summer. Conditions got bad fast in the neighborhoods after the lights went out. We didn’t know how long was too long without power in Queens, but based on that experience, I can tell you that it isn’t much longer than a week. 

			In his book Lights Out,12 Ted Koppel warns us that a major disruption to America’s power grid is not only possible but likely. And when it happens, it will make 9/11 look like a picnic. 

			 

			“Imagine a blackout lasting not days, but weeks or months. Tens of millions of people over several states are affected. 

			There is no running water, no sewage, no refrigeration or light. 

			Food and medical supplies are dwindling. 

			Devices we rely on have gone dark. 

			Banks no longer function, looting is widespread, and law and order is being tested like never before.

			Water towers on the roofs of high-rise buildings keep the flow going for two, perhaps three days. 

			When this runs out, taps go dry; toilets no longer flush. 

			Emergency supplies of bottled water are too scarce to use for anything but drinking, and there is nowhere to replenish the supply. 

			Disposal of human waste becomes a critical issue within days.”

			—Ted Koppel, Lights Out: A Cyberattack, a Nation Unprepared, 
Surviving the Aftermath 

			 

			risks to power

			Some say that the fragility of the electrical system is man-made, that we did it to ourselves when we deregulated what was a highly regulated industry. The explanation is simple and starts with the national grid itself. 

			Our great national grid has three jobs to do. First, it has to make electricity (we call that generation), then it has to move the electricity from where it is made to where people live (transmission), then, finally, it has to get the electricity into the outlets in people’s homes (delivery). In the past, single companies were responsible for all of these jobs. But then deregulation and privatization overtook the industry and, over the past two decades, have combined to separate each of the three jobs from the others. 

			In the past, when your power was out, it was the utility company’s job to get it back. Most people today can shop around for the best deal on electricity, but they are only buying it from someone who is buying it, as well. When the power goes out, the company you buy your electricity from will probably just shrug and point up the supply chain to the transmitter or the generator. So, as your power has grown cheaper, your risk of being left in the dark has skyrocketed.13

			Another problem arises when the different computer and human systems that make up the national grid need to talk. Breakdown in communication was the cause of two of the world’s worst-ever blackouts—the Northeast blackout in 2003 and the one across Italy and neighboring nations in the same year. Together, these power failures affected more than a hundred million people.14

			 

			our smart systems are making us dumb

			The worry for disaster professionals is not so much the blackout as its aftermath, because there is little that government can do to improve conditions in hundreds of thousands of homes during a widespread blackout. During the Queens blackout in 2006, city officials handed out ice and bottled water and checked in on seniors and other vulnerable populations. And we watched and waited and worried until the lights came back on. 

			The problem is that most people have no idea what to do when the power goes out. Few of the people in those Astoria and Long Island City homes had a backup plan, or even understood the implications of seventy-two hours spent without the internet. Even fewer could hunt animals for their food. People with the ability to feed themselves without the Seamless app are becoming as rare as game birds in Williamsburg. 

			 

			use it or lose it

			These days, smart systems and “artificial agents” like robots perform a growing share of the tasks that human beings have always done; things like diagnosing medical conditions, driving cars, and writing technical reports. At the same time, we are gradually losing a wide range of these types of specialized skills. Osonde Osoba at the RAND Corporation calls this the deskilling effect.15 This trend, a growing reliance on automation that saps our collective resilience, continues to accelerate. Massive investments by Google, Amazon, and others have resulted in breakthroughs in AI technologies that we have not even come to grips with. According to Osoba, the tendency toward automation in all aspects of 21st-century life will grow. The speed and scope of the socioeconomic impacts of AI will be “significant and unprecedented,” he says. 

			As we spend our days satisfying the human cravings our modern critical infrastructure so marvelously and adeptly provides—like comfort and instant gratification and pleasurable distraction—we grow increasingly vulnerable to their disruption. At the same time, these systems grow increasingly vulnerable to disruption. The most susceptible, of course: the internet. 

			 

			the cyberthreat

			“Cyberthreats present a tremendous danger to our American way of life.”16

—Former Secretary of Homeland Security John F. Kelly

			 

			There is one thing that all the systems that comprise our critical infrastructure—from power to hospitals to water to the supply chain to communications to retail stores to mass transit to banks—have in common. All are unalterably fused to that treacherous wilderness known as the World Wide Web.

			The internet is a vast domain with many secret places that are not accessible using popular search engines like Google. These hidden places have names like Deep Web, Darknet, and Dark Web (we will refer to all of these as the Dark Web). You can only access the Dark Web with a special tool called a platform. Dark Web platforms give users access to sites that sell all kinds of bad things, like child pornography,17 machine guns, and fake passports. One of the best known Dark Web sites was a marketplace called Silk Road that, at its peak, sold illegal drugs to more than a hundred thousand buyers.18 

			The Dark Web is also where cybercriminals go to get the tools they need to rob us. They use cryptocurrency like Bitcoin to pay for malicious software (“malware”) on Dark Web marketplaces, often in ready-to-use kits that promise quick payouts for those with little technical expertise. Target Corporation recently lost forty million credit card numbers to an attack that used an off-the-shelf malware kit purchased on the Dark Web for thirty-nine dollars. 

			One of the ways malware works is by breaking into your computer and taking it over, turning it into a robot (or “bot”) that can be controlled remotely. Through command and control (or C2) servers, also purchased on the Dark Web, cybercriminals direct botnet attacks that spread malware to more devices, comb for credit card numbers, and mine for Bitcoin. These C2 servers do not rely on a single IP address and cannot be filtered or detected. They are also smart, meaning they can heal themselves if attacked and can reroute connections if one or more bots is taken down.19 

			 

			a different breed of bad guy

			Law enforcement experts admit their biggest worry is an attack to our critical infrastructure perpetrated via the internet. In this age of cyberwarfare, the only weapon the bad guys need is a laptop. 

			While the impacts of a cybercriminal attack are financial and can be devastating to their victims, for the megacity, the risk is systemic. The so-called threat trajectory for cybercriminality is extreme, with a growing gap between the power and sophistication of the attackers and our increasingly feeble ability to stop them. A different breed of bad guy—from hostile nations to “hacktivists” to terrorists—is using the protective cloak of the Dark Web to target the highly vulnerable control systems that run the national grid. In 2015, for instance, an attack on these controls—called Supervisory Control and Data Acquisition, or SCADA, systems—took down parts of a power grid in Ukraine. A year later, Russian hackers targeted a substation, blacking out large areas of Kiev. 

			A large-scale attack on the national grid could send huge swaths of the country back to the Dark Ages. “It’s not a question of if,” says General Lloyd Austin, former commander of US forces in Iraq. “It’s a question of when.”20

			Our brave new Internet of Things (IOT) world includes everything from cellphones to coffee makers, jet engines to oil rig drills. The problem is that most of these smart devices are equipped with little or no security. As more and more of our things are connected to the internet, more and more of us will be directly exposed to attack.21 

			And then there is the possibility of cyberattacks on the systems that control our nuclear arsenal. These so-called zero-day exploits could be used to launch missiles or disarm our missile defense systems. In a crisis, a president contemplating the use of nuclear weapons may not be sure that our command and control systems are secure. He or she could be forced into a decision to use nuclear weapons early or even to delegate the decision to military commanders in the field.22

			 

			the biggest threat to critical infrastructure

			Of course, bad guys aren’t the only threat to our critical infrastructure. After 9/11, disaster professionals in New York City focused on the risk of man-made threats, but time and time again, Mother Nature brought us back. Over the past two decades, New York City has endured an onslaught of natural disasters, including heat waves, blizzards, tornados, hurricanes, and even an earthquake.

			Like most megacities, New York City is more likely than suburban or rural areas to experience natural disasters and is more vulnerable to their effects,23 with floods, droughts, and hurricanes being the most devastating threats. 

			This is likely to get worse, with climate change exacerbating the impact of future catastrophes.24 And—as we saw in Puerto Rico in 2017 after Hurricane Maria—natural disasters threaten not just individual systems but the entirety of a region’s infrastructure. 

			 

			what this book is about

			“My job is to tell you things you don’t want to hear, asking you to spend money you don’t have for something you don’t believe will ever happen.”25

			—Michael D. Selves, director of Homeland Security and Emergency Management, Johnson County, Kansas

			 

			In the disaster business, risk equals the probability of hazard times its consequences. The premise of this book is that in our ultra-modern society, all of the variables in this risk equation are higher than you think. 

			We are on a collision course with a range of natural and man-made threats. This is a hard reality, but these days, many people are getting a whiff of some sort of calamity ahead. Most cope by denying it. Some ease the anxiety with the belief that there are lots of people out there who get paid to make sure we are ready for whatever bad people or Mother Nature can throw at us. There is some truth to this. Disaster professionals across the country—in business, industry, and government—are working around the clock to prepare for disasters. However, there aren’t nearly enough of us. And, as we shall see, some of us are working on the wrong things. The result is that as a nation, we are nowhere near ready for the worst-case scenario.

			Everything in the following pages is intended to convey that insight: You are not prepared for a catastrophe and assume that your government is—but your government isn’t prepared for a catastrophe either. 

			This book will explain why this is so and how we came to find ourselves in this predicament. It will start with the argument that everybody—not just you—is in denial about the threat of catastrophe. It will go on to tell the story of a worst-case scenario, dubbed “the mother of all disasters,” to show you what it would look like if it happened today. It will then describe the “parallel universe” that the catastrophe creates and what it takes for disaster professionals to be effective there. Finally, it will give you some simple steps that you can take to prepare yourself and your family for catastrophe.

			There is bad news here, about the state of our collective resilience and why our government isn’t ready. But there is also a bit of good news. The good news is that some governments—we use New York City as an example—have the right system. A system that supercharges the government-led response to find and help the people who are trapped during a catastrophe, a system that is the model for the nation and for the world.
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			we are oblivious to our vulnerability

			home fire | Middle of the night | Your bedroom

			You are having a nightmare. In your dream, you are lying in your bed surrounded by fire. You are paralyzed with fear as thick black smoke fills your nose and throat with the stench of burning wood and plastic. Somehow you realize that you are asleep and want only to wake up. And then you do. When you open your eyes, you see that the nightmare is real; your house and everything around you is on fire. The flames are so close that you are hot—hotter than you have ever been in your life. You feel the thick smoke against your skin as you struggle out of bed and fall to the floor. You remember that someone once told you to stay as close to the floor as possible. But there is no relief there. The heat and lack of oxygen cause your mind to race. Any hope you had starts to fade and you realize that this is the end. As you begin to lose consciousness, you hear—far off at the other end of the house—the high-pitched tone of a smoke alarm. A fresh battery for the nearby smoke alarm, the one you kept meaning to install but just never got around to—the one that could have saved your life—sits unused on your kitchen counter.

			 

			“let’s roll the dice” is not a plan

			It goes without saying that you should have put that new battery in that smoke alarm. But many seemingly obvious things are not so obvious before the crisis. I will start by stating the obvious now: you need to prepare yourself and your family for disasters.

			It’s not like you haven’t heard this before. Ads urging you to build a kit or make a plan seem to be everywhere these days. From Ready.gov to the Centers for Disease Control and Prevention’s (CDC’s) Zombie Preparedness campaign to the American Red Cross’s “Be Red Cross Ready” program, enormous time and effort are spent badgering you to be prepared. The problem is that much of this time and effort is wasted. 
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