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CHAPTER 1


          

        

      

    

    
      My phone vibrated on my nightstand again.

      I grumbled and picked the blasted thing up long enough to silence it. This would only buy me a minute or two, tops. My wife Gloria—and it felt awesome to think of her as my wife—muttered something incoherent. Sure enough, another call came in. It was T.J., just like it had been the previous few times. “I know how to use the alarm feature, you know.”

      “You’re late,” my secretary said.

      “A perk of being the boss is you’re always on time.”

      “It’s after nine-thirty. You’re almost always here by nine.”

      “I’m jetlagged.”

      “You’ve been using that excuse since you got back from your honeymoon.”

      “I’m well aware,” I said.

      “It was two months ago,” she pointed out.

      “The doctor says I’m particularly sensitive to long flights.”

      “Bring a note, then. I’ll see you soon.” She broke the connection.

      “Dammit.” T.J. was right. I’d made a habit of showing up at irregular times since Gloria and I returned from Hawaii. Jetlag served as a convenient—and accurate—excuse the first two days. Since then, however, I simply struggled to find motivation. I was happier than I’d ever been personally, and the cynical part of me wondered if this would have some deleterious effect on my professional life.

      So far, it had. I would make this trade again a thousand times over, of course, but I needed to get back into the swing of things with my job.

      I drank a cup of coffee, left one on Gloria’s nightstand, threw clothes on, and kissed my sleepy wife goodbye. The drive to the office was quick, a perk of leaving after rush hour ended. T.J.’s yellow Mustang sat at one end of the lot, and I parked my black Audi S4 sedan beside it. We occupied the second floor above a car repair shop. It wasn’t the most glamorous location, but Manny—the owner—was a good guy, and he didn’t seem to mind some of the more interesting aspects of my job.

      I opened the outer door. Another lay ahead, and it took customers into the body shop. Off to the side was a set of metal stairs. I climbed them and opened our second-story door. T.J. looked up when I walked in. She was twenty and pretty but not so much people would stop and gape at her. Her long blonde hair was tied into its usual high ponytail, and the ribbon matched her red shirt. T.J. stood five-nine, and she looked tall even sitting behind her desk.

      I stopped and took in the place. She’d put a small Christmas tree near the coffee maker and even decorated it with colorful lights and glass balls. A streamer made of small Santa cut-outs hung from one side of the office to the other. Garland encircled the main door and the one to the restroom. “Someone’s been busy on a Monday morning,” I said as I slung my bag off my shoulder.

      “One of us needs to be. No doctor’s note?”

      “My dog ate it.”

      “You don’t have a dog,” she said.

      “You should work for a detective agency,” I said. She fixed me with a neutral expression. “I know . . .  I haven’t exactly rushed back into things.”

      “That’s an understatement, boss. You’ve pretty much been loafing.”

      I prepared another cup of coffee. “Don’t apply for any jobs in the diplomatic arena.”

      “I sent you the financials for the last couple months. We’re still in the green.”

      “Even with me paying all your salary?” For the first six months of her tenure, my friend Melinda’s foundation covered half of T.J.’s wages. They’d gotten her out of a bad situation and trained her, and then I took a chance on her—one which paid off very well.

      “You could even afford to give me a raise,” she said with an artificially sweet smile.

      “If you’re nice,” I said, “maybe Santa will leave a little something extra in your stocking this year.” T.J. deserved a bonus. I’d figure out a way to get her one. With Christmas about two weeks away, I still had time to do the math.

      “A big case would be nice. You seem like you need a little motivation. It would definitely help the bottom line before the end of the year.”

      “Great. Go out and find us one.”

      She pointed toward the entry. “Your name’s on the door. I think it means you need to do all the searching.”

      I scanned the spreadsheets T.J. sent me. While Gloria and I spent two weeks in paradise and a few more days recovering from the flight back, T.J. worked some small cases. Before I left, I told her to make sure it was something she could do from her desk. She’d picked up a lot from me since she started, and I had to admit she made a better student than I did a teacher. “Maybe we’ll get lucky in the next few days. It’s almost Christmas, after all.”

      “Here’s hoping,” T.J. said.

      “You’re thinking of your bonus.” She bobbed her head, and I made a tsking motion with my two forefingers. “Not in the spirit of the season.”

      “What can I say? I guess commercialism finally got me.”

      “Don’t feel bad,” I said. “You and everyone else.”
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        * * *

      

      I left work a little early to head home and change. Gloria reminded me we were due to attend some event the mayor was putting on. Considering he rushed our marriage application and performed the ceremony himself, I felt a tiny sense of obligation even if I didn’t like the man. I met him on a case a couple years ago when he was just a rich business owner. He didn’t leave a good impression then, and he’d done little to improve my initial assessment in the intervening time.

      Gloria used to organize fundraisers for his charitable endeavors, so she enjoyed a different—and better—relationship with Vincent Davenport. I arrived at my Federal Hill rowhouse to find Gloria half-dressed in the bedroom. When I gave her a lascivious wink, she smiled and shook her head. “Later. We need to get nicer clothes on.”

      “Can’t we be late?”

      “No. Davenport wants to do more work with my company. Non-political stuff . . . I told him I wasn’t interested in campaign dinners. It’ll look bad if we show up late with our hair in disarray.”

      “It would mostly be yours,” I pointed out. “I keep mine cut pretty short exactly for situations like this.”

      “Uh-huh.” Gloria looked at the collection of dresses she kept at my house. I didn’t have nearly the closet space she enjoyed at her much larger home in the tony Brooklandville area of Baltimore County. Still, she selected a sharp royal blue number. I doffed my sweater and jeans for a black Tommy Hilfiger suit and chose a tie to go with her dress. A few minutes later, I was ready, which meant the waiting would begin.

      Gloria needed to adjust her makeup, fix her hair, check her appearance a hundred times, and only then could we leave. “You look great,” I told her on several occasions. It didn’t seem to matter. The dress came down to her knees and fit her well with its neckline high enough to be professional but just low enough to be interesting. “When does this thing start?”

      “Six,” she said as she fluttered between stations.

      I glanced at my watch. Five-twenty. “Where is it?”

      “The headquarters of his bakery.”

      We had plenty of time to get there so long as Gloria finished reasonably soon. “I’m heading downstairs,” I said. After about ten minutes, she joined me on the first level. We got our coats on. I shrugged into my usual Ralph Lauren number, and Gloria opted for a waist-length faux fur.

      “We’ll take my car,” she said. “I’ll drive there. You can get us home.” Her red Mercedes AMG coupe sat beside my S4 on the parking pad behind the house. In case the color, speed, and sound of the car didn’t communicate its rocket-like nature loudly enough, the sleek shape of it drove the point home. I loved getting behind the wheel every chance I could. Gloria didn’t drive much slower than I would have. We breezed into Canton, found parking nearby, and walked up to the D&S headquarters. Davenport—along with his former partner—built a single location into a regional baking empire.

      The crowd gathered in a large conference room. I’d sat in smaller lecture halls in college. A Christmas tree occupied much of the right side of the stage, and various holiday decorations abounded. This evening’s talk would probably be as boring as most of what I endured during my Loyola University days. At the appointed hour, a tall, slender black man I didn’t recognize took the stage. He wore a suit I would be proud to own. The gentleman introduced himself as Albert Everett, the COO of D&S. He made a few opening remarks and then introduced the mayor to an impressive round of applause. I offered a golf clap to keep up appearances.

      The lights flickered as Davenport took the stage. He was an age peer of my parents. A little gray intruded on his dark hair, and he wore glasses. They were the only obvious concessions to age. Davenport moved like a man who exercised regularly, and he flashed a ready smile as he grabbed the mike. “I guess I need to remind Albert to pay the electric bill.” Everett spread his hands as the audience laughed.

      “Thank you for coming tonight, everyone. I don’t get down here a lot anymore. Being the mayor takes up most of my time.” A fresh round of applause rang out. I declined to join in this one. As a non-voter, I felt it my duty to avoid clapping for any politician more than once. “I put D and S into a blind trust once I got elected, and I’d like to thank the leadership team for keeping the company moving.

      “Every holiday season, I do a lot of reflecting. Many people do. I’m coming up on the halfway mark of my first term as mayor, and I’d like to think I’ve done a good job so far.” This drew another ovation. I groaned. The mention of a first term implied a second. Gloria clapped enough for both of us. “This doesn’t have anything to do with why we’re here today, though. I can make a political speech anywhere. Seriously, as the mayor, they can’t stop me.” I rolled my eyes as polite chuckles greeted Davenport’s alleged joke.

      “Twenty years ago, I thought I’d taken D and S as far as I could. I’d bought out my old partner, and the company was doing well. I thought we had another gear or two in us, but I didn’t have the ability to unlock it. One man did. Dale Willett was a product line manager back then. He came to me with an idea for some major process improvements. They came with some serious budget requests. I liked his ideas, so I greenlit everything.

      “We still use the Willett method today. Other businesses talk about stuff like Lean Six Sigma. We had our own back then, and it was all thanks to Dale Willett. Now, you might be wondering where he is. The truth is, I’m not sure. He left the company a couple years after we adopted his process improvements. I tried to invite him today but never heard back. Dale . . . wherever you are . . . thanks for what you did for this company. I hope we have another twenty years of success. By then, maybe I can retire.”

      Davenport left the stage to more applause. Albert Everett took the mike again and invited everyone to a reception on the production floor. “We’ll even let you take some bread home,” he added to a round of moderate laughter.

      “Are we staying for this?” I asked my wife.

      She shook her head. “I just wanted to come for the speech. Let’s go somewhere else. We’re all dressed up.”

      “For now.” She grinned as we stood. The lights flickered a couple more times. Everett made another joke about the electric bill, but he looked confused as he walked off the stage. “Maybe you can help the mayor raise enough funds to pay BGE.”

      Gloria smiled, and we walked out of the venue hand-in-hand.
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        * * *

      

      After driving to Fells Point for dinner, Gloria and I walked the streets. A chill had settled in since the sun went down a few hours before. The wind off the harbor made it worse, but we lingered nearby to enjoy the view and browse the shops. All featured varying levels of Christmas decorations. Employees in the more crowded venues needed an injection of holiday cheer. I bought my cousin Rich a record from the Sound Garden. He hated when I called him a hipster for listening to his music on vinyl, so I made a mental note to write a comment into his card.

      We stopped into the Daily Grind for coffee. Yielding to the late hour, Gloria ordered decaf. I made no such concessions. Caffeine could be enjoyed at any time. Besides, as an experienced coffee drinker, I had no trouble falling asleep shortly after downing a mug. Gloria smirked as I sipped my latte. “Pretty late to be having that at your age, isn’t it?”

      “Thirty-two is still part of my prime years,” I said. My birthday passed with a moderate amount of fanfare nine days before. This wasn’t a milestone, but it was the first time I really got to celebrate the earth making it around the sun another time since I turned thirty. The prior year, I marked thirty-one in a rehab hospital after getting shot. Zero out of ten; would not recommend.

      “You’re lucky to have a much younger wife,” Gloria said as she linked her free arm with mine.

      “Enjoy your twenties while you can. If my mental math is right—and it basically always is—you’ve got about half a year until you join me in being over the hill.”

      “You’ll always be a little farther down the other side.”

      I was about to reply when the city got dark.

      Street lights and traffic signals worked one instant and were off the next. People stopped in their tracks to gaze about. In Fells Point, restaurants and shops gave off enough illumination to keep the sidewalks lit. Every place we could see still had power. “I think your buddy Davenport needs to worry about the city paying its electric bill,” I said.

      “Weird.” Gloria looked around. “Traffic lights are out as far as I can see. This is no isolated incident.”

      At the intersection ahead of us, a city surveillance camera sat atop a pole. Normally, each gave off a blue light from the top. Nothing. I frowned. The closed-circuit system should have been separate from the lighting. “This is weird,” I said. “Camera’s off, too.” I pulled Gloria toward a tavern with a rooftop deck. We climbed the stairs and stepped out onto the sparsely-crowded balcony area.

      It gave us a much better view of the city, and everything looked darker than normal. Less populated areas of Baltimore wouldn’t enjoy the benefit of stores and eateries to keep the sidewalks lit. They’d be dark. The more immediate problem was traffic signals. People in Maryland were bad enough drivers when the red, yellow, and green bulbs worked. Cops would need to direct traffic at a bunch of intersections. I called Rich, a lieutenant in the Baltimore police’s homicide division, and it went right to voicemail. His evening must’ve gotten much worse in the last few minutes.

      “Let’s go home,” Gloria said.

      I agreed, and we picked up her car from a nearby garage. The trip proved a little adventurous but not awful. Other drivers seemed to get the seriousness of what happened, and we didn’t pass any accidents on the way back to Federal Hill. We went into the house. “I hope things are back to normal tomorrow,” I said as we shrugged out of our coats.

      “What if they’re not?” my wife asked.

      “No idea,” I said, “but it’ll probably be chaos.”
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      I  tried calling Rich a few more times and finally got through. “Little busy,” he said when he picked up. I couldn’t remember the last time I heard him out of breath.

      “Gloria and I were in Fells Point when the lights went out. It seemed pretty widespread.”

      “It is. The whole city is affected. No street lights, no traffic signals, no cameras. There could be other systems down, too. We just don’t know yet.”

      “Holy shit,” I said.

      “Yeah. It’s all hands on deck at this point. We need to direct traffic at the busiest intersections. There are hundreds of those. Some areas are going to be pretty dark, so there’s a concern about crime going up. We need to beef up the police presence there. Plus, all the other shit already on my plate.”

      “Anybody know what happened?”

      “If they do,” Rich said, “it hasn’t made its way down to me yet. Shit like this is above my pay grade. I guess the commissioner’s involved, but it’s going to be a lot of city workers figuring it out.”

      I thought about the sequence of events. The lights flickered at D&S, but it was a private company. The sun went down early in December. Dusk settled in before five o’clock, and in areas without a lot of ambient illumination, it could be quite dark by seven or eight . . . which was around the time everything went off. I didn’t know how the city set up its systems. A lot of them were probably older, poorly designed years ago, and upgraded over time without really being replaced.

      In an ideal world, traffic signals, streetlights, and CCTV cameras would all be controlled separately. If I were in charge of the network, I would’ve insisted on segmenting them off with a robust firewall or two restricting all but the most necessary traffic among them and an intrusion prevention system to keep malicious actors at bay. I also would’ve ensured redundancy. It would make management easier, and it would also leave the city less vulnerable in case the plague of malware reared its ugly head. “Rich, has anyone thought about ransomware?”

      He snorted. “I haven’t heard anything about it. Wouldn’t surprise me. It’s been on the rise for a while, right?”

      “Right,” I said, “and it’s been successful on the city’s networks before.”

      “You’d think they would’ve learned from the experience,” my cousin said. “Look, I have a lot of shit to handle. We all do. This is going to be hell until it gets straightened out. If I get a chance to talk to someone higher up, I’ll mention the idea of ransomware, but I don’t know what kind of response I’ll get. Some of these old cops can barely turn their laptops on without calling the help desk. Gotta go.” He broke the connection.

      I never envied Rich his job. Policing was difficult and thankless, and working as a homicide lieutenant probably ramped up both factors. Tonight, however, I felt sorry for him. If no one knew what happened, it meant no one worked on a fix. Daylight tomorrow would bring at least some respite, but the city would be in the soup again when night came down.

      As I changed out of my good clothes, I hoped the whole mess got resolved quickly.
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        * * *

      

      Gloria wanted me to stay in, but I ventured outside.

      Power remained on at our house and others I could see. A short walk showed the lights still on at neighborhood eateries. Whatever issue plagued the city, it hadn’t filtered down to the rest of the electric grid. Yet. I didn’t want to think about how dreadful the security would be there. Industrial systems tended to be more vulnerable than most people thought. Stop signs governed the intersections nearby, but a few blocks away, police would be directing traffic and trying to avoid a spate of accidents.

      I walked back inside, and Gloria hugged me. “How is it out there?”

      “Pretty normal around here,” I said. “Darker than it usually is, but not much else. We’re lucky. This is a good area. Plenty of light sources.”

      We sat on the couch and turned on the local news. “A mysterious outage has city officials scrambling for answers,” the male anchor announced. “Power remains on for almost all customers. However, all traffic and street lights in the city are out. We’ve checked in with the surrounding areas, and their services have not been interrupted.”

      It was probably prudent for the broadcast to leave out the CCTV details. Things would be bad enough without people realizing they might be able to get away with petty crimes normally seen by the electric eyes. Other areas remaining unaffected reinforced my original idea. Some sort of malware ran amok in the city’s systems. Most of these attacks happened because someone opened an attachment or file they shouldn’t have. Baltimore’s IT staff would be pulling some serious overtime between tracking down the root cause and bringing everything back online.

      “We’ve reached out to Mayor Vincent Davenport,” the female anchor said. “So far, his office has not returned our requests for comment. No city officials are talking about the problem at the moment.”

      “Let’s hope this means they’re all working on a resolution, Jane,” her partner at the desk said.

      “We have reporters on the scene throughout Baltimore. There is an increased police presence and not just for directing traffic. Our team coverage begins with . . . ”

      Gloria turned the volume down. “You must have a theory. This seems right up your alley.”

      “Some kind of virus.” I shrugged. “Usually triggered by an insider who didn’t mean to do anything wrong.”

      “Nevertheless, it could be malicious?” she asked.

      “Sure. Wouldn’t be the first time the city has drawn this kind of fire.”

      “They might need your help.”

      I waved a hand. “They have plenty of people on the payroll who can fix this.”

      “Maybe they don’t. I know you’ve never liked Davenport, but I also know you love Baltimore. Your sense of duty is going to take over at some point. You won’t be able to sit idly by.” Concern knitted her brows.

      “No one’s asked for my help yet,” I said.

      “What if they do?”

      “First of all, I’d be surprised. But if they were in a bad spot and needed a hand, I’m sure I’d answer the call.” I paused. “I’d be certain to rub Davenport’s face in it, too.”

      Gloria grinned. “Of course you would.”

      “He’d get over it. I don’t think any of this is going to be necessary. IT departments are better at finding and eliminating malware today. It might take a little while, but they’ll get things running again. Whatever idiot opened the cat picture with the virus attached will get a stern talking-to, and everything will go back to normal until the next time it happens.”

      “Pretty cynical outlook,” Gloria said.

      “It’s pretty much how these things go down.” I shrugged.

      “Let’s hope it goes better this time.”

      “Yes,” I said. “Let’s hope.”
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        * * *

      

      My phone vibrating on my nightstand roused me from a deep sleep yet again.

      My bleary eyes focused on the windows first. Still dark outside. This meant it was too early for T.J. to chide me for not coming in yet. The screen showed BPD Captain Leon Sharpe as the caller and the time as 3:54 AM. I couldn’t summon many reasons for him to be phoning, but none of them were good. I hoped nothing happened to Rich. He might have listed me as his next of kin. “Leon, it’s not even four,” I mumbled.

      “I know how to tell time, thanks.” His booming voice didn’t even betray a hint of weariness. “Can you come down here?”

      “What’s going on? Is Rich all right?”

      “He’s fine,” Sharpe said. “He mentioned your idea to me, and I ran it up the chain. Let’s just say it has some legs.”

      “Me and my big mouth,” I said.

      “We want you to consult on this, and the city will pay your rate.”

      I yawned. “Consulting hours are available on the fifth Friday of the month from noon until twelve-oh-five.”

      “I’m serious,” he said. While Sharpe never sounded like he was kidding, I couldn’t recall hearing more gravitas in his voice. “The mayor asked for you personally.”

      “Are you trying to get me to say no?”

      “You’re the one who floated the malware idea. I think it took a little while for it to catch on, but I can tell you we’re on board. You’re good at this sort of stuff.”

      “I’m sure the city already employs people who can take care of this.”

      “Not my area,” Sharpe said. “I don’t do HR for the mayor. He asked for you. I presume you’re going to say yes.” His tone indicated the captain might pick me up and snap me in two if I declined. He could probably do it, and I didn’t care to find out.

      “All right,” I said. “I’m in. Make sure there’s coffee.”

      “There will be. Come to City Hall as soon as you can.” Sharpe ended the call. I set my phone down and sighed. Gloria stirred beside me.

      “Looks like I need to save the city after all,” I whispered.

      “Mmm.” Her sleepy eyes fluttered. “They called you?”

      “Sharpe did, yeah. I’m headed to City Hall. Your buddy asked for me personally. I’m sure it felt like passing a kidney stone. Part of me wants to go just to see him look like he’s in pain.”

      “You’re doing the right thing,” Gloria said. She stretched and snuggled a pillow under her head. “Let me know how it goes . . . and please be careful. It might be pretty crazy out there.”

      “It’s four AM,” I said. “I’ll be all right.” I brushed my teeth and changed into a hoodie and jeans. If I were going to assume the role of a well-paid IT consultant, I needed to look the part. I could always fake the general malaise and frustration with client management’s stupidity. “I’m off to save Baltimore,” I told Gloria. “You can take me for my cape fitting when I get home.”

      She smiled and went back to sleep. We heroes led difficult lives.
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      I parked in a garage near City Hall. The walk to the building was short but felt longer because it was the middle of the damn night. I checked in with the guard downstairs, told him why I was here, and he directed me to a room on the third floor. Normally, I would take the stairs on such a short jaunt, but this morning, I rode the elevator. I’d only been inside the building a couple times—and not for years—so I followed my nose and the scent of coffee when I stepped off.

      Several people sat huddled around a large conference table which could accommodate at least twenty. Vincent Davenport occupied the head. Of course he would. The police commissioner, a burly half-Asian man named David Ngo, sat to his right, and Leon Sharpe dominated the poor seat beside his boss. Ngo wasn’t a small man, but he looked average next to the captain. A few other people I’d never seen before were on the opposite side. A short black fellow with glasses huddled over a laptop. He blew out a deep breath and looked relieved as I walked in. He must have been the IT staffer.

      I eschewed sitting down and poured myself a disposable cup of coffee. Powdered creamer was the only option, so I used it and hoped for the best. The result turned out to be exactly as mediocre as I expected. I slid onto a chair beside Leon Sharpe. The commissioner—whom I’d never formally met—frowned at me. “Can we get going?” I said. “I’d like to save the city before lunch.”

      “We don’t need the attitude,” Ngo said.

      “Yet you do need the expertise. Consider the snark a bonus you don’t have to pay for.”

      Davenport held up a hand. “Mister Ferguson, thanks for coming in. I know we haven’t always seen eye to eye. I’m going to speak for everyone when I say I appreciate any insights you can offer us with this problem.” Ngo’s face suggested he’d recently chugged an entire bottle of lemon juice, but he didn’t object.

      “I presume we have an IT guy here,” I said. “Honestly, I figured the city could sort this out without bringing in a handsome and expensive consultant.”

      “No offense to Charlie there, but we’ve had a lot of brain drain in the IT department recently. Bunch of guys have left, including some of our most senior staff. It’s a problem, which means this attack comes at basically the worst possible time.”

      “I’m a programmer by trade,” Charlie said, pushing his glasses up on his nose. “Been working as a software support engineer and forensic guy. Today, I’m trying to be the malware expert.”

      “We’re all here to resolve the issue,” Davenport said. “This is our top priority until it’s resolved. The press already knows a little bit about what’s going on. All comments and requests should be handled through my PR office.” Bad publicity would be pretty far down on the list of worries if we didn’t get the whole mess resolved soon. Leave it to Davenport to mention the media angle. “Charlie, can you tell us what you know so far?”

      “We’re screwed.” He spread his hands. “Everything affected is on different parts of the network. I think it had to start as different attack vectors. It would be hard for someone to move laterally and turn everything off.”

      “But not impossible,” I said.

      Charlie shook his head. “Technically not, no, but I think it’s unlikely. The CCTV system uses totally different credentials, for one thing.”

      “What about admin accounts?”

      “No indications of someone using one to do this kind of damage. I’ve checked the logs, too.” He plugged his laptop into a projector, and we could all see his desktop on the large white screen. “I’ve been looking at a high level, in any case. Let’s drill down into something we know is affected. I’m going to check on the traffic signals.”

      We watched as Charlie opened a remote window to connect to another computer. When he tried, the login attempt failed, and the normal Windows desktop changed from medium blue to black. A large white skull and red lock filled the screen. A message followed a few seconds later.

      Baltimore is hacked. Things will only get worse. It’s time to pay in more ways than one. If you want access back, pay us in Bitcoin to a wallet we will send to the robber baron mayor’s inbox. We’ll tell you how much later. Stew on this for a while and realize we’re being nice right now. When night comes down on your city, we may not be so generous. You have twenty-four hours to think about it before we cause more chaos.

      “This is new,” Charlie said. No one responded. They didn’t need to.
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        * * *

      

      “Ransomware,” I said.

      “Shit.” Charlie took his glasses off and rubbed his nose. “I know we got hit by something a while back. It’ll be tough, but we might be able to recover from this.”

      “I want to know who’s doing it,” Ngo said.

      “Most ransomware attacks come from nation-state actors,” I said. “Sometimes, it might be a hacktivist group.”

      “What countries would want to cripple our city?”

      I shrugged. “Outside my area of expertise. We may not know their motivations other than the unrest they’ve already caused. I think we should focus smaller. Any groups have a grudge against Baltimore?”

      “Why would they?” Davenport asked.

      “Well, they might not like you.” He frowned, but I continued. “It actually could be something as simple as a personality conflict. Also, police tactics are coming under fire all across the country.” Ngo scowled. “I haven’t heard of any incidents recently, but you never know what’s going to make a story and get people riled up.”

      “I run a tight ship,” the commissioner said.

      “But you haven’t been here very long,” I pointed out, “and the men who held the job before you made their share of mistakes. It might not be something recent.”

      “You sound like you’ve been a hacker.”

      “I have.” Ngo narrowed his eyes at me. “The details aren’t important, but I’ve seen how these groups work from the inside.”

      “I have a concern,” Charlie said. “So far, they’ve taken down systems on three different segments. How the hell do we keep them from causing more damage?”

      “We have to assume your network is compromised,” I said. “Most security is predicated on keeping people out. We do a much worse job at containing them if they manage to pull off a breach.”

      “I’m open to suggestions here.”

      “Change all admin passwords. Something strong and complex. Remotely logoff any privileged users. Send out-of-band communications about what’s going on and how to re-authenticate.”

      “All right.” Charlie nodded as he typed a note. “I’ll also check with our firewall team . . . what’s left of them, anyway. We should be able to do something to make sure everything stays segmented. If we can keep whatever this is from spreading, we can contain it here and worry about cleaning up just what’s down so far.”

      “Which is still a lot,” a man on the other side of the table said. Based on his sharp sweater and pressed chinos at this ungodly hour, I pegged him as some kind of accountant. Why he’d been invited was not the mystery the mayor summoned me to solve, however.

      “All right,” Davenport said, “let’s start there. If we can isolate this ransomware, it’ll be a lot easier to clean up.”

      “Sir, we can’t pay the ransom,” Ngo offered. “I know they haven’t told us how much yet, but we can’t enable these bastards.”

      I hoped the mayor would agree. Instead, he said, “Let’s see how this all unfolds, David. We need to keep all our options on the table, even if some of them are distasteful.”

      Ngo replied with a semi-polite, “Yes, sir.” It was more than Davenport deserved in the moment.
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        * * *

      

      “Wow, Ferguson. I haven’t heard your voice in a while. Four years?”

      “Sounds right.” I’d excused myself from the meeting to call Ai Deng. During my thirty-nine months in Hong Kong, she was my closest friend in the hacker group we worked with. Deng was petite, pretty, and very smart. She also remained far more plugged in to the global scene than I did. While we’d chatted online a few times since I left Hong Kong, this marked our first real conversation since the Chinese police kicked the door in and accelerated the timeline for my return to the States.

      “How are you?”

      “Married . . . if you can believe it.”

      A light chuckle filled the line. “I’m not sure I can. You never seemed the type. I knew I wasn’t the only girl you took to bed while you were here.”

      “I’m a one-woman man now, Deng,” I said. “Besides, I’m not calling to catch up. This is about something happening right now.”

      “What’s going on?”

      “Baltimore got hit by a ransomware attack. It’s . . . not too bad all things considered. I don’t want it to get worse.”

      “If you want to fly me out there for a consult,” she said, “I’m a first-class girl all the way.”

      I smiled. “I’ll make sure the city bean counters know. I was wondering if you’d heard anything about some kind of activity recently. Especially from our former friends, but not limited to them.”

      “Most of those guys aren’t my friends anymore.”

      “Mine, either,” I said. “You’re the only one I’ve stayed in any sort of contact with, but I know you’re a lot more into what happens over there than I am. Our local police commissioner wants to think some other country is coming after us, but I don’t see it. I think it’s more likely to be a bunch of people with some powerful software and a grudge.”

      “We don’t hear much about Baltimore,” she said. “No offense to your city, but you’re not exactly New York, LA, DC, Chicago . . . do I need to go on?”

      “No. I get it. We’re pretty provincial here, so a lot of people would be offended by what you said even if it’s true. Can you keep an ear to the ground? See if you can pick up anything? I’d love to know who we’re up against and what we might be looking at in terms of capability and motivation.”

      “For you, Ferguson? I’ll find out.”

      “Be careful,” I said even though I knew she would. Deng was a woman operating in a field dominated by antisocial men, most of whom objectified her every chance they got. She’d done well for herself. “If you find something, let me know as soon as you can. We’re trying to contain this, and the city’s staff is pretty depleted.”

      “I’m on it. Good to talk to you again.”

      “You, too.” I ended the call and returned to the conference room. “I have a colleague overseas,” I told the assembled people. “She hasn’t heard anything about a group coming after us, but she’s going to see what she can find out.”

      “How do we know she’s not behind it all?” Ngo said.

      “Because she has principles,” I said. “It’s why we didn’t fit in with most of the people we worked with.”

      Ngo thrust a finger at me. “I’ve got my eye on you.”

      “It’s your time, but it’s the city’s money. I think there are better uses for it.”

      Before the commissioner could respond, Sharpe broke in. “Thanks for asking around, C.T.”

      “Sure,” I said. “Now, let’s see just how badly we’re screwed.”
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      “I think we’re screwed pretty bad,” Charlie said, keeping his voice down.

      He and I huddled around his laptop at one end of the conference table. Conversations continued about twenty feet away, but I tuned them out. “It’s not just the traffic signals being down. People see it, and it’s the obvious result. This attack knocked out the resources those systems run on.”

      “You think it might have been an inside job?”

      He paled but eventually bobbed his head. “We can’t rule it out.”

      “Someone could’ve fingerprinted your network and learned all this,” I said. “If they did it over a long enough period of time, their scans could blend in with the normal noise on a network.”

      “Low and slow,” Charlie said.

      “Exactly. Hard to detect. You have another way to check the logs?”

      He pondered my question for a moment. “I think so. I have access to a dashboard someone created. We can probably get in there . . . if it’s not already owned, too.” Charlie opened a browser and authenticated. A busy webpage filled his screen. “Not my design,” he added.

      “I should hope not.”

      “Bosses like to have all their info in one place.” He pointed to the mess on display. “Things like this are the result.” A few clicks later, Charlie entered credentials again, and a site called Baltimore City Security Incident and Event Management came up. “I’m in. This still seems to be working.”

      “All right,” I said. “We can’t count on this remaining up forever. If you can export what we find somewhere else, I would.” He nodded. “Attacks like these don’t come out of the blue. There’s a lot of research and recon before any malicious packets arrive.”

      “Which should appear in the logs,” Charlie said.

      “Right. You want to find extra scanning activity, lots of traffic at odd hours, increases in failed logins, a high volume of password changes, lateral movement by accounts you wouldn’t expect . . . factors like those.” His head bobbed fractionally as he worked. “The mayor said you’ve lost a lot of IT folks recently. Insiders would speed the recon up. Any of them likely to hand over a network diagram to a bunch of hackers?”

      “Can’t think of any. We need to check out one of the computers. See what’s really going on.”

      “If it really is ransomware, there are a few popular strains in the wild. We’ll have something to go on.”

      “I need my lab computer,” he said. “Has forensic analysis tools on it, and it’s isolated from the network in case something bad happens.”

      “Let’s go,” I said.

      We left the conference room and rode the elevator to the basement. Charlie used his badge to enter a data center—he insisted I wait outside, and I appreciated his dedication to security protocol—and retrieved a hard drive. We then walked down the hall to an office. Computers, spare parts, and other equipment littered the area. Six desks were spaced out in the large room, but only two held enough clutter to indicate someone used them. The rest got converted into a fairly disorganized storage system. “I’m here,” he said, and he dropped into an uncomfortable-looking chair. A tower PC and laptop sat on the desk, along with a keyboard, mouse, three monitors, and enough detritus to open a spare parts shop.

      I hunted for a nicer seat, found something which didn’t look too repellent, and wheeled it to Charlie’s station. He connected the drive he took from the data center to a reader plugged into the desktop model. A good forensic technician never worked off the original. It got preserved as evidence once a bit-by-bit copy finished. Charlie started the process. “Looks like it’ll run for about an hour,” he announced despite the fact I could see the timer. “I’d like to have some idea what we’re up against.”

      “All the ransomware out there encrypts data,” I said. “Unless you have a quantum computer hiding down here, the sun will swallow the earth before we crack their crypto. The really pernicious ones also encipher your backups and make it so you can’t restore your way out of the problem.”

      “I’ll have to check on those.” He opened a browser and consulted some good websites for information. “Just want to know what the common protocols and attack vectors are. Whether or not we can use our backups, I don’t want this shit to spread anywhere else on the network.”

      “Might be hard to contain. Even if we’ve isolated the affected areas, one email attachment to the wrong employee in another division will most likely screw us even worse.”

      “We can’t block email attachments,” Charlie said.

      “You can,” I said. “Whether you should from a business perspective isn’t a question an outsider like me can answer.”

      He grunted and looked at some more websites. “Seems unusual we haven’t gotten a ransom demand yet.”

      “There’s supposed to be something in the mayor’s inbox eventually. Either way, I hope it doesn’t mean there’s more damage to come.”

      “You think it might?”

      “I think we need to prepare for the possibility this is going to be a lot bigger than it currently is. It might be an opening volley. Proof of concept. Now, the attackers are learning what worked and what might not have, and they’ll come back with something bigger. The systems which are down now are inconvenient, but the city can still operate and do most things. If someone really wanted to throw a wrench in the works, there are much higher-value targets.”

      “You’re scaring me now,” Charlie said.

      “Good. It’s a pretty frightening proposition.”

      “I’m going to check on something in the data center.” He locked his PC before standing. “Wait here.” During my first case, Rich’s failure to secure his computer while I sat nearby gave me a way into the BPD’s network I still enjoyed to this day. Charlie wouldn’t be so careless. I appreciated the caution. If more employees behaved in a similar manner, the city might have a chance to get through this mess with a minimum of damage.

      I nosed around the area while I waited for my host to return. The empty desks held stacks of supplies for printers, copiers, and similar office machines. There was plenty of shelving to hold everything, but the animal, vegetable, mineral organization system currently in use introduced a ton of inefficiency. I wondered how Charlie could work here every day and not yearn to fix it. No one would tell me I had OCD, but I couldn’t walk by such a disaster and not try to bring some order to the chaos. I discovered a box of granola bars which were due to expire soon. I grabbed a couple, opened one, and downed it pretty quickly.

      “We might be royally screwed,” Charlie said as he walked back in a moment later. “Backup server is inaccessible. I might be able to get to specific records, but I’m not counting on it.”

      “This is going to get worse before it gets better,” I said, “and we haven’t even considered the inevitable demand. Someone needs to tell the mayor and the bean counters.” I pointed at Charlie and dropped my thumb onto my forefinger. “I nominate you.”
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        * * *

      

      I was still sitting with Charlie when my phone buzzed. Gloria called. I stepped away from his desk to answer. “It’s early for you. Seven-twenty.”

      “Early for you, too,” she said with an alluring sleepy husk to her voice. “Everything all right?”

      “With me? Yes. With the city? Definitely not.”

      “Is this still related to the lights going out?”

      “And the traffic signals,” I said, “and the CCTV system. Yeah.” I walked a little farther away and lowered my voice. “We suspect it’s a ransomware attack.”

      “Oh, my gosh.” Gloria’s voice sounded more awake now. “Are you there to help them get rid of it?”

      “I think my role is still fluid. The police commissioner doesn’t seem to want me here. As long as Davenport thinks I can add value, I’m good. The city has apparently lost a lot of IT workers over the last couple months. They’re running a skeleton crew, so this is happening at the worst possible time.”

      “Sounds like you might be a while.”

      “Probably,” I said. “I don’t know how long. I’m happy to consult and do what I can, but I’m not an incident responder, and I’m not some lab guy who’s spent the last decade reverse engineering malware. At some point, the city might need a person with more specialized expertise than I can bring to the table.” Argue for your limitations, and sure enough, they’re yours, I thought. Richard Bach’s wisdom played in my head often during my recovery from getting shot. This marked the first time I applied it to something technological. While I took computer science and even earned a master’s degree in it, I remained largely self-taught at the darker side of the profession.

      “I’m sure you’ll have a breakthrough,” Gloria said. “There’s no one more qualified to help the city.” I smiled. A little more wind filled my sails. “I don’t know a lot about ransomware, but this seems pretty light for an attack so far . . . right?”

      “It is. Makes me think it’s going to get worse soon. Even with a full crew, I doubt the workers could lock everything down in time, especially if the malware is already active and waiting.” I wondered if Charlie kicked off any thorough scans. Most programs were easy enough to evade for a cunning adversary, but the city’s antivirus suite could pick off the low-hanging fruit.

      “Maybe we should go to my house for a while, then.”

      “I think it’s a good idea,” I admitted. Gloria lived in the county, so any problems plaguing the city wouldn’t bother us there. “You go when you’re ready, and I’ll meet you there whenever I’m able to get away.”

      “All right,” my wife said. “Be careful, C.T. I love you.”

      “Love you, too.” I ended the call and returned to Charlie’s desk. He remained hard at work. His screen showed a Remote Desktop connection which allowed him to manage a server. “Did you run any kind of malware scan?”

      He nodded without taking his eyes from the monitor. “One of the first things I did. Ran it on everything I could think of and could still connect to.”

      “Nothing yet?”

      “Nada.”

      “Damn. I was hoping we’d be able to pick off something.”

      “It’d be nice,” he said. “All the same . . . I’m not surprised. Our software is signature-based.”

      The application he described compared what it found to known malware identifiers in code. This quality made them easy to evade. Clever programmers could change enough about their software to keep the functionality and evade the scanner. “It was probably a long shot, but it was necessary.”

      “Yeah.” He turned to face me now, and weariness tugged at his face. “I don’t think we have much cause for optimism. Unless someone had a very narrow agenda, this is going to get worse, and probably soon.”

      I wished I could have said something to counter what he said, but I couldn’t.
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        * * *

      

      A short while later, Charlie’s desk phone rang. “It’s never good news when someone calls me on this thing,” he muttered before picking up. “All right . . . we’ll be back up there as soon as we can.” He hung up. “We’re being summoned back to the conference room. There’s been some kind of development.”

      “It can’t be positive,” I said as I stood. We walked back to the elevator, rode it to the third floor, and returned to the conference room. The same people who were there before occupied the same chairs. I moved over one just to be different.

      Davenport cleared his throat once Charlie and I sat. “We’ve gotten a ransom demand. It came attached to my email like the first note promised.”

      “And you opened it?” I asked, spreading my hands.

      “The message ensured me there was no malware.”

      “Jesus Christ. There’s a lot here I can’t fix.”

      “I disconnected my computer after opening the PDF, Mister Ferguson. I’m not willing to trust an attacker so blindly. We printed the document and scanned it so I can display it here.” He picked up the remote and turned the projector back on. A multi-page note filled the screen.

      Robber Baron Davenport,

      Belated congratulations on your victory. You might be the perfect man to lead Baltimore. Both you and the city are outdated, deceitful, and corrupt.

      By now, you’ve noticed a few of your systems are offline. Your staff is probably trying to regain access. It’s futile. We’ve locked everything out. Those systems are dead in the water and will remain so.

      We’ll take more down, too. You’ve gotten off easy so far, and you don’t deserve to. Unless you pay us 20 million in the cryptocurrency of your choice, things will only get worse. The lights are off right now. We’re going easy on you. This won’t be the case much longer.

      We’ll send another message with the crypto wallet ID you can use for payment. You’re a hidebound prick, so I’m sure your money and the city’s is tied up in banks, stocks, and other old-school investments. You’ll need some time to liquidate things. We’re not unreasonable. Look for another email later today.

      We’re sure you’re probably wondering why. Because you’ve spent your life making money off of other people, you’re probably finding a way to make this about yourself. You’re a small part of the reason. The BPD and how it treats people have contributed a lot more to our anger. If you want us to go away for good, you’ll need to make some major changes in addition to paying a lot of money. If you don’t, things will get a lot worse than what you’re currently facing.

      The message ended without a signature or other form of attribution. My first instinct was someone totally uninvolved tried to profit off the situation. The ransomware angle made the news. Anyone could know about it.

      The police commissioner gave voice to my speculation. “How do we know this isn’t some crank who happened to watch the news or read a paper?”

      “Can I see the printout?” I said.

      “I’m not sure what good it’ll do,” Davenport said. He grabbed a stapled set of papers from the small desk beside the table and slid them down. The top billowed as they glided down the table. “At the advice of my secretary, I printed the email header, too . . . whatever it is.”

      “Your secretary needs a raise.” Charlie got up and sat next to me. I moved the papers so we could both look at them. “A ProtonMail address . . . they won’t give up whoever it is.” I focused on the timestamps and sender information in the header. “Look here.” Davenport came around. I pointed at the passage in question. “It first went into a queue eight hours ago. Whoever wrote it probably wanted it to hit your inbox at a certain time. You can see here how it bounced around a few sending servers. All designed to make it harder to trace the source.”

      “Could you do it?” the mayor asked.

      “ProtonMail will stonewall us,” I said. “Security and privacy are what they sell. They’re overseas, and they don’t give up their client data.”

      “What do we do, then?”

      “Keep working. Make it harder for them to knock anything else offline.”

      “We have to do more.” Davenport walked back to the head of the table, took his seat, and pounded on the polished wood. “We have to.”
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      Davenport slumped in the chair. For the first time since I arrived, he looked tired. To accentuate this, he took off his glasses and rubbed the bridge of his nose. “Sir, the city has the money,” the accountant said. “It’ll basically drain the emergency coffers. We won’t have much wiggle room on anything until the next fiscal year.”

      “Which is ten months away,” the mayor said. He shook his head. “Too risky. It sounds like we’re low on funds there already.” The bean counter confirmed this with a single nod. “No. I don’t think we can take the risk. One natural disaster or major event, and we’re in dire straits.”

      “We shouldn’t pay these assholes, anyway,” Commissioner Ngo said.

      “I agree,” I added. He glared at me, and his glower communicated exactly what he thought of us being simpatico on the point.

      “What’s the alternative, then?” Davenport slipped his glasses back on. “We merely sit by and let them take system after system offline until we’re crippled?” Charlie started to say something, but Davenport stopped him with an upraised hand. “Don’t tell me you can protect everything before they strike again. I won’t believe it.”

      “I wasn’t going to, sir,” Charlie said. “By this time, most workers are in the office. I don’t think we’ve sent out any communications yet.”

      “We haven’t.”

      “We should. People need to know what’s going on. They’ve heard it on the news or read about it online already. We also need to remind all workers of best practices when it comes to email. Don’t open messages from people you’ve never heard of. Don’t open attachments.”

      “We could block attachments,” I said. “It’s technologically feasible. It would be inconvenient. Your employees would need an alternative for sharing files, along with any external folks.”

      “SharePoint’s a possibility,” Charlie said. “We use it internally already. It would take some work to configure it for anyone not on our network, but we could do it.”

      “How long?” Davenport wanted to know.

      “With our current staffing levels?” He shrugged. “At least a day. Probably more. The solution itself isn’t hard to setup. We just need a lot of information first.”

      “I’ll think about it.” Davenport sighed. “I know what you all are going to say, but it would be easier if we simply paid the ransom.”

      “We don’t know they’ll actually release our systems and leave us alone,” Ngo said. He jerked his thumb at me. “What if we hacked them back?”

      “It’s risky,” I said. “We’d need to be a hundred percent sure on our attribution, and they’re going to do everything they can to make it difficult.”

      “You’re the consultant. Work out the details.”

      “And you’re the police commissioner. Stop arresting people on bullshit charges.”

      Ngo’s glare returned. “Listen here, you prick⁠—”

      “Gentlemen,” Davenport broke in. “I appreciate the spirited discussion. Mister Ferguson, I understand the bind we’re in when it comes to identifying who’s responsible. I also understand sweeping policy changes in the police department wouldn’t happen immediately and may not be enough to satisfy our adversaries. This is why I think we should pay them. Maybe it doesn’t get them off our backs completely, but it buys us time, and it turns our lights and cameras back on.”

      “Sir, we agreed the city would be in a bad way if we drained the coffers,” the accountant said, reminding everyone he still used his share of oxygen in the room.

      “I could pay it myself.” Davenport picked up the receiver of a phone on the table and pressed a few buttons. “Get my accountant on the line . . . now.” He waited a few seconds. “Louis, the shit’s really hit the fan. You’ve heard what’s happening? . . . They want twenty million . . . I know I don’t have it sitting in a goddamn account. This is why I’m calling you. How soon could you liquidate it? . . . Do it faster. I don’t care if it costs me a couple percent . . . Yes, I know how much I’ll have left after this. No one’s going to cry for me. Make it happen, and let me know when it’s done.” He hung up.

      “It’s a mistake no matter whose money we use,” I said. “What if they take the nine-one-one system down next? Or the power grid? Where does it stop? You can’t just sell off assets every time they knock over a network.”

      “He’s right, sir,” Ngo said. “You can’t give in to these jackals.”

      “Let’s at least have the option,” Davenport said. “Even if we don’t use it, it’s available if we need it.”

      I couldn’t find fault with his logic. While I liked the idea of a bunch of criminals bleeding Vincent Davenport dry, I didn’t want to see the effects on the city. They might escalate their attacks regardless whether anyone paid this particular ransom. Charlie leaned closer to me and whispered. “I’m going to send the email I talked about. I’ll also encourage people to make sure they have paper backups of critical data.”

      “I hope it’s in time to make a difference,” I said. I didn’t think it would be. Again, I got the feeling things would get worse before they improved, and I wished I could shake it.
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      Charlie drafted the email, and I suggested a couple small fixes. I added a mention of physical backups. Even if none of the city’s computers came with DVD drives anymore, users could still copy their important data to a flash drive. Charlie confirmed Baltimore issued them for this purpose. “I guess people will start the mad hunt through their desk drawers,” I said as he sent the message to all city employees and contractors.

      “Whatever. If it helps, so much the better. Sometimes, little mitigations make a big difference in the end.”

      “I’ve been wondering about the disaster recovery plan.”

      Charlie snorted. “I think you and I are it.”

      “Seriously?”

      “I don’t want to keep going to this well,” he said, “but we’re really understaffed. The guys who put the plan together are pretty much gone. I’m trying to stick to it as much as I can.”

      “I need to know about using the cloud specifically,” I said. “They’re not on-premises resources, so they shouldn’t get caught up in whatever else might happen. It’s a good backup solution . . . at least for servers.”

      He nodded. “It is . . . or it would be if we’d started it weeks ago. We have some components in the cloud, sure, but we’re not using it for DR.”

      “You could start. Get more capacity. Upload your standard server build and spin up new machines as you need to.”

      “I don’t know.” Charlie frowned. “My boss should be in the loop on this.”

      I waved a hand. “Better to beg forgiveness than ask permission . . . especially in times like these. I’m sure the bill is a lot less than twenty million.”

      “True.” Charlie logged in to the city’s cloud provider. “I’ll get started. This isn’t going to be an immediate solution, you know. If bad shit happens for the rest of the day, we’re probably going to be caught with our pants down as far as those systems go.”

      The door opened, and a face I didn’t want to see walked in. FBI Supervisory Special Agent Jason Hess led a couple of studious-looking women in pantsuits into the room. Hess was in his early forties, and his blond hair had grown a little more gray since the last time I saw him. Davenport frowned when the new retinue entered the conference room. Ngo and Sharpe shook their heads and looked down. “Good morning, everyone,” Hess said. He introduced himself for those who didn’t know who he was.

      “What the hell are you doing here?” Davenport said. “We didn’t call the FBI.”

      “You should have,” Hess said. “We can help a lot more than any consultant.” His eyes found me, lingered for a moment, and moved on. “My understanding is you’re woefully short-staffed in the IT department.”

      “We’re handling it.”

      “Mm-hmm. So far, you’ve lost street lights, traffic signals, and CCTV. I can imagine your resources are already pretty strained. Especially the police.”

      “Piss off,” Ngo said. “We don’t need the feds coming in here and taking over.”

      “I’m not trying to take over,” Hess said. “We’ll be here to help your efforts. My people don’t know your network, so a lot of the work there will still fall on you, but we can fortify your defenses. We can monitor what’s going on and learn who’s responsible.” The two women with Hess—both recent college graduates by my guess— remained silent and let him do the talking. They were probably the techies.

      “Let me guess,” Davenport said, “it’s an offer I can’t refuse because it’s somehow illegal to say no to the FBI.”

      Hess shrugged. “You have a choice, Mister Mayor. At least for now. Have you gotten a ransom demand?”

      “We have.”

      “Don’t pay it.”

      “We’re leaving all our options open,” Davenport said.

      “I can’t discourage you strongly enough.”

      “Working with you is also an option, right?” Hess confirmed this with a nod. “Then, so is paying whoever did this. When I said all options, I meant it. If you want to work with us, those are the terms. You’re a means to an end. You and your crew aren’t in charge.”

      “Understood,” Hess said. “I’d like to introduce you all to Amanda and Lynn.” The former was a blonde with long hair, and the latter a redhead. Their pantsuits—differentiated only by color—suggested they shopped in the same store. “They’re from our cybercrime team. Consider them a resource, too . . . a means to an end, if you prefer.”

      “Very well,” Davenport said. “They can sit with our computer folks. Charlie, take these two ladies downstairs.”

      “Will do,” Charlie said. He led Amanda and Lynn out. Each grabbed a rolling laptop bag from outside the door, and their wheels buzzed along the linoleum all the way to the elevators.

      Hess looked across the table at me. “Can I have a word in private?”

      “This should be good,” I muttered, but I got up and went with him. We moved about fifty feet down the hallway.

      “What are you doing here?” Hess demanded.

      “The mayor called me in. I’m consulting.”

      “I know about Hong Kong.”

      “I should hope so,” I said. “It’s a major city.”

      He rolled his eyes. “I’m sure you understood what I meant. Any idea who’s behind this?”

      “No. And if you’re insinuating it’s someone I know, I doubt it. Not really the style we used back then.”

      “I’d like you to stand down,” Hess said.

      “And I’d like you to jump in the harbor.”

      “You could be interfering with an investigation.”

      “Now, you want to investigate,” I said. “I brought you evidence a couple years ago, and you sat on it. If I’d waited for you, the man who killed my sister a decade before would still be out there.”

      “You got your guy,” Hess said. “I’m glad you did.”

      “I’ll bet. You stuck your thumb up your ass, and I caught a murderer who probably would have killed again. You want me to stand down?” I scoffed. “Fuck off. I’ll probably figure this out before you and the Techie Twins do.”

      “Don’t go rogue,” Hess said, pointing his finger toward my chest. “If we get a lead, the FBI is going to respond. If you’re in the way, I can’t guarantee your safety.”

      “As soon as you file a hundred pages of paperwork and beg Quantico,” I said, “you’ll respond. I like my odds.”

      Hess shook his head. “We’re on the same side . . . mostly. I don’t want to arrest you.”

      “So don’t. I’ll catch the hackers, you can haul them off to jail, and we both win. Cool?” He didn’t say anything. “Okay. Good talk.”

      “Remember what I told you,” Hess said as I walked away. “We don’t need you going rogue.”

      I ignored him and returned to the conference room.
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        * * *

      

      Everyone eyed me up as I took my seat again. “You staying?” Leon Sharpe said.

      “Hess can’t throw me out,” I said. “I’m here as long as the mayor wants me to be.”

      “You have some history with the FBI I should know about, Mister Ferguson?” Davenport asked.

      I shook my head. “Just Hess. I built a case a couple years ago and took it to him. He . . . didn’t do anything with it.”

      “Murder case?” Commissioner Ngo said.

      “Doesn’t matter. It’s taken care of. Turns out I didn’t need the feds after all.”

      Charlie returned a moment later. He dropped onto the chair, sighed, and logged in to his laptop again. “I set them up with domain admin accounts,” he said.

      “Wow,” I said. No one else at the table seemed to know what this meant.

      “They’re feds.” He shrugged.

      “I guess I’m just not a fan of handing untrusted outsiders the keys to the kingdom. They might be very capable, but one wrong click, and your network is in trouble.”

      “It’s already in trouble,” Charlie said, “and it’s getting worse. I think we just lost another segment.”

      “Which one?” the mayor demanded.

      “It’s a specialized one. Major case files.”

      “Jesus Christ!” Ngo roared. “If we’ve lost access to those, we’re screwed. Investigations will stop. Court cases will be affected. This is huge.”

      I wheeled closer to Charlie’s seat. “Does it look the same as the others?”

      “I think so. I’m going to try and remote in to one of the servers there.” He opened a remote desktop window and made the connection. Rather than the normal Windows Server login, we saw a black screen with the message sent to Davenport earlier written in bright red. “I can try the other two, but I think we’ll get the same result.” He did, and he was right.

      “Still don’t want me to pay?” Davenport said.

      “We need access to all our work.” Ngo slapped the tabletop. “I don’t want to give in to these bastards. Too many cities and hospitals have. No one should pay them a cent.”

      “People cough up the money because they see it as the least bad choice,” I said. “Not everyone can recover from a ransomware attack. I’m not sure the city can . . . at least not easily.”

      “Good thing we have a high-priced consultant who doesn’t need the feds on the job, then,” the commissioner said.

      His barb hit home. I felt like I hadn’t done much yet. Sure, I’d offered some advice to Charlie, and I probably knew more about malware than just about anyone currently drawing a paycheck from Baltimore. Still, the feeling I could be doing more nagged at me. “You got another laptop?” I asked Charlie.

      “You want him logging in?” he said to Davenport.

      “Get him whatever he needs.”

      “I’ll take some champagne, too. Or at least a good breakfast sandwich.”

      Charlie snorted and stood. “Gimme a couple minutes.” He left the room, returning shortly with a computer under his arm. It was old enough to still have a disc drive built in to one side. “I’ll get you logged in with our domain admin account.” I tried to watch what he typed, but his fingers were fast, and I didn’t catch all the keystrokes. “You know how to use Windows?”

      “Better than a lot of people who work for Microsoft,” I said. Thankfully, a network diagram resided on the desktop, so I opened it. It contained a massive drawing. I also found a list of networks, IP address ranges, and servers . . . all of which would be useful. After a few minutes, I found a semi-recent snapshot of the major case data. It resided on a different part of the network than where Charlie looked earlier. To make sure it stayed safe from the enemy, I copied the files to a local device. “Looks like there was a backup about a week ago. It’ll take a little time, but we can spin up a cloud server and restore the data there.”

      “It’s a week old,” Ngo said.

      “You can have something backdated seven days or nothing. I don’t want to tell you how to do your job, but this really is an easy choice.”

      Sharpe leaned in and whispered something to his boss. After a moment of consultation, Ngo sighed and said, “Fine. Do it. It’s better than nothing.”

      Charlie logged in to the city’s cloud service account, and I started the process. “We may not have the same luck elsewhere,” I said. “I know data seven days old is less than ideal. This whole mess is still going to get worse before it gets better.”

      “I don’t care what you all tell me,” Davenport said, “I’m leaving the option of paying these pricks on the table.”

      “I still don’t think you should.”

      The mayor rubbed his temples. “Let’s see how much worse it gets.”
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      Charlie and I kept working. Despite our efforts, no other opportunities to stem the tide made themselves obvious. With a small staff and not a lot of leadership, we were in a reactive mode. “We need to get further ahead of this,” I said as I watched the rather boring progress bar of a cloud server creation.

      “How?” Charlie asked as he typed.

      “Block attachments. Put more restrictive firewall rules in place.”

      “We’d break our normal operations.”

      “It would be an inconvenience,” I admitted. “In trade, we’d have better odds of not losing more functionality. Look, the mayor has bigger fish to fry here. I don’t want him coughing up millions of dollars, and I think you feel the same.” Charlie nodded. “We should just do it, then.”

      He sighed. “Let me try to get a few things setup first. I’ll need to go over the SharePoint architecture for starters. We can ignore external parties for now, but we can’t break something like document sharing among city employees.”

      “All right.”

      Voices rose from the hallway as footsteps stomped closer. “Stand down, officer,” someone said, and it sounded like Rich. My suspicion got confirmed a couple seconds later when my cousin barged into the conference room. “Sorry for breaking in, everyone.” He nodded at Ngo and Davenport. “Sir. Mister Mayor.” His eyes found me and blinked a few times, but he continued as I reasoned he would. “We’ve lost access to major case files. Officers and detectives are already stretched thin by having to do so much traffic work. Whatever cases we manage to work are dead in the water without our data.”

      “I’m working on it,” I said.

      “You’re consulting on this?” Rich asked.

      “The mayor has agreed to pay my usurious fees. Expertise like mine doesn’t come cheap.” I tapped the side of my head.

      Rich rolled his eyes. “How are you working on it?”

      “I found a backup from seven days ago. At the moment, we’re standing up a new server in the cloud, and when it’s ready, I’ll restore the data there. You’ll need to map to it, but I can tell you how.”

      “A week old?” Rich groaned. “I’m sure many of those cases saw a lot of progress.”

      “Hopefully,” I said, “your cops put good notes on paper. Besides, a week is better than nothing . . . as I’ve already pointed out to your boss.” Ngo pursed his lips but didn’t say anything.

      “I guess we’ll take it as a stopgap,” Rich said. “Do you think you’ll be able to get more recent stuff back?”

      “Don’t know. Based on how things look at the moment, I’m not optimistic.”

      “While I’m here, what’s the plan for dealing with this? We got hit a while back but nothing this bad. A lot of my guys are wondering.”

      “We’re keeping all our options on the table, Lieutenant,” Ngo said. “There’s your answer.”

      Rich frowned. “Does all our options include paying the attackers?”

      “I’m keeping it open, yes,” Davenport said. “No one seems to agree with me, but my first duty is to the city, not the ideals of law enforcement or sticking it to the criminals. If things get a lot worse, we might be forced to meet their demands.”

      “I would advise against it, Mister Mayor,” Rich said.

      “Mm. You and everyone else I’ve talked to today. I hope I don’t have to, but events of the last several hours aren’t exactly trending in the right direction. You want to make sure it doesn’t happen? Catch whoever’s responsible and get our access back.”

      “We’re doing our best out there.”

      “So are we,” Davenport said.

      Rich glanced at me again and left. I wondered what he thought of yours truly working as a consultant for the city. Hell, it seemed weird to me. I normally worked for people who felt they didn’t get a fair shake from the system. Here I sat in the employ of the system itself. If we got a break later today, I would stand under a hot shower for a few extra minutes.
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        * * *

      

      I got the new server online. Following the city’s official documentation proved tedious. It was poorly written, steps were out of order, and the whole thing seemed like it had been organized by a goat with a dartboard. Despite these challenges, I was able to begin the restoration process. The police major crimes case data would be seven days old, but I hoped the cops could work off their paper notes to fill in the gaps. Those who weren’t stuck directing traffic at major intersections, at least.

      Leon Sharpe’s phone rang, and he excused himself to answer it in the hallway. A moment later, he reappeared in the doorway and pointed a beefy finger at me. “You. Come with me.”

      “Little busy saving the day here, Leon.”

      “Charlie can finish whatever it is. We’re taking a ride.”

      Considering the ease with which Captain Sharpe could have picked me up, pressed me over his head, and carried me out of the building like a barbell, refusing seemed pointless. “All right. Meet you in the lobby.” He nodded and left. I brought Charlie up to speed on my server progress.

      “What’s the captain want?” he asked.

      “No idea. This seems pretty self-sufficient for now.”

      He nodded. “I’ll take care of it when it’s ready.”

      “All right,” I said. “Your documentation sucks, by the way. See you later.”

      “Thanks for your help,” Charlie said.

      I left the conference room and hustled down the stairs to find Leon Sharpe waiting. “Let’s go,” he barked, and he walked to an SUV. He and I climbed in the back, and a uniformed officer led us away from the curb.

      “Where are we going?” I asked.

      “Central Booking.”

      “Is there something there specific you need my genius for?”

      “Can you keep a secret?”

      “As well as anyone else.”

      “Meaning what?” Sharpe said.

      “Meaning if someone kidnaps me and wants to take a power drill to my kneecap, I’m spilling the beans.”

      He shrugged his brawny shoulders. “I think we have one of the hackers in a holding cell. You’re going to help me talk to him.”

      “Must be an idiot to get caught so quickly and for something which should be anonymous.”

      “You’d think so,” Sharpe said. “Apparently, this clown got pretty lit last night. Made a drunk post or two on his Instagram. Someone saw it and reported it. Wasn’t hard to track him down from there.”

      “Wow. Idiot isn’t a strong enough word.”

      “Whatever you want to call him, I’ll take a break in the case . . . especially so early. This asshole will be looking at a string of charges. More if we want to involve the feds. I think he’ll tell us what we need to know.”

      I remained skeptical. The person might have some insight into what the team did and what tools they used, but I doubted we’d get much else. Five minutes in an interrogation room wouldn’t compel him to give up the decryption key. He probably didn’t know them, anyway. A proper hacking group would have generated the key randomly and stored it securely. If no one knew it, no one could be forced to tell it.

      The ride to Central Booking took a lot longer thanks to the lack of traffic signals. Cops did the best they could, and Sharpe’s SUV didn’t get any special privileges. The driver pulled the vehicle into a nearby lot. Sharpe and I climbed out. He flashed his badge to the desk sergeant, announced I was with him, and we headed back inside the gloomy facility.

      The walls were gray. They matched the floors, and the cell bars were in the same color family. Central Booking was a lifeless and soul-sucking place. I’d occupied a cell here a couple years ago. While I’d rate it well above the Chinese prison, it still ranked as a building I didn’t care to come back to. Leon Sharpe stomped ahead, ignoring a few barbs from prisoners. I followed him through a few doors deeper into Central Booking.

      We came to an area with four rooms. Two officers stood watch. Both straightened their posture when Sharpe approached. “Where’s the hacker?”

      “Room three, sir,” one of them said. I followed the captain inside. The door clicked shut behind us. A white guy so slender a stiff breeze would capsize him sat cuffed to the desk. His blond hair was thin and wispy. It made him look older. I placed him in his mid-twenties. A tattoo peeked out from the left sleeve of his shirt. His eyes were narrowed, red, and unfocused.

      Sharpe turned a chair around and dropped onto it. I remained standing. The prisoner tried to meet the massive man’s gaze and turned away. “You know why you’re here?” Sharpe said.

      “Drunk and disorderly,” the guy said in a mousy voice. “I heard the officers say it when they brought me in. Can I go now? I’ll pay the fine.” Even a few feet away, I could smell the booze on his breath.

      “You’re looking at a lot more than a hit to your wallet. What’s your name?”

      “My friends call me Cold Frost.”

      “You see any of your fucking friends in this room?”

      “No.”

      “Give me your real name,” Sharpe said.

      “Clarence,” the captive said.

      “All right, Clarence. Here’s what’s going to happen. You posted a drunk photo, and you claimed to be working with hackers who are currently a pain in my ass. You’re going to tell me everything I want to know.”

      “Who’s he?” Clarence pointed at me.

      “I’m the only guy who can keep the captain from piledriving you onto the floor,” I said. Sharpe smirked. “The more of his time you waste, the less control I have of this situation.”

      “Time to talk, Clarence,” Sharpe said. “Who are you working with?”

      “It’s . . . kind of a loose group. We sort of came together recently.”

      “How touching. This group have a name?”

      “APT double zero.”

      “Advanced persistent threat,” I added when Sharpe’s response consisted of a puzzled expression. “It’s common for groups with APT and a number to be associated with nations like Russia or China.”

      Clarence put his hands up. “Not us. We’re all Americans. I guess our leader just liked the name.”

      “Who is he?” Sharpe wanted to know.

      “Factor Zero.”

      “All you assholes have such stupid names?”

      “They’re common in the community,” I said. I didn’t recognize either of the ones mentioned so far. My job meant I didn’t remain as active as I’d been in the past. Still, I felt sure I would have heard of a major operator. Either these two were new on the scene, adopted fresh handles for the current operation, or they were mediocre. I kind of hoped for the trifecta.

      “I get a lawyer, right?” Clarence asked.

      “You can have one,” Sharpe said. “Once an attorney gets involved, though, you can’t really talk to me anymore. I don’t like lawyers, Clarence. I’d be willing to make a deal with you so long as you’re speaking for yourself.”

      “How do I know you’re not going to try to put the squeeze on me?”

      “Oh, I’ll definitely try to squeeze you. But I’ll do it worse if some expensive prick in a fancy suit does your talking for you.” He shrugged. “It’s your call.”

      I felt torn on this one. Part of me believed accused criminals had the right to a competent attorney—either their own or via the public defender’s office. Another part of me wanted Sharpe to fit Clarence for thumbscrews and give them a few good turns. The hacker shook his head and sighed. “Fine. We can talk for now.” He held up a hand as best he could with the cuffs on. “If I think you’re overstepping, I’m shutting this down and asking for a lawyer.”

      “I understand,” Sharpe said. “If you cooperate with us and tell us what we want to know, I’ll recommend the state’s attorney go easy on you. If you want this leniency, I have a specific request in mind.”

      “What is it?”

      “You give us the scoop on the operation and the people. Then, you call your little band of hacker friends, tell them what happened, and recommend someone to take your place.”

      “Who?” Clarence said.

      “Let me handle the personnel angle,” Sharpe said. “It’ll be someone capable, but they’ll be a plant.” He glared and jabbed a finger at the slender Clarence. “If you tip them off, I’ll break you in half over my knee and deliver the pieces of your corpse in person. You follow me?”

      Clarence’s voice shook when he answered. “Yeah . . . I get you, man.”

      “Good. Wait here.” Sharpe looked at me and jerked his head toward the door. We left the room. Rich approached.

      “I came as soon as I could, Captain.”

      “You’re just in time,” Sharpe said. He confirmed one of the rooms was empty, and we all walked into it. Sharpe closed the door. None of us sat. “Rich, the guy in room three is one of the hackers responsible. I told him we’ll go easy on him in exchange for a favor.”

      Rich crossed his arms. “What’s the favor?”

      “He’s going to tell them he’s out but recommend a replacement.”

      “Who?”

      Sharpe bobbed his large head at me. “You.”
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      A bevy of objections rushed to my mind. In a truly eloquent moment, I said, “What?”

      Sharpe’s gaze didn’t waver. “I want to send you undercover with these pricks.”

      “Leon, I’m not sure this is a good idea.”

      “I agree,” Rich added. “C.T. isn’t a trained officer.”

      “Your reason would rank about five hundredth on my list,” I said.

      “I think it’s the right fit,” Sharpe said. “Would you rather I send a cop?”

      “God, no. Your people probably don’t have the skills they would need. Besides, if we’re dealing with seasoned criminals, they’ll smell a cop right away.”

      Sharpe spread his hands and offered a humorless smile. “Now, you see why it needs to be you.”

      “Even if I agree to this,” I said, “there’s no way your boss will want to send me.”

      “Let me worry about the commissioner,” Sharpe said. “Follow me.” We left the interrogation room and walked out of the area. Sharpe opened another door. The basic table and uncomfortable chairs were gone, replaced by a round conference model and padded office seats. He picked up the phone in the center and pushed some keys. “Get me the mayor’s conference room.” We all sat. My stomach clenched and not only with hunger. Sharpe spoke again a moment later. “I have Rich and C.T. Ferguson here with me. Putting you on speaker.”

      “What is it, Captain?” Ngo asked.

      “I have an idea. We’ve arrested one of the hackers after he made a drunken social media post. I think he’s willing to play ball in exchange for a lighter sentence.”

      “What kind of ball are we playing?”

      “The kind where we send a ringer in,” Sharpe said. “Someone who could keep up with the hackers but be working for us to gather info and help us bring the whole ring down.”

      “Who’d you have in mind?” Davenport asked.

      “I want to send C.T. in.”

      “Absolutely not,” the commissioner said. “I’m not putting a civilian in the middle of an operation.”

      “First of all,” I said, “everyone on this call is a civilian. You’re not a goddamn admiral. Second, I’m not some buffoon off the streets. I’ve been doing this job for years, I can take care of myself in a fight, and I’ve worked with hacking groups before.”

      “Great. We’re going to send a criminal in with the criminals. How do you think this is going to end, Leon?”

      I answered for Sharpe. “With your hacking group in handcuffs. You can think what you want of me and what I’ve done before. I don’t give a shit. I’m more qualified than anyone in your police department.”

      “We have forensic guys. Good with computers.”

      “What’s going to happen when a cop gets made?”

      Silence filled the line. “We’ll take it under advisement, Captain Sharpe,” Davenport said. “It sounds like Mister Ferguson is willing to do it if we think it’s worthwhile.”

      “I get time and a half for hazard pay,” I said. “Plus the same rate for overtime.”

      “We’re not paying you triple for anything,” Ngo said.

      “Two hundred and twenty-five percent. Don’t they teach math when you major in criminal justice?”

      “Listen here, you smug prick⁠—”

      “Like I said,” Davenport broke in, “we’ll consider it. There are perks and drawbacks we’ll need to consider. Captain Sharpe, you should be part of the conversation.”

      “I’ll head back over shortly,” he said and hung up.

      “A little heads-up would’ve been nice,” I said. “You really sprang this one on me, Leon.”

      “Gotta keep you expensive consultants on your toes.”

      He had a point.
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        * * *

      

      T.J. called as we climbed back into Sharpe’s limo. I declined it and then sent a short text. Working. Talk soon. She replied with a thumbs-up emoji. I rolled possibilities for this undercover assignment through my head. The commissioner was right—I wasn’t a cop. While this didn’t hamper me 99.7 percent of the time, it could be a problem if I provided enough intel on the hackers for the police or feds to raid their location. I would be another civilian caught breaking the law, and while it could all be sorted out after the fact, I didn’t relish the idea of getting tossed to the ground and cuffed.

      “Having second thoughts?” Sharpe asked as we waited for an officer to send us forward at an intersection. Thankfully, it was a short drive.

      “No. Just wondering what happens if I provide enough info for you to kick the door in.”

      “You’d be arrested. Same thing happens to undercover cops, too. We need to keep up appearances.”

      “Sure,” I said, “but I don’t have the secret decoder ring to get me out of the handcuffs as soon as you haul the real criminals off.”

      “I’d make sure you were protected,” he said.

      “All right.” I nodded. “Good enough for me.”

      The driver curbed the black Yukon in front of City Hall, and we got out. Sharpe and I took the stairs to the third floor. “I want to make a couple calls,” I said. He walked into the conference room, and I headed farther down the corridor. I tried Gloria first. Background noise on the line suggested she was driving.

      “I’m headed to my house,” she confirmed when I asked. “How are things with you?”

      “Interesting. The cops found one of the hackers. Guy was an idiot and made a drunk Instagram post. Anyway, there’s a chance I might be going undercover in their group.”

      “Isn’t that dangerous?”

      “I can’t imagine they’re armed vigilantes,” I said. “I can probably duck a keyboard if someone tosses one at me.”

      “I’m serious,” she said. “They might want to send you in with the wolves, but you’re still a civilian.”

      “I know. Sharpe said he would make sure I was protected if they kick the door in.” I flashed back to the Chinese police raiding our compound in Hong Kong. The loud thunk of boots blasting the room open still stuck with me.

      “It sounds like you’re not going to be joining me,” Gloria said.

      “I don’t know. The commissioner’s against the idea, and Davenport is trying to keep everyone happy. I’m in a holding pattern right now. I want to drive home and make sure my go bag has everything I’d need.” I always kept it ready in case I was forced to beat a hasty retreat, but I could swap in different supplies if I knew I’d be a rogue agent.

      “Be careful . . . and please keep me posted.”

      “I will,” I said. “Might need a rain check on the cape fitting. You’re the wife of a hero. You have to get used to these things.”

      Gloria chuckled. “Good to know. I’ll see you when you’re not saving the city. Love you.”

      “Love you, too.”

      I popped back into the conference room. Charlie remained hard at work at one end of the table, and everyone else huddled at the other. I dropped onto the seat beside him. “Anything new?”

      He shook his head. “I still think we’re going to struggle with this.”

      “I agree,” I said, lowering my voice. “I’m just a consultant, but you work for the city. They might listen to you over me. Get an actual incident response company in here. Someone who does this shit for a living. It’ll cost money, but it’s worth it to have the expertise, especially if the city is short-staffed. I might be moving on to . . . a different way of going after the problem.”

      “What’s your double-oh number?”

      I grinned. “Nothing so dramatic, I hope. In your research, look at No More Ransom. They have a bunch of decryption tools. If this attack used some popular software, you might be able to undo it.”

      “All right.” We bumped fists. “If I don’t see you again before all this wraps up, thanks for your help.”

      “You got it.”

      “You’re leaving?” Ngo asked as I headed for the door.

      “I don’t want to miss the chance to bill my expensive breakfast to the city,” I said.

      He scoffed. I left.
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      I stopped by the office on my way home. It took a little longer than usual, but with rush hour over, cops directing traffic at the intersections had an easier time of things. A few more busy mornings and afternoons, however, might leave commuters in open revolt. I opened the door to find T.J. at her desk drinking coffee. With plenty more waiting in the pot, I helped myself to a cup before plopping down in my chair and blowing out a deep breath.

      “You look tired,” my secretary said.

      “I was up before four. Been going pretty much ever since.”

      “That’s a concern at your age.”

      “Ha ha,” I said. “Have you seen or read the news since last night?”

      “Yeah. Some kind of malware attack against the city.”

      “It’s pretty bad already. The attackers picked a couple of major public-facing systems.”

      “Sounds like you think it might get worse,” T.J. said.

      I nodded. “I do. The city is short-staffed in the IT area. They asked me to consult. I’m happy to do it, but they need more than me, and they need some specialized skills. In the meantime, one of the hackers got hammered and took to Instagram. He’s sitting in Central Booking. Leon Sharpe wants me to go undercover.”

      T.J. frowned. “Sounds dangerous.”

      “It probably will be,” I said. “Gloria is going to get me fitted for a cape when this whole mess is behind us.”

      “If you’re going to be embedded somewhere, I want to help.”

      “I appreciate it. I’m not even sure it’s going to happen yet. The police commissioner would rather toss me off the Bromo Seltzer tower than agree to send me in there, I think. The mayor could overrule him, but he’s trying to keep the peace right now.” I shrugged. “I guess we’ll see. I’m going to make sure my go bag is current and ready in case I get the green light . . . no pun intended with the traffic signals down.”

      “If you go spy on the hackers,” T.J. said, “are you going to be able to talk to me? I don’t want you to be alone in there.”

      “We’ll figure it out. I have a couple burner phones. I’ll text you from one of them when I get back to my house. Store the number as something no one would think to trace back to me or your job. We can also use an app like Signal. Just make sure messages delete once they’re read.”

      “You think the mayor will sign off on it?”

      “Yeah. Ultimately, I think Sharpe wears his boss down because they don’t have a better option, and Davenport approves it under a united front.” I raised my mug in mock salute. “To politics.”

      “All right. I’ll keep things running in the meantime.”

      “You did a great job while Gloria and I were honeymooning,” I said.

      “And I’ve picked up some of your slack since you came back and coasted,” T.J. pointed out.

      “I think my coasting days are over.” I downed my java and stood. “I’ll keep you in the loop as best I can. Might be at odd hours. If I do this, I don’t know how many chances I’ll have to send messages.”

      “I understand.” T.J. got up and hugged me. “Times like these, I worry about you.”

      “You stopped not-so-secretly rooting for my demise?”

      She grinned. “I still call dibs on your car.”

      “Of course you do,” I said.
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        * * *

      

      I noticed the tail pretty quickly.

      A dark-colored sedan turned onto Eastern Avenue just after I did. Other vehicles came and went, but this car stayed behind me. If I changed lanes, the other driver mirrored the movement a few seconds later. I would never be called the most observant person in the world, so whoever glued himself to my rear bumper wasn’t very good at it. I wondered who it could be. Other than the brand-new consulting gig, my docket was free of cases. No one should have cause to follow me.

      In the past, I used shenanigans at a traffic light to lose people glued to my bumper. With the BPD directing cars at major intersections, my usual tactic was off the table. I kept an occasional eye on the rearview mirror as I drove toward Federal Hill. The sedan remained behind me. When I turned down the alley running behind the group of rowhouses, my pursuer continued down Riverside Avenue.

      The parking pad was empty. My Audi S4 looked lonely without Gloria’s Mercedes rocket beside it. I walked inside and headed upstairs. Opening blinds as little as possible, I looked out at the street. The sedan’s headlights winked out. It sat on the opposite side of the road about three houses farther along. The driver offered no indication he noticed me.

      I checked the 9MM on my hip and exited via the back door. My house was the last in the group, and leaving the alley via the far end would leave me exposed. I took the long way. It added an extra loop and a few minutes, but it would be worth it. Parts of Federal Hill were known for pubs and eateries—and, of course, the Cross Street Market—but a lot of it was residential. My street counted as one such area.

      It meant not a lot of people would be around in the middle of a weekday. I walked down the sidewalk approaching the mystery car from the rear. The driver alternated between looking at my house and straight ahead—to his left or directly in front of him. Thanks to my circuitous route, I was on his right. He might see me in the passenger’s door mirror as I got closer, so I slowed my pace. When his head turned toward my home, I quickened my strides again.

      I held the gun in my right hand and tapped on the window. He jumped and turned in surprise. His hand reached under his jacket. I rapped the glass again and shook my head. He relaxed and glowered at me. “Unlock the door,” I said.

      It took a few seconds, but he did. I climbed inside.
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      The guy looked to be of average height and build. He was around my age with blond hair, a mustache, and stubble on his chin indicating trouble growing a beard. I sympathized. “Why are you following me?”

      “Orders,” he said.

      “Whose?”

      “I’m FBI.”

      “Let’s see a badge.” I waved my pistol enough for him to pay attention to it. “Slowly.”

      The fellow reached inside his jacket and took out a wallet. A gun also peeked out from within, but he didn’t try to grab it. He showed me a federal badge and a laminated card identifying him as Special Agent Patrick Zellhoefer. “Irish and German?” He nodded. I rubbed my chin. “Explains it.”

      “Yeah,” he said with a sheepish grin. “Every time I try to grow a goatee, it looks patchy.”

      I holstered my gun. “Who put you onto me?”

      “Hess ordered it.”

      I suspected this as soon as I saw the FBI badge. Hess clearly didn’t trust me after I went around him and found the man who’d murdered my sister years ago. “Let me guess  . . . he thinks I’m going to go rogue.”

      “He does,” Zellhoefer said.

      “Look, I know you’re just doing what your boss told you to. He thinks I’m some wild card, and I think he’s a glorified pencil pusher who would rather sit on his hands than risk getting them dirty. We’re not going to agree very often.”

      “He’s not what you make him out to be.”

      “Doesn’t matter,” I said. “You could write a ballad and sing my praises, and he won’t believe you. The reality is he and I both want to see the city’s problems resolved.”

      “Are you going to stand down?”

      “Not a chance.”

      “Sounds like you’ll be seeing more of me, then.”

      I sighed. “All right, in which case let me give you a piece of advice, then. They offer some kind of strategic driving class at Quantico?”

      “Yeah,” he said.

      “Take it. Go again if you already did. I’m not the best at this, and I made you pretty much right away. If you were following someone dangerous, this could have ended poorly for you.”

      “I see what you mean.”

      “Can I trust you with a piece of information?” I asked.

      “Depends what it is.”

      I figured he’d give me the diplomatic answer. Zellhoefer was young. Probably new on the job. The Baltimore Field Office may have been one of his first couple assignments. I hoped he didn’t grow too attached to Hess. “All right, I’ll take a chance on you. The police arrested one of the attackers after he went on Instagram three sheets to the wind.” I held up a hand to hold off his question. “The cops and the mayor are debating sending me undercover with the hackers. I . . . have experience in this area, and I could be an effective plant for the city. Obviously, this all goes to shit if you and your Fedmobile are following me everywhere I go.”

      “What am I supposed to do, then?” he said.

      “You have a choice. You can tell Hess about our plan, which means he’ll want to get involved and probably screw it up somehow. Or you can say nothing. Act like you’re keeping tabs on me. Drink coffee and catch up on your comic book reading for all I care.”

      His head bobbed slowly. “I’ll think about it.”

      “Good,” I said. “I presume you’ll see Hess later today?”

      “Yes.”

      “Great. Tell him if he wants to talk to me, he can pick up a fucking phone next time.” I got out of Zellhoefer’s car and walked back across the street.
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        * * *

      

      After I dealt with the young FBI agent, I made some overdue lunch. It felt like a soup and grilled cheese day, so I indulged. The yawns started soon after, and I walked upstairs to take a nap. The city could manage without me for a while. Sometime later, my phone buzzed, and a pounding came from downstairs. I checked my phone. Rich called twice. I picked up this time. “What?”

      “Let us in. Sharpe and I are at the back door.”

      “Fine.” I rubbed my eyes, got back to my feet, and opened up for them.

      “You have someone sitting on your house,” Rich said.

      “I know,” I said. “He’s FBI. I spotted him when I left. We had a nice chat.” I looked out my kitchen window. Rich’s blue Camaro sat next to my S4. It looked a lot less official than Leon Sharpe’s Yukon with city plates. “What brings you two here?”

      “I’ve been talking with the mayor and commissioner,” Sharpe said. “I think I’ve worn them down. They’re willing to send you in among the hackers.”

      I blew out a deep breath. We all sat at my kitchen table. Sharpe’s massive frame made the space feel crowded. I’d been on board with this idea. Now, with the reality of it happening staring me in the face, I hoped I could deliver. I hadn’t been embedded with a group of keyboard warriors since the Chinese government gave me a hard boot from Hong Kong. Four years was a long time. My skills remained up to par, but I didn’t seek new and innovative methods to knock over systems the way I used to.

      “You having second thoughts?” Rich asked.

      I shook my head. “Just a little apprehension. I don’t know this group, their methods, or their ultimate agenda. We can presume it’s more than turning the lights off, but how much more?”

      “I can try to send a cop in,” Sharpe said. “We have a few who have taken some cybercrime training.”

      “They won’t know a lot of the technical how-to,” I said. “I’m sure they’re good at their jobs, but what they learned doesn’t fit what you’d want them to do. They’re blue teamers. You need a red teamer.”

      “You’re concerned what they might ask you to do?”

      “I am. Look at what they’ve done already. Those aren’t major systems in the grand scheme of things, but the city is feeling the effects. What if they make me take something really important down?”

      “Could you find a way to undo it?” Sharpe said.

      “Maybe.” I shrugged. “Probably. Could I do it while the enemy is watching me, though?” I paused. “Anyone else want coffee?” They both nodded, so I got up to make a pot.

      “Cops who go undercover face similar problems,” Rich said. “There’s always the concern you’ll be asked to do something which is a bridge too far.”

      “Or ordered to,” Sharpe added.

      “I wouldn’t be pulling a trigger,” I said as I set the machine to brew a half carafe. “The effects of what they want to do could be a lot farther reaching. We don’t know how closely this group monitors everyone. Could I even get a warning out?”

      “If you don’t want to do it, we’ll understand.”

      “No. I’m your best shot.”

      Sharpe nodded. “All right. Here’s how it’ll work. The city will put you up in a safehouse. We should probably get you in there today. You still have your other car?”

      “Yeah.” In addition to the S4, I owned a Chevy Caprice Classic from the late ‘eighties. It was a few different shades of blue, but it blended in a lot better than my S4. The chop shop owner I acquired it from even made a few improvements.

      “Use it,” the captain said.

      “You still have your disguise from Frederick?” Rich said.

      “It’s all upstairs.” A few months ago, I worked a case about an hour away. It marked my first time doing anything approaching going undercover, and I changed my appearance so no one could easily compare me to the handsome private investigator who sometimes received glowing coverage in the Baltimore Sun.

      “Good. Unless you plastered your picture everywhere during your hacker days, it should work for you. You still have an alias?”

      I nodded. “Not as active as it once was, but people plugged into the scene will know it.”

      “If they know you by reputation,” Sharpe said, “it’s bound to help.”

      “I guess.” The coffee maker beeped. I prepared three mugs. Both Rich and Sharpe took theirs black. As a man of refined taste, I opted for some creamer. “I’d want to know more about the organization before I go in. There’s some research I can do here, but we should talk to Clarence again. Is he still going to recommend me as his replacement?”

      “If he knows what’s good for him.”

      “All right. This is going to be hazard pay, Leon. I wasn’t kidding. Time and a half.”

      “We’ll do it,” he said.

      “Put it in writing and send it to T.J. I’m not starting until I’ve heard she has a copy of the contract.”

      “You don’t trust me?”

      “I don’t trust your boss or the mayor,” I said. “They’d both leave me to the wolves as long as the city’s name stayed clean.”

      “All right. I’ll have my secretary send it over.”

      “Good.”

      Sharpe set his mug down. “Let’s go talk to Clarence.”

      I drained the rest of my coffee. “Yes. Let’s.”
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        * * *

      

      Rich accompanied Sharpe and me, and we met Clarence in the same room as before. Sharpe stopped to get something on the way in, but he kept it in his pocket. Clarence’s eyes looked brighter and clearer, and the smell of alcohol coming off him was gone. He must’ve gotten a shower and drunk a bunch of water. “Oh, man. I was hoping I wouldn’t need to see you again. Who’s the new guy?”

      “Lieutenant Ferguson,” Rich said, “Homicide.”

      “Homicide?” Clarence blanched. “We . . . I didn’t kill anybody.”

      “Yet. It’s a matter of time until the lack of street lights or traffic signals leads to a fatality.” Clarence swallowed hard. Rich smirked. “Not why we’re here now, though.”

      “Why, then?”

      “You said you’d recommend someone to take your place,” Sharpe said. He leaned closer to Clarence when he spoke. The proximity of a large, imposing man with a voice to match probably worked very well.

      “I can’t exactly pick up the phone in here.” Clarence gestured to the spartan room. “No one’s let me make a call.”

      Sharpe took a mobile from his pocket and set it on the table. It was a basic Android smartphone. Several generations old. The kind a hacker could root easily and unlock all the functions the manufacturer never intended the public to have. “How about a text?” He held up a finger and then used it to point to me. “He’s going to supervise you. If you do anything besides send a message, I’ve authorized him to break this phone and cram it up your ass sideways.”

      Clarence looked between us, then inclined his head. “Fine. Who am I recommending as my replacement?”

      “Me,” I said. “Tell them you’ve lined up F0xtr0t. Like the dance, but the ohs are zeroes.” Rich snickered. “What? I was young. I thought it was cool.”

      “You’re F0xtr0t?” Clarence said. “I’ve heard of you.”

      “I hope the rest of your friends have, too.” I tapped Clarence’s cell and pushed it closer to his cuffed hands. “I can sign an autograph for you later. Ten bucks if you want a picture, too. Now, send the message.”

      “Right.” He picked up the phone and slid the screen up to expose a physical keyboard. I liked these models back in the day. Over time, I’ve warmed up to the onscreen keypad, but it took a while. Clarence opened Noize, a secure messaging app popular with people who didn’t want the government snooping on them. I would need to install it on my burner. He found a contact identified as Frank Zebulon. Factor Zero.

      I got popped. Sorry. Shouldn’t have made a drunk post. The cops don’t know shit. You’re still good. They’re super dumb when it comes to this stuff.

      No reply came after a moment. Clarence continued. The cops want to hang a lot on me, so I don’t think I’m getting out of here anytime soon. I want to recommend F0xtr0t to replace me. We probably should’ve reached out to him at the beginning. He’s local and knows the city better than I do. He might be able to help you pick better targets.

      We waited. A couple minutes later, Clarence’s phone dinged. He opened the app.

      Fine. I didn’t know he was still active, but if he can find us, he’s in. You’re out. I don’t want to see you again.

      “He sounds like a real charmer,” I said. “Where are they holed up?”

      Clarence shrugged. “I don’t know.”

      “What do you mean you don’t know?” Sharpe roared. Clarence cowered. “You were with them. I swear, if you’re trying to screw me . . .”

      “I’m not.” He raised his hands as much as the cuffs and table would allow. “Look, I’m pretty good, but I like the booze. I’ve had half a load tied on since I’ve been here. I’m not from Baltimore. I don’t think I could tell you where they were if you gave me a map.”

      “You’re not exactly helping your cause,” Rich said.

      “I wish I knew. I can tell you Factor doesn’t want to stay in the same place for long. He’s talked about changing locations every couple days.”

      “He probably figured something would happen,” I said. “Kind of like your post.” Clarence frowned.  “Maybe you can still help. If I can find your asshole friends, what am I going to be walking into?”

      “Factor Zero’s a control freak,” Clarence said. “Even if he’s heard of you, he’ll probably want you to prove yourself.”

      “Not a problem. How many other people?”

      “Four or five. Oh, and there’s an armed guard. Remember how I said he’s a control freak? He said the guard is there to shoot anyone who doesn’t do what they’re supposed to.”

      “You can still say no,” Sharpe told me.

      I shook my head. “I’m in, Leon. Let’s try to find these pricks.”
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      As we left Central Booking, my phone vibrated in my pocket. Ai Deng called using a secure app. I held a finger up and walked away from Rich and Sharpe to take it. “Hello, Deng.”

      “Ferguson, you really landed in it.”

      “What do you mean?”

      “I asked around about the people who are going after your city,” she said. “APT Double Zero. They’ve made something of a name for themselves among those of us in the know. You aware who the leader is?”

      “Someone named Factor Zero. Sounds like he’s a lot of fun at parties.”

      She snorted. “He’s a chaos agent. Hacking is just how he brings it about.”

      I didn’t like her term or what it meant for the immediate future of Baltimore. “You think he has something bigger in mind?”

      “Probably,” she said. “I know who a couple others in the group are, too. Not people I’ve worked with . . . or would want to. I’m choosy there.”

      “Like who?”

      “You ever hear of Iceman?”

      “Sure,” I said. “Val Kilmer played him in Top Gun. He was kind of a dick to Maverick.”

      “He’s not a top-flight operator,” Deng said, “but he’s good. I’m a little surprised you haven’t heard of him.”

      “I try to keep up, but I’m a married man with a fairly stable day job.”

      “Married, huh?”

      “I told you, yes.”

      “Right,” Deng said. “Congratulations. Anyway, some people pick more original handles than others. He’s of a similar mindset to his leader. Wants to tear down the power and the establishment with it.”

      “And he thinks knocking over a few systems in a medium-sized American city is the way to do it? Doesn’t really fit. There are better targets than Baltimore. One of them is forty miles away.”

      “I’m telling you what I know. You’re the detective. You’ll need to make it all work.”

      “All right. I appreciate the insight.”

      “These guys are dangerous, Ferguson. Some kind of unrest seems to follow them.”

      “Define unrest,” I said.

      “I think you know what I mean. There’s always some sort of violence.”

      With the police needing to spend part of their force directing traffic, any form of unrest would be harder for the city to answer without help. “We’ve been operating under the theory things would get worse before they improved.”

      “Sounds like one of yours,” Deng said. “It’s kind of in your wheelhouse.”

      I grinned. “I guess I haven’t changed a lot in four-plus years.”

      “You haven’t, and you’re not wrong. I’m sure whatever they’ve done so far is inconvenient, especially if your city is short-staffed. They’d better get a handle on things now while they can.”

      “I’ve given them some resources to try,” I said. “Guess I’d better tell them the urgency involved.”

      “I think you’d better. Good luck, Ferguson.”

      “Thanks, Deng.” She broke the connection. I joined Rich and Sharpe in the SUV.

      “Friend of yours?” the captain asked.

      I nodded. “A person who has some familiarity with a few of the people we’re up against.”

      “And?”

      “It’s not good. You guys need outside expertise to keep a handle on things. I told Charlie. Make sure you run it up the chain.”

      “I will,” Sharpe said. “We’re going to drive back to City Hall. You might want to get started on figuring out where these guys are holing up.”

      “Can I borrow Rich?”

      “Happy to help,” he said before Sharpe could answer.
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        * * *

      

      At City Hall, we climbed into Rich’s blue Camaro and drove to my office. He correctly chose the V8 model but paired it with an automatic transmission. The car’s lack of a third pedal earned Rich some mockery every occasion I rode in it. I backed off this time. The stop-and-go pace caused by traffic signals remaining down made an automatic the wiser choice under these circumstances.

      He drove to my office, and we walked in to find T.J. eating an overstuffed sandwich for lunch. “There’s one for you, too,” she said around a mouthful of food. “In the fridge.”

      “Thanks. I might eat it later.”

      “Dibs if you don’t,” Rich said. “I haven’t had anything since early this morning.”

      “Take it, then.” I stood behind T.J. “Let’s pull up the hacker’s post from this morning.” Rich grabbed a foil-wrapped package from the small refrigerator. “He says he doesn’t know where his friends are holed up.”

      “You believe him?” she asked.

      I shrugged. “Either way, he’s not telling us. He says he isn’t from around here and doesn’t know the city well. It’s plausible.”

      “How are we going to find the hideout, then?”

      “We’ll look at what’s around him in his post. Houses. Street signs. Pubs. Whatever. The guy in charge is supposed to be something of a control freak, so it’s likely our friend didn’t wander too far.”

      “All right.” T.J. queued it up. She and Rich chewed in stereo on either side of my head. At least the tuna salad crammed between the overworked pieces of wheat bread smelled good. She played the video. Clarence staggered around, slurred his words, and admitted to having a role in the hacking operation which disrupted services in Baltimore. If he went to trial, he was sunk.

      I didn’t care about legalities, however. We needed actionable intelligence.

      “I don’t see any street signs,” T.J. said when the forty-five-second clip ended.

      “Me either,” I said. “Either he was careful not to film them . . . unlikely with him being drunk . . . or he remained on one stretch of road. It’s not a long video, and he’s not exactly setting a good pace.”

      “I’m surprised he remained standing the whole time,” Rich added.

      “For the price of that sandwich,” I told him, “I expect some piercing insights.” He took another bite and offered a faux serious thumbs-up. T.J. chuckled. I shook my head as she played the video again.

      “There are some houses behind him,” my secretary said. She paused the playback. “It’s hard to see the numbers with the street lights out. We could brighten things up.”

      “House numbers don’t matter much without the street name,” I said.

      “He’s right,” Rich said. “Let’s see if we can spot anything else.” T.J. resumed the clip. Clarence stumbled across a road. A cross street loomed behind him, but the camera angle didn’t reveal any signs. “There.” Rich pointed at the screen. “Over his right shoulder. He comes close to a building. Looks like a bar.”

      T.J. paused and zoomed in. Though the letters became less distinct, the larger size helped. “The Cardinal Tavern,” I said. “I don’t think I know it.”

      “I’ve been there once,” Rich said. “Good place.”

      “Where is it?”

      “Brewers Hill. Clinton Street, I think.”

      “Clinton and Hudson,” T.J. confirmed with a quick web search. “It’s well-reviewed.”

      “Let’s hold off on the celebratory dinner until we actually have something to celebrate,” I said. “There are a lot of places they could be using.”

      “You think they tried to be legit and rented a place?” Rich said.

      “Not if they’re going to be moving every couple days. I think they’re probably squatting in places they know are abandoned. Recently so . . . the power would need to be on.”

      Rich balled up the foil wrapper from his sandwich. “Couldn’t they just steal it?”

      “Probably,” I said. “It’s not the best play. The city doesn’t manage electricity. BGE does. A private company with its own security team and fraud investigators. Maybe our hackers are better than their guys, but when you increase exposure, you increase risk, too.”

      “I can run a real estate and rental search,” T.J. said. “That script you gave me should work.”

      “Good idea.”

      “Do I want to know?” Rich said.

      I shrugged. “It scrapes and compiles listings. Nothing illegal about it.”

      T.J. ran the script, and it returned a lot of results. “I can’t filter by neighborhood names,” she said, “but I can plug in the surrounding streets.” She got a hit on Clinton, across the road and about four houses south of the Cardinal Tavern. “This could be promising. Insurance agent retired suddenly. It happened after the first of the month. Power is likely on through the end.”

      “Especially if whoever manages the place wants to show it,” I said. “I think we should start there. Let’s see if there are any other good fits, but I want to check this one out tonight.”

      “What are you going to do?”

      “What else? Break in and join the team.”

      “You sure it’s safe?” T.J. said.

      “It’s probably not,” I said, “but we need to find these assholes before they set up shop somewhere else.”
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        * * *

      

      “You seem to love that disguise,” Gloria said as we lay in her king bed.

      “It served me well in Frederick.”

      “Joey was right, you know. It does make you look a bit like a failed rock singer.”

      “Don’t be cruel,” I said. She rolled her eyes at my Elvis joke and gave me a light slap on the shoulder. My friend Joey Trovato actually said I resembled someone who failed an audition for Aerosmith. The woman who handled these things for him couldn’t get rid of us fast enough. “I just need to look enough like someone else to fool these guys. I’ve never associated my hacker alias to my real identity. If I walk in there as me, they might make the connection. I know my picture has been in the paper a couple times even though I try to avoid it.”

      “I get it,” my wife said. “I’ll miss you.”

      “I’ll miss you, too. Hopefully, I won’t be gone very long.”

      “It sounds dangerous.” She snuggled closer and draped her leg atop mine. “Most of your cases do, but from everything you said, these guys aren’t messing around.”

      “They might want to sow some kind of unrest,” I said, “but at the end of the day, they’re sitting at keyboards. I think I’ll be able to hold my own.”

      Gloria grabbed my wrist and looked at my watch. “I don’t think you need to leave just yet.” She wriggled her way completely on top and kissed me.

      “You’re probably right.”

      Later, I did need to go, and I threw my clothes back on. Gloria remained in bed. “I don’t know how often I’ll be able to talk to you,” I said. “It sounds like the boss runs a tight ship. “You have my burner number.”

      She nodded. “I’ll check in with Rich, too.”

      “Good. I might get to talk to him and Sharpe at the safehouse. We may need to arrange some cloak-and-dagger stuff to make it work, but we’ll figure it out.”

      “You’ll get to act like a spy.” Gloria grinned. “My very own James Bond.”

      “You can help me pick out my double-oh number later.”

      “Deal.” We shared a long series of goodbye kisses, and I left before my knees grew weaker. At home, I put on the disguise, checked my go bag, and added an old mobile which barely worked. With Clarence getting popped for making a video, I got a feeling APT00 would crack down on phones. If they did, I meant to spare my good one. With my backpack full, I walked to where I parked the Caprice in the neighborhood. I’d left it on the street about a half-block from my front door. The decal in the windshield would identify the car as authorized to park in Federal Hill, but it would be easy enough to explain away if someone asked about it.

      Once in the car, I texted Rich from the burner. It’s dark enough now. Heading to Brewers Hill. Will keep you posted.

      He fired off a quick reply. Roger that.

      With cops still directing traffic at intersections, the drive took much longer than it normally would have. I found a spot about a block away and curbed the Caprice there. The streets were dark in the residential area of Clinton Street. As I drew closer to the corner, lights from businesses like the Cardinal Tavern lifted some of the gloom. Citizens couldn’t be happy. Basic services remained offline. If the hackers wanted to gin up the mob, I figured it wouldn’t be too difficult.

      I walked up the opposite side and stood outside the Cardinal Tavern. This required me to share the airspace with two men polluting it by smoking, but I ignored them as much as I could. The houses across Clinton looked mostly the same, an artifact of Baltimore rowhouse design. All were narrow, three stories, and could boast of no rooftop decks. The one T.J. identified was the only home with two doorbells. A camera kept an electric eye on the front. I wondered if another did the same for the back.

      A short jaunt down Hudson brought me to an alley running behind the house I wanted. I stopped a couple buildings away. Outdoor lights from other homes were bright enough to show another camera mounted above the back door. Gaining access to most residential surveillance systems was trivially easy for any competent hacker. As I counted myself among this group, I pulled out my phone, took a few steps closer, and used an app to look for nearby open devices.

      I got a hit on the device in question. A quick Google search of its make and model revealed the default credentials. APT00 would have used them to break in. They probably didn’t expect anyone to come behind them, so making changes would have been low on the priority list. I entered the base values and got in. A view from the camera showed me I stood a few feet out of its range. Perfect. I recorded a minute of nothing and fed it back into the system on a loop. If anyone watched the output, they would see a very brief glitch in the video but nothing else amiss.

      In case any neighbors took an interest in me, I opened the gate and walked through the chain-link fence. Like most rowhouses, this one had a negligible backyard which was more concrete than grass. I made it to the rear entrance and left my good phone in an empty plant pot. A peek inside showed the kitchen. As far as I could tell, the first floor remained dark. My snap gun bypassed the lock in a couple seconds, and I padded inside. All the lights were off on the main level. I put an ear to the basement door but heard nothing. It would make sense for offices to be on the second floor.

      Another interior door led to the stairs. They were wooden and looked original. No cameras monitored anything here, but I took my time to stay quiet. I stopped and crouched as I reached the second floor. A bathroom sat off to the right. The rest of the level had been converted into an office, and the entrance yawned open on my left. Quiet voices and the click-clack of mechanical keyboards told me APT00 remained at work even after dusk.

      I stood and walked into the room. Two people behind desks looked up in surprise. Another man rose to meet me. He looked more like a football player than a keyboard warrior—the guard Clarence mentioned. Before he could draw the pistol strapped to his belt, I booted him in the stomach. He backed off a step and launched a kick of his own, which I dodged. He rushed me with a flurry of punches. They came hard and fast but with no thought of defense. Once the initial volley slowed, I hit the guard with a quick jab in the solar plexus. He sucked wind and retreated.

      Before he could recover, I gave him a hard right in the gut and then elbowed him in the side of the head. He dropped to the floor but remained conscious. I thought about hitting him again to turn his lights out but remembered I would need to work with him if I joined the group. I couldn’t make an enemy of him. Instead, I grabbed the gun from his holster. “Stay down.” He coughed and gave no indication he was in a rush to stand up again. “Hi, everyone. I’m F0xtr0t. Your friend Cold Frost recommended me.”
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