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For every analyst who stared long enough at the noise to see the shape of what was hidden there — and had the courage to say so.



	[image: ]

	 
	[image: ]





[image: ]


Acknowledgments

[image: ]




The Tallinn Directive grew out of a question that refused to let me go: what happens to truth when the systems we built to protect it are turned against it? Writing this book meant following that question into uncomfortable places, and I’m grateful to every corner of the research, the craft, and the genre that helped me find my way through.

To the thriller community — the writers, the readers, the obsessives who care deeply about getting it right — thank you for holding the bar high. To the journalists, researchers, and analysts whose real-world work on disinformation and hybrid threats made this fiction feel frighteningly possible: I owe you more than a footnote.

And to you, the reader who picked this up: you chose to pay attention. In a world engineered to distract, that still means something.



	[image: ]

	 
	[image: ]





[image: ]


Chapter 1: The Noise Floor
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The ferry came out of Helsinki at seven in the morning, into a Baltic that was the color of wet slate and moving in long, slow rolls that had nothing to do with wind. Lena Vasara stood on the outer deck with her hands in the pockets of her wool coat and watched Finland dissolve behind her — the harbor cranes first, then the cathedral dome, then the low gray sprawl of Jätkäsaari — until there was nothing left but water and the particular quality of northern light that made it impossible to tell where the sea ended and the sky began.

She had made this crossing dozens of times. Helsinki to Tallinn, just under two hours, the fast ferry cutting south across the Gulf of Finland at thirty knots. She knew the route the way she knew the keyboard shortcuts on her laptop — by feel, without thinking. But it still unsettled her in some small, physiological way she’d never been able to name. The moment when the Finnish coast disappeared and the Estonian coast had not yet appeared. The gap. The open water with nothing on it, the horizon a featureless line in every direction, the Baltic enormous and indifferent beneath the hull. It lasted maybe twenty minutes, but in those twenty minutes you were nowhere. You belonged to no country. The GPS on your phone still worked, the satellite signal still found you, but the human infrastructure of place — the buildings, the roads, the names on maps — was gone. Just gray water moving.

She went inside when her fingers started to ache. The cabin was warm and smelled of coffee and engine vibration. She found a seat near the window, set her two bags and the ruggedized laptop case on the seat beside her, and watched the sea without seeing it.

Estonia had been occupied so many times that it had developed a kind of meticulous institutional memory — a national reflex to document everything and forget nothing. That reflex had made it the most digitally advanced country in Europe, and the most serious about cyber-threats. The ground there was good. That was part of why she’d said yes.

She had been reassigned three days ago. The orders came from Helsinki, routed through the Ministry of Defence, but the request had originated in Tallinn. An EU hybrid-threat task force needed a signals analyst with her specific skill set. Eight years at the Finnish National Cyber Security Centre, four of them in signals analysis — they wanted what she could do with network traffic, the structural patterns most people missed. The assignment was six months, possibly longer, and it came with a security clearance upgrade she’d had to sign eleven pages of documents to receive.

Estonia appeared out of the water the way it always did — slowly, then all at once. The low coastline assembling itself from the gray like something being rendered in real time, pixel by pixel. The port cranes of Tallinn first, then the steeple of St. Olaf’s Church, then the medieval old town on its limestone hill, then the newer city spreading south and east in glass and concrete — a country that had rebuilt itself from scratch in thirty years.

She gathered her bags and joined the line of passengers moving toward the vehicle deck. The air outside was four degrees and smelled of diesel and salt and the faint mineral scent of cold stone that was Tallinn’s signature in winter. March twenty-first. Eight weeks until the European Parliamentary elections.

But that was later. For now, she stepped off the ferry into a Tallinn morning and felt the cold settle against her skin like a thing with weight.

*   *   *
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The building on Pärnu maantee was six stories of glass and reinforced concrete, set between a business hotel and a coworking space in a way that made it look like exactly what it wanted to look like: an unremarkable office block in a city full of them. There was no signage on the exterior. The lobby directory listed a consulting firm, a Baltic trade association, and an IT services company. All three were real entities that did real work. None of them occupied the fourth floor.

The fourth floor was COBALT.

Coordinated Operations for Baltic Alliance Liaison and Threat Assessment. The name had the sound of an acronym that had been reverse-engineered to fit — someone had wanted the word COBALT and had worked backward from there. It did not appear on any EU organizational chart. It was not mentioned in any publicly available budget document. It drew personnel and funding from both NATO’s Cooperative Cyber Defence Centre of Excellence, also based in Tallinn, and the EU’s own intelligence apparatus in Brussels, without belonging to either. This was by design. COBALT’s mandate was to monitor, analyze, and counter hybrid threats to EU member states — disinformation, cyberattacks, election interference, the full spectrum of operations that fell below the threshold of conventional warfare but above the threshold of ordinary crime. The gray zone.

Lena passed through three security checkpoints, each one incrementally more serious than the last. Badge at the lobby desk. Badge and biometric at the elevator. Badge, biometric, and visual confirmation by a security officer at the fourth-floor entrance, a man in a dark suit who checked her name against a tablet and studied her face with the unhurried attention of someone who had been trained to look for the specific micro-expressions of deception.

“Vasara,” she said. “I’m expected.”

He nodded and let her through.

The operations floor was open-plan, divided into workstation clusters by low partitions, with a glass-walled conference room at one end and a secure communications suite at the other. Screens everywhere. Monitors showing news feeds, social media dashboards, network traffic visualizations, map overlays with data points clustered across the Baltics and Eastern Europe like a disease spreading. Maybe thirty people at their desks, the hum of conversation low and focused. The room hummed with the focused energy of people who believed their work mattered.

Piotr Zawadzki met her at the conference room door. He was in his late forties, Polish, with close-cropped gray hair and the build of a man who had once been athletic and was now simply solid. He wore a navy blazer over a white shirt, no tie, and had the unhurried manner of a career intelligence professional who had learned — probably the hard way, probably more than once — that urgency was usually theater.

“Vasara. Welcome to COBALT.” His handshake was firm and brief. “Coffee?”

“Please.”

He poured two cups from a machine in the corner of the conference room — black, no sugar, the European institutional default — and sat across from her at a table covered in folders and printed briefing documents. The folders had colored classification tabs. Most of them were blue. A few were red.

“You’ve read the preliminary brief?”

“On the ferry.”

“Then you know the shape of it. Let me give you the texture.” He opened a blue folder and turned it toward her. “Operation PHANTOM LOOM. Named by someone in Brussels with a flair for the dramatic, but it’s apt. Largest coordinated disinfo campaign targeting EU elections we’ve ever tracked. Thousands of synthetic accounts across every major platform.” He tapped the folder. “Localized content in eleven languages — not machine-translated. Genuinely localized. Regional idioms, cultural references. Either native speakers or very good AI with native oversight.” He let that sit for a moment. “And when a narrative gets traction on one platform, the supporting accounts on other platforms shift to amplify within hours. Sometimes minutes.”

“Attribution?”

“That’s where it gets interesting.” He leaned back. “Preliminary indicators all point east. Russian-language metadata, server infrastructure matching known GRU-associated networks, tactical patterns we’ve documented going back to 2016.” He paused. “Standard playbook. Scaled up significantly. But standard.”

Lena took a sip of coffee. It was bitter and slightly burnt, the universal flavor of institutional competence. “You don’t sound convinced.”

Piotr regarded her for a moment. She could see him making a decision — how much to say, how much to hold back, the silent calculation that intelligence professionals performed reflexively, like breathing.

“I’m convinced the campaign is real,” he said. “I’m convinced it’s targeting the elections. I’m convinced the scale is unprecedented. What I’m not convinced of is that the attribution is as clean as the preliminary analysis suggests.” He closed the folder. “Attribution in this space is always contested. You know that. But this feels —” He paused again, choosing the word. “Tidy. The Russian fingerprints are there, but they’re almost too legible. Like someone left them to be found.”

“A false flag?”

“I don’t know. That’s above my pay grade to assert without evidence. What I can tell you is that our analysis has a gap. We can see the content. We can map the accounts. We can track the narratives. What we can’t do is characterize the infrastructure running the campaign at a deep technical level. The how, not the what.” He looked at her. “That’s why you’re here.”

She nodded. She understood.

He spent another forty minutes walking her through the operational structure — the team leads, the reporting chain, the secure communications protocols, the liaison relationships with national intelligence services across the Baltics and Scandinavia. He introduced her to the other analysts, whose names she filed away with the quiet precision of someone who had learned that remembering people’s names was the cheapest form of currency in any workplace. Then he showed her to her workstation, gave her a set of login credentials, and left her alone.

It was three in the afternoon. Outside, the March sky was already graying toward dusk.

*   *   *
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The rest of the team left between six and seven. By eight, the operations floor was nearly empty — just Lena and a night-watch analyst at the far end of the room, a young Estonian woman with headphones on who hadn’t looked up in two hours.

Lena sat with the data.

She was not looking for what the disinformation said. That was someone else’s job — the content analysts, the linguists, the narrative-tracking team with their taxonomies of themes and their influence-flow diagrams. What she was looking at was how it moved. The timing. The sequencing. The cadence of content deployment across platforms.

She pulled the metadata from the past six weeks of PHANTOM LOOM activity and began building a temporal map. Each data point was a post, a share, a comment, a new account activation — timestamped to the millisecond, geolocated where possible, tagged with platform identifiers and account cluster designations. Tens of thousands of data points. She arranged them on a timeline and then began compressing the view, zooming out from minutes to hours to days, watching the patterns emerge the way coastlines emerge from altitude.

And she saw it.

The campaign had rhythm. It pulsed. Content didn’t flow randomly or even in the managed bursts you’d expect from a human-coordinated operation. It flowed in patterns that repeated — not approximately, not loosely, but with a mechanical precision that was unmistakable once you knew what you were looking at. A wave of account activations, then a seeding phase, then an amplification phase, then a consolidation phase where the most successful narratives were reinforced and the least successful were quietly abandoned. The cycle repeated every eighteen to twenty-two hours. The variance was small. Too small.

No human team of operators, no matter how disciplined, could maintain this level of synchronization across thousands of accounts on multiple platforms in eleven languages. The timing tolerances were too tight. The coordination was too perfect. This was automated at a level beyond standard botnets — beyond the crude click-farm infrastructure that most state-sponsored campaigns relied on. Whatever was running PHANTOM LOOM was large, powerful, and centrally controlled, with a synchronization architecture that suggested a single computational source rather than a distributed network.

And that kind of synchronization leaked. That was the thing about highly synchronized systems — they were efficient, but they were noisy in ways their designers often failed to anticipate. The synchronization itself produced artifacts. Tiny timing signatures in the network traffic. Microsecond patterns in the intervals between posts that reflected the processing architecture of the underlying system — invisible in any single data point, but detectable in aggregate if you knew how to listen.

She began looking for the artifact.

It took her three hours. She wrote a series of custom filters, ran them against the raw network traffic logs, discarded the results, refined the filters, ran them again. The noise floor was high — the sheer volume of legitimate internet traffic made isolating the campaign’s infrastructure signature like trying to hear a whisper in a stadium. But the whisper was there. She could feel it in the data the way she sometimes felt the shape of a conversation in a room before she could make out the words.

At eleven-fifteen, she found the first trace. A timing artifact — a millisecond-scale periodicity in the intervals between coordinated posts that was consistent across platforms and across account clusters. It was faint. It was buried. But it was there, and it was real, and it had a signature that could, with enough data and enough patience, be traced back to its source.

The work encrypted and locked behind her, Lena pulled on her coat and stepped out into the Tallinn night. Her eyes burned. Her coffee had gone cold hours ago.

*   *   *
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The old town was quiet at this hour. Without a destination in mind, she moved through the narrow medieval streets by instinct, her breath visible in the cold air. The limestone walls of the old Hanseatic buildings rose on either side, pale and ancient, lit by iron lanterns that cast pools of amber light on the cobblestones. A skim of ice made the stones treacherous underfoot. Hands in her pockets, she walked carefully and let the cold clear her head.

The hill toward Toompea drew her upward — the ancient limestone plateau where the parliament and the Orthodox cathedral sat in their unlikely proximity. From the overlook she could see the lower town spread beneath her. Rooftops and spires and the dark water of the harbor beyond. The ferry terminal where she’d arrived that morning, lit in pale blue. Somewhere out there, across the water, Helsinki was going about its evening. Her apartment in Kallio, the plants she’d asked her neighbor to water, the life she’d put on hold for six months without quite understanding why the request had felt not like an obligation but like a summons.

Her phone buzzed in her pocket.

The name on the screen made her pause — Kaisa Nurmi. She felt the old mix of warmth and wariness that Kaisa always provoked, the two feelings so tangled they’d become a single thing. They hadn’t spoken in three months, not since that terse exchange about a report Kaisa had buried without explanation. Kaisa was in Brussels now, working for the EU’s European External Action Service, and she was the kind of person who disappeared into her work for long stretches and then resurfaced with a phone call at two in the morning and a story that made the silence make sense.

The message was short: Found something weird. Call me.

Lena read it twice. Above the rooftops, the lit spire of St. Olaf’s Church rose into the dark sky like a needle threading the clouds. The church had been the tallest building in the world for a brief period in the sixteenth century. Now it was a landmark, a fixed point, the kind of structure that oriented you in a city of winding streets.

She would call tomorrow. Whatever Kaisa had found, it would keep until morning. Right now, Lena needed to walk and think and let the data settle — slowly, by gravity, until the patterns became visible.

Down the hill and back toward her apartment, the streets smelled of snow and wood smoke and the faint, mineral chill of old stone. The cobblestones gleamed under the streetlights. The city was quiet around her, breathing its slow March breath.

She was already thinking about the ghost signal she hadn’t found yet but knew was there. The timing artifact was a thread. She would pull it, carefully, and see what unraveled. That was the work. That was always the work. Not the dramatic revelation, not the sudden breakthrough, but the patient, methodical labor of following a signal through noise until it led you somewhere true.

The cold pressed against her face. Her boots were steady on the ice.

Somewhere in the network traffic, buried under terabytes of legitimate data and deliberate obfuscation, a server farm that didn’t officially exist was humming along at the speed of light, pushing disinformation into the democratic bloodstream of an entire continent.

Lena didn’t know where it was yet. But she knew it was there.

And she knew it wasn’t in Russia.
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Chapter 2: Attribution
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The briefing room on the fourth floor of the unmarked building on Pärnu maantee had no windows. This was by design, Lena assumed, though whether the design served security or psychology she had not yet determined. Ten chairs surrounded the oval table, and by eight-fifty-five all but one of them was occupied. She had arrived at eight-forty, early enough to choose the end seat on the analysts’ side, her back near the wall where she could watch the room fill without being watched in return.

The full COBALT team was smaller than she had expected. Four analysts, including herself, occupied one side of the table. Two field officers — a Lithuanian woman named Daina, who had already spread a fan of handwritten notes across the table before anyone else sat down, and an Austrian whose name Lena had already forgotten but who greeted Geerts with a joke about the heating that suggested they had been working together long enough to develop routines — sat opposite. The technical lead, Geerts, a Belgian who wore glasses with lenses so thick they distorted the shape of his eyes, had taken the chair nearest the door as though reserving an escape route. Piotr Zawadzki sat at the far end, his navy blazer buttoned, his expression arranged into the careful neutrality of a man who had opinions he was not yet ready to share.

And at the head of the table sat Ingrid Halvorsen.

The empty chair beside Geerts had an untouched coffee cup sitting in front of it — someone expected who had not arrived.

The director of COBALT was Norwegian, mid-sixties, with silver hair cut in a style that suggested she had found something that worked in 1998 and saw no reason to revisit the decision. She wore a charcoal jacket over a white blouse, no jewelry except a watch with a face large enough to read without glasses. When she spoke, she did not raise her voice. She did not need to.

“Good morning. Let’s begin.”

Halvorsen chaired the briefing with the efficiency of a surgeon. There was no preamble, no small talk, no acknowledgment that three of the people in the room had arrived in Tallinn within the past forty-eight hours and were still adjusting to the particular quality of December darkness that settled over the city like a lid. She opened a folder — actual paper, Lena noticed, not a tablet — and began.

“PHANTOM LOOM remains at threat level amber. As of midnight, the campaign comprises four thousand six hundred confirmed synthetic accounts operating across eleven language groups. Engagement metrics are increasing. The targeting pattern continues to focus on swing constituencies in France, Germany, Poland, and the Baltics. Eight weeks to election day.”

She turned a page.

“Attribution is assessed at high confidence as a Russian state actor, consistent with GRU Unit 74455 operational signatures. This assessment is based on three pillars: stylistic analysis of content generation patterns matching known GRU information operations, infrastructure overlap with previously attributed campaigns including the 2024 Moldova interference package, and geopolitical timing consistent with Russian strategic objectives regarding European Parliamentary composition.”

Halvorsen looked up from the folder. Her eyes moved around the table, not seeking questions but registering the presence of each person as though confirming a roster.

“The assessment has been shared with national liaison services. Coordinated public attribution remains under discussion at the Council level. We proceed on the basis of the current assessment unless new evidence materially changes the picture.”

She closed the folder. “Geerts, technical update.”

The Belgian began speaking about server infrastructure, and Lena listened with half her attention while the other half turned over the words Halvorsen had used. High confidence. Three pillars. The language was precise and familiar — the grammar of intelligence assessment, where words like “confidence” carried specific calibrated meanings that bore only a passing resemblance to their everyday usage. High confidence did not mean certainty. It meant that the available evidence pointed in one direction and no contradictory evidence had been presented. It was a statement about what was known, not about what was true.

Geerts finished. Halvorsen nodded. “Questions before we move to tasking.”

Lena raised her hand. It was a small gesture, almost hesitant, and she was aware of how it looked — the new arrival, the outside contractor, raising a point in her first full briefing. But she had not been brought to Tallinn to sit quietly.

“The attribution methodology,” she said. “The three pillars you described — stylistic overlap, infrastructure reuse, geopolitical timing. Does the assessment account for the possibility that known Russian signatures are being deliberately mimicked?”

The room did not go silent, because it was already silent. But the quality of the silence changed. Lena felt the attention of eight people shift toward her with varying degrees of interest, irritation, and professional caution.

Halvorsen paused for precisely one beat. It was a controlled pause, the kind that communicated acknowledgment without concession.

“The technical team has assessed the confidence level as appropriate,” she said. “The methodology accounts for standard deception indicators. If you have specific evidence suggesting signature mimicry, you can submit it through the analytical review process.”

It was not a dismissal. It was something more subtle — a redirection, a reminder of procedure, a gentle indication that the question had been heard and filed and would not alter the trajectory of the meeting.

“Thank you,” Lena said.

The briefing moved on.

*   *   *
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The analysts’ workspace occupied the eastern half of the fourth floor — four desks arranged in a loose square, each equipped with a hardened terminal connected to COBALT’s classified network. The overhead lighting was the flat institutional kind that made everyone look faintly unwell. Lena settled into her assigned station and pulled up the raw technical data on PHANTOM LOOM, the full dataset rather than the curated summary she had reviewed the night before.

She glanced at her phone, still in her jacket pocket. Personal devices were not permitted at the terminals — the rule had been made clear during her intake briefing the day before, though she noticed the enforcement was uneven, with at least one analyst keeping a phone face-down beside his keyboard. She left hers in her jacket, hung on the back of her chair, and turned to her screen.

The dataset was enormous. Four thousand six hundred accounts meant four thousand six hundred individual behavioral profiles to map, each one a constellation of posting times, engagement patterns, linguistic markers, and infrastructure connections. COBALT’s analytical tools had already processed the bulk of it, generating the stylistic overlaps and infrastructure maps that formed the basis of the attribution. But Lena was not interested in the bulk. She was interested in the edges — the places where the pattern did not quite hold, where the data resisted the neat narrative of a GRU operation.

She worked for two hours, pulling apart the obfuscation layer she had noticed the night before. The technique was a form of traffic routing designed to make the origin of network communications untraceable — not merely difficult to trace, but theoretically impossible to attribute with certainty. She ran the pattern against every known methodology in COBALT’s signature library. No match — not GRU, not Chinese APT, not Iranian. She checked twice, adjusting parameters, widening tolerances. Nothing.

What she was looking at was something else entirely.

The routing architecture used a probabilistic relay system that distributed traffic across dozens of nodes in a pattern designed to be statistically indistinguishable from normal internet background noise. Each relay added a layer of plausible deniability, not through encryption alone but through the mathematical structure of the routing itself. Even if you captured every packet at every node, you could not reconstruct the original path with certainty.

She sat back in her chair and stared at the screen.

Something about the architecture nagged at her — a structural familiarity she couldn’t immediately place. Not an intelligence report. Something else. She had the shape of it but not the name. She might be wrong — two hours was nothing, and the rest of the team had weeks of context she lacked. They had been focused, understandably, on the evidence that confirmed attribution, building the case that COBALT’s mandate required. Anomalies in the obfuscation layer would have registered as noise, not signal — especially an anomaly whose significance depended on recognizing an obscure piece of academic research.

She opened a separate search window and spent twenty minutes tracking the memory. Conference proceedings. Riga. A colleague at the NCSC in Helsinki had forwarded her the paper with a one-line note: This would ruin our week if anyone actually built it. Three years ago — a joint Estonian-Finnish research team had published at a cryptography conference on what they called “plausible-deniability routing.” The paper had been theoretical, a proof of concept describing a routing architecture that would make network attribution mathematically unreliable. The proceedings summary had been published in Finnish and English, but the detailed technical appendices — the parts that mattered — had circulated primarily in Finnish-language academic networks. It had been well-received in those circles and largely overlooked by the intelligence community, which tended to view academic cryptography with the wariness of practitioners who knew that theoretical elegance rarely survived contact with operational reality.

But someone had read that paper. Someone had taken the theoretical framework and built it into working infrastructure, operationalized it at a scale that could support a campaign spanning eleven languages and thousands of synthetic accounts. That was not a weekend project. That was not a hacktivist collective working from a shared apartment. That required resources, technical sophistication, and time — months of development, at minimum, probably longer.

She stood from her desk, retrieved her phone from her jacket, and walked down the corridor to the stairwell — the nearest space outside the classified workspace. She dialed Kaisa Nurmi’s number.

It rang four times and went to voicemail. Kaisa’s recorded voice, brisk and slightly amused in the way Lena remembered, instructed her to leave a message.

“Kaisa, it’s Lena. I got your text. I’m in Tallinn now — call me when you can. I’m curious about what you found.”

She hung up and returned to her station.

The implications of what she was seeing arranged themselves in her mind with the cold clarity that she had learned, over eight years at the NCSC, to trust more than intuition. Whoever had built this infrastructure was not a government signals shop — not in the conventional sense. Government operations used proven tools, battle-tested methodologies, techniques that had been refined through years of operational deployment. They did not, as a rule, draw on cutting-edge academic cryptographic research and attempt to operationalize it at scale. The risk profile was wrong. No operations directorate she had ever encountered would approve that kind of approach for a campaign of this magnitude.

Which meant that whoever built PHANTOM LOOM’s infrastructure was something else. Someone with the resources of a state actor but the methodology of a research laboratory. Someone who valued technical elegance not as a means to an end but as a characteristic of their work — the way an architect might insist on a particular material not because it was cheaper or stronger but because it was right.

This was the detail that made her stop. She pushed back from the desk and pressed her knuckles against her lips, a habit she had never managed to break.

If she had to guess — and it was a guess, the kind of intuitive read she would never put in an analytical log — the motivation encoded in this infrastructure was not ideological. It was not the blunt-instrument pragmatism of a GRU information operation designed to destabilize an election. It was engineering pride. Someone had built this because they could, and because it served a purpose they valued enough to invest in properly. That purpose might align with Russian strategic objectives — or it might not. The infrastructure itself could serve anyone. It was a tool, and a tool did not care who held it.

She made a note in her analytical log, phrasing it carefully in the language that COBALT’s review process would accept: Obfuscation methodology does not match known state-actor signature libraries. Recommend expanded technical review with reference to open-source cryptographic research, specifically Tamm and Virtanen (2023), “Probabilistic Relay Architectures for Attribution-Resistant Communication.”

She saved the note and closed the file. It was nearly one o’clock. She had not eaten since a vending-machine sandwich the night before, grabbed on the way to her apartment and consumed without tasting it.

*   *   *
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The break room was a narrow galley kitchen at the end of the corridor, equipped with a coffee machine that produced a liquid bearing only a theoretical relationship to coffee, a refrigerator containing items that belonged to people who had attached passive-aggressive labels to them, and a single window overlooking the rear courtyard where delivery trucks occasionally appeared and disappeared according to a schedule Lena had not yet deciphered.

She was standing at the counter, enduring her first sip of the coffee and considering whether hunger was preferable to whatever the vending machine might offer, when a man she had not seen before entered the room.

“The coffee here is a war crime,” he said, reaching past her for a cup. His English carried a French accent, light but unmistakable. “I’ve filed a formal complaint with the Geneva Convention office. They said it falls outside their jurisdiction.”

“I was thinking about filing with The Hague,” Lena said.

He smiled. It was a good smile — warm, slightly conspiratorial, the smile of someone who understood that shared suffering over bad coffee was a reliable foundation for professional acquaintance. She found herself returning it before she could decide whether to.

“Bertrand Leclerc,” he said, extending his hand. “DGSE. Attached to the task force for coordination purposes.”

She shook his hand. His grip was firm and brief. “Lena Vasara. Finnish NCSC, seconded for the election cycle.”

“Signals and infrastructure analysis,” he said, nodding. “Yes, I read the briefing sheet.”

He said it casually, as though it were the most natural thing in the world to have reviewed the personnel files of one’s colleagues. Which, for someone in a liaison role, it probably was.

“I missed the briefing this morning,” he added, pouring coffee with the unhurried manner of someone who did not consider this a significant omission. “Had a call with Paris that ran long. You know how it is — coordination means spending half your time coordinating the coordination.”

Lena noted it. The empty cup by Geerts’s chair accounted for.

“How are you finding Tallinn?” he asked.

“Cold. Dark. The architecture is beautiful.”

“It is. I was here in summer once — quite different. The light never fully disappears. Disorienting, but lovely.” He held his cup without drinking. “And the work? Are you settling in?”

“Day one, more or less. Still getting oriented.”

“Of course.” He leaned against the counter with the easy posture of someone comfortable in unfamiliar spaces. He was in his late forties, medium height, with dark hair going silver at the temples. Well-dressed in the particular way that suggested he considered clothing a form of professional equipment: a dark wool suit that fit precisely, a shirt in pale blue that had been ironed with care. “It’s a good team. Halvorsen runs a tight operation. Zawadzki is solid — Polish intelligence produces excellent people, in my experience. The analysts are competent.”

“And you?” she asked. “How long have you been attached?”

“Three weeks. France has a particular interest in the campaign, given the targeting pattern. Our elections are always a popular target.” He smiled again, more wryly this time. “The joys of being a consequential democracy.”

There was a self-deprecation in the way he said it that Lena found genuinely disarming — not the false modesty of someone fishing for reassurance but the dry humor of a man who had spent enough years in intelligence work to find the absurdities of geopolitics amusing rather than weighty. For a moment she could imagine having a straightforward conversation with him, the kind that did not require constant parsing.

She noticed he still had not touched his coffee. The cup sat in his hand like a prop, a social object that justified lingering. She tucked the observation away.

“Well,” he said, straightening. “I won’t keep you. I’m sure you have data to wrestle with. But if you need anything — context on the French targeting angle, access to DGSE’s open-source monitoring feeds — my door is open. Figuratively. I don’t actually have a door. I have a desk in the corner near the fire exit.”

“I appreciate that,” she said.

He nodded, set down his untouched coffee, and left.

Lena stood in the break room for a moment after he was gone. She did not trust Bertrand Leclerc — not yet, and perhaps not ever. This was not a judgment on his character. It was simply a default position, the only rational starting point for evaluating someone she had known for five minutes, regardless of how easily the conversation had flowed. He was DGSE, which meant he was professionally obligated to present a curated version of himself at all times. The warmth might be genuine; the performance of an admission — I read the briefing sheet — might be simple honesty. But she lacked the data to determine which.

She filed him under “asset: potential” rather than “threat: active,” which was the most generous categorization she would give anyone at this stage. Then she rinsed her cup, left the break room, and went back to work.

*   *   *
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That night, lying awake in her rented apartment on Tatari Street, Lena listened to the trams pass on the road below. They came at regular intervals — every twelve minutes, she had timed them — each arrival announced by the electric hum of the overhead cables and the metallic grind of wheels on frozen tracks. The sound rose, peaked, and faded with the reliable periodicity of a signal pulse, and she found it oddly comforting. Patterns she could measure were patterns she could trust.

The apartment was small and functional: a single room with a kitchenette against one wall, a bathroom barely large enough to turn around in, and a window that looked out onto the street through curtains that did not fully close. The landlord had left a wool blanket folded on the bed, either as a gesture of hospitality or an acknowledgment that the heating was unreliable. Lena had used both the blanket and the duvet, and she was still aware of the cold pressing against the window glass like something alive and patient.

She had stepped into the stairwell one more time before leaving the office and tried Kaisa again. Voicemail. No response to the text. It was probably nothing — Kaisa traveled constantly for the EEAS, often to places where personal phones were confiscated at the door. But the text Kaisa had sent the night before — Found something weird. Call me — sat in Lena’s mind with the particular weight of incomplete information, a question still waiting for its answer.

She turned onto her side and watched the light from the streetlamps paint shifting patterns on the ceiling as cars passed below.

Attribution. The word had followed her all day, through the briefing and the data analysis and the encounter with Leclerc, and now it settled into her thoughts with the insistence of a problem that would not resolve. In the briefing, Halvorsen had used it as though it were a conclusion — a destination reached, a question answered. High confidence Russian state actor. Three pillars of evidence. The assessment shared with national liaison services, ready for coordinated public release.

But attribution in cyber-operations was never a destination. It was a construction — an argument assembled from incomplete evidence, shaped by assumptions about who had the capability and the motive and the opportunity, and always, always available for manipulation by anyone who understood how the attributors thought. Every intelligence service in the world knew how other intelligence services conducted attribution. They studied each other’s methodologies the way chess players studied each other’s openings. And the most sophisticated operators — the ones who truly understood the game — did not try to hide their tracks entirely. They laid false tracks instead. They left the signatures that the attributors expected to find, because a familiar answer was more convincing than no answer at all.

The safest lie was the one that looked like a known truth.

Lena stared at the ceiling. The tram hummed past again, the sound swelling and receding like a mechanical tide. She thought about the obfuscation technique she had spent the afternoon dissecting — that elegant, academic, utterly non-standard routing architecture that matched no known state actor’s methodology but matched, with unsettling precision, a theoretical framework published by researchers in Riga three years ago. She thought about the timing artifact she had found the night before, the centralized automated control that the GRU’s known infrastructure did not typically employ. She thought about the way the evidence for Russian attribution was perfectly arranged — not merely present but conspicuous, like evidence that had been placed rather than left.

She reached for her phone on the nightstand and opened a notes application. In it she typed five words, a directive to herself that she would read again in the morning when the analytical daylight replaced the uncertain dark.

Do not accept the attribution.

She set the phone down. It was not a conclusion. It was a starting point — a decision to discard the framework that COBALT had constructed and begin again from the raw data, without assumptions, without the comfortable gravitational pull of an answer that everyone in the building had already accepted.

Start from scratch.

The tram passed again. Lena closed her eyes and listened to it fade into the frozen distance, and eventually, without noticing the transition, she slept.
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Chapter 3: Ghost Signal
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She started from scratch — or rather, she started over with rigor.

The periodicity she had glimpsed on her first night in Tallinn, that faint suggestion of centralized automated control lurking beneath the surface noise, needed confirmation through proper methodology. An intuition was not evidence. A preliminary anomaly flagged on jet-lagged instinct was not analysis. So Lena set aside COBALT’s analytical framework, set aside the curated intelligence products stacked in the shared drive like museum exhibits behind glass, set aside the three pillars of attribution that Halvorsen had presented with the quiet finality of settled law, and she went back to the raw traffic data and built her own methodology from the ground up.

She had learned this discipline during her first years in Helsinki, when the signals intelligence unit was still small enough that analysts were expected to write their own tools rather than trust someone else’s.

She arrived at the workspace at six-forty on Thursday, December 5th — two days after her arrival in Tallinn and a full day after the briefings that had left her unsatisfied. An hour before anyone else. The overhead lights were still on their nighttime cycle, dimmed to a pale amber that gave the room the quality of a space between shifts. She made coffee in the break room — the same bitter institutional product she’d overheard Leclerc complaining about — and carried it back to her terminal.

The dataset she loaded was not the summary package. It was the raw capture: every packet header, every routing timestamp, every handshake and acknowledgment in the traffic flow associated with the four thousand six hundred synthetic accounts that comprised PHANTOM LOOM’s visible infrastructure. Months of data. Terabytes compressed into the classified storage architecture of the COBALT network. No one, she suspected, had looked at it this way — not as evidence supporting a predetermined conclusion, but as a field of signal waiting to be read without prejudice.

She began with timing.

This was her particular expertise. Timing analysis was the discipline of extracting meaning from microsecond-level variations in network behavior — the tiny, involuntary signatures that infrastructure left in data regardless of how carefully its operators tried to clean their tracks. You could spoof an IP address. You could route your traffic through seventeen countries and wrap it in encryption so dense that every intelligence agency on earth would need a century to brute-force it. But you could not, with perfect consistency, eliminate the timing characteristics of your hardware. Every server had a clock. Every clock had a drift. Every synchronization process left a fingerprint in the intervals between operations, as distinctive and involuntary as a heartbeat.

Lena was looking for a heartbeat.

She built her analysis in a spreadsheet at first, then migrated to a statistical modeling environment when the rows exceeded useful visualization. She was isolating the timing intervals between content distribution events — the moments when new synthetic posts appeared across the network. COBALT’s existing analysis treated these as essentially random. And the posting patterns were convincing — they followed circadian rhythms appropriate to each target country’s time zone, with natural-looking variations.

But Lena was not looking at the posting times. She was looking at the delivery times — the server-side timestamps in the packet headers, the moments when content left the distribution infrastructure and entered the public internet. These differed from the posting times by fractions of a second, differences so small that no standard analytical tool would flag them. They lived in the space between the third and fourth decimal place, in the realm of milliseconds where the physics of computation imposed constraints that no amount of operational security could fully mask.

On Thursday, she found nothing. The data was enormous and her methodology still taking shape. She refined her filters, adjusted her statistical thresholds, and went home at nine o’clock with a headache lodged behind her left eye like a static signal.

On Friday, she found an anomaly that turned out to be an artifact of the data collection process — a timestamp rounding error in COBALT’s capture system. She spent three hours confirming this, documented the error for Geerts, and returned to her analysis with the grim satisfaction of having eliminated a variable.

On Saturday morning, December 7th, she found what her first night’s intuition had promised — and it was worse than she had expected.

It appeared as a statistical shadow — a slight, recurring deviation in the content delivery timestamps that her model flagged as non-random with a confidence level of 94.7 percent. She stared at the number for a full minute before she allowed herself to feel anything. Then she pulled the raw data.

What she had sensed as a vague periodicity now resolved into something precise and deeply strange. A 0.003-second delay in content delivery that appeared at irregular but patterned intervals across the entire PHANTOM LOOM infrastructure. Not random. Not exactly regular. But structured — with a variability that fell within defined bounds and a periodicity that emerged from the aggregate behavior of hundreds of data points.

It was a synchronization artifact. The tick of a master clock, heard through walls.

She leaned back and pressed her knuckles against her lips. Around her, the workspace was filling with sounds — Geerts arriving and hanging his coat with precise fussiness, the murmur of other analysts, the distant sigh of the heating system. Lena heard none of it.

She mapped the lag across two weeks of traffic data. Eight hundred and forty-seven occurrences. The periodicity varied between four and six hours, with a mean of approximately four hours and forty-two minutes — the signature of a primary server running a synchronization cycle with just enough jitter to avoid automated detection. But they had not randomized enough. The underlying periodicity showed through the noise like a building visible through fog.

She cross-referenced the timing signature with every known server infrastructure profile in COBALT’s attribution database. The GRU nodes used synchronization cycles that were either much shorter or asynchronous. None matched. Not Unit 74455. Not the SVR’s known infrastructure. Not Chinese state operations, not Iranian, not any of the thirty-seven attributed state-actor profiles in the database.

The ghost signal belonged to no one.

She saved her work and sat staring at the timeline — eight hundred and forty-seven tiny marks, each one a whisper from a server that officially did not exist. Then she opened a new document and began to write.

The analysis took three hours to compose, every word chosen with the deliberation of someone drafting a legal brief for people professionally invested in the existing conclusion. She marked it as preliminary. She used the language of exploratory methodology — findings to be validated, initial assessment pending further review. She included her statistical model, her confidence intervals, her full methodology. She was building a structure that could withstand scrutiny because she knew scrutiny would come.

The final section was geographic inference, and here she paused longest.

The 0.003-second lag contained an embedded propagation delay — the physical time for a signal to travel from the primary server to its nearest distribution node. Extracting it required modeling and subtracting processing overhead: server queuing times, encryption handshake latency, computational costs. Lena spent an hour on this, using known benchmarks for each pipeline stage. What remained was a residual of between 0.0018 and 0.0034 seconds. The geographic model was the part she trusted least. Processing overhead varied unpredictably — queuing delays alone could dwarf propagation time at these distances, and “known benchmarks” were approximations layered on approximations. The residual was suggestive rather than probative, corroborative of her other findings rather than standalone evidence. She noted all of this explicitly.

Still, the physics offered a rough constraint. Light-speed propagation through fiber-optic cable was approximately two-thirds of vacuum speed, roughly 200,000 kilometers per second. Taking the midpoint of her residual — 0.0026 seconds — yielded a cable distance of approximately 520 kilometers. But cable distance was not geographic distance. She cross-referenced against known fiber-optic route topologies, correlated with round-trip measurements to transit nodes in Riga, Helsinki, and Stockholm. Her final estimate was a geographic radius of roughly 400 kilometers from the nearest confirmed distribution node, with confidence bounds no better than plus or minus 30 percent.

The nearest confirmed distribution node was in Riga.

Four hundred kilometers from Riga. The circle encompassed the entirety of the Baltic states. It reached into western Russia, yes. But at the center of the probability distribution, weighted by fiber-optic infrastructure density, the most likely location was not in Russia at all.

It was in the northern Gulf of Finland or the Gulf of Riga region.

Europe. NATO territory.

She checked her math three times, running the propagation model with different assumptions, and each iteration moved the center of probability slightly but never east of the Russian border with statistical significance.

She typed the final sentence: Based on propagation delay analysis — with acknowledged uncertainty in the processing overhead model — the primary server is assessed to be located within a 400-kilometer radius of the Baltic Sea, with the center of probability in the northern Gulf of Finland or Gulf of Riga region. Confidence: moderate.

She saved the document, encrypted it, and closed her laptop. It was four-fifteen. The December dark had been absolute since three o’clock.

She tried Kaisa again. Four rings. This time, an answer.

*   *   *
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The video call connected at six-forty-seven, after Lena had returned to her apartment on Tatari Street and eaten a dinner of rye bread and cheese from the corner shop. She used a consumer-grade encrypted video application rather than any COBALT channel. The separation from official channels was instinct.

Kaisa Nurmi’s face appeared, and Lena’s first thought was that she looked terrible. Not dramatically — Kaisa was not the kind of person whose distress announced itself. She was forty-one, Finnish-Swedish, with Nordic composure that could mask considerable turmoil. But Lena had worked beside her for four years in Helsinki, long enough to read the signs. The bruised skin beneath her eyes, the functional hair, and the controlled anxiety Lena recognized from their weeks working the 2021 supply-chain compromise — eighteen-hour days while a hostile actor moved through Finnish government networks.

“Lena.” Kaisa attempted a smile that did not quite land. “Sorry I didn’t call back sooner. It’s been — I’ve been traveling.”

“Where?”

“Luxembourg. Then Brussels. Then Luxembourg again.” A pause. “It’s not important. How is Tallinn?”

“Cold. How are you?”

“Fine. I’m fine.” The words came too quickly. Kaisa glanced away from the camera — checking something, or breaking eye contact while deciding how much to say. When she looked back, her expression was more deliberate.

“Lena, I need to tell you something, and I need you to listen to all of it before you respond.”

“All right.”

Kaisa spoke with the measured cadence of someone aware her words might be heard by others. Lena recognized the tone — intelligence officers used it in briefings being recorded for oversight. Kaisa was speaking as though the call might be monitored.

“You know I’ve been tracking the information environment around EU defense procurement policy. About six weeks ago, I noticed something in the disinformation targeting defense procurement. The synthetic articles arguing that the EU’s joint procurement framework is corrupt, designed to benefit French and German contractors. You’ve seen the messaging.”

“I’ve seen it.”

“The arguments are sophisticated. But the level of detail is unusual. The content references specific budget figures, specific procurement timelines, specific internal debates that were —” She paused. “That were not publicly available.”

“How not publicly available?”

“Internal EEAS documents. Draft budget analyses on classified systems. Procurement framework notes from restricted working-group meetings where devices were checked at the door. Material that exists on maybe two hundred workstations across the entire EU institutional apparatus.”

“You’re saying someone has access to internal EU systems.”

“Either there has been a massive, sustained, undetected leak from inside the EEAS — the most significant breach of EU institutional security in a decade — or someone has persistent, ongoing access to classified EU networks. And the material is being fed directly into this campaign.”

“Have you reported this?”

“No.” Flat and immediate. “And I’m not going to. Not through standard channels. If someone has persistent access to EEAS systems, I cannot know which channels are compromised. I cannot know whether a report through institutional security would reach the investigators or the people conducting the breach.”

Lena understood perfectly. The nightmare of any counterintelligence operation — the institution you were trying to protect turned against itself.

“That’s why I contacted you,” Kaisa said. “Outside the system.”

“There’s something else,” Kaisa continued. “I followed the financial trail. The campaign’s co-opted accounts were linked to advertising purchases — small amounts, fifty to two hundred euros, routed through intermediary accounts. One intermediary was linked to a shell company in Luxembourg. Meridian Strategic Consulting. Registered six months ago. No employees, no office, no website. A letterbox entity.”

She almost didn’t share what she’d found. The depth of Kaisa’s investigation was remarkable, and remarkable things deserved scrutiny before they deserved trust. Tracing financial flows through money-laundering intermediaries to a Luxembourg shell company was not the casual byproduct of monitoring policy discourse. It was focused financial intelligence work that went well beyond an EEAS analyst’s portfolio. Lena filed the observation where she kept questions that were not yet accusations.

Kaisa paused. On the screen, Lena saw her swallow once.

“The company’s registered agent is listed as Nikolai Brandt.”

“Nikolai Brandt,” Lena repeated.

“I’ve searched every database I have access to. Nothing. No intelligence file, no diplomatic record. The name is probably an alias. But it’s the only name attached to the financial infrastructure that isn’t transparently fictional.”

Lena picked up a pen and wrote Nikolai Brandt on her notepad in small, precise letters. She tore the page, folded it twice, and put it in the inside pocket of her jacket.

“Are you safe?”

“I’m being careful.”

“That’s not what I asked.”

Kaisa’s expression flickered — a break in the facade that revealed something rawer, the particular loneliness of a person who has discovered a dangerous truth and has no one within her institution to trust.

“I don’t know,” she said. “I don’t think anyone has noticed what I’ve found. But I’m glad you’re in Tallinn. You’re not in the EEAS chain of reporting. You’re lateral to the compromised system — you can look at this from the outside, and that’s what’s needed.”

Lena hesitated. Then she spoke.

“I found something too.”

She did not describe the full analysis — not over a video call, not when Kaisa herself had articulated the principle that compromised institutions rendered all channels suspect. But she said enough. She said the attribution did not hold up under independent analysis. She said the infrastructure pointed somewhere unexpected. She said the words northern Gulf of Finland and watched Kaisa’s face.

“That’s close to home,” Kaisa said quietly.

“Yes.”

They looked at each other through the screens, separated by eighteen hundred kilometers and the silence that existed between two people who had arrived at the same alarming conclusion from different directions.

“Be careful, Lena.”

“You too.”

The call ended at seven-twenty-three. Lena sat at the desk in silence, staring at the dark window where streetlight reflected off frost. Her mind worked through the architecture of what she now knew.

Somewhere out there, a server was running. Every four to six hours it pushed a synchronization pulse through its network, carrying content designed to fracture the European Parliament’s ability to function as a coherent democratic body. Its operators had built their infrastructure with the elegance of academic researchers and the resources of a state, hidden behind sophisticated anonymity. And they were feeding their campaign with material stolen from the internal systems of the European Union itself.

This was not a Russian operation. Lena allowed herself to think the thought fully for the first time. The infrastructure was wrong, the methodology was wrong, the geographic signature was wrong, and the access to internal EU documents pointed not outward, toward a foreign adversary, but inward, toward someone with legitimate access to the systems they were exploiting.

The enemy was inside the house.

She put on her jacket. The paper pressed against her ribs — a name that might mean nothing or might mean everything. She walked out into the frozen dark, turning north toward the Old Town because the medieval streets offered the kind of quiet the modern city could not. Her footsteps echoed off limestone walls that had survived occupations and bombardments, built by people who understood that architecture’s purpose was to endure. She climbed Toompea Hill and stood at the viewing platform, looking out over the illuminated spires, the frosted roofs, the dark absence of the Baltic beyond the harbor.

Tomorrow she would submit her preliminary analysis through COBALT’s review process, and she would watch carefully to see who read it and how they responded. She would note who dismissed it, who engaged with it, and — most importantly — who showed no surprise at all.
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