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Introduction:
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This New and Exclusive Fortinet NSE 4 – FortiOS 7.6 Administrator Preparation Book is designed to test your knowledge and help you pass the real exam on your first attempt — saving you both time and money.

The FortiGate 7.6 Administrator (FCP) exam has been replaced by the updated Fortinet NSE 4 – FortiOS 7.6 Administrator exam.

If you’re looking to assess your skills and practice real exam-style questions, you’re in the right place.

This new book includes the latest questions, detailed and exclusive explanations, and relevant references.

It comprehensively covers all topics featured in the new Fortinet NSE 4 – FortiOS 7.6 Administrator exam, ensuring you gain the confidence and readiness needed to succeed.

To pass the official Fortinet NSE 4 – FortiOS 7.6 Administrator exam on your first try, you must thoroughly review and practice these updated questions, which reflect the latest exam syllabus and requirements.

The Fortinet NSE 4 – FortiOS 7.6 Administrator exam evaluates your understanding and practical expertise in FortiGate device configuration, operation, and administration. It includes operational scenarios, configuration samples, and troubleshooting captures to assess real-world knowledge.

Official Exam Information:


	
Number of questions: 50–55


	
Exam duration: 90 minutes


	
Language: English


	
Product version: FortiOS 7.6.0
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Practice Test I

[image: ]




1) An administrator needs to configure dead peer detection (DPD) on an IPsec VPN to identify inactive tunnels. The requirement is for the FortiGate to send DPD probes only when no inbound traffic is detected.

Which DPD mode on FortiGate fulfills this requirement?

A. Enabled

B. On Idle

C. Disabled

D. On Demand

2) Which two statements regarding the configuration of Equal-Cost Multi-Path (ECMP) on a FortiGate device are correct? (Choose two.)

A. If SD-WAN is disabled, you can configure the parameter v4-ecmp-mode to volume-based.

B. If SD-WAN is enabled, you can configure routes with unequal distance and priority values to be part of ECMP.

C. If SD-WAN is disabled, you configure the load balancing algorithm in config system settings.

D. If SD-WAN is enabled, you control the load balancing algorithm with the parameter load-balance-mode.

3) You created a web filter profile named restrict_media-profile that includes a daily category usage quota.

However, when attempting to assign the profile to a firewall policy, the restrict_media-profile does not appear in the list of available web filter profiles.

What could be the cause of this issue?

A. The firewall policy is in no-inspection mode instead of deep-inspection.

B. The inspection mode in the firewall policy is not matching with web filter profile feature set.

C. The web filter profile is already referenced in another firewall policy.

D. The naming convention used in the web filter profile is restricting it in the firewall policy.

4) Refer to the exhibit.

[image: ]

As an administrator, you created an IPS profile, but it is not functioning as expected. During testing, you obtained the diagnostic output shown in the exhibit.

What could be the possible cause of the diagnostic results displayed in the exhibit?

A. There is a no firewall policy configured with an IPS security profile.

B. FortiGate entered into IPS fail open state.

C. Administrator entered the command diagnose test application ipsmonitor 5.

D. Administrator entered the command diagnose test application ipsmonitor 99.

5) Refer to the exhibit

[image: ]

The predefined deep-inspection and custom-deep-inspection profiles exclude certain web categories from SSL inspection, as illustrated in the exhibit.

Which two reasons explain why these web categories are exempted? (Choose two.)

A. The FortiGate temporary certificate denies the browser’s access to websites that use HTTP Strict Transport Security.

B. These websites are in an allowlist of reputable domain names maintained by FortiGuard.

C. The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.

D. The legal regulation aims to prioritize user privacy and protect sensitive information for these websites.

6) Refer to the exhibit
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The NOC team accesses the FortiGate GUI using the NOC_Access administrator profile. They have requested that their GUI sessions remain active longer and not disconnect too quickly due to inactivity.

What configuration should the administrator adjust to meet this specific request from the NOC team?

A. Move NOC_Access to the top of the list to ensure all profile settings take effect.

B. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.

C. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access

D. Increase the admintimeout value under config system accprofile NOC_Access.

7) Refer to the exhibit
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Given this partial configuration, which two outcomes could occur when the FortiGate enters conserve mode? (Choose two.)

A. Administrators cannot change the configuration.

B. FortiGate skips quarantine actions.

C. Administrators must restart FortiGate to allow new session.

D. FortiGate drops new sessions requiring inspection.

8) What is the main FortiGate high availability (HA) election process when the override option is enabled?

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number

B. Connected monitored ports > Priority > System uptime > FortiGate serial number

C. Connected monitored ports > HA uptime > Priority > FortiGate serial number

D. Connected monitored ports > System uptime > Priority > FortiGate serial number

9) An administrator wants to configure an IPS sensor to block traffic that triggers a specific signature a certain number of times within a defined time period.

How can the administrator accomplish this goal?

A. Use IPS group signatures, set rate-mode 60.

B. Use IPS packet logging option with periodical filter option.

C. Use IPS filter, rate-mode periodical option.

D. Use IPS filter, rate-mode continuous option.

10) A FortiGate firewall policy is configured to use active authentication, but the user is unable to log in when trying to access a website.

Which protocol must the FortiGate permit, even if the user has not yet authenticated?

A. LDAP

B. TACASC+

C. Kerberos

D. DNS

11) In a FortiGate multi-WAN configuration, what is the purpose of enabling session preservation on a specific interface?

A. To allow the FortiGate to dynamically change interfaces for all active sessions when a WAN link fails.

B. To make sure all sessions without source NAT enabled always use the primary WAN link.

C. To improve security by forcing users to authenticate again when the WAN link changes.

D. To ensure that existing SSL VPN connections remain on the same interface even if route changes occur.

12) Refer to the exhibit, which displays a portion of the configuration from the remote authentication server.
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Why does the FortiGate administrator need this configuration?

A. To set up a RADIUS server Secret.

B. To authenticate Any FortiGate user groups.

C. To authenticate and match the Training OU on the RADIUS server.

D. To authenticate only the Training user group.

13) Which three statements regarding SD-WAN performance SLAs are correct? (Choose three.)

A. They rely on session loss and jitter.

B. They can be measured actively or passively.

C. They are applied in a SD-WAN rule lowest cost strategy.

D. They monitor the state of the FortiGate device.

E. All the SLAtargets can be configured.

14) Refer to the exhibits.

[image: ]

[image: ]

A Web Filter profile and a firewall policy configuration are shown.

When you attempt to access www.facebook.com, you are redirected to a FortiGuard web filtering block page.

Based on the exhibits, what could be the possible reason for this issue?

A. The web filter profile feature set is configured incorrectly.

B. The web rating override configuration is incorrect.

C. The firewall policy inspection mode is incorrect.

D. For www.facebook.com, the URL filter action is incorrect.

15) Refer to the exhibit
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FortiGate currently has two separate firewall policies allowing Sales and Engineering to access the same web server using identical security profiles.

What should the administrator do to combine these two policies into a single one?

A. Create an Aggregate interface that includes port1 and port2 to create a single firewall policy.

B. Select port1 and port2 subnets in a single firewall policy.

C. Replace port1 and port2 with the any interface in a single firewall policy.

D. Enable Multiple Interface Policies to select port1 and port2 in the same firewall policy.

16) Refer to the exhibit
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has verified that phase 1 is up, but phase 2 is failing to establish.

Based on the phase 2 configuration shown in the exhibit, which two configuration adjustments would allow phase 2 to come up? (Choose two.)

A. On BR1-FGT, set Seconds to 43200.

B. On HQ-NGFW, enable Diffie-Hellman Group 2.

C. On BR1-FGT, set Remote Address to 10.0.11.0/255.255.255.0

D. On HQ-NGFW. set Encryption to AES256

17) You are experiencing connectivity issues because intermediate network devices are blocking IPsec traffic.

Which two methods can you use to effectively resolve this issue? (Choose two.)

A. You should use the protocol IKEv2.

B. You can turn on fragmentation to fix large certificate negotiation problems.

C. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

D. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).

18) Refer to the exhibits

[image: ]

[image: ]

An administrator has monitored the performance status outputs of an HA cluster for 55 seconds.

Which FortiGate unit is acting as the primary?

A. HQ-NGFW-2 with the parameter memory-failover-threshold setting

B. HQ-NGFW-2 with the parameter priority setting

C. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting

D. HQ-NGFW-1 with the parameter override setting

19) Refer to the exhibit
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An administrator has created a new firewall address intended to be used as the destination for a static route.

Why is the administrator unable to select this new address in the Destination field when configuring the static route?

A. In the new static route, the administrator must select Named Address.

B. In the new firewall address, the FQDN address must first be resolved.

C. In the new static route, the administrator must first set the interface to port2.

D. In the new firewall address, Routing configuration must be enabled.

20) Refer to the exhibit
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The exhibit displays the FortiGuard Category-Based Filter section of a corporate web filter profile.

An administrator needs to block access to download.com, which is categorized under Freeware and Software Downloads, while still allowing access to other sites within the same category.

Which two configuration options can the administrator use to meet this requirement? (Choose two.)

A. Configure a static URL filter entry for download.com with Type and Action set to Wildcard and Block, respectively.

B. Configure a web override rating for download.com and select Malicious Websites as the subcategory.

C. Configure a separate firewall policy with action Deny and an FQDN address object for*.download.com as destination address.

D. Set the Freeware and Software Downloads category Action to Warning.

21) Refer to the exhibit
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An administrator has configured an Application Override for the ABC.com application signature and set the action to Allow. This application control profile is applied to a firewall policy that inspects all outbound traffic, with logging enabled on the policy.

After testing by accessing the ABC.com website multiple times, the administrator notices that no security logs are generated for ABC.com.

What could be the reason for the absence of these logs?

A. The ABC.Com Type is set as Application instead of Filter.

B. The ABC.Com is configured under application profile, which must be configured as a web filter profile.

C. The ABC.Com Action is set to Allow.

D. The ABC.Com is hitting the category Excessive-Bandwidth.

22) A network administrator has enabled antivirus and applied an SSL inspection profile to a firewall policy.

When downloading the EICAR test file over HTTP, FortiGate successfully detects and blocks the virus. However, when the same file is downloaded over HTTPS, FortiGate does not detect or block it, allowing the download to complete.

The administrator confirms that the traffic is matching the correct firewall policy.

Which two factors could explain why FortiGate failed to detect the virus? (Choose two.)

A. The EICAR test file exceeds the protocol options oversize limit.

B. The website is exempted from SSL inspection.

C. The selected SSL inspection profile has certificate inspection enabled.

D. The browser does not trust the FortiGate self-signed CA certificate.

23) Refer to the exhibits
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The exhibits display the system performance output and the default high memory usage threshold settings of a FortiGate device.

Based on the system performance output, which two outcomes could possibly occur? (Choose two.)

A. FortiGate has entered conserve mode.

B. Administrators can access FortiGate only through the console port.

C. Administrators can change the configuration.

D. FortiGate drops new sessions.

24) You have set up FSSO on the FortiGate device. A user successfully logs into Windows but is unable to access the internet.

What is the first thing the administrator should verify?

A. Whether the user is assigned to the correct AD group.

B. The FortiGate firewall policy settings for SSL decryption.

C. The FortiGate FSSO active users list for user's IP address.

D. The windows event viewer for failed login attempts.

25) You have applied the following commands on a FortiGate device.
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What effect would this configuration have on the FortiGate device?

A. FortiGate will enable strict RPF on ail its interfaces and port1 will be enable for asymmetric routing.

B. FortiGate will enable strict RPF on all its interfaces and port1 will be exempted from RPF checks.

C. Port1 will be enabled with flexible RPF, and all other interfaces will be enabled for strict RPF.

D. The global configuration will take precedence and FortiGate will enable strict RPF on all interfaces.

26) A remote user complains about slow SSL VPN performance and frequent disconnections. The user is in a region with unreliable internet connectivity.

Which setting should the administrator modify to enhance the user’s experience?

A. Enable split tunneling to reduce VPN traffic.

B. Change the SSL VPN port to a non-standard port.

C. Increase the session timeout for inactive sessions.

D. Configure the DTLS timeout to accommodate high-latency connections.

27) Which two statements accurately describe the features of automation stitches? (Choose two.)

A. Actions involve only devices included in the Security Fabric.

B. An automation stitch can have multiple triggers.

C. Multiple actions can run in parallel.

D. Triggers can involve external connectors.

28) You are troubleshooting connectivity issues caused by intermediate devices blocking traffic in an SSL VPN environment.

Which two methods can you use to effectively resolve the issue? (Choose two.)

A. You can turn off IKE fragmentation to fix large certificate negotiation problems.

B. You should use IPsec to solve issues with fragment drops and large certificate exchanges.

C. You can use SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).

D. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

29) Refer to the exhibits.
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You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.

You cannot access any of the Google applications, but you are able to access www.fortinet.com.

What would you do to resolve this issue?

A. Change the Inspection mode to Proxy-based.

B. Set SSL inspection to deep-content-inspection.

C. Move up Google in the Application and Filter Overrides section to set its priority to 1.

D. Add *Google*.com to the URL category in the security profile.

30) Which statement accurately explains the NetAPI polling mode used by the FSSO collector agent?

A. The collector agent uses a Windows API to query DCs for user logins.

B. NetAPI polling can increase bandwidth usage in large networks.

C. The NetSessionEnum function is used to track user logouts.

D. The collector agent must search Windows application event logs.

31) Refer to the exhibits.
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The exhibits display a network diagram showing a FortiGate device and its firewall configuration.

An administrator has created a Deny policy with default settings to block Webserver access for Remote-User2.

The intended behavior is that Remote-User1 should still be able to access the Webserver, while Remote-User2 should be denied access.

What additional configuration can the administrator apply to the Deny firewall policy—beyond the default settings—to prevent Remote-User2 from accessing the Webserver?

A. Disable match-vip in the Allow_access policy

B. Configure a One-to-One IP Pool object in a new policy.

C. Set the Destination address as Webserver in the Deny policy.

D. Set the Destination address as Deny_IP in the Allow_access policy.

32) Refer to the exhibits
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The exhibits display a network diagram of a FortiGate device, along with the IP pool configuration and firewall policy objects.

The WAN interface (port2) is assigned the IP address 100.65.0.101/24, and the LAN interface (port4) is assigned 10.0.11.254/24.

If the user on HQ-PC-1 (10.0.11.50) pings the IP address of BR-FGT (100.65.1.111), which IP address will be used for source NAT (SNAT) in this scenario?

A. 100.65.0.101

B. 100.65.0.49

C. 100.65.0.99

D. 100.65.0.149

33) An administrator needs to configure a tunnel mode SSL-VPN to enable access to an internal web server from the internet.

The web server is connected to port1, and the internet connection is on port2.

Both interfaces are part of the Corporation VDOM.

Which interface should the administrator specify as the source in the firewall policy that permits this traffic?

A. port2

B. ssl.root

C. ssl.Corporation

D. port1

34) Which two types of IP pools are suitable for use in carrier-grade NAT (CGN) deployments?

A. Port block allocation

B. Overload

C. Fixed port range

D. One-to-one

35) Refer to the exhibit
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Which two statements accurately describe the routing entries found in this database table? (Choose two.)

A. The port3 default route is an inactive route.

B. The default route on port2 is the preferred route.

C. Both default routes have different administrative distances.

D. All of the entries in the routing database table are installed in the FortiGate routing table.

36) When deploying FortiGate as the root device in a Security Fabric topology, which two settings must be configured? (Choose two.)

A. FortiManager IP address

B. Fabric name

C. FortiAnalyzer IP address

D. Pre-authorize downstream FortiGate devices

37) An administrator wants to inspect all web traffic—including internet traffic—originating from users connected through the SSL-VPN. How can the administrator accomplish this?

A. Disabling split tunneling

B. Configuring web bookmarks

C. Assigning public IP addresses to SSL-VPN users

D. Using web-only mode

38) Which statement accurately describes the Security Fabric?

A. FortiManager is one of the required member devices.

B. FortiClient Cloud can be used for logging purposes.

C. You must have three FortiGate devices to establish the Security Fabric.

D. FortiGate devices must be operating in NAT mode.

39) You have hired contractors for your company, created user accounts for them, and added them to a group named contractors.

When the contractors try to access the FortiGate GUI, they encounter a certificate warning error, while regular employees can access the portal without any issues.

What changes should you make to ensure the contractors can access the FortiGate GUI successfully? (Choose two.)

A. Install the company CA certificate on FortiGate.

B. Import the Fortinet_CA_SSL certificate on the contractor's browser.

C. Disable full SSL inspection on FortiGate to prevent warning errors.

D. Create a local-in firewall policy and add contractors as a source group.

40) FortiGate is set up to use firewall authentication. However, when a user tries to access an external website, no login prompt appears.
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What is the most likely cause of this behavior?

A. The user is using a super admin account.

B. No matching user account exists for this user.

C. The user is using a guest account profile.

D. The user was authenticated using passive authentication.

41) Refer to the exhibit
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Which route will be chosen to reach the destination 10.20.30.254?

A. 10.30.20.0/24 [10/0] via 172.20.121.2, port1, [1/0]

B. 10.20.30.0/26 [10/0] via 172.20.168.254, port2, [1/0]

C. 10.20.30.0/24 [10/0] via 172.20.167.254, port3, [1/0]

D. 0.0.0.0/0 [10/0] via 172.20.121.2, port1, [1/0]

42) Which two statements accurately describe FortiGate’s behavior when it enters conserve mode? (Choose two.)

A. FortiGate refuses to accept configuration changes.

B. FortiGate continues to transmit packets without IPS inspection when the fail-open global setting in IPS is enabled.

C. FortiGate halts complete system operation and requires a reboot to regain available resources.

D. FortiGate continues to run critical security actions, such as quarantine.

43) Refer to the exhibits
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Given the current HA status, an administrator modifies the override and priority settings on HQ-NGFW-1 and HQ-NGFW-2 as shown in the exhibit.

What is the expected result within the HA cluster?

A. The HA cluster will become out of sync because the override setting must match on all HA members.

B. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.

C. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.

D. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-NGFW-1.

44) Refer to the exhibit

[image: ]

How would these settings affect the Server Certificate SNI check configuration on the FortiGate?

A. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN fields.

B. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.

C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.

D. FortiGate will close the connection if the SNI does not match the CN and SAN fields.

45) A newly appointed administrator is setting up FSSO authentication on the FortiGate using DC Agent Mode.

Which of the following steps is not part of the expected configuration process?

A. The DC agent sends login event data directly to FortiGate.

B. The user logs into the windows domain.

C. The collector agent forwards login event data to FortiGate.

D. FortiGate determines user identity based on the IP address in the FSSO list.

46) An administrator suspects that the Collector Agent is failing to send login events to the FortiGate.

What is the most effective step to troubleshoot this issue?
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