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Description

This book is designed to help those in a DevOps environment that are new to API, Microsevices, visualization of networking, storage and the control and management of such interfaces. After all technology has changed in so much and in such a short time it is no longer possible to write quick and easy scripts for APIs using basic authentication such as the username and password even with TLS. Furthermore we can no longer post the API up for the public without security, authentication and authorization.


Chapter 1 – An introduction to API

Across industry sectors the boundaries of the data center and the company network are no longer fortified perimeters that once existed. Today, enterprises are opening up their data and applications to partners and third parties, through the Web, mobile apps, smart devices and the cloud. IT initiatives such as BYOD (Bring Your Own Device) have revolutionized and consumerized how IT organizations work with mobility and anywhere, anytime access to data and applications. Furthermore the advent of Cloud Computing and the proliferation of cloud service providers offering storage, compute and network services have enabled IT to shift their operations from the traditional data center to the cloud. API’s (Application Programming Interfaces) are the foundation of this new cloud open environment, which allows enterprises to move their data and applications across the traditional network boundaries.

API’s enable businesses too quickly and efficiently repurpose IT systems, add value to existing applications and services and to open up new revenue streams. For developers and entrepreneurs APIs also open up a whole new world of possibilities by providing the means to integrate and reuse existing services offered by the web-scale giants such as Google, Yahoo, Facebook, etc. Developers can create their own applications using exposed web service APIs from these web giants to construct and develop their own applications. These web ‘mash ups’ might only consist of several web services linked together with some glue code but it is this type of reuse of available services that has created the boom in mobile and web applications over the last few years, which was only possible through the use of APIs. 


What is an API?

Well let’s start with a basic deconstruct, a simple description, an API is an acronym for Application Programming Interface – and as such it comprises of a programmable interface to an application – it allows an external client application to communicate and integrate with the service resource. This part is hugely important; as it is about providing a means of communication and integration, a channel for different applications to transfer data.

––––––––

Now let us consider the type of API, which we see regularly, within a web-based scenario. Web-based API differ from the legacy Microsoft RPC style API in that they provide an interfaces through web services such as SOAP and REST. These are the service orientated and web based API, which have become the popularly acknowledged norm nowadays for interfacing with web based and mobile applications. 

In SOA (Service Orientated Applications) environments where we are able to communicate with higher applications such as CRM and ERP an API is a rather more complicated concept and entity. This is because these programmable interfaces were complex and issued by the software vendor typically with limited functionality. This was more to do with the Vendor retaining control of development and being able to up-sell functionality and integration with other enterprise applications and databases as an additional service. However as the IT environment shifted away from SOA to a more web and mobile orientated environment, APIs have also become a relatively simple template. In fact the API that we use to communicate between our mobile and web applications and with other backend data bases are designed and constructed to be simple.  Therefore, let’s break it down by looking at each of its parts.

An API stands for A = Application, P = Programming, I= Interface therefore:


Application

If you have a laptop, tablet or smartphone, you are well acquainted with what applications are, i.e., the tools, games, social networks and other software that we use every day. 

––––––––

Programming 

This is the coding that software engineers use and manipulate to create all the software that make up our applications on our devices.


Interface

An interface is a common method for users, applications or devices to interact and if we share this interface between two applications or programs, that interface provides a common means for systems to communicate with one another.


API: A Technical Perspective

For an API to work it must be configured and detailed by the application programmer and typically the database designer. This is because normally you are reading or writing data from one application into another application hosted on another system and so it will need to be stored permanently in the database. Therefore, the API must have very strict inputs and outputs that are precisely related to the operation being undertaken. An API for example, that requests or posts data into a CRM system to update new users, doesn’t require to retrieve accounts information, and vice versa. Therefore a good description of an API is being:

“API is a precise specification written by providers of a service that programmers must follow when using that service The API describes what functionality is available, how it must be used and what formats it will accept as input or return as output.”

As a result we can consider an API as being a specified template for inputting or retrieving data into an application or its database.


API Analogy

In order to have a clearer understanding of how an API works, it is better to look upon it as basically a form (template) that is being used, let’s look at an appropriate analogy. Let’s consider for the sake of argument that every time you want to submit or access a set of data from an application, you have to call the API. However, there are certain rules that you must follow and the programmer determines these rules when they construct the format of the API template. After all when designing the API the programmer will have to determine that there is only certain types of data the application will let you access, similarly there is only specific data that he will allow you to input to the database, therefore you have to communicate in a very specific protocol and format—which is also a syntax appropriate to each programmable language.

To help understand this concept, imagine an API as the security guard between you (the user) and an application. The security guard accepts your requests and checks your authentication and who gave you your permissions. Subsequently, when happy that you are who you say you are, and you do have the required permission the security guard supplies you with a form with the correct format for the request and the data. When you complete the form with your request and the details of the request criteria, i.e. what data you wish to store or retrieve, the security guard will check the format is correct. If the presentation is correct, the security guard will forward the request to the application. The application subsequently performs further authentication and authorization control and if the request passes its security checks then the application will allow the request/input, and the application returns or stores the data too or on behalf of you. 
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