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Welcome to Get Started in Computing



Get Started in Computing is for anyone who wants to learn how to make good use of their PC. It doesn’t assume that you are a complete novice – there are very few of those left! You have probably used a PC a little – and can steer the mouse and use the keyboard (at least a bit).


You may have done a little with one application – perhaps tried the Internet, sent an email or played a game – and now want to get to grips with more. You may even be thinking of taking a basic qualification in IT. This book will get you off to a good start with Windows, Word, Excel, Access, PowerPoint, the Internet and email.


The book starts by looking at security! Maybe not exactly where you want to dive in – but take your time and read it. Using a PC is one thing – but looking after your computer, yourself and your data is really important. The more you use a computer, the more you will come to depend on it – so find out what might threaten your security – and how to minimise the risks of getting caught out.


Chapter 2 goes on to help you get started using your PC and working in Windows. You will be taken on a tour of your PC environment (Windows 7 in this case). Starting with switching on, through personalizing your desktop (everyone likes their favourite picture on their desktop!), finding help when you need it, managing your folders and files and installing software.


Chapter 3 introduces system maintenance and suggests things that you can do to help make sure our computer stays healthy – and things that you will need a technician to help with. It also discusses health and safety issues, licensing and the Data Protection Act.


Chapter 4 covers features that are pretty standard across the Microsoft Office applications, such as creating, saving, printing, closing and opening files. Other topics include basic formatting options, moving and copying text and data, spell checking, searching, clip art and drawing. This is a good chapter to keep referring back to as you use your applications.


Word is introduced in Chapter 5. You will learn how to create and manipulate basic documents, format using tabs and indents, create and edit tables, use styles and templates, perform a mail merge and create and format graphs.


In Chapter 6 you will find out how to unleash the power of Excel. As you create and format your worksheets, you will find out how to build formulas, use functions and create and format graphs.


The Access database package is introduced in Chapter 7. You will learn how to create tables and input and edit data. You will also find out how to create forms and use them for data input, manipulate your data by sorting and querying, and present your data effectively using reports.


Chapter 8 will teach you how to create effective presentations using Microsoft PowerPoint. You will find out how to add text, tables, pictures, charts and other objects to your slides. You will also learn how to add special effects and present the finished product.


Chapter 9 introduces you to the Internet. You will learn how to locate websites, surf the Net, customize your browser and manage your Favorites.


And finally, in Chapter 10 we look at email. You will find out how to send and reply to e-mails, send attachments and manage your messages.


Each chapter has some questions at the end of it – so you can check what you have learnt.


If you are working towards an IT User certificate at beginner or intermediate level, you will find that this book complements your studies very well.


I hope you enjoy Teach Yourself Get Started in Computing, and make good use of your new skills.


Moira Stephen


2010





1: Only got one minute?



OK. You need to learn how to use a computer – but you are really short on time. And you’re really not sure where you should start.


Well, first of all decide what you want to use your computer for. Do you need to send e-mails? Or research something on the Internet? Or be able to type up a letter or report?


Decide what you want to do first (no-one can learn to do everything at once) and start with that - and ignore the rest for the time being. Get the hang of one thing at a time – if you are too ambitious you will get bogged down. Once you can do a one thing, the next thing is a bit easier.


Once you get going you can find out how to customize your desktop, and – very important – how to organize your files. You will be saving files and should learn how to set up folders and organize them properly. It might be for your reports and letters, or your holiday photos from your camera – but life is so much easier if you can find things once you’ve filed them away.


Organizing your e-mail messages into folders is a good idea too – and the principle is the same – whether it is documents or emails.


It’s also vital to learn how to protect your system from viruses, keep your data safe and generally look after yourself and your PC. The more you use your PC, the more it hurts when something goes wrong – so get savvy on what to watch out for and what to try to avoid.


But the main thing is to start with something you really want to be able to do – whether it is researching your next holiday on the Internet, e-mailing your aunt in Australia or creating a report for a course you are doing – then it all becomes more meaningful.





5: Only got five minutes?



The fact that you are reading this suggests that you are looking for something to help you make better use of your computer. This is a get started book – so I guess you are either a near beginner, or someone who has muddled on for a while using a PC, and has decided it is perhaps time to learn a bit more about it. You don’t want a huge volume to plough through – they look too intimidating and time consuming. And you want something in plain English – because computer speak just isn’t really your language! So this book has caught your eye.


Computers are very versatile things. Lots of people say they ‘use a computer’ – but this can mean so many things that you will need to dig deeper if you want to find out what they actually mean. What do they do with it? Do they make music with it? Create websites? Teach? Enter order details on it? Manage patient records? Analyze statistics? Prepare accounts? Write blogs on it?


There are so many things that you can do with a computer!!


So you need to decide what you want to do with your computer – and then learn how to do it.


You will certainly need to get to grips with the range of computer applications that are probably the most widely used at a personal and business level – those in the Microsoft Office suite. The applications are Access (database), Excel (spreadsheet), Outlook (e-mail), PowerPoint (presentation graphics) and Word (word processing). There’s also Internet Explorer (web browser) and Windows Outlook (e-mail software).


Windows 7 is the operating system (that creates the environment that you work within on your computer) and you will need guidance on looking after yourself, your computer and your data.


Teaching yourself is easier when you have a reason for wanting to learn something. For example, you might be preparing for a job interview and have been asked to give a presentation. This sounds like a very good reason to learn to use PowerPoint! Or you may have children and grandchildren who have moved away and you want to be able to e-mail them. When you have a reason for learning something, it is easier to stick with it and see it through.


Whatever your motivation, stick with whatever application you are trying to learn for a while – so that you really start to get to grips with it – before you move on to something else. That way you will see a measureable difference in your ability and confidence.


Learning to use a computer is like learning a language or learning to drive a car – you need to practice. And regular practice is much better than trying to do a marathon session and then do nothing for a couple of weeks.


And don’t forget – being able to use a computer can open doors to many other things – social, educational and professional. So don’t hold back – go for it! And it should be fun – so enjoy!





1


User IT security


In this chapter you will learn:




	how to protect your PC from computer viruses


	about information security


	about threats to networked systems


	how to keep your data safe






1.1 System performance security


SPAM


Spam is one of the biggest culprits when it comes to security breaches affecting the performance of your IT system. Spam is usually in the form of e-mail but it can also be sent through IMS (instant messaging systems), mobile phones, on-line gaming, etc. Spam happens when people/organizations do mass mailings to random e-mail addresses to try and engage the recipient in some activity.


The only way to be sure of getting no spam is to stop using electronic communications.


Spam usually tries to:


 




	Sell you something


	Ask you to invest in something (or some other con to relieve you of your funds)


	Ask you to confirm some personal/confidential information about yourself (bank account number, pin number, etc.).





Anti-spam software is often installed on company IT systems to try and stop the spam getting through to the organization. The anti-spam software analyses the message and rejects it if it looks like spam.


However, it is a balancing act – the only sure way to stop all spam is to block everything – and that isn’t really an option. So inevitably, some spam will get through and land in your Inbox.


So how do you know if a message is spam?


It can be difficult at times – so use your common sense. If something looks too good to be true – it probably is.


What should you do with spam? Depending on what it is and whether you are at work or at home, you could:


 




	Forward the message to your IT security/helpdesk if this is what your company asks you to do with such communication.


	Try to contact the organization some other way to check things out. You could try phoning them, or e-mail them (but not as a reply to the message you are suspicious of).


	Search the Internet to see if anyone else is getting similar stuff. You won’t be the only one getting it if it is spam.


	Delete it – if it is something important whoever sent it will try to contact you again.





Spam is a system performance security issue because of the volume of it that gets sent – it takes a lot of IT resources to try and identify and stop it.


MALICIOUS PROGRAMS (MALWARE)


A malicious program is software that is designed to get loaded into your computer system without you knowing it is there. It is usually done with the intention of causing some kind of damage to your system.


Malicious software installs itself without you knowing!


Viruses, worms, Trojans, spyware, adware and rogue diallers are all examples of malicious programs.


This type of software is often spread in e-mail attachments, or in files that are downloaded from the Internet and or from pirate copies of software.


Viruses are the most commonly reported type of malware, but there are others.


A virus, once on your computer, can spread through your disks, memory and files and cause all sorts of damage – and many viruses can spread across computer networks and bypass security systems. Viruses are often sent in e-mail attachments – so don’t open attachments from unknown sources.


Diagnosing a virus


Things that might indicate that you have a virus include:


 




	Your computer running unusually slowly


	Unusual error messages


	Strange screen activity


	Files and/or folders changing their name


	Programs crashing.





There could be other reasons for these symptoms, but if you experience them, suspect a virus.


Protection is better than cure


To help protect your system from viruses you should ensure that your software is up-to-date (by installing updates as required) and install anti-virus software, e.g. Norton or McAfee. Once you have installed your virus checker you must keep it up to date (most anti-virus software suppliers download updates to your system as they become available). You need to keep the anti-virus software up to date because new viruses appear all the time – and the anti-virus software suppliers keep updating their software to deal with the new viruses that appear. You must run the anti-virus software regularly to make sure that your system is clean – you can usually set it to run automatically at a specific time of day.


Norton is popular, but there are many others, e.g. McAfee and AVG Antivirus.





To help protect your system from viruses




	Install reliable anti-virus software on your computer, and update it regularly


	Use the anti-virus software to scan your system for viruses regularly


	Use the anti-virus software to scan any removable disks before you open files on them


	Scan any files downloaded from the Internet before you open them – viruses are often transmitted in attachments to e-mails


	Install only genuine software from reputable sources


	Don’t open e-mails from sources that you don’t recognize


	Don’t open attachments to e-mails from sources that you don’t recognize.
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Any messages, files, software and attachments that you receive from unknown sources should be treated with caution. Ask your IT security person to check them, or run your virus checker on them, or delete them.


Other terms you may encounter when discussing or reading about viruses include:


 






	Worm


	A program which actively transmits itself over a network to infect other computers







	Trojan horse


	A piece of software which appears to perform a certain action, but in fact, performs another.







	Spyware


	A type of malware that spies on you and collects information about you (e.g. name, ID, password), your computer and/or Internet browsing habits without your consent. You should install anti-spyware software on your computer to help protect your system.







	Adware


	Software that automatically plays, displays, or downloads advertisements to your computer after software is installed on it or while the application is being used.







	Rogue diallers


	Rogue diallers (sometimes called Trojan Horse diallers), are programs that make phone calls from your computer. They are installed on your computer without your knowledge and they dial up to expensive premium rate phone numbers or international numbers. In most cases, dial-up access users are unaware that their computer is dialling up to these numbers until they receive a big phone bill.








Infiltration


A hacker is someone who focuses on the security mechanisms of computer and network systems. A hacker isn’t an authorized user but they try to find ways of infiltrating a system. Hackers try to access your computer systems by evading or disabling any security measures that you have in place. They are usually programmers who either hack into systems for kicks, or for more sinister purposes.


Most reporting of computer hackers is that of hackers breaking into IT systems with the intention of causing damage – spying, stealing information and data, deleting files or corrupting systems in some way. However, some organizations employ hackers to test their security systems. These hackers are not criminals but are employed to try and find weaknesses in the organization’s IT security so that it can be improved.


To help protect a system against hackers you should install a firewall.


The firewall will check all messages entering and leaving your system – and if they don’t meet the security criteria set for the firewall they will be blocked.


It makes sure that no program on your computer tries to connect to the Internet without your consent, and that no one can download things to your PC without you knowing.


A firewall can be hardware or software – and every computer with access to the Internet should have one!


Hoaxes


Hoaxes can take the form of virus hoaxes, chain letters, scams, false alarms, misunderstandings and scares. They can be really annoying – and sometimes a bit worrying. You are bound to receive a hoax from time to time. The trick is being able to tell the difference between a hoax and something that is real.


Beware of hoaxes. If an e-mail tells you to delete a file – you should probably check it out first!


Sometimes it is obvious it is a hoax – perhaps a chain letter telling you that you need to send it on to 10 other people or you will get a wart on the end of our nose! Just delete it – anything that happens to your nose will be purely coincidental.


Others are worth checking out – particularly virus hoaxes. You might receive an e-mail saying that a virus is due to be activated within the next 24 hours, and to protect your computer you need to delete a certain file from your system. Don’t do it – check it out. Report it to your IT department to see if they know anything about it. Or check the Internet – you can usually find out whether or not they are genuine.


Virus hoaxes are more than just an annoyance as they may result in some users ignoring all virus warning messages – thinking it is just a hoax. And this is not a good idea either.


Virus writers can use known hoaxes to their advantage – perhaps attaching a virus to the original hoax – so always be on your guard.



1.2 Information security


IDENTITY/AUTHENTICATION


The information on your IT system can be at risk from unauthorized users. It is therefore important that you can identify yourself to your IT system, so that it knows who you are and what you are allowed to do on the system.


When working in a networked environment you will have a User ID and a password to access the system. These are used to identify you so that appropriate rights are made available to you while you work. These rights give you access to the drives that you need to use as well as read and/or write access to files.


Keep your password a secret!


There are various levels of password protection available to help ensure that authorized users only can access the system and open and edit the files held on it.


Passwords are sometimes called PINs – Personal Identification Numbers.



User-level


Password protection can be assigned at a user level (through the operating system) so that only authorized users can access the system. With this type of password protection, the computer will pause as it boots up and you need to enter your user identification and password before you can go any further.





Choose your passwords carefully!


Don’t use things like a name someone can associate with you (e.g. your own name or your child’s), your date of birth or ‘password’.


 


Use a mixture of letters and numbers that you can remember but that you think it will be difficult for someone to guess, e.g. 1wng2a4c


 


Don’t tell anyone your password.


 


Change your password regularly.


 


Many systems have a minimum length of password e.g. 8 characters.





FILES


If you have files on the system that you don’t want other users to be able to view or edit, you may be able to password protect the individual files (most modern applications allow you to do this).


By using the password protection features available, the following security features could be available on a networked PC:


 




	A password to access the system


	A password to access a file


	A password to allow editing of a file.





Change your password regularly.


Different users can have different levels of security clearance assigned to them, allowing different users access to different parts of the system and its files.


To change your Windows password


 




	
Open the Control Panel (Start, Control Panel).



	
Go to User Accounts and Family Safety.


	
Click Change your Windows Password in User Accounts.


	
Click Create a password/Change your password.



	Complete the dialog box.


	
Click Create/Change password.








USB/Flash drives


You can also protect the contents of some memory sticks by assigning a password to them. The contents can only be viewed if you supply the correct password.





Confidentiality


It is important that you keep your password/PIN confidential – don’t tell anyone what it is. Then no-one can log on to the system pretending to be you.


Don’t write your password or PIN number down – you don’t want anyone else finding it and being able to use it.


You should always respect the confidentiality of any information that you have access to. This means that if you have access to a file at work you should not go and discuss it with your friends when you are out later. You can discuss it with work colleagues who also have access to it – but it is not something that should be treated as general knowledge.


To help ensure that no-one accesses your computer when you are not at your desk, always log off, or lock your system. This will prevent anyone accessing data if they don’t have permission to do so.



Identity theft


Spam e-mails are often also phishing scams!


Phishing is an attempt to criminally and fraudulently acquire sensitive information, such as usernames, passwords and credit card details, by pretending to be a trustworthy source (eBay, PayPal and online banks are common targets of phishing scams).


You may receive e-mails that look like they have come from your bank or credit card company suggesting that you click here to contact them and confirm your details.


Don’t – banks and credit card companies don’t use e-mails to collect or confirm sensitive/confidential data! If you receive this type of e-mail you are probably being targeted by a ‘phishing’ scam where someone is trying to collect your details. If they succeed, they will pretend to be you and may withdraw money from your account, or buy goods online using your details.


E-mails are not a secure way of sending messages – they can easily be intercepted! So don’t send confidential information via e-mail. Bank account details, pin numbers – in fact any information that you don’t want to fall into the wrong hands – should be transmitted in some other way e.g. a secure link to your bank.



1.3 Technology security


NETWORKS


Local Area Network (LAN)


A LAN is made up of computers connected together by cables or wireless in the same room or building. The computers are in close proximity (local) to each other and the network is owned and controlled by the organization. PCs can share peripherals. e.g. printer or scanner over a LAN. They can also share application and data files easily and they can communicate using e-mail (provided e-mail software is installed). They can also share a link to the Internet.



WLAN (Wireless Local Area Network)


A WLAN is a local area network where the devices use wireless technology, e.g. WiFi or Bluetooth, to communicate.


A hotspot is a location where high-speed Internet access is available to anyone with a WiFi enabled computer, through a Wireless Local Area Network (WLAN) access point. Many handheld and laptop computers are WiFi enabled. WiFi is a standard that allows your PC to access a WLAN, which in turn may allow access to the Internet and your e-mail. Many PDAs are fitted with this standard.


Wide Area Network (WAN)


Computers connected over a long distance are part of a WAN. Large organizations may use a WAN to connect their offices in different parts of the country. The WAN could use leased lines (perhaps from BT or Mercury) for the exclusive use of the organization.


Internet


The Internet is a huge WAN. Computers from all over the world are linked together to form the Internet. You can access the World Wide Web via the Internet, send e-mails, access your company computer system and transfer files, etc.


The Internet is also used as a collaborative tool where groups of people who are remote from each other can share information, research findings, etc. Web logs (blogs), forums and discussion groups, social networks like Bebo and Facebook and instant messaging, e.g. MSN are all accessed via the Internet.


Intranet


An intranet is a private network that uses Internet features to give access to your company data. When using the company Intranet, it looks and feels like the Internet to the user, but the pages are internal to the organization. The information is displayed on Web style pages, and hyperlinks allow the user to jump from place to place, but the data will be held on a company server, with access limited to company employees.



Extranet


An extranet is a private network that uses the Internet technology and the public telecommunication system to securely share part of a business’s information or operations with suppliers, customers, or other businesses. An extranet can be viewed as part of a company’s intranet that is extended to users outside the company. Users can log into the extranet over the Internet by entering their username and password.


SECURITY CONSIDERATIONS


When connecting to the Internet you can use a private or public network.


At work, your IT staff will deal with securing the Internet connection so that only those with appropriate permissions and rights can use the connection.


Over 50% of people admit to having used someone else’s wireless Internet without permission.


PRIVATE


At home, you might be the person responsible for managing your own Internet connection. You could have several wireless devices at home e.g. laptop, PDA, etc. that you want to have Internet access. You will most probably set up one Internet connection from your main/host computer and allow the other wireless devices to share it.


But you don’t want everyone round about with wireless using your connection – just your friends and family. To ensure that other wireless users, e.g. neighbours, don’t use your wireless connection you should secure it. You would be surprised how many connections are not secure. If you try picking up a wireless connection in any residential area you will probably find several – and it’s quite likely that some are unsecured.


If you don’t secure your connection, then anyone with a WiFi enabled device will be able to pick up your network signal and will be able to access the Internet using your connection.


At best, you may never know and nothing untoward will come from it. At worst the piggy backer will be able to monitor your Internet activity and they will be able to access any site they wish and download anything they want. This could be a relatively minor inconvenience, e.g. if your Internet connection slows down because they are downloading lots of stuff – or it could end up pretty serious and get you into trouble, because whatever they are accessing or downloading, will point to you.


You need to install a wireless router to allow your wireless devices to connect to the Internet using the same connection as your main PC.





Top Tips!


Keep your system up to date


 


Check that you have up-to-date anti-virus, security patches, and client firewall software. This will help to protect your wireless network by stopping malware-based connections to it.


 


Use encryption


 


Wireless routers give you the option of encrypting your data, so bank details and passwords can’t be intercepted. Wi-Fi Protected Access (WPA and WPA2) is a much stronger encryption system for securing your communications than WEP, which can be easily cracked by hackers.


 


Use a password


 


Set up a password for your wireless internet connection. Choose a strong password for securing your network – don’t use the one that came with your Wi-Fi router or anything that would be easy to guess. The devices using your secure connection will need to know the password before being allowed to use it.


 


Don’t broadcast your wireless network name (SSID).


 


The name of your wireless network should not be broadcast to passers-by. Choose a hard-to-guess SSID to make life harder for Wi-Fi hackers. Don’t name your wireless network ‘home’, ‘wireless’ or ‘internet’ – those are the first ones that people will guess. SSIDs can be a mixture of alpha and numeric characters – maximum size 32 characters.


 


Use MAC address filtering


 


A MAC (Media Access Control) address is a unique identifier for network interface cards or network adapters – and each wireless device will have one. You need to set up a list of the MAC addresses that you want to allow to use your connection on your router, e.g. those in your home. The feature is normally turned off when the router is shipped so you need to enable it. This isn’t a complete solution – but it will certainly stop most piggy backers.


 


Restrict Internet access to certain hours


 


Some wireless routers allow you to restrict Internet access to certain times of the day so if you know you are at work between 9–5, Monday to Friday, schedule your router to disable access between those hours.





PUBLIC


Hotspots in coffee shops and airports use a public wireless network. When you try to connect your laptop to a public network, it will show as an ‘unsecured wireless connection’. There are a few precautions that you should take when using a public network.


Sites that you give credit card details to should be secure – watch for https://


If you are going to transmit confidential information e.g. your credit card details, ALWAYS look for an https:// web address in the address bar. An https:// address indicates a link to a secure site and your personal information is protected, even on an unsecured connection. This type of connection is usually considered secure enough for sending your credit card number, etc. The data sent to an https:// address is encrypted before it is transmitted, so no-one can make any sense of it unless they know the encryption code.


At a public hotspot, the greater risk is potentially from someone near you that can see the numbers that you type on your keyboard! So watch out for people peeking over your shoulder!


Another security risk at a public hotspot involves other computers that are also connected to the same unsecured network. Network attacks can be made through them and they may be able to connect to your computer – and possibly download information from your hard drive.


The best solution here is to have a firewall on your computer. Firewalls guard against these incoming attackers. It is also good practice not to stay connected to unsecured networks for too long at a time as you can then become a target for attack.


So always run a good firewall program if you are connected to an ‘unsecured wireless network’ and disconnect when not using the link.





Think security!


When setting up your Internet connection you will need to log in to your router or network device to secure it and identify the authorised users. Initially, you will be given a default login and password, e.g. UserID: NewUser; Password: password. You should change the password to something else that others will not guess easily so that they can’t login and change your settings.


 


You should also change your Internet Security Settings to reduce the risk of other users accessing your network. You can do this from Internet Explorer – Tools, Options, Security.






CONNECTIVITY


We have already mentioned Wifi – a standard used for wireless networking. Another widely used technology is Bluetooth.


Bluetooth lets devices with a Bluetooth chip communicate by radio instead of cables – things like your computer, monitor, mouse, keyboard, PDA could have a Bluetooth chip.


It has two main benefits:


 




	You don’t need cables


	You can easily synchronize information between devices.





To get Bluetooth devices to communicate, you just need to place them near each other.


When a Bluetooth device detects another one nearby it automatically links up to it – you don’t need to configure anything or use cables. As long as the Bluetooth devices are within range of each other – about 10 metres – they can connect.


Infra-red is similar but for infra-red devices to communicate they need to have ‘line of sight’. Like most TV remotes, or controls for overhead projectors. With Bluetooth you don’t need ‘line of sight’ – they can find each other as long as they are close enough.


Bluetooth makes communication between devices easy for the average user who isn’t particularly technical when it comes to computers. And it makes communication between devices quick and easy.


Think of your digital camera. Until recently (and it still is the case with mine), to get your pictures from your camera to your computer and/or printer you had to connect the camera to the computer using a cable. You could then copy your pictures over and print them. With Bluetooth you can sit your camera down close to your computer and copy the pictures or print them – no cables required.


Bluetooth isn’t intended to replace office computer networks. It sends data much slower – at around 1Mb per second – compared with proper wireless networks that communicate at 10–54 Mbps.


The main benefits of Bluetooth are:


 




	It is cable free – so you could get an Internet connection through it from your laptop (even if your Bluetooth device is in your rucksack).


	It you have Bluetooth on your computer, monitor, printer, keyboard, mouse – you could have your computer and printer in one part of the house and your keyboard, mouse and monitor in another.


	Synchronizing things like the address book, calendar and task list on your computer, mobile or PDA is much easier – they can sync without even asking you!





Bluetooth is great, but how secure is it??


Bluetooth uses the 2.45 GHz radio band which it shares with cordless phones and microwave ovens! To be secure, Bluetooth devices constantly change the radio frequency that they are using to help prevent eavesdropping. Also, every Bluetooth device has an individual ID and before they can swap data, you have to enter a PIN number to authorize the connection. This is to stop passers-by hooking up to your machines! That said, once you have set up the connection your devices can remember them and this can be a security risk.





Check your settings


The Bluetooth settings on your device should be adjusted to prevent the risk of unauthorized access to the device by others.





PORTABLE DEVICES


ICT devices are becoming increasingly portable – laptops are smaller and lighter, notebooks are about the size of the average novel, PDAs, mobile phones and multimedia players are so small that they can easily be slipped into your pocket.


Portable devices are particularly vulnerable to being stolen – or getting lost or forgotten.


We carry more of these devices around with us much of the time – and as the amount of storage available on them continues to increase, we have more information, bigger databases, more detailed spreadsheets, music and photographs on them than ever before.


A telephone can have many names and numbers on it, as well as photographs, contact addresses, calendar appointments and task lists. Multimedia players could contain your complete music and DVD collection, your laptop or notebook could contain lots of important files, reports and figures, as well as company databases.


To reduce the security risks:


 




	Be careful not to lose them – don’t leave them on the bus or in the coffee shop.


	Beware of thieves – be discrete – you don’t want to become a target for the opportunist!


	If you leave them in your car – lock them in the boot so they are out of sight.


	At home, don’t leave them in the garden, or where a passer-by can see them.





A thief will probably just hope to sell the device on and make a quick profit – but if the data on it is valuable to you, or confidential to your organization, the loss of the data will have far more serious consequences than the loss of hardware.



1.4 Guidelines and procedures


Your organization will have guidelines and procedures that should be followed to help maintain IT security.


You will often be told where to find these at your induction. Most companies will publish the guidelines on their Intranet, or put them in the staff handbook, or display them on posters.


You should become familiar with your company guidelines and procedures and follow them at all times.


If you are unsure of what a procedure means, or need anything explained to you further, you should be able to approach either your line manager or the IT department (or whoever is responsible for the guidelines).


There may be security checks that you are required to carry out. These will vary from organization to organization – so find out what should happen where you work.


If you become aware of any IT security threats or breaches, you should know who to report your concerns to – perhaps your line manager, or the IT security manager.



1.5 Privacy


Your company will also have a privacy policy. This policy will help explain how the company plans to ensure the privacy of the data that it holds, and how it will comply with the Data Protection Act.


A privacy policy will provide information to customers on how their personal data is handled.


Some companies will publish their privacy policy so customers can view it. You can read the BBC’s policy at http://www.bbc.co.uk/privacy/


A privacy policy will explain things like:

OEBPS/page-template.xpgt
 
 
 
 

 
 

 
 
 

 
 

 
 
 

 
 
 
 
 
 
 



 
 





OEBPS/images/f0004-01.jpg
|n

Norton 360

0 Allin- One Securty






OEBPS/images/9781444129380.jpg
GET STARTED IN
COMPUTING

WINDOWS 7 EDITION

Create a secure system (page 1) Protect against viruses
(page 3) Start, stop and restart your PC (page 26) Deal
with crashes (page 30) Back up files (page 70) Install a
printer (page 88) Avoid any health problems (page 91)

Using graphics (page 109) Use Word templates (page
182) Keyboard hmmm (page 207) Understand
spreadsheet jargon (page 213) Create simple formulas
(page 229) Make a database (page 261) Prepare a

PowerPoint presentation (page 329) Browse the inter mr
(page 374) Email fundamentals (page 399) Learn n

online (www.teachyourself. Lom/computmg) “0“ “““






