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Praise for Thrive


‘Every parent is nervous about how their child will cope with the online world. Based on his work on building character and a desire for every child to flourish, Tom Harrison is just the right person to show us how the next generation can navigate cyberspace and thrive in doing so’


— The Rt Hon Baroness Nicky Morgan


‘In the fourth industrial revolution, it is vital our children develop the character and human strengths that will enable them to flourish online. This book makes a compelling case for why character matters, as well as clearly showing how parents and teachers can help their children to use digital technologies wisely’


— Sir Anthony Seldon


‘As a parent, I know how important it is to help young people flourish in the increasingly digital world in which they’re growing up. In his new book, Tom Harrison shows us how the theory of character development – which can be traced back to the ancients – is more relevant to this task than ever. The book provides a practical guide for parents and young people on how to develop the wisdom and skills needed to navigate the internet, with all the opportunities and risks it provides. I highly recommend this book to all parents and teachers’


— Lord O’Shaughnessy


‘While guides to keeping children safe on the internet abound, children deserve more – they deserve to flourish in the online spaces that form part of everyday life in the twenty-first century. Tom Harrison’s THRIVE is a much-needed guide for parents, teachers and others seeking to help children cultivate the habits, virtues and practical judgment needed to live wisely and well in digital environments’


— Professor Shannon Vallor, Baillie Gifford Chair in the Ethics of Data and Artificial Intelligence


‘THRIVE seamlessly weaves together timely insights from research on digital life, timeless ethical principles and actionable advice to help parents guide their children on the path to cyber-wisdom and, ultimately, to thrive. Tom Harrison draws from his own experiences raising children in a connected world and his deep expertise in virtue ethics and character education to create a compelling “how to” guide for parents’


— Dr Carrie James, Principal Investigator at Project Zero, Harvard Graduate School of Education


‘THRIVE demonstrates the need for parents and teachers to take an active part in helping children to develop into good “cyber-citizens”. The Internet offers temptations to a new generation that their parents and teachers may not have encountered. This sentence stayed with me: “Many children I interviewed said they had been involved with saying nasty things to others online because their friends encouraged them to.” That’s how easy it can be. Fortunately, Dr Harrison’s work offers us strong and positive ways to “reclaim the language of virtue”’


— Naomi Stadlen, author of What Mothers Learn


‘THRIVE is practical, realistic and sound. Tom Harrison’s ideas resonate with my own experiences as a mother and educator of adolescents, and his parenting tools will be as effective in everyday life as in the digital world. Your child will thank you for reading this’


— Kim McCabe, founder of Rites for Girls and author of From Daughter to Woman


‘Finally, a practical guide that not only tells us why our kids need to learn to become good cyber-citizens, but actually gives us the tools for how to do it! In two easy-toremember acronyms, REACT and THRIVE, Tom empowers parents to enter our children’s cyber worlds with proactivity and positivity rather than fear and negativity. He shows us how we can practically foster the wisdom in our kids that is so necessary in making good decisions in the cyber world on their own. This book is extremely relevant and I highly recommend it for parents and teachers’


— Jessica Joelle Alexander, bestselling author of The Danish Way of Parenting
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Preface



Letting go


I bought my eleven-year-old daughter her first smartphone today; she has entered the cyber-world. It feels like a rite of passage, albeit a very twenty-first-century one. She is using the phone right now in the room next door, and I am nervous and proud. I am nervous because I used to worry about where she was when she left the house; now I worry about where she might be when she is in her bedroom. But I am also proud. Proud that I have a daughter whom I trust enough to hand such a powerful tool to. I know that the time is right for my daughter to have the phone. I trust her. Yet, I am still nervous.


This is what this book is about. It is my attempt, as a parent, to calm my nerves, through knowledge and understanding about the world my daughter is entering. Several years ago, I completed a PhD on the influence of the Internet on eleven- to fourteen-year-olds. As an academic, I have continued to research the field.1 By most people’s reckoning, this makes me an expert on the subject. Yet before I started this book, I felt like I knew nothing. This is because, although I had interviewed hundreds of children and read the work of the foremost experts in the field, my knowledge felt overly theoretical. I was good at telling other people what to do, but this was different. This time it is my daughter who has a phone; it feels more personal and more real. I need to arm myself with solid, hard, practical advice.


I don’t need to know what to think any more, I need to know what to do.


Reacting and thriving


This desire for practical advice was the start of the journey of writing this book. It felt like a familiar journey as I retraced many of the steps I had previously taken in my research. This background provided the theoretical foundations for the arguments that I make. As I went back over this ground, I looked at my own and other people’s research differently, through the eyes of a parent rather than an academic. I wanted to understand what the words on the page meant in the real worlds of my children and their friends.


I gathered evidence, ideas, theories and practical advice, and have combined them into two models. These models that you will be introduced to, REACT and THRIVE, are underpinned by the theory that I started developing during my early research. I have been honing these models ever since. It is the use of character education as the underpinning theory for these practical models that marks this book out from most others.


The book is ultimately about my role and responsibilities as a parent and what I need to do to help my daughter and son to live flourishing lives in their cyber-worlds. It is to help me to help them become wiser cyber-citizens.


I hope that you can also learn something from my journey.


The journey from rules for surviving to character for thriving


From the outset I want to sketch out briefly the core argument upon which this book rests. I am doing this for three reasons. First, you need to know this to make sense of everything that follows. Second, it is this core argument that makes this book different from others that have come before. Third, I hope you will be convinced about the approach I set out and want to read on and find out how to put the theory into practice.


What I am proposing is that the key to educating for cyberwisdom and cyber-citizenship today lies in ancient wisdom, in a theory of character development that is more than two thousand years old. It might sound far-fetched, but the following arguments will convince you it is not.


Moral theories explain why acting in certain ways is right or wrong. In the West there are three major moral theories that shape pretty much our entire understanding of ethics and morality: deontology, utilitarianism and virtue ethics. For hundreds of years the first two of these have been in the ascendency.


Deontological philosophy is based on the moral principle that it is one’s duty to follow rules and guidelines. This philosophy is most commonly associated with the philosopher Immanuel Kant.2 If I was to follow a deontological strategy to manage my children’s use of the Internet, I would restrict their access to their smartphones or tell them what games they can or cannot play. If we think of moral motivation in terms of carrots and sticks, this approach is the sticks.


Utilitarian philosophy is based on the principle that the ‘right thing to do’ is the action that brings the greatest happiness for the greatest number of people. It is a philosophy most commonly associated with Jeremy Bentham and John Stuart Mill.3 If I was to follow a utilitarian strategy to manage my children’s use of the Internet, I would focus their attention on their digital actions and try to get them to weigh up what the consequences of them might be. I might do this by showing them stories about young people who committed suicide after being cyber-bullied or by encouraging my children to think about what they write online and how this might be interpreted now and in the future. I could also try to implement a reward system to encourage my children to interact with their smartphones in the way I want them to. The approach is more about using carrots than sticks.


In dealing with issues such as sexting, trolling, cyber-bullying and other similar concerns, many of us turn to deontological or utilitarian strategies, or both. They can provide effective tools to manage Internet use. Although useful, they are insufficient on their own. This is because they don’t seek to help our children self-manage their own Internet use. One day they are going to have to do this on their own – when we are not there to uphold rules or show them the possible consequences of their actions.


We have to prepare our children for the time when they have to go it alone.


There is another problem.


The freedom and affordances the Internet offers our children make it challenging to implement rules- and consequence-based strategies. This is because in the cyber-worlds that our children inhabit, rules are hard to establish and uphold, and consequences are difficult to predict. Rules may work in the classroom, but they are much harder to enforce in the chatroom. Parents can help their children see the consequences of how they communicate face to face with their siblings or friends, but they find it harder to help their children understand that a message or picture they send online could be hurtful. This is why children might behave differently online: they might bully online, but not face to face; they might plagiarise from a website, but not from a book; they might download an album illegally online, but not steal a CD from a shop.4


There is a third problem.


To be able to successfully adopt a rules- or consequence-based approach assumes we know what the future holds. With technology changing so rapidly, no one knows what is to come – so how can we make rules that will work in the future or predict consequences accurately? We don’t know where robotics, AI, the Internet of Things, bioengineered humans and a great many other technological innovations on the horizon will take us. We don’t know what effect they will have on society and humans. Some have tried to predict the effects. For example, before his death Stephen Hawking said that unrestricted AI could end the human race. But none of us can truly know the moral issues that technologies require us to grapple with in the future.


When rules- and consequence-based strategies are not working, we need to look for another way.


The third way


The moral theory that best equips us to deal with an uncertain future is virtue ethics. Virtue ethics is a theory that originates in the ancient Greek philosophy of Aristotle. His argument was that if we want to help people to do the right thing, then we have to educate them in character and virtue.


I apply the basics of a virtue-ethical argument in this book as follows:


We can try to apply rules and consequence-based educational strategies to help our children survive in the cyber-world. We need to apply character-based educational strategies if we want them to thrive.


This means we need to help our children cultivate character and cyberwisdom – the human qualities associated with cyber-flourishing. In this book I will show you what this means and how to do this.


Why character matters


The educational approach I will outline in this book does not reject carrots-and-sticks parenting methods outright, but seeks to bolster them with an unrelenting focus on the cultivation of qualities in our children that help them to understand what the ‘right’ action is in any given online interaction.


It is not always obvious what the ‘right’ thing to do is in the many online situations our children face. This is why we need our children to develop qualities such as compassion, honesty, integrity and many others, but also, and most importantly, cyber-wisdom. I define cyberwisdom5 as: doing the right thing for the right reasons when online. This is a quality that children can apply in any given situation.


Character and cyber-wisdom take time to develop. We can help our children cultivate these essential human qualities over time, through experimentation; through getting things wrong and learning from them; through getting things right and celebrating them; through love, understanding and support; through encouraging personal reflection that ensures a maturing critical discernment.


The aim is that through thoughtful parenting the essential character qualities required to flourish online eventually become habits.


Character: a reawakening


Character is undergoing a resurgence. Individuals and organisations from all walks of life are (re)awakening to the power and importance of character. Here are a few examples:


• Since 2019 all schools in England have been inspected on their character-education provision. Schools can’t get a good or outstanding rating on the new Ofsted framework unless they show how they are developing the character of their students. This was not the case previously.6


• Businesses have turned to theories of character since the financial crash in 2008. Although codes of conduct existed before the crash, they did not stop some bankers playing fast and loose with our money. Some people working in the financial sector were found to lack the character virtues of honesty and integrity, among others. In response, virtue ethics and character are becoming central to discussions about how to manage the ethical conduct of professionals.


• One of the reasons Gareth Southgate says the England football team got to the semi-finals of the 2018 World Cup was because of their individual and team character. He says England had skilful players in the past, but now England has skilful players who are able to show the character qualities required to play as a team.7 It is not uncommon to hear managers and coaches talk about the importance of character in sport. For example, Jurgen Klopp – the boss of Liverpool FC – argues, ‘In the Premier League, tell me one player who is not skilled. You mix that with the right character and now we can start talking about the right things.’8


• There is growing evidence, largely from the discipline of positive psychology, of the link between character and mental health. Evidence shows that the development of character strengths such as resilience, gratitude, courage, temperance and many others improves mental health. These discoveries are forming the foundation of virtue-based psychotherapeutic interventions. This is an interesting movement given that many children and young people today suffer from poor mental health, and some of this rise has been blamed on new technologies.9


• In a government-commissioned report about how to respond to the riots in England in 2011, character education was the main recommendation. Today, the Department for Education has a specialist team working on character and it is seen as one of the Department’s priority areas. They make links between character education and other educational concerns such as attainment, wellbeing, mental health and employment.


• During the worldwide protests that sought to address systemic racism following the death of George Floyd at the hands of police, there were renewed calls for people to be judged on the content of their character rather than the colour of their skin.10 The calls echo the words spoken by Martin Luther King Jr in his famous ‘I Have a Dream' speech. Martin Luther King Jr believed, ‘Intelligence plus character, that is the true goal of education.’11


I could give you plenty of other examples that demonstrate the resurgence of character in policy, education, business, parenting and elsewhere. We are waking up to the importance of character for individual and wider societal flourishing. We are reconsidering the merits of virtue ethics as a philosophy.


This is the first practical book in the UK to show parents and teachers how to apply virtue-ethical theory to help their children truly flourish online.


Structure of the book


This book is intended to be practical, but is grounded in theory and research. You will notice some sections of the book describe in detail the character-based theoretical underpinning that my arguments rest upon. This is deliberate, as I want you to understand what a characterbased approach to developing and honing cyber-wisdom looks like. I also think these more theoretical sections serve a practical purpose. Good theory should do a number of things. It should bring you confidence in my approach, it should inform you about recommended actions and it should inspire you to take them. Of course, no one ever lives up to pure ideal theory – we are all too human and life is too messy for that. However, I believe the more theoretical sections of the book should provide you with some pointers for better parenting.


The book is also full of practical advice. You will learn that character is both caught and taught – and on balance mostly caught. To develop desirable character qualities including cyber-wisdom in your children, you can’t follow a taught course. It is more about being aware of how you display character day to day and making adjustments if necessary. This is why the bulk of the book describes the types of parents and educators we need to be or become, as well as the qualities our children must develop and hone.


At the end of the book I provide an educational framework and suggested teaching activities for developing cyber-wisdom. Running these activities with your children will not guarantee to make them cyber-wise, but the activities will provide them with some important knowledge and tools that will enable them to move towards developing this quality independently and critically.


The book covers the following:


Part One makes the case for why we should care about how we educate our children in the age of the Internet and explains my approach, supported by evidence, to show what we have to do.


Part Two details the five components of the REACT model – the qualities that we adults must attend to. The components are: be a rule-maker, be an exemplar, be an advisor, be a character champion and focus on developing the qualities of the THRIVE model in children.


Part Three details the six components of the THRIVE model – the qualities our children must develop if they are to flourish online. These components are: be thoughtful, be human, be reasonABLE, have integrity, be virtuous and be an exemplar.


Part Four explains how cyber-wisdom can be developed through character education. It explains what character education is, details some of the key pedagogical approaches and finishes with a framework and associated activities for educating cyber-wisdom.


Being human


I am finishing up writing this book in the middle of the coronavirus global pandemic lockdown. When the crisis is over, I can see us looking back at the Internet as the technology that saved thousands of lives and reduced the impact on the economy. It has allowed scientists and doctors around the world to collaborate more easily as they search for a vaccine. It has enabled many people to continue working at home. It has helped many parents to continue to provide an education for their children when the schools closed. It has provided us with ways to connect with friends and family when we can’t meet up with them. It has been a way that people can reach out to those in their community to ask for help getting food and medicines. It has been a much-needed source of entertainment. In many ways it has been an unsung hero during the pandemic.


The crisis has shown that when people with good character and wisdom use the Internet, it can truly enhance human flourishing around the globe.


As the outbreak spreads, I am reminded about the many positives of the Internet. Others have complained that too much that is written about the effects of the Internet on children is negative. I largely agree, but I also understand why. I am concerned about what my smartphone is doing to myself, let alone my children. I think it is therefore best to be positive and realistic – to see the opportunities and the risks.


To be positive and realistic requires a delicate balance. I don’t want this book to contribute to a moral panic around cybertechnologies. Moral panics don’t help us parent, as they are not subtle, nuanced or representative of the day-to-day experiences of most of us. They tend to frame everything in the negative and don’t look closely at what is really going on. They start with a premise that, because a technology exists, a certain outcome is inevitable. This argument, for me, is overly deterministic. It denies the fact that we humans make and use the technologies. It is in our gift how we behave collectively to one another when we are online.


Writing this book has hopefully made me a better parent in the digital age.


I hope that it also helps you in some of the same ways.










Part One



Flourishing Online










1



Taking Back Control of Our Cyber-worlds


Losing control


I like order. I like knowing what is going on and what is going to happen. Cyber-technologies are marketed on the premise they help us to maintain order in our hectic lives: they ping us when we are late for a meeting; talk to us as we leave the house to remind us we need an umbrella; choose songs to play that they know (or think they know) we will like; allow us to work any place, anytime; tell us where our children are. They provide an illusion that they make our lives easier. The Big Tech marketing people would rather we did not question this illusion. They do not want us to ask if the Internet has actually made our lives more complex, more chaotic.


By falling for the illusion that the Internet can make our lives more ordered, we are also losing control. This is the concern I have.


This is not science fiction, this is not about AI or the robots taking over. Many books and films have already covered this in more or less dramatic ways. My concern feels more pernicious and perhaps less tangible. It is linked to a fear of individuals leading unhappy lives and societies languishing. My concern is that we are surrendering to cybertechnologies, losing our minds and our hearts to them.


We are sleepwalking into this situation. We have stopped thinking as we have forgotten our own humanity, our own agency – we are becoming technologically deterministic.


Who is in charge, technology or us?


The term technology determinism is used in various ways to describe how technologies forcibly shape people and societies. Extreme advocates of this view argue that we are powerless in the wake of technological progress, since by its very design it dictates users’ behaviours and consequently diminishes human agency. This viewpoint is summed up by a belief that the machines are taking over and we are powerless to stop them.


I am not proposing anything so dramatic here. My concern, addressed in this book, is more prosaic, more mundane, but perhaps no less frightening. I believe that grand theories that pitch digital technologies against humans are unhelpful. We should not be tricked into a trap of describing emerging technologies in essentialist or absolute terms. Just because x exists, y does not have to happen. Just because my daughter has a mobile phone does not mean she will become a troll, a bully or start ‘stealing’ online content. This is a line of argument that is behind some of the more sensationalist media stories.


Technology is, after all, only as good (or bad) as the people who make or use it.


We hear that social media causes trolling, email makes us more stressed, that video games are addictive. Although all these things might be true to some extent, they do not have to be true. Social media could also increase goodwill, sharing and charitable giving; email could make friendly and kind exchanges more likely; and playing video games could increase our social and emotional skills. The same technologies with different outcomes.


There are features of new technologies that make us use them in ways that are sometimes unhelpful to ourselves and others.1 But these very same features also mean we can connect and reach out to people for positive reasons, undertake actions that change lives and use the Internet to make a transformative difference.


The key point is that can we choose how we use the Internet. We can choose how to behave in the cyber-world just as we choose how to behave in the ‘real’ world. We make the technologies and we should be in control of how we use them – even if this is not easy and requires a great deal of self-discipline. This means it is our values, our character and our wisdom that ultimately matter.


We need to remind ourselves of this fact and communicate it to our children.


Leaving it to others


Why have so many of us seemingly forgotten that we are in control?


I think it is partly because we are not strong enough to resist the pull of the technologies and partly because we hope others will make the difficult decisions for us. On both counts we have stopped thinking.


It is easier for us to hope that the government or the makers of digital technologies will do the hard thinking for us. Our blind hope is that governments will step in to help us when needed or that technology companies have our best interests at heart. We trust them to regulate in our interests. This is largely a fantasy.


Big Tech will fight hard not to be regulated by governments; their business models depend on it. Most will do anything they can to maintain their freedom so that they can grow and, in doing so, gain ever-increasing amounts of our attention, which then translates into profits. Famously, the original Google slogan was ‘Don’t be evil’,2 but they did little in the way of active self-regulation to realise this vision. Mark Zuckerberg, the founder of Facebook, has stated on numerous occasions that he wants his platform to be a force for good. Although Facebook has been a tool used for good by many, it has also been used for purposes most of us would consider immoral. For example, Instagram (owned by Facebook) has been unable to identify and take down all self-harm content after it pledged to do so following the suicide of Molly Russell, a fourteen-year-old British schoolgirl, in 2017. Facebook has not exactly been rushing to take responsibility for this, although it does feel, most likely due to market forces, that things are starting to change. For example, between April and September 2019 the company removed 1.7 million images relating to suicide and self-harm.3


The billion-dollar question is – is it too late to turn around the tanker?4


A cynic might say that Facebook now claims it wants to regulate itself – something most companies would actively try to resist – as it realises it might start losing customers if it doesn’t. Governments are starting to make louder noises about regulation. Again, although this sounds good, it is largely in the realm of fantasy. To date, governments have been found to be relatively powerless when it comes to bringing in meaningful regulation. For example, in 2019 the UK government had to drop its plans to implement the so-called porn block. The porn block was intended to make all under-eighteen-year-olds prove they were old enough before they could access websites with adult content. The Department of Culture, Media and Sport (DCMS) could not, due to practical reasons and lobbying from some companies, make the block work.


There are signs that the situation is changing, that governments are trying to get tougher and impose more rules on tech companies. For example, in 2019 the UK government carried out a consultation into online harms, which received 2,500 responses. One result of this consultation is that the regulator Ofcom will be given new powers to ensure social media companies protect people from harmful content, including violence, bullying, terrorism and child abuse. It has been suggested that companies will be liable for hefty fines if they don’t take steps to protect children. This follows similar moves in other countries. For example, the NetzDG Law in Germany states that social media platforms with more than two million registered German users have to review and remove illegal content within twenty-four hours of it being posted or face fines that could be in the millions of Euros. Likewise, in Australia the Sharing of Abhorrent Violent Material Act introduced criminal penalties for social media companies that don’t take steps to protect people from harmful content. The penalties include possible jail sentences for tech executives of up to three years and financial penalties worth up to 10 per cent of a company’s global turnover.


The new rules in Germany and Australia have been heavily challenged on a number of intellectual grounds, including that they impinge on freedom of speech. But they are also hard to impose – history shows us that when one seemingly undesirable Internet-enabled app is knocked down, another similar one emerges. It’s like playing whack-a-mole.


I argue that we should support governments in their efforts to regulate tech companies in the interests of reducing social harms. We should also campaign for tech companies to take self-regulation more seriously and ensure any new digital innovations are ethically sound. But we have to be realistic. The Internet is simply too vast, too complex and crosses too many borders for any one government or company to properly regulate it. Governments, just like parents, find it hard to manage the Internet through rule-based strategies alone.


For now, we need to look elsewhere. We need to see what we can do to take back control.


Taking back control


It is easy to blame governments and the makers of technology as they struggle to police the Internet. But how often to do we really turn the lens onto ourselves? I often forget, as I get distracted by my smartphone, that I bought the technology. I choose what apps to download, I decide how and when I use them – I am, ultimately, in control. When I recognise this, I start on the path to wisdom. I understand that I have the power to make rational and critical decisions. I understand that I must trust my better judgements.


This is good news. This means I don’t have to wait for Big Tech or governments to get started on making my cyber-world a place I want to live in. Governments and Big Tech companies still have a great deal of responsibility to do their bit – this book is not about letting them off. I just don’t have to wait for them to get their acts together.


I am not making a call for less use of cyber-technology; I am making a call for wiser use of cyber-technology.


It is a call for us to ensure that technology, like the Internet, is used to further the common good, or, at the least, not to undermine it. This means not waiting for others to regulate on our behalf, but for us to self-regulate. Self-regulation requires us to harness the power and possibilities of our characters and to champion the power and possibilities of our children’s characters. This is how we will take back control from technology.


I am writing this book as a remedy for my own difficult relationship with cyber-technologies. I am writing it for my children. I am writing it because I believe in human nature and the power of character. I am writing it to show how through dedicated parenting and teaching we can help our children to flourish in the cyber-world. To flourish is to possess qualities that allow us to grow mentally, physically, socially and emotionally. To flourish is to possess the character virtues and practical wisdom that allow us to shape our cyber-worlds for the better.


Since the days of Aristotle, people have been thinking and writing about the importance of character for human flourishing. This book draws on these age-old theories and shows how they are perhaps more important than ever. More surprisingly, they are also just as applicable.


Activity: Rules, consequences or character – where do you stand?


Respond to the statements below concerning your attitudes to rules, consequences and character in the cyber-world.
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If you answered mostly agree or somewhat agree to these questions in all the sections, then you believe that character is important. You also recognise the limitations of consequence- and rules-based strategies for ensuring cyber-flourishing in the digital age.


If you answered somewhat disagree or disagree to most of the questions, you are more confident that rules- and consequence-based strategies, designed to enhance cyber-flourishing, can work.


CHAPTER 1: KEY MESSAGES


• We must try not to be technologically deterministic and to understand instead that bad things don’t have to happen just because the Internet exists.


• This means we must focus on making better humans, not just on making better technologies. It’s not about less technology but about wiser use of technology.


• We should call on governments and tech companies to (self-) regulate in the interests of making the cyber-world a better place to live, but we can’t rely on them to do so. Our character and our wisdom therefore really matter.
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Parenting in the Cyber-age


The cyber-age


‘Vague but exciting’ is how Sir Tim Berners-Lee’s proposal for what was to become the World Wide Web was described by his boss in 1989. Today, more than half the world is online and connected to everyone else online though this web. The technology has spread more rapidly than any other in history. Perhaps unsurprisingly for such a new thing, the language we use to describe the Internet has not kept up with the pace at which the technology has developed. This language is inconsistent and changeable, creating something of a semantic minefield for those who write about it. Books, papers and media articles use different terms largely interchangeably. The Internet is variously known as ‘cyberspace’, ‘the net’, ‘the web’ and other such terms. Names have come and gone; for example, not that long ago the information superhighway was a popular term.


This is not a book for those looking for a deep investigation into definitions and concepts. However, I do need to say something about the terms I use in the book, as they will both help clarify what I am talking about and make my core argument. I will primarily use the term cyber in this book to describe the Internet and its associated technologies, and software.


Cyber: To successfully navigate the Internet’s moral terrain


It was in the 1990s that the use of the term ‘cyber’1 came back into fashion. It was primarily used as a prefix; think how popular words like cyberspace are today. The term ‘cyber’ also has an older history, which is of particular importance for the argument I am making. It is this older history that is the reason I have chosen to use the term ‘cyber’, rather than, say, ‘digital’. The choice of the term ‘cyber’ might seem odd given that it is often associated with negative connotations such as cyber-war and cyber-bullying. I want to reclaim the word. I want to do this by going back to its etymology.


Two thousand years ago, the term kybernetes meant ‘helmsman’ in Greek. This translation fits neatly with the core argument made in this book. The Internet exists and is unlikely to go away in the near future. What matters is how our children, indeed all of us, steer our way through it. We need to see ourselves as the helmsmen of the Internet – in charge of how we use it and in charge of its direction. The mouse, trackpad, keypad and touchscreen might be considered tillers, which we must use to steer through calm and stormy waters. What should we use to navigate with? We need a compass, or to be more precise, a moral compass. Those with a moral compass possess character; they know what the right course of action is in any given situation. They know the right way to go.


Debates on whether our children are born moral or not are farreaching. One thing we can be sure of is that they are not born knowing how to use their moral compass to steer their way through their cyberworlds. Our role is not to steer the ship for them, but to teach them how to use their compass more wisely. Perhaps in making this assertion I am assuming too much. Do we, as adults, know how to successfully navigate the ethical contours of the Internet?


This is an important point, as navigating the Internet is not easy because the multiple paths it offers are not familiar. This means we have to start by educating ourselves. We need to think about how we steer our way through our cyber-worlds and what we are modelling for our children. This is a point that I will come back to throughout the book – that our children’s cyber-wisdom starts with our own cyber-wisdom, which is predicated on us having at least a basic cyber-literacy. We know what we are talking about and can share knowledge with our children because we share a common language.


The point, for now, is that the etymology of the word cyber helps us to think in terms of navigation and about how we have the freedom to choose how we travel in the cyber-world. The implication is that our combined educational efforts need to be directed at becoming better helmsmen by cultivating cyber-wisdom. The advice contained in this book will help all of us steer through the familiar as well as the less familiar, choppy and sometimes disorienting waters of the cyber-world.


How I use the term cyber in this book


‘Cyber’ is a word that reminds us we are in charge of how we use Internet-enabled technology. ‘Cyber’ can therefore be used as a useful prefix for four concepts that are central to the main arguments of this book, and I use them throughout. They are:


Cyber-world


For the purposes of this book, the cyber-world might be thought of as a world within a world. If we can separate the online world from the ‘real’ world, we can look closely at how the invention of the Internet has made particular demands on our children’s character.


I acknowledge that this separation is not absolute, as the cyberworld and real world are one and the same. We should not be allowing our children to think that it is acceptable to behave differently in each world and that immoral behaviour is more permissible online than it is elsewhere. It is dangerous to think that what happens in the cyberworld has no crossover into the real world. It does in at least two ways. First, what happens online often spills over to the ‘real’ world. Think of an argument on social media that carries on in the classroom. Second, our children develop qualities in the ‘real’ world that they should show in the cyber-world and, importantly, vice versa. Playing games online, interacting on social media and other online activities can build character in the same way as volunteering and playing sport.


So, when I use the term cyber-world, my intention is not to divorce it from the ‘real’ world. The cyber-world exists within the wider world.


Cyber-wisdom


As you will probably understand by now, character and character education are at the heart of this book. What is the most important quality of character? For me, it is wisdom.


Wisdom is the decisions and judgements we make about how to apply our character in specific situations and contexts – what might also be called digital good sense. Cyber-wisdom is good sense enacted in the cyber-world. True cyber-wisdom is the expression of autonomous decision making and virtuous action. It is, as I will explain throughout this book, about making the right decision at the right time.


Cyber-wisdom can be learnt but it can’t be taught – at least not through instruction. We cannot make our children be cyber-wise. We can show them exemplars of cyber-wisdom and we can point out when we think they have demonstrated cyber-wisdom (or not), but we cannot force them to possess this quality just by telling them to.


Cyber-wisdom is developed over a lifetime. It is developed through experience. No one can ever be fully cyber-wise, as the invention of new technologies will demand that we all learn how to use them with critical discernment and in a way that contributes to our own and others’ flourishing. No one is born cyber-wise; it is honed over time and with conscious and continuous hard work.


Cyber-virtues


Apart from cyber-wisdom, which might be best considered a metavirtue, there are other virtues that are particularly important for children to develop if they are to flourish online. A quick note here about the term virtue. I use it because the ancient moral theory of virtue ethics is at the foundation of this book. It is, I acknowledge, a term that has somewhat gone out of fashion. Virtues, for me, are modern-day human qualities that all of us must develop if we are to get on with each other. If you don’t like the term virtue please substitute it with something like human quality, strength, disposition or trait.


My research shows honesty and compassion are the most pertinent virtues for children living with digital technologies, as they relate to their most pressing online moral concerns. There are growing concerns about whether we can trust the content we access online – so-called fake news. Also, concerns about the rise of online plagiarism and piracy are chiefly about honesty. The virtue of compassion is linked to some of the most persistent moral concerns for most parents, teachers and children today, such as cyber-bullying, trolling and sexting. Other cyber-virtues are also important for successful online living and these include courage, humility, gratitude, integrity, service, justice, resilience and many others. Cyber-virtues are explored in more detail when I explain the components of the REACT and THRIVE models. For now, you just need to know that the cultivation and honing of cybervirtues is one of the key areas that I believe education must focus on.


Cyber-flourishing


Cyber-flourishing should be the goal that we aim towards, for ourselves, our children and, more broadly, the society we live in. It is the aim to live well in a cyber-world worth living in.


Flourishing is not about hedonistic pleasure or simply having fun. It is something more authentic, deep and sustaining. It is the sense of wellbeing, harmony and genuine happiness we experience when we feel that we are contributing positively to our (cyber-) world.


The more people who possess cyber-wisdom and cyber-virtues, the more likely that global cyber-flourishing will become a reality.


What cyber-technologies am I talking about in this book?


The terminology we use to describe the Internet and its associated technologies is changeable and not very specific. For this reason, I want to be clear what technologies I am talking about in this book.


It is useful to think in terms of cyber-hardware and cybersoftware. Most cyber-hardware technologies, such as tablets, smartphones, laptops and televisions, are digital. Digital, in its most literal form, means how 1s and 0s are used by technology to communicate with other technology and aid how we communicate. Although the Internet has many uses, it is this form of digital communication that has probably been the most revolutionary, and it plays a large role in this book.


While a tablet might be used by a toddler to watch television, this is not my primary concern. Watching television, at least for now, might be considered a largely passive and unidirectional activity. When the same tablet is used for communication with others, it becomes a tool for interaction. It is when we interact with others that we are most often called upon to show our true character and make wise decisions. It requires us to engage, think and react well. My aim is to show how we can help our children interact more successfully when using connected cyber-hardware – devices such as smartphones, tablets, laptops and networked gaming systems.


If cyber-hardware is the gadget, the tools we can physically touch, cyber-software is what makes it all work. This book is actually not so much about the hardware our children use, but the way they use it.


We can’t touch or hold software applications, but they are more powerful than the hardware itself. In its simplest form, software might be considered a whole bunch of code that tells the hardware what to do. Examples of cyber-software include email, social media, instant messaging, video messaging, games and many others. Some of the features of these digital communication technologies are:


• they afford users the opportunity for instant communication in written, visual or auditory forms;


• they can connect users to one or many people;
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