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This textbook has been written to provide the knowledge, understanding and practical skills required by those studying the A Level content (Topics 12–21) of the Cambridge International AS & A Level Information Technology 9626 syllabus for examination from 2025. Students studying A Level will need to be familiar with the AS Level content (Topics 1–11) covered in Hodder Education’s Cambridge International AS Level Information Technology.H
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This textbook, endorsed by Cambridge International Education, has been designed to make your study of Information Technology as successful and rewardingaspossible.OrganisationThe book comprises 10 chapters, the titles of which correspond exactly with the topics in the syllabus. Each chapter is broken down into sections. While these sections largely reflect the subtopics in the syllabus, the order of the subtopics in a few chapters has been changed from that in the syllabus to make for a more logical approach to the content.FeaturesEach chapter contains a number of features designed to help you effectively navigate the syllabus content.At the start of each chapter, there is a blue box that provides a summary of the content to be covered in that topic.There is also a box that lists the knowledge you should have before beginning to studythechapter.Each chapter includes Activities to allow you to check your understanding of the concepts covered and practise the skills demonstrated in the text.In this chapter you will learn:★thetypesofnewandemergingtechnologies★theimpactsofthenewandemergingtechnologies.Before starting this chapter, you should:★befamiliarwiththeterms:project,collaborativeworking,schedulingandreview.Activity12b1Describeadistributedledgerdatabase.2Describethecontentsofablockchaincreatedduringadigitalcurrencytransaction.
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IntroduCtIonviThe practical chapters also contain Tasks. The text demonstrates the techniques used to carry out the tasks. It provides easy-to-follow step-by-step instructions, so that practical skills are developed alongside knowledge and understanding.Finally, each chapter ends with Practice questions. These questions and their answers have been written by the author and the answers can be found at: www.hoddereducation.co.uk/cambridgeextras.Practicequestions1Layersareusedwhencreatingacomputergraphic.aExplainwhylayersareused.(4)bExplainwhylayersareusuallymergedinthefinalimage.(3)2aDescribehowrulers,gridsandguidelinescanassistintheplacingofobjectswhencreatingdigitalimages.(6)bDescribethedifferencesbetweentheeffectsonanimageofcropandcutout.(4)3Colourwheelsareusedingraphicimagecreationasanaidtochoosingcolours.aWhatisacolourwheel?(2)bDescribetwolimitationsofusingcolourwheels.(2)4Whyarecolour-managementsystems(CMS)needed?(6)TextcoloursSome words or phrases within the text are printed in red. Definitions of these terms can be found in the glossary at the back of the book. In the practical section, words that appear in blue indicate an action or location found within the software package, for example ‘Select the Home tab.’ Words that appear in green indicate spreadsheet functions or formulas, for instance ‘Pivot charts are created from the Insert, Pivot chart menuoptions.’Problem-solvingWhen there are practical tasks that require problems to be solved, it is important to use your knowledge, logic and imagination. Firstly, it is necessary to understand the task so the problem can be identified. At A Level, you are expected to use your knowledge and practical skills, find the most efficient techniques and methods and then complete the practical tasks. The process of problem-solving in this context involves identifying and understanding the problem, gathering knowledge and using skills so the solution can be created, choosing the best method of creating the solution, and finally testing and reviewing the solution. By carefully following the instructions in the tasks and applying your knowledge and skills, you should be able to produce the required solution to the given problem and complete the tasks. Task18jTheselectionofrecipientsforaninvitationtoaconferencecouldbemadeonthebasisofwheretherecipientlives.Createaspreadsheetwiththenamesoftendifferentrecipients,fiveofwhomliveinonecountry,twoinadifferentcountry,twoinanotherdifferentcountryandoneinanother.Createamasterdocumentofaninvitationwithmail-mergefieldsthatselectstherecipientdependingontheircountry.
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The information in this section is taken from the Cambridge International Education syllabus. You should always refer to the appropriate syllabus document for the year of your examination to confirm the details and for more information. The syllabus document is available on the Cambridge International Education website at www.cambridgeinternational.org.For the A Level part of the course, you will take two examination papers:Paper 3 Advanced Theory (1 hour 45 minutes)Paper 4 Advanced Practical (2 hours 30 minutes)The Advanced Practical examination is based on Topics 17–21 of the subject content but may include practical tasks from AS Level Topics 8–10. Tasks are set in a problem-solving context. Students are expected to use the skills gained from studying the AS Level Topics 8–10 and apply them when solving the A Level practicaltasks.CommandwordsThe table below, taken from the syllabus, includes command words used in the assessment for this syllabus. The use of the command word will relate to the subject context. Make sure you are familiar with these.CommandwordWhat it meansAnalyseExamine in detail to show meaning, identify elements and the relationshipbetweenthemAssessMake an informed judgementCompareIdentify/comment on similarities and/or differencesContrastIdentify/commentondifferencesDefineGive precise meaningDescribeState the points of a topic/give characteristics and main featuresDiscussWrite about issue(s) or topic(s) in depth in a structured wayEvaluateJudge or calculate the quality, importance, amount or value of somethingExplainSet out purposes or reasons/make the relationships between things clear/say why and/or how and support with relevant evidenceIdentifyName/select/recogniseJustifySupport a case with evidence/argumentStateExpress in clear termsSuggestApply knowledge and understanding to situations where there are a range of valid responses in order to make proposals/put forward considerations










[image: background image]


IntroductIonviiiN

o

t

e

s f

o

r t

e

a

c

h

e

r

s

KeyconceptsThese are the essential ideas that help students to develop a deep understanding of the subject and to make links between the different topics. Although teachers are likely to have these in mind at all times when they are teaching the syllabus, the following icons are included in the textbook at points where the key concepts relate to the text.HardwareandsoftwareHardware and software interact with each other in an IT system. It is important to understand how these work and how they work together with each other, and with us in our environment.NetworksComputer systems can be connected together to form networks allowing them to share data and resources. The central role networks play in the internet, mobile and wireless applications and cloud computing has rapidly increased the demandfornetworkcapacityandperformance.TheinternetThe internet is a global communications network. It uses standardised communications protocols to allow computers worldwide to connect and share information in many different forms. The impact of the internet on our lives is profound. While the services the internet supports can provide huge benefits to society, they have also introduced issues, for example security of data.SystemlifecycleInformation systems are developed within a planned cycle of stages. They cover the initial development of the system through to its scheduled updating or redevelopment.NewtechnologiesAs the information industry changes so rapidly, it is important to keep track of new and emerging technologies and consider how they might affect everyday life.
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Currency is money that can be exchanged for goods or services. Traditional currency is made up of physical coins and banknotes. The amount of physical money in circulation at any one time is controlled by the banks or financial institutions that issue the currency. Banks now hold a great deal of money in digital form on their computers, and not as physical currency in vaults. The economy of a country uses both physical and digital currency for the exchange of goods and services.A digitalcurrency is money that is not in a physical form (such as banknotes and coins) but is recorded electronically. It is also called electronic currency and can be used to buy services and physical items. Digital currency can be used within communities, such as in an online game, where it can be traded for virtual items or between members. Digital currency can be stored as an amount or balance on a stored-valuecard (SVC), where the funds are recorded on the card and not in a separate account.Governments in most countries have central control over financial activities, such as those of banks and other financial institutions. The supply of physical and digital currency in the economy can be monitored and adjusted if the government thinks it necessary to do so. This is a centralised banking system. Currencies that are not controlled by a central banking system are called decentralised and are not monitored or administered by a government or regulatorybody.In this chapter you will learn:★whatismeantbydigitalcurrencies,theircharacteristicsanduses,andtheiradvantagesanddisadvantages★theimpactandrisksofdigitalcurrencies★theprocessofdatamining,itsuses,anditsadvantagesanddisadvantages★thetypesofsocialnetworking,andtheirusesandimpacts★theadvantagesanddisadvantagesofthedifferenttypesofsocialnetworking★theimpactofinformationtechnologyonsociety★whatismeantbytechnology-enhancedlearningandhowitisdelivered★theimpactonstudentsandteachersofthedifferentmethodsofdeliveringtechnology-enhancedlearning★theadvantagesandthedisadvantagesofthedifferentmethodsofdeliveringtechnology-enhancedlearning.Before starting this chapter, you should:★befamiliarwiththeterms:currency,bank(creditanddebit)cards,data,information,socialnetworking,computer-basedtrainingandvideoconferencing.
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212 IT In socIeTy12

12.1.1CentralisedbankingsystemsA centralisedbankingsystem regulates and supervises the financial activities in a country or region. It controls the entire money supply, the reserves, interest rates and foreign exchange of the state. Debit and credit card systems are regulated by centralised banking systems but may be issued by many different banks.▲Figure12.1CentralisedbankinganddecentralisedbankingCentralbankdigitalcurrencyCentral bank digital currency (CBDC) is a form of digital currency, also called digitalbasemoney, that is set up by a government and regulated by laws. These currencies are part of the money system and the money supply and can be used as a means of payment and for storing value. They are the responsibility of the central bank of the government that set it up and the bank keeps a record of the amount of money in each account. The value of the currency is backed by the bank’s reserves such as gold and foreign exchange. Blockchains are not used as they are not necessary for keeping the records secure. Each unit of currency in a CBDC system carries a unique serial number, which prevents counterfeiting. The use of central bank digital base money has both the convenience of cryptocurrenciesandtheprotectionfromunpredictablefluctuationsinvalueprovided by traditional centralised banking.CreditcardsA creditcard is issued by a bank to a cardholder. An individual or business, called the ‘merchant’, will accept a credit card payment from the cardholder in return for services or goods and send the details to the merchant’s bank – the acquiring bank. After a period of time, the issuing bank sends a bill to the cardholder requiring payment. Failure by the cardholder to pay the bill (or part of the bill) within  an agreed time period will mean that the bank adds interest to the next bill.The information and money flow between the bank, cardholder and merchant is called the interchange. The transactions that make up a credit card interchange include the cardholder presenting the card to the merchant as payment and the payment being authorised using a signature or a PIN (a Personal Identification Number known only to the user), or neither in the case of contactlesspayments. The transaction is deducted from the buyer’s account and deposited into the bank’s account and eventually ends up in the merchant’s account. In effect, the bank that issued the credit card loans the cardholder the money to  buy goods, until the holder repays the loan. The merchant is paid by the bank so  the merchant does not know, or need to know, if the cardholder can repay the loan to the bank. This differs from the use of debit cards and cryptocurrency because the bank loans the money. No loans are made with debit cards and cryptocurrency.BuyerBuyerBuyerShopStoreCentral BankTraderTraderTraderTraderTrader
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312.1Digitalcurrencies12

DebitcardsWithdebitcards, the amount to be paid to the merchant accepting the debit card for payment is taken from the account of the cardholder with no bank lending the holder any money. If the cardholder does not have sufficient funds available, then the transaction will not proceed. A debit cardholder may not notice it when using the card, but debit card transactions are processed in severaldifferentways.Offline debit card systems are used in the same way as credit cards. There is no network connection from the merchants with the bank or account of the cardholder. The card is presented and authenticated, with a signature not  a PIN, at the point of sale and the amount is taken from the holder’s accountwithin two or three days of the purchase. Offline debit cards are mostly used for paying for goods or services and cannot be used to withdraw or deposit money at ATMs or merchants. Often, a fee is payable by the cardholder when using an offline debit card and there is a maximum daily limit on use.Online debit cards require every transaction to be electronically authorised using a network connection to the issuing bank, which allows the transaction to be processed immediately. The amount of the transaction is taken from the cardholder’s account and transferred into the merchant’s account at the moment of purchase. Authentication is by the cardholder entering a PIN. The merchant must have access to an electronic PIN pad for entry of the cardholder’s PIN and for the transaction to be authorised. This type of debit card processing is far more secure and safe for the merchant and cardholder and is now the norm in many areas of the world. Online debit card systems allow the cardholder to withdraw cash at ATMs and at electronic point-of-sale checkouts at merchants, whereas offline debit card systems do not.An ATM (automatic teller machine) enables users to insert their bank card, enter their PIN and withdraw cash, and also to look at their account balance and sometimes carry out other transactions, for example paying bills. ATMs can be located outside of buildings for use at any time or within restricted areas for moresecurity.Electronic point-of-saleElectronicpoints-of-sale(EPOS) used at checkouts or sales points in stores allow customers to pay using credit or debit cards. These are self-contained computer systems that carry out all of the tasks that an employee might do at a checkout to complete a sale. The amount of money that must be paid by the purchaser is calculated using devices such as barcode scanners, keypads, touchscreens and weighing scales that input data about the items being sold to the customer. At the time of checkout, the total amount to be paid is calculated and displayed to the customer. The customer uses a chip-and-PIN reader or a contactless card reader to pay with a credit or debit card. The amount paid is recorded and transferred digitally via the centralised bankingsystems.Activity12aExplain the main difference between the use of a credit card and a debit card when paying for goods.▲Figure12.2EPOSterminal
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412 IT In socIeTy12

Stored-valuecardsStored-value cards, such as gift cards, travel cards and pre-loaded debit cards, hold a fixed amount of money that can be withdrawn or used to buy goods. The store of value on the card is sometimes referred to as an electronic purse (ePurse) as the cardholder can take out money or add money to the purse. This is not the same as an electronic wallet, which is a web service or software that stores the user’s logins, passwords and credit card details. Stored-value cards do notholdthesedetails.A value or amount of money is added to the card when it is first purchased. Once the amount is spent or used, the card is discarded. Gift cards from stores work in this way. Some cards allow a ‘top-up’ to be made by adding more value in a store or by an online transaction and the card is used as a purse.An example of a stored-value card is the card issued by public transport or transit authorities. The card is meant to replace the use of cash in the transport payment system. A traveller is required to purchase a card pre-loaded with  a fixed amount of money to pay for journeys. For each journey the system deducts the cost from the card when it is presented at the ticket barriers. The card may hold ‘tokens’ that represent set journeys and these are reduced in number on the card for each journey undertaken. The cards can only be used for travel and have no value for anything else. Travellers may be encouraged to use these travel cards through reduced fares per journey or discounts for frequent use of the cards. Reducing the amount of cash money used can reduce the risks of theft, fraud and errors in accounting for the cash by travellers and staff.Stored-value cards and the ePurse system do not need a network connection for use. The value on the card is usually only available for viewing in the issuing store or when used, but some providers allow holders to check the stored value via theirwebsite.A major risk of stored-value cards is the lack of security. Often the card requires no authentication for use and so, if lost, it can be used by anyone who finds it. They are untraceable, which allows easy transfer of money, for example as a gift, but, if lost, the value is gone. Also, if the card is damaged and unreadable, its valueisgone.DigitalwalletsA digitalwallet is an encrypted software application or service that stores user details on a computer device. These can include bank and credit card details, identification details, driving licence details or almost anything. Details stored in digital wallets can be used for making purchases or for verifying the user’s identityorage.OnlinewalletsAn onlinewallet allows users to store their online shopping information such as logins, passwords, credit card details and shipping address in secure software. The wallet can be used to fill out online forms when purchasing goods, meaning  all the user has to do is enter a password and the form is automatically completed.MobileelectronicwalletsA mobileelectronicwallet is an app or software that can be installed and used on a mobile device such as a smartphone. The wallet is used to store details of the user’s credit or debit cards, loyalty cards and other payment options. When 
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512.1Digitalcurrencies12

a purchase is made, the user opens the app on the smartphone, chooses the card to use and then taps or holds the phone against a terminal designed to accept digital payments. Since wireless Near Field Communication (NFC) is used to transfer the required data to and from the phone and terminal in the same way as contactless payments are made with physical cards, the smartphone has to be held quite close to the terminal.The data in the mobile electronic wallet is encrypted and access is usually only gained by the use of two-step authentication, with PINs and fingerprints. This makes the system secure and helps to prevent fraudulent use of the smartphone if it is lost or stolen. Further, the ability to remotely wipe or disable a lost smartphone can help keep the wallet details safe and secure.12.1.2DecentralisedbankingsystemsCurrency systems that are not controlled by any central authority are said to be ‘decentralised’. Virtual currencies and cryptocurrencies are decentralised forms ofcurrency.VirtualcurrencyA virtualcurrency represents a value, or amount of money, that is stored only in digital form. It can work in the same way as real money (coins and paper money) for buying goods or services, but it is not recognised as having any legal tender status by governments or financial institutions. Virtual currencies are not issued by central banks or authorities and are not regulated; instead they rely on trust between users and get their value from assets owned by the developers or from other mechanisms. They are mostly used between members of a specific virtual community, such as in an online virtual world or players in games on gaming networks. Virtual currencies are most often used for peer-to-peer transactions. The value of virtual currencies can fluctuate wildly in a very short time because the currencies are not regulated by any centralised authority.CryptocurrencyA cryptocurrency is a type of digital currency that uses cryptography technology to keep transactions authentic and secure. BitcoinandLitecoin are two of the many cryptocurrencies. Control of a cryptocurrency is not centralised but works by using a distributedledger. This means that the record of transactions is shared and replicated across many institutions, sites and countries. The records are synchronised between all of the sites. A blockchain system is usually used to dothis.Cryptocurrencies using blockchains make use of asymmetric encryption, with only the owner knowing the private key to access their records on the blockchain. If the private key is lost, then the records, transactions and value of the cryptocurrency are also lost as these cannot be accessed by anyone without thekey.Cryptocurrency data is stored across peer-to-peernetworks. Devices on  peer-to-peer networks are called nodes. Every node or user on the network has  a copy of the blockchain. There is no main or official copy of the blockchain and no copy is trusted or referenced any more than any other. This decentralisation requires a large amount of computer resources and, as the system grows and grows over time, there is greater demand for computing resources. However, the distributed storage of the blockchains does ensure that all transactions can be securelyauthenticated.
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When transactions are made using a cryptocurrency, they are checked to ensure that they are valid and can be allowed to occur. The checking requires computing power and, as more and more transactions occur, computing resources are often shared to accomplish this. During the checking of a transaction, a proof-of-work time-stamping system is used. The use of a user’s computer resources to check transactions is rewarded with new cryptocurrency. The process of creating new currency in this way is known as mining. Mining for cryptocurrency has led to an increase in demand for more powerful, and cheaper, processing systems as well as increasing the demandforelectricity.BitcoinBitcoins are created by mining and can be exchanged for goods or services or converted into other currencies. Transactions are verified by nodes using cryptography and recorded in a public ledger. The public ledger is distributed across all of the nodes and is called a blockchain.LitecoinLitecoin is derived from Bitcoin. It works in almost the same way as Bitcoin but processes transactions about four times as fast as Bitcoin. It also uses a more complex method of verifying transactions, which requires more processing power. This means that computing devices used for mining Litecoins are more expensive.CharacteristicsofdecentraliseddigitalcurrenciesDigital currencies have a number of common characteristics, the main one being that they are all stored electronically with no physical presence.The characteristics of decentralised digital currencies distinguish them from other types of currency. Decentralised digital currencies have no central controlling or regulatory authority, digital transactions are peer-to-peer over distributed and open networks, and transactions using blockchains are replicated by every node so the system is less susceptible to hacking attempts, software errors and system failures. Digital currency transactions are anonymous, with  users having no need to identify themselves or be identified, and the transactions cannot be reversed or undone. Digital currency has a limited supply that depends on the algorithms used when it was created (Bitcoin is limited to 21 million coins and Litecoin to 84 million coins; some others have much higher limits) to try to prevent manipulation of its value. Also, there is no need for users to trust each other as all nodes verify, or not, the transactions.Activity12b1 Describe a distributed ledger database.2 Describe the contents of a blockchain created during a digital currency transaction.Activity12c1 Describe the common characteristics of decentralised digital currencies.2 Explain why users of decentralised digital currencies do not need to trust each other.
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12.1.3AdvantagesanddisadvantagesofdigitalcurrenciesDigital currencies enable global transactions to occur much more quickly and easily. The transactions are made over the internet and money can be transferred securely within minutes between accounts in different countries. Online shopping with sellers and purchasers around the world has been made possible by the use of digital currencies. Also, if the digital currency is a cryptocurrency, its value does not change due to exchange rate changes between different countries’ currencies. One Bitcoin is worth one Bitcoin everywhere in the world, but one US dollar, for example, while still one dollar, would be exchanged into varying amounts of different currencies. Traditional bank money transfers can take several days to complete and involve more documentation. There is also the commission payable for exchanging currency. Digital currencies such as Bitcoin do not need exchanging, but the use of a credit card issued by a bank can incur high charges and poor exchange rates when purchasing goods from a different country or when used in a different country while on holiday.However, digital currencies such as Bitcoin are not regulated or supported by central authorities. Their actual value can vary enormously over short periods of time. Users can be exposed to large losses as well as gains in their value. Currencies that are not regulated or supported can also be easily lost. Losing the passwords or keys to cryptocurrencies loses the entire value as the currency cannot be recovered. Exchanging and trading digital currencies can be difficult if there are few users of the currency. Security can be a problem because passwordsor keys must be kept secure from unauthorisedaccess. There is no central bank or credit card provider to protect or reimburse users of digital currencies if the currency is accessed and stolen. Digital currencies, apart from some stored-value cards issued by, for example retail stores, cannot at present be used in shops to buy goods such as a newspaper or sandwich, and usually cannot be exchanged for physical cash, for example at an ATM.12.1.4ImpactsandrisksofdigitalcurrenciesThe impacts and risks of digital currencies, which include virtual currencies, cryptocurrencies and other types of currency, arise from the fact that the details of the values and transactions are stored electronically.IndividualsDigital currencies are not regulated so there is little control over the value of each unit or coin, which means that all trading activities can have large effects on the value, for example the value of ‘coins’ can change rapidly and digital currencies are considered a high-risk investment. Cryptocurrencies are known for having unpredictable values and money can be lost very quickly. Virtual currency values can be whatever the users decide as they are not regulated.Blockchain transactions, used in cryptocurrencies, are irreversible so care has to be taken to transmit payments to the correct address. Sending a payment to an incorrect address will result in a loss of the amount unless the receiver is good enough to return the payment. Given that transactions are anonymous, there is little that can be done to recover incorrectly addressed payments if the receiverdecidestokeepthem.Storing cryptocurrency private keys securely is essential. If the private keys are lost then the currency cannot be accessed and its value is lost forever. Hardware and software failures and malware can destroy or lose keys, so storing the keys in an electronic wallet and making multiple backups (and safely storing these) is essential.
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However, digital currencies allow money to be moved around the world quickly  and without many of the charges that banks make for foreign exchange transactions. Transactions using cryptocurrency take no account of international borders and money transfers are made securely and almost instantly.People in poorer economies, in areas with high inflation or where having a bank account is rare can benefit from using digital currencies. In Kenya, anyone with a smartphone can store money and send money to anyone else using a system of mobile phone credits as money. Despite the high costs of cashing in these credits, their common and extensive use between people means that costs are avoided as there is often no need to actually convert these credits into cash. It is also physically safer than carrying cash or other high-value goods since the digital currency is encrypted and stored securely on the phone.A concern with central bank digital currencies (CBDCs) is the privacy and rights of individuals. Current data-protection regulations and laws in the European Union, for example, allow individuals’ data to be ‘forgotten’, which means that it has to be deleted if it is no longer required. With digital currencies, however, the data cannot be deleted or ‘forgotten’. Individuals who wish to remain anonymous or do not wish their transactions to be tracked or remembered will continue to use physical cash.BusinessesDigital currencies, especially the use of cryptocurrencies, have enabled the introduction of ‘smart’ contracts. Details of the contract are stored in a distributed ledger and this ensures that the money transactions are enforced according to the contract. Bitcoin allows smart contracts to be created in its blockchains. Because the details are built into the blockchain code when the contract is created, smart contracts cannot be altered, are trackable and cannot be reversed. One benefit is that the details can easily be seen at any time by all users involved in the contract. This attempts to ensure that money is not lost during transfer between organisations, internal divisions within organisations or contractors, or when crossing international borders.Digital currency can make the purchase of high-value goods or property deals easier. A great deal of trust is required when people who do not know each other orwho do not meet make transactions involving large sums of money. By placing the money in an account held by a third party, buyers and sellers have more security and less need to rely on trust. The third-party account, called an ‘escrow’ account, only pays out to the seller when the goods are transferred to the buyer. The seller knows that the money is available because the buyer cannot stop the payment once the goods are safely transferred, and the seller does not get the money until this has occurred. With digital currency, this process can be automated and expanded to involve multiple individuals or organisations. The currency can only be moved when all the participants have authenticated the transaction.In order to attract investments in cryptocurrencies, some companies, due to being unregulated, have offered unrealistic interest rates. This has fooled investors who are new to cryptocurrencies into purchasing large amounts of a currency, which has then lost most of its value. Such schemes have become  a common trap for unwary investors.Activity12dExplain why great care has to be taken by an individual when making a payment using a cryptocurrency.






[image: background image]


912.1Digitalcurrencies12

Businesses can benefit from central bank digital currencies (CBDCs) because payments to and from them are easier and quicker. Sellers can be assured that money will arrive in their accounts as agreed. The conditions are encoded into the digital transactions and cannot be changed without everyone’s agreement.The drawbacks of using central bank digital currencies are few. One of the main concerns is that a bank issuing a CBDC may be vulnerable to a ‘bank run’. This is when many investors or customers try to remove their money all at once or within a short time from a bank or a group of banks. With physical cash, the banks can simply refuse to give out any more and close their doors while they try to deal with the crisis. With digital money, there is little control and transactions occur very quickly. To combat this risk, some governments and banks restrict the use of their digital currency by financial institutions and do not allow individuals to access it.In a similar way, a central bank digital currency made available to businesses and individuals may have a damaging effect on other banks. Businesses and individuals may decide to move their accounts and money to the CBDC and start a ‘bank run’ on the other banks. This risk has meant that central banks have been reluctant to create digital currencies that are available to everyone.GovernmentsDigital currencies, especially cryptocurrencies, are seen by many governments as a threat simply because they are decentralised and unregulated. The usual role of central banks in lending money to financial institutions or purchasing financial assets to create more money in an economy is undermined by cryptocurrency. Unregulated and excessive growth of money supplies can lead to an increase in the rate of inflation, rapid price increases and the loss in value of the country’s money compared to that of other countries. For this reason, many governments are seeking ways to regulate and control cryptocurrencies. One way is to try to amend existing laws, but this is complex and may have unexpected effects on other currency regulations. Another way is for a government to issue its own cryptocurrency and ban all others. Some financial experts say that this approach is to be resisted as it would give total control of all money supply and transactions to governments. This would remove the right of citizens to keep their transactions transparent and anonymous.Some Asian countries have banned the use of cryptocurrencies, while others have accepted their use. Bans have been imposed because of the risk of too much currency leaving the country, which might make the economy unstable. In other areas of the world, cryptocurrencies are becoming accepted.The European Parliament is starting to use blockchain systems to create its own decentralised ledger for its own finances. This will attempt to ensure that their workings are transparent and resistant to fraud. Switzerland is incorporating cryptocurrency into its economy and passengers on its public transport systems will be able to use Bitcoin to pay for travel, avoiding the use of cash. In Germany, cryptocurrency is accepted and can be traded freely but is taxed if traded for euros. These, and other countries, have recognised that cryptocurrencies are becoming more popular but have not recognised them as ‘real’ currencies as yet. This avoids creating new regulations but risks destabilising the economy of the country. There is no control over the amount of money in circulation, the rates of exchange or who is allowed to create, use andtradethecurrencies.
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CBDCs are being introduced as governments recognise that, while digital currencies can make transactions easier and add to economic growth, they have some risks. The benefits of CBDCs to governments are not only the almost instant transfer of money without the need for lengthy processes involving banks or financial institutions, but also the ability to provide low-cost bank accounts to almost everyone. In addition, more taxes can be collected because, with a CBDC, there is no easy way to hide income or move it to other countries without the issuing bank knowing. All transactions are recorded in the distributed ledger. For the same reason, criminal activity by individuals, organisations or businesses is much more difficult to hide as transactions can be tracked more easily. Unlike some cryptocurrencies, the use of a central bank digital currency is regulated by the issuing bank.GlobaleconomyThe use of digital currencies has led to increases in business activities around the world. Money can be moved much more easily using digital currency than with real money. There is no need to physically ship paper money or valuable materials, such as gold, silver or precious gems, between countries to pay for goods.E-commerce has been made possible by digital currencies and has increased business between countries. Customers can buy goods from anywhere in the world. E-businesses in underdeveloped countries can easily trade worldwide.Digital currencies can be linked to global stock markets, where money can be paid out depending on movements of share prices into accounts anywhere in the world. This can happen in noticeably short timescales, allowing more global transactionstooccur.1
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Datamining is described as the practice of extracting useful information or knowledge from very large repositories of data; it is also called knowledgediscovery in databases. Data mining uses tools with self-learning algorithms and techniques from artificial intelligence, statistics, neural networks and machinelearning to analyse massive collections of data called datasets. Data sets are made up of collections of numbers, images, values that describe features (such as a person’s date of birth), documents and/or files.Data mining can use artificial intelligence and machine learning with self-learning algorithms to learn about the data sets to improve its performance. It can monitor and determine relationships within the data and use the relationships to learn and re-examine the data and provide results in real time. If new data sets become available, machine learning can use what has been learned to analyse the new data. Artificial neural networks are also used because they can automatically create new relationships in the data as they learn from the data being processed.Vast amounts of data are collected by organisations such as businesses that need to try and make sense of it. Looking for patterns, trends and associations within Activity12e1 Describe what is meant by a ‘smart’ contract.2 Describe two advantages of smart contracts compared to traditional ones.










[image: background image]


1112.2 Data mining12

the data will help the organisations make decisions. The organisations can then take actions based on those decisions. Many industries, such as manufacturing, marketing, scientific research and the space industry, continuously collect  raw data so their data-mining processes are ongoing, repetitive and iterative  to ensure that their analyses and reports are regularly updated.Other uses of data mining are in national security and surveillance, where very large amounts of data are analysed to help with national interests and assist with lawenforcement.12.2.1Thedata-miningprocessThecross-industry standard process for data mining (CRISP-DM) referencemodel is the standard method for carrying out data mining. It has six phases, each of which has its own defined tasks and outputs. The phases that make up the CRISP-DM model are business understanding, data understanding, data preparation, data modelling, evaluation and deployment.1: Business understandingIn this phase, the business sets out its goals and decides what it needs from the data-mining process. A business goal might be to increase sales from social-media advertising. A data-mining goal might be to find out how many, and what type, of its customers use the different types of socialmedia. It will then be able to target these customers with customised advertising.The factors that will affect the data-mining goals are then determined. The risks, constraints and contingencies are assessed along with the costs and benefits of carrying out the data mining. The success criteria for the whole process are set in this process, for instance to be able to identify which customers use the different types of social media and where advertising should be targeted to increase sales.A detailed plan is produced that includes the tools and the techniques to be used. The plan should include a list of tasks that have to be carried out, how long these will take, the resources required and all the inputs and outputs of eachprocess.2: Data understandingData is collected from the sources available to the business. The amount of data collected must be large enough to ensure that it does actually contain any patterns and trends that would be useful to the business. On the other hand, the amount of data must be concise and manageable so that the results of the data mining are available in a reasonable amount of time to be useful.A description of the data is produced in a report. The description details the format, the number of records and fields and any other information that has been discovered during collection. The data is then explored to ensure that it will provide the information set out in the data-mining goals.In this phase, the data is also assessed and verified for its quality. The characteristicsof high-quality data include being accurate, complete, valid, consistent and fit for purpose. The results of the assessment are given in a data-quality report.3:DatapreparationThe data to be used is selected according to its relevance to the data mining, its quality and any technical constraints such as restrictions on the datatypesor
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the quantity of data that can be handled. The data is then ‘cleaned’ by detecting and removing corrupt or inaccurate records and removing irrelevant parts of the data. This is to ensure that the data is of high quality.The next task is the construction of any new records that need to be derived from existing records in the data, for example new records may have to be created for customers who have made no purchases for several years.Combinations of data can be created by merging data, such as common features of different social-media types, or by aggregating data into summaries, such as how many purchases or the method of payment used by customers, for example how many customers use a debit card, a credit card or contactless payments.4: Data modellingIn this phase, the tools decided upon in the business-understanding process are used to carry out the mining. A number of data-mining techniques can be used alone or in combination with each other.Data-mining techniques include looking for relationships, or associations, between data and classifying data into predefined groups using decision trees, neural networks, linear programming and statistics. Data is clustered by grouping together data with similar characteristics that are used to define the groupings and to predict relationships between the variables. Regular events or patterns that recur during business periods are discovered using decision trees, or a set of decision trees is used to test data against conditions until a final decisionismadeaboutthetrends.The mining is documented so that the process can be repeated. A test procedure is created and documented so that the data-mining model can be properly evaluated. Often the data to be used is divided into a number of subsets that are used for testing, validation and training purposes. From the testing, the performance of the model is assessed and any necessary alterations to the settings of its parameters are made along with any amendments to the data structure that were created during the data-preparation process. This is repeated until the model is deemed to be performing as required.5:EvaluationThis phase evaluates the model against the business-success criteria from the business-understanding process. All the reports from the previous processes are taken into account. If the model does not meet the criteria, then the phase will have to go back to the previous phases and any amendments will have to be made. Changes at the data-preparation and modelling phase will have to be made to ensure that the success criteria are met. If the model does meet these criteria then it is approved and ready to be deployed.6:DeploymentThe data-mining model is deployed (made available to the business to use) when it is found to be satisfactory and to meet the requirements of the business. Plans and documents for its use, maintenance and monitoring are created so that the process can be repeated and amended if necessary. Finally, the results of the data mining, the knowledge about the trends and patterns, are made available to the business in a format that it can use.
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▲Figure12.3AsummaryoftheCRISP-DMdata-miningprocess12.2.2UsesofdataminingData mining has many uses and we will now describe how and why some of thoseusesoccur.NationalsecurityData mining can be used to assess crime patterns and allow crime-prevention resources to be allocated accordingly. Patterns can be detected in financial transactions, such as money transfers, and in communications, and these can be used to track organisations and individuals that could be a threat to national security or may have carried out crimes.Attempts have been made to use data-mining techniques to try and identify possible extremist groups or individuals before they can act. Data mining can be used in the identification of suspect communications by analysing telephone and email communications for language patterns. Patterns can be identified in the movements across the world of suspect groups of people and these patterns can be used by security services to try and identify possible threats.Law enforcement agencies use data mining to look for patterns in travel, financial transactions and criminal activity in the records of shared databases within their own countries and those of other countries. The sharing of data between countries is subject to domestic laws and international agreements but can include billions of records from thousands of resources, making the results from data mining more reliable. It can help detect and combat people and drug trafficking,cybercrimeandterrorism-relatedactivities.SurveillanceThe ability to collect and analyse large amounts of data about online communications allows governments to monitor the activities of their citizens at  home and abroad. Communications are intercepted and collected from internet  service providers and the major internet companies. The type of communications Data isselected forrelevance andis ‘cleaned’Data isverifiedand assessedfor qualityDataData sources areidentified and selectedas required for thebusinessReportproduced ondata qualityBusinessunderstandingDataunderstandingDatapreparationDatamodellingEvaluationDeploymentDataCollecteddataModelis evaluatedagainst therequirementsof thebusinessModel isusedand theresults aredelivered tothe businessas knowledgeof trendsandpatternsToolsandtechniquesto be usedare chosenData modelsare triedand theirperformanceis testedDataActivity12f1 Describe what is meant by a ‘data set’.2 Explain why data mining uses artificial neural networks.
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intercepted and collected include files transferred between users, social-network information such as posts, comments and photographs, video and voice  messages, VoIP chats and calls, emails, text messages and chats. From the massive amount of data collected and shared between government agencies and between governments around the world, patterns, trends and groupings can be discovered using data-mining techniques. This surveillance is justified by the governments involved. They maintain that it can help detect and combat crimes such as child pornography, terrorism, cyber-terrorism, tax evasion and fraud. Civil liberty organisations protest and argue that it is a huge invasion of the privacy of  law-abiding citizens to have their private communications spied on by governments. Further, they argue that, since most of the surveillance and data mining is done in secret, citizens cannot check that governments are respecting their rights and that the information is being used in accordance with data-protection laws.BusinessesRetail companies collect data from customers in many ways. Vast quantities of data are provided by records of sales in stores and online, loyalty card schemes, surveys and data bought from other companies or from social media. This can be mined to analyse shopping habits to determine what people buy, when, and in what combinations. Knowing what items people buy at the same time can enable supermarkets to display these items closer together or to send out coupons offering incentives on them. Knowing when items are bought and what sequence they may be bought in can help in advertising campaigns. Delivery companies use data mining to help determine loading patterns for delivery trucks and for distribution schedules between warehouses and retail outlets.FinancialservicesStock market trading patterns and trends can be analysed using data mining of the records of the trading of stocks and shares over many previous years. A trend is a movement in values in either overall upward or downward directions over a period of time. Trend analysis looks at many current trends and uses them to try to predict future trends. While there can be no guarantee of 100 per cent accuracy, using vast amounts of data can uncover, for example, which stocks and shares are growing in value more than others. This analysis can be in the  short-term for making a quick profit, or over the medium- and long-term for more certainty of profits over many years. Data mining can help financial institutions to decide which stocks to buy and when to sell them.Credit card companies use data mining to try to discover how customers use  their credit cards and how often customers change from one bank card provider  to a different one. The results are used to offer customers incentives to use their cards more or in different ways, by offering one-off or time-limited deals to dissuade them from changing cards. Credit card companies can also use the results of data mining to combat fraud by detecting unusual patterns in customers’ transactions or buying of goods. Data mining can be used to assign customers a credit score based on howtheir details compare to the trends and patterns discovered by analysing millions of other customers’ financial activities. A credit score is a number based on an analysis of a person’s finances and financial history and represents how worthy they are of being allowed to have more credit from the bank.ScientificresearchThere are many scientific research papers on a variety of topics published every year. Data mining can be used to examine and analyse these publications in order to group together research on similar topics. This can then be used by 
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scientists to discover patterns in the discoveries, which in turn could be used as a basis for more research or for the production of summaries of research. Scientists from different areas of research would then be able to quickly and easily follow the research of others, which, in turn, aids their own research.Scientists use data mining in astronomy to analyse the huge amounts of data collected from visual, radio and other telescopes around the world. They are looking for patterns in the data that might lead to new discoveries about the universe.Research into new drugs for the treatment of diseases can include the mining of data from different trials of drug use. This helps in the development of new drugs,medicinesandtreatments.HealthcareThe introduction of electronic health records (EHR) and the sharing of these among health care facilities has allowed a huge amount of data about patients and illnesses to be collected. Mining this data has enabled health care providers around the world to improve the quality and efficiency of their organisations. Health care professionals are able to identify best practices and the most effective treatments by studying these across many patients. These are then shared with other health care professionals and used to save the lives of more patients and to improve their quality of life. By analysing and comparing the effects of different medicines and drug treatments on large numbers of patients, the results can be used to determine a standard treatment for illnesses that will save lives. Medical errors may be reduced if the results of data mining are used to improve diagnoses, treatments and patient care.An important use of data mining in health care is detecting and reducing fraud. Fraudulent insurance claims by patients, doctors and health care providers can cost insurance companies or government health providers millions of dollars that would be better spent on genuine patients. Data mining can show the usual patterns of claims by patients, doctors and health care providers and help to establish a ‘normal’ baseline against which the claims can be compared.  A ‘normal’ baseline is the number and type of claim that would be expected if there was no fraud occurring. For example, doctors and health care providers would normally be expected to make claims that reflect the type of patients and illnesses that they deal with. A doctor treating only kidney ailments, for example, would be expected to claim for drugs, medicines and treatments related to those ailments, but not for other diseases. Unusual patterns of claims, referrals for treatment or prescriptions can be spotted and investigated by insurance companies before the claim is paid.The outbreak of diseases and the spread of pathogens (micro-organisms that cause diseases) can be studied by using data mining. By discovering patterns in changes in the pathogens or by identifying any clusters of patients infected with the pathogens, it is possible to detect outbreaks of diseases earlier and attempt to preventtheirspread.The analysis of social and economic trendsGovernment policymakers rely on the data collected about their citizens to make better decisions for their country or region. The data can include information about migration, a growing or ageing population and a change in wealth by different groups of citizens. Data mining allows trends to be discovered in the data and allows governments to make preparations for the future.






[image: background image]


1612 IT In socIeTy12

Social-media data mining collects and analyses information from various  social-media platforms. Posts, comments, tweets, images and the items clicked on are analysed to create social profiles and to predict how groups will react to marketing strategies and social pressures. The use of artificial intelligence and powerful computer systems allows this analysis to occur in real time. Companies can exploit the opportunity to adapt their marketing quickly according to the conversations and communications of social-media users. Political parties can also use such data mining to try to influence voters in elections by quickly analysing chats and posts and targeting their campaigns accordingly.An economic trend indicates how well, or not, a country or region is managing financially. The economy of a country or region includes all the financial transactions that occur. Again, there is a massive amount of data that has to be analysed. Data mining is used to discover the underlying trends in the economy. These trends can be used to make forecasts of stock market prices or the effects of changes in taxes and employment rates.12.2.3AdvantagesofdataminingDuring the data-understanding phase, all the data sets to be mined are gathered together. This has the advantage of collecting the information together so it can be more easily managed, documented and assessed prior to be used.The main advantage of data mining is that it helps in decision-making. By providing information about trends and patterns in sales or marketing history, retail businesses can make decisions about future sales campaigns or what goods to sell or not to sell. By analysing sales data, data mining can help to identify the need for, and lead to the development of, new products that could increase the profitability of a business. Forecasts of who is going to respond to marketing campaigns can allow more targeted advertising to increase sales and profits. Data mining can identify areas where potential new customers can be acquired by targeted advertising or marketing materials. Data mining can also identify the existing customers who can be encouraged to buy more goods from the company. These customers can be retained and this will add to the company income and increase the competitive advantage of the company.Financial institutions and banks can examine historical records and discover patterns and trends that help to detect fraudulent transactions and protect their customers from financial loss.Data mining can also assist in detecting potential security risks by showing typical patterns in user activities and revealing unusual activity compared to the norm. The knowledge that patterns and trends could be discovered by security agencies may act as a deterrent and help prevent criminal activities. Criminals who know that their activities can be discovered may not, as a result, actually carry out the crimes.12.2.4DisadvantagesofdataminingData mining can reveal patterns and trends but does not show the significance or value of the findings. Skilled technical and analytical specialists are needed to interpret the output created by the data-mining tools. A disadvantage of data mining is that, although it can identify relationships and connections between the data, it cannot pinpoint their causes. For example, there is a link between increased sales of airline tickets just before a flight is due to take off and the ticket purchase being online. This does not necessarily mean that the closeness 
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of the take-off time causes the purchases to be made online. There are many other factors that only a skilled analysist would identify once the trend has been discovered.Data mining cannot be used to predict the activities of an individual. Just because millions of credit card users show a particular pattern of spending, for instance buying a drink at the same time as some food, does not mean that a particular individual will always do the same. Data mining only shows up the overall trends and patterns in large numbers of spending activities.Data mining also requires a large amount of relevant data to be available. Where insufficient data is available, data mining does not always provide a reliable or meaningful set of trends or patterns. National security agencies have attempted to use data mining to help discover possible trends in terrorist activities, but the number of incidents is, fortunately, too few to provide specific patterns. Also, where the results of data mining are used to assess individuals based on how well they compare to overall trends, errors and anomalies can occur. For example, when assessing a customer’s financial prospects, banks may use  data-mining results to allocate individual credit scores. Sometimes this can lead to a customer not being offered loans because their profile and scores do not match what the bank sees as acceptable when making loans.On the other hand, the amount of data may be overwhelming. National security agencies have reported that the amount of data they are expected to mine and analyse in the very short timescales required of them presents a considerable challenge. Expensive computer systems, sophisticated data mining and reporting software, and highly skilled personnel are required to deal with the continuous stream of live data.The quality of the data being used for data mining has an influence on the results. The presence of duplicate records, the age of the data, and human error in the input can all affect the outcomes in ways that sometimes cannot be recognised. A large amount of time and effort has to go into cleaning the data. Unwanted or inaccurate data has to be removed. The same coding must be used throughout (for example No is always shown as 0 and not sometimes as N, no orn) and dates must always be recorded in the same format.Databases may not be compatible or be able to exchange data effectively. It is important that all the computer systems and databases to be used for data mining can work together so that several databases can be searched and mined simultaneously to make use of the vast amounts of stored data.Mining of data acquired from indirect sources, for instance data purchased from a collecting organisation by another business, may suffer from inaccuracies that are not apparent to a new user. An example could be the use of a shared bank account. It would be obvious to the bank, which would easily recognise transactions for the individual customers using the account, but if the data was combined with other similar accounts and anonymously mined by others looking for patterns in individual transactions, there would be errors in the overallresults.The wide range of specialist data-mining tools available makes it difficult and expensive for businesses to choose the most suitable for their needs. Data-mining tools can be complex and difficult to use, requiring personnel who are skilled in their use. Extracting the required information can be daunting and may be beyond the skills of the employees in some businesses.
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Privacy and ethical issues are of major concern to many people. Massive amounts of data are collected about customers of businesses and banks and about patients using health care facilities. These people are concerned that the information being collected and shared about them may fall into the hands of unscrupulous people who will use it for fraud, blackmail and other criminal activities.Health care experts argue that the risk of data falling into the wrong hands is worth taking to save lives. A solution is to allow patients to decide whether or not they wish their data to be used for data mining. Doctors argue that this may mean the loss of important data sources and reduce the reliability of the results of data mining if many patients decide to withhold their data.In banking, concerns about the use of personal data and the consequences of it being lost or viewed by unauthorised people has led to extensive precautions being taken to protect the data. However, data mining requires that large amounts of personal data be shared, combined and analysed. While the data can be anonymised, customers are still concerned that their details could be exposed to fraudsters. Banks are being encouraged to use strong authentication techniques such as two-factorauthentication(two-stepverification)forcustomer logins. They could also use masking techniques to hide credit card details, encrypt stored data and remove data about customers whose accounts are no longer active. They could also allow customers to withdraw their consent to the use of the data or require an annual renewal of consent by the customer.There is concern that much data mining is carried out by individuals and organisations using their own software algorithms, which are not scrutinised or checked by public regulators. The public do not really know what data mining is being done on their data and to what use it is being put.Another concern is that the data collected by private and public organisations for their data-mining purposes is later used for another purpose. This has been called ‘mission creep’ and can occur whether the data was collected with the specific consent of customers, for example, or was acquired by other means. Using data for purposes other than the purpose for which it was originally collected can lead to consequences that affect people in ways that were not intended and can be harmful.1

2

.

3 S

o

c

i

a

l

-

n

e

t

wo

r

k

i

n

g s

e

r

v

i

c

e

s

/

p

l

a

t

f

o

r

m

s

Social-networkingservices provide an online platform for people to share ideas, views, digital videos and images with others. Various types of  social-networking services exist to connect people with existing friends, connect professional people according to their jobs or employment, and to connect people looking for information about family history or for carrying out other research. Online social-networking platforms share common features. Most allow and encourage the creation of profiles by the user with the facility for the user to add or create content linked to that profile. The profile can be linked to similar profiles on the platform to create a social network. Social-networking services use Web 2.0 technology and standards because these allow the active collaboration of users who can interact with each other on websites in ways that Activity12g1 Explain why small companies do not often use data mining to analyse their sales.2 Explain why data mining is very costly.
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were not previously possible. Web 2.0 technology places the emphasis in websites onuser-generatedcontent,cloudcomputingandsocialnetworking. Today, the term ‘Web 2.0’ is not often used because nearly all websites use its standards and features but, without it, social networking as it is known today would not have been possible. Profiles created on one social-networking platform are specific to that platform and not usually shared with other platforms. Users have to create a profile for each platform they use.The facility for users to create content on websites is used by businesses, which encourage customers to review their purchases and purchasing experience, their trips and visits to places. Reviewers can interact with each other in a form of social networking. This can lead to increased sales and more profit for the businesses.12.3.1ChatroomsA chatroom is an online space that is used to share information with other users. While instant messaging is only between two people, chat rooms involve multiple users at the same time. The participants in a chat room are connected together via the internet (or other network) and are usually, but not always, set up to discuss a specific topic. Topics can be about almost anything. Users of chat rooms often have a nickname or user ID that allows them to hide their real name. It is important to choose a nickname or ID that does not reveal who you are and not to disclose personal information about yourself when using chat rooms. However, this means that participants can be anonymous, enabling them to express views or behave in ways that would not be tolerated in real, live conversations or situations. Young and vulnerable people can be placed in danger when using chat rooms as other users may not be who they pretend to be.Chat rooms use a protocol called Internet Relay Chat(IRC) that breaks the data into packets that are sent between the user’s device and the chat room server. When a user logs into a chat server, the server can show all the chat rooms that are available and give the user a choice of room to join.The server sends all the messages from the user to all the other users.Some chat rooms allow private messages to be sent between users and these messages appear separately from the group messages.TypesofusesUsebyindividualsChat rooms are set up with rules that govern how the users should behave while participating. This is to prevent, for example, the use of bad or inappropriate language, the spreading of hate or racist ideas, or advertising. Other restrictions Activity12hExplain how Web 2.0 technology has enabled social networking to be developed.MessageUser on a laptopUser on a laptopUser on a tabletUser on a mobile(cell) phoneChat server▲Figure12.4Achatserverwithclients
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could prevent the use of repeated messages to overwhelm others. These rules are important when the chat room is open to the public but would not really be necessary for those set up for employees of businesses or government departments.Chat rooms are usually set up for specific groups of individuals, for example a chat room for those interested in railways, or those interested in hill walking, or for any other activity or topic. Sometimes, participation is restricted to only those who are invited, but others are advertised and open to anyone.UsebybusinessesandorganisationsBusiness owners and employees set up chat rooms to communicate with other business owners or employees. This is to ‘network’ with them, which means to make contact, to discuss business ideas and to encourage trade. Businesspeople who chat in chat rooms can increase their awareness of other businesses and make other businesses aware of them. This can result in an increase in commerce between the businesses. By hosting a ‘special event’ chat room, for example a discussion on new trade regulations, business owners can hold discussions that advertise their goods and services to encourage others to trade withthem.UsebygovernmentsGovernments can use chat rooms to hold discussions with interested groups of people. While some chat rooms are open to anyone, most government chat rooms are restricted because they are set up to allow discussion of policy between departments or for discussion of issues that are not made public. Governments’ chat rooms allow employees who are in remote locations, for example in different cities, to hold discussions.Government departments, for example a revenue department, can set up a chat room to have a private discussion of taxes with an individual or with a business. This can be used instead of a face-to-face meeting.Advantages and disadvantages of chat roomsChat rooms have a number of advantages for participants. Most providers make access to their systems free or at very little cost. Communication is near instantaneous so conversations and discussions can be in real time. This is a major advantage to businesses, which can set up chat rooms for employees to gather ideas and views on products, provide training for employees without having to gather them all together in one place, or hold meetings without requiring employees to leave their primary place of work. Businesses can set up chat rooms for individual customer support where a customer makes an initial enquiry and is then connected to a specialist at the company for detailed support. The use of chat rooms can save businesses considerable amounts of money by reducing the costs of employee meetings and of customer support. Individuals benefit by not having to move from their current task as they can chat while doing other things on the computer.There are disadvantages of using and communicating in chat rooms compared to other forms of social networking. An obvious disadvantage is that the participants need access to the internet and have to be online at the same time as other users of the chat room.A more important disadvantage is that users can choose names for their profiles or accounts that do not reveal who they really are. This can make using chat 
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rooms risky, especially for young people because they may reveal details that allow other users to learn private and personal information or even trick them in to face-to-face meetings. The content that users type into or post in chat rooms is not filtered, moderated or controlled, so inappropriate language, intimate or indecent photographs or images may appear unexpectedly and to those for whom this is unsuitable.Text-only chat rooms do not provide any information about, for example, body language, and misunderstandings may occur. Security is also an issue as chat rooms are not designed to deal with malicious software.12.3.2InstantmessagingIn contrast to chat rooms, instantmessaging(IM)isreal-timecommunication over the internet between two users who are known to each other. The people who can communicate are listed in a contacts list that allows users to be alerted when others are online. Some IM services use push technology that transmits a message character by character so recipients can see messages as they are being composed. By combining communication features into one software messaging application or app, many IM systems now include the sending of images and videos and the ability to make audio and video calls. The inclusion of group chats into some of these apps has blurred the distinctions between all of these services. Instant messaging is text-based  and between two people. If it is expanded to include groups of people and  multi-media, it becomes a messaging system.Most IM apps lack the facility to communicate with other companies’ IM apps or software because there is no agreed standard protocol for the sending of instant messages. The Short Message Service (SMS) that forms the basis of text messaging commonly used on mobile (cell) phones uses well-established standard communication protocols to allow devices to exchange text messages over communication networks. Instant messaging services have no such standard protocols so users of one service cannot message to another service using IM. Each IM service provider uses its own proprietary protocols, although there are some third-party applications that can use several protocols to allow users to message across different services. The creation of open standard protocols like Jabber, which became the Extensible Messaging and Presence Protocol (XMPP), enabled modern messaging systems to be developed and the use of IM to decline in popularity.To use an IM service, a user must download and install IM software or an app from a provider, create an account user profile and log in. The app or software usually acts as a client connected to the IM server, providing the server with the user’s connection information and contact lists. The server checks to determine if any users on the contact list are also logged in and, if so, sends a message back to the client app, which changes the status of that user to ‘online’. The user can then choose another user to message and the two are connected together, with windows opening up to allow the users to type. The apps can use the connection information provided by the server to make a peer-to-peer connection directly between the users so that the server is not involved in the communications between users. More often, the apps act as clients of the server, which stores and forwards messages between clients. When the communication session ends, the server should delete the connection information provided by the app and change the user status to offline.
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▲Figure12.5Client–serverconnectionsofonlineusersIM is not as secure as the messaging services that are more commonly in use today. IM service providers store the connection information, and often the messages, on their servers. Some encryption may be used but often it is not, so confidential or private information should not be sent by instant message as it may be intercepted and viewed by unauthorised persons.TypesofusesUsebyindividualsIndividuals use IM to send short, concise messages to another user. The message arrives almost instantly and the other user can reply immediately. This allows a real-time conversation to occur between the users. IM is often used to inform the other person of, for example, the user’s location, their time of arrival at a pre-arranged meeting or to exchange thoughts or comments.UsebybusinessesIM is used by businesses to exchange information between employees about their activities, but it can create security risks. Phishing attempts, the delivery of viruses and the theft of employees’ contact lists are examples of the security risks linked to IM. Instant messages may not be encrypted so can be vulnerable to eavesdropping.Businesses are also required to comply with data-protection and other laws governing business information so instant messages often have to be kept and archived along with all other data. For this reason and due to the security issues, many businesses have strict policies regulating the use of IM for business purposes.UsebygovernmentsGovernment employees use IM in the same way as anybody else. However, governments have to keep all electronic data exchanges secure and have to TabletsTabletsMobile (cell) phonesInternetIM serverLaptopsLaptops
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retain them for records of their activity and for archiving, and the use of IM is included in this. Archiving instant messages requires the use of IM scanning services, content storage services and other systems to store the large amount of data generated. This, and the lack of privacy and security issues with IM, means that government employees are restricted in their use of IM.To enable the use of IM by government employees but to try to avoid the security issues, some governments, for example the French government, have created their own IM app for mobile devices. The French IM app, called Tchap, providesend-to-endencryptiontoallowinformalcommunicationsbetweengovernment employees and agencies. Its compulsory use will replace the use of all other IM apps by French government employees.MessagingsystemsModern messaging systems that can be used on smartphones have the ability to make audio and video calls as well as send images, videos and texts between users over the internet. Some examples of features that can be included are:» group chats that allow more than two people to have an online conversation in real time» file transfer allowing images and documents to be exchanged» mobile payments using a mobile device to authorise a transaction instead of using cash or credit card»games» pushnotifications (messages, notifications, alerts or requests for a transaction) are sent from a server to a client device instead of being initiated by the client; an example is a message from a courier stating that a parcel is to be delivered at a certain time» status updates, which are notifications with information about the progress or status of a task, process or transaction» emoticons, which are a pictorial representation of facial expressions, for example :-), created out of letters, numbers or punctuation marks» virtual assistants, which are software applications that can respond to questions or requests; online chat virtual assistants are called ‘chatbots’.Each messaging system uses its own software app to connect users but still within its own network as systems still do not easily connect with each other or are not permitted to do so by the provider. Web browser-based clients allow other computing devices to use the messaging systems.Examples of modern messaging systems include Apple’s iMessage®,Facebook’sMessenger®,WhatsApp®,Snapchat®,Viber™,Telegram®,Line® and Google Chat™. All offer text messaging but many also offer voice calls, video calls and multimediaexchangeoptions.Some messaging systems use end-to-end encryption to try to prevent messages being read or modified by unauthorised persons. Encryption is explained in Cambridge International AS Level Information Technology and is referred to in the sections on communications technology in Chapter 14. The message is encrypted by the sender and can only be decrypted by the recipient. Any messages stored on servers are stored in encrypted form so cannot be understood by third parties. Sometimes the messages are only encrypted when in transit across networks Activity12iExplain why confidential information should not be sent via instant messaging.
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but are stored as plain text. This is not as secure as end-to-end encryption. Companies that use end-to-end encryption are unable to give security or  law-enforcement authorities access to messages as they do not have the means to decrypt them.TextmessagesTextmessages are mostly sent between users of mobile (cell) phones. Text messages use the Short Message Service (SMS) or the Multimedia Messaging Service (MMS). SMS allows only text to be sent, but with MMS digital images, video, audio and emojis can be added. Emojis are graphic symbols that represent words, ideas and concepts in a drawing. They are designed to be understood regardless of the language of the reader.TypesofusesUsebyindividualsPersonal and business text messages are often used when a short, simple or informal message is needed as they are a quick and easy way to communicate. Instead of an email or phone call, a text message can be used when it would be inappropriate or impolite to interrupt the recipient, who may be busy or even asleep.UsebybusinessesText messages are used by businesses to confirm orders, and to alert to and check delivery times with customers, and to send texts advertising their goods orservices.Banks and other organisations that deal with confidential details or materials use text messaging to send a one-time code, token or password (OTP) to users when they log in to their online services. The use of two-factor authentication (two-step verification) adds an extra layer of security because the OTP is sent to the user by a different communication method than the login ID and password. As many people always carry their mobile phone with them and have easy access to it, this system can work well when the access to the phone is also controlled by a PIN or fingerprint. Authentication techniques are explained in Chapter 14 ‘Communications technology’. The drawbacks are that the user must be in possession of the mobile phone that receives the text, and the text message is in plain text so can be read by anybody with access to the phone.UsebygovernmentsText messages are used by governments to keep citizens informed. Alerts can be sent to all citizens with mobile phones when an emergency or crisis happens.Advantages and disadvantages of instant messagingSome of the advantages of instant messaging are that the communication is in real time, can be considerably cheaper than text messaging as the messages pass over the internet, and is less intrusive than a telephone or video call. Messages are short compared to emails and can be composed and read quickly. Instant messaging can be carried out at the same time as doing other tasks Activity12jDescribe how a bank could use a text message to check that the person logging in to an online account is authorised to do so.
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without interfering too much with those tasks. Composing or reading an email interrupts other tasks more than an instant message does.Instant messages can, like those in chat rooms, be misinterpreted by the recipients. The advantage of IM is that messages are composed and sent very quickly so errors or confusing sentences can be sent. As there are no visual  clues, only the text in the message is seen, so unclear messages that are not double-checked before they are sent can be misleading or misunderstood.IM is not secure. Messages are not usually encrypted unless it is part of a modern messaging app where end-to-end encryption may be used. In a business environment, monitoring the IM of employees can be difficult. Employees can send unencrypted sensitive information by instant message or can inadvertently download malware. In the same ways that other forms of social networking are insecure, IM can compromise the data of a business. Another drawback is that employees can be distracted from their main task by IM. Most businesses require each employee to have their own corporate login provided by the company for IM so their activities can be tracked, and personal messaging is forbidden.12.3.3ForumsA website, or part of a website, that allows users to communicate with other users by posting messages is called an onlineforum, awebforumor  an internetforum. Other names for web forums include online bulletin boardsanddiscussion boards. Most forums can be viewed by visitors to the site, but most allow posts to be made only by users with an account. Unlike the users of chat rooms and IM services, members of a forum do not have to be online at the same time as other members. Postings in forums are visible for considerable periods of time, unlike those on chat rooms and IM, which are lost once the session is closed.Good day!Thank you for your post. We are happy to help you.You can find the answersto the activities on our website: https://www.hoddereducation.co.uk/cambridgeextrasCambridge International AS & A Level     Information TechnologyHope this is helpful.Yours sincerely,Customer support teamCustomer 1 C1Where can I find the answers?I have just purchased the A Level Information Technology Student’s Book,but where can I find the answers to the activities.Customer service | ModeratorReplies (4)I have the same question (3)Report abuseCreated on April 12, 2023Search within the websiteReplied on April 12, 2023Report abuse *Beware of Scammers posting fake Support Numbers here.This thread is locked. You can follow the question or vote as helpful, but you cannot reply to this thread.Was this reply helpful?     Yes     No▲Figure12.6AHelpsectioninawebforumA user with an account is called a member of the forum. Many forums have an administrator and a moderator. The administrator, who can also be 
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a moderator, is responsible for the maintenance of the site and controls who can have an account and who can be a moderator. Moderators have access to all of the posts of members and regulate the posts to ensure that they meet any rules of the forum. Postings by members have to be moderated before they become visible to all. A forum is usually set up to discuss a particular topic and the rules of the forum are designed to prevent inappropriate postings and to ensure that postings relate to the purpose of the forum.Some online forums are ‘flat’ forums, where each post or reply is added to the previous one and there is no organisation of the relationship other than the order of the posting. Most forums are ‘threaded’, so that the relationships and relevance of the postings are linked to a particular topic. A collection of posts to a forum is then called a ‘thread’, and this has a title, a description of the thread and an original post. Members can add their comments and postings to the thread until it is closed by a moderator. The number and order of threads can be changed or fixed by administrators and moderators depending on the importance or usefulness of the thread. Postings on a forum are usually shown in chronological order. A typical forum will show threads in order of newest first, but the posts and replies to the posts for that thread will be in order of oldest first. Members can create ‘ignore lists’ that hide or minimise threads and posts that they do not want to see. Threads often end with members stopping posting through boredom, the topic being exhausted or members going off-topic.Online forums can use cookies to record members’ use of the forum, topics and to store login details to automate repeat logins and show whether a thread has new posts for the member to view. These cookies can be disabled or removed at any time. Regulations in some parts of the world require forums, like other websites, to seek permission from the user before using cookies.Other features of online forums are being able to upload file attachments, some private messaging between members, embedding videos from other social-networking platforms, the use of avatars (an image that shows up when a member makes a post and represents the member) and the limited use of formatting and other coding in posts or replies to posts. The use of HTML in actual posts is discouraged or forbidden by most forums. Forbidding or disabling HTML coding in posts is a security measure designed to prevent client-side code from being inserted into posts. Client-side code, code that runs in the member’s web browser, can be used to exploit security weaknesses and bypass access controls such as logins and passwords. Alternative coding systems such as Bulletin Board Code (BBCode) can be used to display text in bold, italic or different colours. In this system, a tag is inserted before the word, for example [b]This[/b] is [i]“Cambridge[/i] [b][i]International[/i][/b] [u]A Level”[/u], meaning it will appear as ThisThis is “CambridgeInternationalInternational A Level” when the post is viewed and the code is rendered to HTML by the web browser.Most forums have automatic mechanisms to prevent multiple postings by members who may try to get answers or make the same comments on a number of threads, and to prevent duplication of threads by members who, for example, may not have bothered to search for a relevant thread but just create a new one. They may also make use of mechanisms such as CAPTCHA to prevent automated registrations, automatic deletions of the accounts of unused memberships, and the facility to suspend members who break the rules. Users who regularly break forum rules or abuse others on forums can be blacklisted on a database that web forms can check 
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automatically when a user applies to become a member. This can help to ensure that ‘forum spammers’ do not disrupt the genuine activities of forum members.TypesofusesUsebyindividualsIndividuals use forums for discussion and research. Almost any topic can be discussed. Research, or the search for information, can be carried out by posting questions. Family history, car repairs, appliance servicing and other topics can all be found on web forums with members willing to help others in the search forknowledgeoradvice.UsebybusinessesandorganisationsThe main reason that businesses use web forums is to connect with customers and to enable customers to connect with each other. By connecting with them, businesses can allow customers to interact with the business and increase sales and customer loyalty. Customers can ask questions about products, how to use products, how to repair or maintain products, or how to make use of after-sales or customer service. Other customers can assist, or enhance, the traditional support role of a business by answering questions posed by other customers. This feature can save the business money as their customer support staff may not be so busy answering telephone calls or may not have as many emails to respond to. The ‘outsourcing’ of customer support in this way has the benefit of being able to advise or help many customers at once.Market or consumer research can be carried out using web forums. Customers can provide feedback about goods or services and help generate new ideas for products. This method can be cheaper than traditional surveys or focus groups. One benefit to the business is that, while the business controls and supervises the postings, customer feedback is usually reliable and honest as it is generally not anonymous and can be commented upon by other customers. Unwarranted or unfair criticism of products is usually quickly countered by other customers so the business will gain customer support and loyalty.UsebygovernmentsGovernment agencies and departments use websites to distribute information and to promote government initiatives and ideas. This is one-way communication to the public. Web forums can be used, along with other social-networking and social-media systems, to enable citizens to interact with and to participate in government. Governments can get feedback from citizens on their policies, ideas and performance, making communication between governments and citizens a two-way process. Governments can therefore become more transparent and accountable in their decision-making. Many governments are using a range of social-networking platforms to do this, not just web forums.Advantages and disadvantages of forumsWeb forums are a good way for businesses to connect with customers. Contact with customers is direct and immediate. Businesses that encourage customers to use their web forums to discuss issues and ideas about their products will attract visitors to their sites, which in turn will mean more customers and more sales. It will also encourage customers to return to the business, so increasing sales.One of the drawbacks to using web forums is that the discussion has to be started in a way that will attract and retain participants. This is not an issue when a forum is set up to discuss a specific topic or product with invited participants, 
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but setting up a discussion in the hope of attracting visitors can be challenging. Moderation of forums can be time-consuming and requires skills and knowledge in order that inappropriate comments or questions can be blocked. Blocking too many posts will reduce the attractiveness of the forum and users will go elsewhere. This can have a negative effect on a business. Similarly, having too few posts because of lack of interest will reduce the usefulness of the forum. A lack of new or returning customers will reduce the business’s sales and profits.In some countries, the business or individual that provides a web forum on their website is held responsible for the content of the forum. This means that any offensive or illegal language, the use of materials that are copyrighted by others or the defamation of people or businesses could lead to the prosecution of the websiteowner.12.3.4EmailElectronic mail, or email, is a method of exchanging messages between users on computer networks and over the internet. Email uses the store-and-forwardmethod of message exchange. A message is sent by a user to an email, or mail, server, which forwards the message to another user. Both the sender and recipient use email client software applications to log in to the mailserverbutthey do not have to do so at the same time. The server will receive, store and forward the email message as and when the users log in. Email protocols and mail servers are also explained in Chapter 14 Communications technology.Email client software is available for almost all computing devices so emails can be sent and received from desktop computers, laptops, tablets and smartphones. To use email, a user has to have an email address, an email client (which is usually a software application or app but can be web-based), and a connection to a network or the internet. Email systems allow users to check emails while mobile by using cellular networks or Wi-Ficonnectionstotheinternet.Every user has a unique email address that identifies the email box from which, and to which, emails are sent and received. An email address is made up of two parts; the local part, which is the unique username, and a domain part, which identifies the organisation that issued the email address. The two parts are separated by an @ character.The process of sending and receiving emails is:» The sender composes the email in an email client and addresses it to the recipient. An email can contain plain text and HTML codes to format the text. Originally emails were only plain text, but the adoption of the MultipurposeInternet Mail Extensions (MIME) standardsallowstheinclusionofmultimedia such as audio and video files and digital images. Attachments can also be added to email messages. The use of HTML has enabled emails to be displayed with all manner of text formatting, to carry inline graphics and have weblinks embedded in the message. A plain text email is usually sent as well as an HTML version because some email clients cannot use HTML. The use of HTML in email messages raises security issues because it can allow malware to be carried in emails as well as be used in phishing attempts.» The email client prepares the message and readies it for sending using the Simple Mail Transfer Protocol (SMTP). All internet email servers use this protocol for sending emails. Some propriety systems such a Gmail™ and Microsoft®Outlook® use their own protocols for sending email within their systems, but they have to use SMTP when sending to other email providers. Every email message has a header, which contains the email address of the 
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sender, the date it was sent, the email address of the recipient, the email addresses to which the message is to be copied (if the sender has entered these), an address to which to reply (this may or may not be the same as the address of the sender), and the type of content, which is usually MIME. A message identity number is assigned to the message and this is included in the header. This information can be used to track the email message’s passage through the systems and to log its progress. If the email message is invalid because the recipient email address is invalid or does not exist, the sender is alerted almost immediately. Alerts can also be made to the sender when the message is delivered or if the message cannot be delivered.» The email client places the email to be sent in the outbox of the sender and sends it to the email server of the sender’s email provider.» The server determines, using SMTP, the address to which it should be sent. The domain part of the email address is resolved from the Domain Name System (DNS) and the server looks up the address of the email server of the recipient and sends it. The message may be passed using SMTP to several other email servers before it reaches the server of the recipient.» The receiving email server looks up the local part of the email address and, if valid, places the email message in the inbox of the recipient. The message is stored on the server until the recipient collects it.» The recipient uses an email client, which may be web-based, a desktop application or an app on a smartphone, to log in to the email server.» The email message is downloaded to the recipient’s client software using Post Office Protocol (POP3) or Internet Message Access Protocol (IMAP). It can then be read by the recipient.The diagram in Figure 12.7 summarises the process of sending and receiving  anemailmessage.1 Sender composes and addresses an email in an email app2 Email message   sent by SMTP3 Email message   arrives at sender’s   email (mail) server   and is stored in   sender’s outbox4 SMTP is used to resolve recipient’s   domain and forwarded to next server5 Email may pass through several   third-party email (mail) servers6 Email arrives at recipient’s email (mail) server,   which resolves the local part of the address and   stores the email in recipient’s inbox7 User logs in and requests   the email from the mail server8 The email is downloaded, e.g.   by IMAP, to the email client inbox   on the laptopInternet▲Figure12.7Summaryoftheprocessofsendingandreceivinganemailmessage
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Post Office Protocol version 3 (POP3) is used by email clients to download messages from an email server. By default, email clients using POP3 will delete the messages from the server after retrieving them. This has the drawback to the recipient of only being able to read the email on one device. InternetMessageAccess Protocol (IMAP) allows several email clients to access and retrieve email messages from servers. The messages are not automatically deleted but remain on the server until the recipient chooses to delete them. The recipient can download and read messages using any number of devices.Once an email message is downloaded using POP3 or IMAP, it can be read when the recipient is offline. If webmail is used, the recipient has to be online to read messages. The use of webmail has the advantage that there is no need for a specific email client as any compatible web browser can be used to send and receive webmail. However, webmail has the disadvantage that, if the connection is insecure, it can be freely read by third parties. Users of webmail are usually required to connect to servers using HTTPS, which uses encryption.While email is a convenient and easy method of communicating, email messages are not encrypted during transmission or when stored on email servers. Users can encrypt their messages, but this is not the default. Confidential and sensitive information, documents or other secret data must be exchanged using secure systems that use encryption. For this reason, again, users of webmail are usually required to connect to servers using HTTPS.AdvantagesanddisadvantagesofemailEmail has some advantages over other forms of social networking. Senders and recipients do not have to be online at the same time. Emails are sent and are stored on email servers ready for the recipient to log in and download them at a convenient time. The feature of emails that allows them to be sent or copied to many recipients at once can be used by businesses for keeping customers informed or for advertising. Automating the sending of emails in response to an email enquiry and automatic notifications of delivery or the reading of emails can save large amounts of time for busy employees. Email can reach recipients around the world in shorter times than traditional letters, is not subject to the problems of time-zone differences that can affect the use of chat rooms or instant messaging, and is relatively cheap to use. Also, emails can carry images, links and file attachments as well as text, which makes them ideal for communicatinginformation.Email has, along with other forms of social networking, the disadvantage of being insecure. Emails are not encrypted by default, have multiple copies stored on many email servers around the world, and are stored for indeterminate amounts of time. Once an email has been sent, the sender usually has no knowledge of the route it takes or where it is stored and under whose jurisdiction it comes on the way to the recipient. Emails can be intercepted, retrieved and read after the sender and recipient have finished with them. For this reason, confidential, sensitive and personal information is not safe or secure in emails.Activity12k1 Explain why email is described as being a store-and-forward system.2 Describe the make-up of a typical email address.3 Explain why users might choose to use webmail rather than a dedicated email client to send and receive their emails.4 Explain why some users prefer not to use webmail.
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Large quantities of unwanted emails, called spam emails or just spam, can distract recipients, fill up inboxes and email servers and slow down network traffic. Although anti-spam software and filtering by email providers has reduced the amount of spam emails, they are still a nuisance to email users. Very large volumes of emails sent on an email server may cause it to crash. This is known as email bombing.Email messages, as well as instant messages, are used by fraudsters attempting to obtain personal and confidential information by phishing techniques. By using false email addresses that appear to come from reputable organisations such as banks, phishing tries to direct the recipient to a fake website by placing instructions, warnings or alerts and links in email messages.12.3.5BlogsandmicroblogsWeblogsorblogs are social-network platforms that use software tools to post content. They are web pages that can be used by authors as diaries or journals, as a platform on which to display their work, or to present information and opinions on a specific topic, in an engaging way by using images, fonts and headings.Most blogs have a similar page structure, with a header, a main content area, and sidebars that carry information about the authors and their profiles. There is usually an area for links and privacy policies, contact lists and other information about the page. Static web pages often do not have these elements. Unlike blogs, static web pages are not updated regularly and some are never updated.TypesofusesUsebyindividualsIndividuals create and use blogs for many reasons. With access to the internet, bloggers can communicate with a very large audience and ‘talk’ about any topic they wish. Bloggers can attempt to make money from blogs that become very popular. The blog can be used as a marketing tool through the addition of advertisements, collaborating with advertising networks, selling of digital productsorevenmemberships.Microblogging is the addition of small snippets of content to a blog. A short piece of text, a single image or a link to a video or other content is a microblog.UsebybusinessesandorganisationsBusinesses use blogs for advertising purposes and as way to increase customer satisfaction. Customers can be kept up to date about the activities of the business. News services use blogs to inform readers and express their opinions.UsebygovernmentsGovernments and government agencies use blogs to attempt to keep citizens informed of their activities. An example of a US government agency blog is NASA’s blog, which is usually updated daily with information about its space activities. Another example is the Indian government’s use of blogs on its official portal to spread news and information and to request feedback from its citizens.Advantages and disadvantages of blogs and microblogsBlogging and the use of blogs to share content with others has enabled people to communicate with audiences around the world. Many people have made blogging a full-time occupation, taking advantage of working from home. By having a lively 
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and interesting blog about themselves, their activities or their chosen topics, they can attract audiences and visitors to their sites. Selling advertising spaces and links for redirections to retailers’ own sites can generate income for the blogger. The disadvantages are that bloggers work alone and need to be self-motivated because they may have to work long hours to generate enough income to make a living and bloggers cannot work and earn money when they are ill.Bloggers are responsible for any postings on their blog and may be liable to prosecution or litigation. Bloggers who make derogatory comments, defame their employers or blog about company business without authorisation from the business may be required by the employers to remove the blog, be subject to disciplinary action or be fired by the employers, or sometimes all of these. There is the possibility of online insults, attacks and threats against a blogger. Internet ‘trolls’ can use the anonymity of postings to target bloggers. As with other social-networking methods, these attacks can have severe detrimental effects on the targeted person.Many businesses now make use of blogs to advertise their services and products. Sponsored posts on bloggers’ sites add to the income of bloggers, and raise awareness of the products and bring new customers to the businesses’ own sites. Search engines will automatically scan blogs along with other websites for keywords and show the results to customers looking for product information. Having a large number of mentions will increase the number of times that a customer sees the business information.The disadvantages of using blogs are that very few customers actually take part in blogs run by businesses, so the feedback and comments do not always produce reliable data. Some postings may be untrue, inflammatory or derogatory, so careful consideration by moderators has to be made about whether these can be publicly shown. Postings to company blogs must be constantly monitored and it is important for businesses to respond quickly to postings in case customers lose interest and do not return. This can make the job of company moderators difficult and time-consuming, distracting them from more important company business.Businesses using blogs must have a company policy about the content and use of postings, and must make sure all employees are aware of the policy and take stepstoenforceit.12.3.6SocialmediaThe term ‘social media’ is used to describe applications and websites that have facilities for people to post and share content in real time. There may be some restrictions put in place, but usually as soon as a user adds or posts content, other users of the social-media platform can view it. Social-media sites can be accessed using apps on smartphones and tablets as well as by using software applications or web browsers on desktop and laptop computers. Dedicated social-media websites, forums, blogs and microblogs, chat rooms, photograph- and video-sharing sites, virtual worlds, some forms of online gaming and other ways of sharing content can all be included under the broad term of ‘social media’.Social-media sites have a number of features in common with each other, for example they all require users to create a profile specific to that social-media platform before the user can make use of the platform. A typical profile on popular social-media sites will include the name and a photograph of the user, a collection of personal information about the user, a list of ‘friends’ or people who are connected to the user, and sections for the user to post their content 
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and for others to add their comments. The content can be made available to any other member or can have restrictions as to who can view it. All enable and encourage the connection of user profiles with other profiles, all depend upon content generated by users and all use Web 2.0 technologies.Joining and creating a profile on a dedicated social-media platform is usually free but there are often restrictions on who can join. An email address is essential. Age restrictions are the most common, with persons under 13 years old being banned. This is to attempt to protect young people from exploitation or exposure to inappropriate materials. A profile contains information about the user and is shown on a web page unique to that user. Links and connections to other users can be automatically created by comparing existing user profiles with the list of email contacts found in the user’s smartphone or webmail account, by an automatic search of the site’s profiles of existing members or by a manual search by the user of the existing member profiles. Searches can be based on any information that could be found in a profile. Most sites will allow the details of a user profile to be hidden from public view by adjustments to privacy settings by the user. Keeping personal details hidden is a method of preventing the details from being stolen and used for malicious or fraudulent purposes.TypesofusesUsebyindividualsIndividuals make use of social-media platforms to create and maintain personal relationships, and to interact with others by sharing content such as photos, videos, messages, views and comments about their everyday activities, holidays andotherexperiences.Social media can be a useful way of keeping in touch with other people since there is a great deal of personal information posted in profiles. Applications for employment can include references to a user’s social-media profile for employers to see. Some employers will explicitly check the social-media profiles of job applicants and their postings to try and find out more about the applicant.There are digital divides among social-media users. While the apps or software to use social media are usually available for free, some populations lack easy and cheap access to computer devices and to the internet. Poor or remote areas also lack the infrastructure to enable the population to access social media. Where social media is readily available, young people tend to access it more often than oldergenerations.UsebybusinessesBusinesses use social media for marketing purposes to connect with or contact existing and potential customers, to track and analyse social-media conversations and trends, and to allow their employees to keep in contact with the business and each other on an informal basis. Businesses use data mining to look for trends in the large amounts of social-media data that they can collect or buy from the owners of social-media platforms. Of particular interest to businesses are social-media conversations that go ‘viral’ or spread rapidly, because these are the conversations or posts that will be seen by the most users in a short time.Activity12lWhy do some employers check the social-media profiles of prospective and existing employees?
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One of the features of social media is that individuals can link the profiles of others to their own so that they are automatically shown or alerted to any new postings. This is known as ‘following’ and more individuals follow businesses than follow celebrities on social media. Businesses can exploit this to draw attention to their products and services by making regular updates to their profiles or postings so that these are automatically shared with their followers andraisethebrandawareness.The postings can also contain links to the business website, which increases the number of visitors and can increase sales. Customers who are aware of a brand and of who runs the business are more likely to buy new or replacement products from the business because of what they can see on social media. In this way, the business uses social media to ‘humanise its brand’, a strategy also known to increase customer loyalty and sales.News organisations make considerable use of social media to distribute news information and opinions. The organisations have taken advantage of the fact that many people use social media very often. News items posted on social media are quickly distributed, so the opinions of journalists and news commentators can spread across the world very quickly. Drawbacks of using social media as a news source are that it is difficult to verify the accuracy or honesty of a news item or opinion without cross-checking with other sources, and that the views and opinions of the writer may be biased, not appropriate or extreme, but there is no means of countering them. Because social-media postings can spread unchecked so quickly and be added to and reinforced by replies or additional postings, extreme opinions and fake news can easily become accepted as the norm. So, while social media is an important medium for alerting people, it has to be used alongside more traditional methods of getting informationtothepublic.UsebygovernmentsGovernments use social media to communicate with their citizens. Information can be disseminated and opinions, views and comments can be returned to the government on social media by its citizens. Governments can try to give their citizens more involvement in the decisions that affect them. Some governments use social media as a way to reach more people than they would through traditional methods such as newspapers or radio and TV.People can use social media to try to influence governments and raise awareness of issues in their region. People can also use social media to show support for or argue against ideas, policies and political leaders. In democracies, governments use social media to encourage citizens to participate in government, provide feedback to the government and to hold government to account for its actions.UseineducationSocial networking is used in education for collaboration and communication between students, teachers and parents. The use of mobile devices to connect to other students to ask questions, assist others with homework or share documents can improve learning. Teachers can be asked questions and send replies without the student having to physically find the teacher. Parents can be kept informed of their children’s activities and school events via social networking.Information can be discovered and discussed on social-media platforms, for example blogs or wikis, that students can use and share in their studies. Learning can be enhanced in areas such as reading and writing. Students who 
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dislike reading books often readily read web pages and social-networking posts. Students are often more motivated to read online messages, news, information and articles than to read books. Social networking can provide distance-learning opportunities for students who are unable to attend school.UseinfinanceFinancial institutions use social networking to advertise their products and services. In most countries, financial institutions, for example banks, are closely regulated but are allowed to advertise for new customers. Using social networking enables the institutions to bring themselves to the attention of millions of potential customers. Advertisements can be placed into news feeds, onto web pages that host blogs, onto video-sharing sites and sent to potential customers by email. Advertisements can also be placed into online shoppingsites.Online reviews and comments from customers are a useful way of monitoring the success, or otherwise, of a financial product or service. These can be made visible across different social-media platforms and can act as advertisements.Customer support is another use of social networking. Monitoring social networks can provide quick responses to problems and inform customers  of attempts to resolve them. For example, a response to the reporting on  social-media platforms that a bank’s online services are not working can be very quick, with an update as to when the problem is fixed.General financial advice and explanations have been posted on social networks by major banks to educate the public. Podcasts of information have been made available. These uses also serve to enhance the reputation of the institution providingthefreeadvice.Financial institutions also gather and analyse large amounts of data from the use of social networks. Data mining can help to discover possible new markets for theirproductsandservices.UseinhealthcareSocial networking is used in health care by patients and by health care providers. Patients can access information about health conditions and discuss this with others. Self-diagnosis and treatments can be discovered without reference to professional health care providers. While suitable for minor afflictions, it is not recommended as a replacement for consulting a proper doctor as information exchanged on social networks about medical conditions and treatments can be misleading, inaccurate and possibly dangerous. However, a discussion with others who have the same medical conditions and are willing to share their experiences can be helpful in understanding and treating illness. This is peer support and can help considerably in, for example, giving up smoking, as sharing the experience with others using social networking can increase motivation.Public health and outbreaks of disease can be monitored using social networking. Contact tracing of individuals that may have come into contact with disease carriers can be accomplished using, for example, instant messaging, contact apps on mobile devices or posts on social-media platforms. In times of public health crisis, social-media platforms can very quickly spread information andalerts.Health care providers and professionals use social networking to share information between themselves and with patients. Reminders and alerts 
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about scheduled medical treatments can be sent by instant message or email. Reminders and advice on how to avoid infections or injuries can be posted to social-media platforms. Updates and news about health care provision can also beposted.People training to be health care providers can access information and can engage in group discussions to support their learning and training.AdvantagesanddisadvantagesofsocialmediaSocial media has enabled people from all around the world to connect and communicate with each other. People can connect to family and friends, to others with similar thoughts, religious views and interests, and share content such as text, images and videos. The advantages of using social media for this are that it requires few skills, can be low cost and can be seen very quickly by others regardless of the location of the users.The disadvantages of using social media for communication with others include the fact that an internet or mobile connection is required and this may be expensive in some areas of the world. Personal or confidential information can be seen by others, and can be stolen or lost if users do not take precautions to keep data safe and secure. If unauthorised people obtain and use the personal data of others, they can use it to commit fraud, or embarrass or humiliate users ofsocialmedia.Other disadvantages are that adding posts to social-media conversations without carefully considering the previous posts or feelings of others can produce anxiety and stress in others and create a negative perception of the person making the post. Cyberbullying can lead to low self-esteem, depression and other mental health issues. Cyber-stalking can produce online and physical threats to users. The spread of false or misleading information is difficult to control. It is also difficult to distinguish real information from fake.12.3.7ImpactofsocialnetworkingOn individualsUsing social media can have positive effects for individuals. For example, it can provide help and support for people with health problems. There are  social-media groups for people living with various diseases and those with disabilities. By sharing issues and problems on social media, individuals can be supported and helped.There are concerns, however, that the use of social media can have adverse effects on individuals. Users are more likely to be extrovert and open on social media but are less likely to be afraid of hurting the feelings of others, compared to when talking face-to-face. This can often lead to open and frank discussions about topics. On the other hand, as posts and comments are permanently displayed and available, the uncontrolled and hurtful views of others can have damaging effects on the psychological health and mental well-being of individuals. Individuals who frequently check on the activities of friends can develop a fear of missing something and being left out of activities, or of not being part of the group. This has been linked to mood swings and depression in some people. There are also the fears of being hacked, of personal details being used by unscrupulous people, or of employers, school and college officials reading the social-media posts, and these can lead to increased levels of stress and anxiety in individuals.
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The ability to check up on others and to find out personal information has drawbacks. Users can ‘stalk’ other users by looking at status updates, posts, images and comments and using these to track the movements and activities of individuals. New friends or acquaintances can be investigated, and ex-partners or colleagues can be ‘watched’ or followed online. As well as upsetting and causing fear and anxiety in the person being stalked or watched, the stalker can also develop mental health issues that can have a lasting effect on their behaviour.Most social-media platforms do not carry out background checks on users when they join and set up a profile. Often all that is required is an email address and the answers to a few questions. Provided the email address is valid then the answers to the questions can be fake. This makes it easy for people to create false profiles and to hide their real identity. People seeking new relationships can set up a fake social-media account with a profile designed to attract and interestothers.Fake profiles can be used by adults who attempt to befriend young people with the aim of influencing or abusing them. By pretending to be much younger, using false photographs and creating a fake profile containing the type of personal information of a teenager, an adult can pretend to be of the same age group as an intended target. Young people are always advised to keep the amount of personal information they show in their profile to a minimum, never to disclose these details to strangers, never to post compromising photographs of themselves or others, and never to befriend or connect with strangers on social media. Young people are also advised to report any inappropriate or unusual requests to make contact with strangers. Parents are advised to check who their children are in contact with on social media and what their children are posting. However, checking a child’s several hundred online connections can be very difficult.When individuals are not approved of or not accepted by their peers on social media, they can become emotionally distressed. This effect is seen in teenagers who try to emulate the appearance and personality of others on social media to try and be accepted or become part of a peer group. If they fail, or are mocked online, then they can develop health issues. On occasions, retaliation can occur and the person being mocked becomes a bully by mocking others in turn. Bullying online is called ‘cyberbullying’. Studies have shown that occurrences of cyberbullying are increasing on social-media platforms. The intensity, duration and frequency of being cyberbullied can all have a negative impact and significantly lower the self-esteem of an individual.There are numerous cases of people losing their jobs after posting inappropriate or silly images or comments to their social-media profiles. Employers can check what is being posted to business accounts and to private accounts and may not approve of the postings. This can become an issue even after many years as social-media postings remain visible for a long time.Activity12m1 Explain how some social-media platforms allow users to create fake accounts.2 Explain why parents find it difficult to protect their children from fake users on social media.
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OnbusinessesBusiness profiles on social media allow companies to have a global audience with little cost to themselves. Most social-media content can be produced quickly and cheaply, often with little formal training. This compares to the high-quality content that needs to be created by advertising agencies for use in traditional advertising on television or in cinemas or on posters. Further, while traditional advertising takes considerable time to develop and appear, social-media advertising can be almost immediate and reach many potential customers very quickly. Another benefit of using social media to advertise is that the postings are more permanent so they remain visible far longer than advertising on billboards and television and in cinemas. However, when there are many posts being added, advertising can quickly be displaced by new posts and disappear from sight.Businesses can offer their followers on social media the possibility of customised discounts or offers in order to increase sales. An airline company in the USA offered free food and a free flight to the first customers to use its new service out of San Francisco or Los Angeles. The customers were required to post their location and time on a specific social-media platform when checking in for the flight.The use of social-media platforms or sites to advertise products and to attract new customers can be subject to abuse. There is evidence that some customers are paid for posting good reviews for products, that some reviews are fake because the customer making the posting has not purchased the product, that some reviews are posted by employees or owners of the business, or that some postings are generated automatically by computers.OngovernmentsSocial media has made citizens more aware of the activities of their governments and allowed more insight into what governments are doing. Governments can use social media to distribute their ideas and views and become more transparent in their activities. Citizens can more easily hold their governments to account because of the free use of social media to quickly spread news and ideas.Social media is difficult for governments to control as it is freely available on the internet. In some areas of the world, social media is controlled and policed by governments that are concerned that their citizens might use it to cause dissent and unrest in the country or to publicise activities that the government might not want people to know about. Methods of control by governments include passing laws that make it illegal to use some or all social media, blocking access to social-media platforms, controlling internet access or restricting access only to government-approved social-media platforms. Other attempts at censorship of social media include making it illegal to post links to certain websites or to share informationfromcertainsites.A positive use of censorship of social media is the banning of links and information about child pornography, child and people trafficking, drug trafficking, terrorism or similar threats to society. It is illegal in most countries to post or share indecent images of children, and those who do so, even if they are underage themselves, can face prosecution and punishment. The easy accessibility and freedom of social media in most countries, however, makes it very difficult to monitor, police and control everything that is posted.Activity12nExplain why using social media may cause anxiety and stress.
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