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Note on Research and on Uyghur and Han Chinese Names


From August 2017 to September 2020, I interviewed 168 Uyghur refugees, technology workers, government officials, researchers, academics, activists, and a former Chinese spy who was preparing to defect. Most requested that I use pseudonyms if I published their interviews.


This was the only way I could write an accurate book on the Uyghurs, Kazakhs, and other ethnic groups that are oppressed in western China. Their families, who are still in China, can easily be harassed or tortured by the police or intelligence services. Some interviewees, public figures whose stories have already been widely published, requested that I use their real names.


The protagonist’s name in this book, “Maysem,” is a pseudonym for a young Uyghur woman I met in Ankara, the capital of Turkey, in October 2018. I interviewed her fourteen times from October 2018 to February 2021.


As I researched this book, I questioned myself about the wisdom of interviewing refugees who, under the cover of fake names, could take license to stretch their stories, or change their accounts to cope with unbearable trauma.


In fact, there is a long tradition among journalists and scholars of relying on refugee testimony when documenting political upheavals and human rights atrocities, sometimes withholding their names and identifying information. Researchers and writers have long relied on the testimony of “White” Russian, Jewish, Cuban, Chinese, and North Korean refugees.


Like some of these other writers, I spent my career as a foreign correspondent interviewing refugees and people in sensitive situations, whose careers or lives were at risk. I knew how to get around the downsides.


I rigorously cross-checked the statements of key characters with people who knew them and had heard their stories before. I also cross-checked my interviewees’ statements with other refugee accounts, media reports, the chronology of events on the public record, the Uyghur victim database at shahit.biz, the speeches in state media of Chinese leaders, human rights reports from Human Rights Watch, the Uyghur Human Rights Project, the US Congress and US State Department, and the work of a small group of researchers who analyze satellite imagery, computer data, and Chinese corporate reports.


For key interviews, I spoke with each person in anywhere from four to twenty-five sessions, spending between eight and sixty hours with each one, revisiting the same questions, and listening carefully for inconsistencies or omissions. In 2 out of 168 interviews, I found the stories changed in minor ways. In one other interview, I found that the interviewee withheld information that reflected poorly on him; he was attempting to convince me he was a victim and not a perpetrator.


I didn’t use these three interviews.


In all other interviews, the stories remained consistent down to fine details, in dates, places, addresses, and names. Most of these details were verifiable on Google Maps satellite imagery, in leaked Chinese state documents and online tender documents the interviewees provided to me, in annual reports published online by Chinese corporations, and in my own observations and travels inside Xinjiang.


From December 2020 to February 2021, I worked with a rigorous fact-checker, Wen-yee Lee, a Taiwanese technology journalist and native Mandarin Chinese speaker, to double-check the material in this book. She reviewed interview recordings and transcripts, called the interviewees and double-checked their stories, listened to their stories an additional time for changes or omissions, and rigorously checked the original Mandarin Chinese sources cited and translated in English-language press reports and research. I further checked passages on the mechanics of artificial intelligence, facial recognition, semiconductors, DNA collection, and other technical fields with academic experts. These experts, some well known in their fields, vouched for the technological validity of what Uyghurs witnessed and told me about China’s surveillance state. I take responsibility for any remaining errors.


Since China’s surveillance state is growing in sophistication, I withheld or obscured some pieces of identifying information, such as the exact chronology, locations, ages, and the amount of time that transpired between events. When writing the story of the protagonist Maysem—the pseudonym is also the name of a historical Uyghur heroine—I removed identifying dates and places, and obscured the amount of time that passed between events during her imprisonment. This was the only way to protect my sources while remaining true to their stories. If I’d revealed too much, the intelligence services would have no problem tracking down whom I spoke with, along with their families and friends.


Uyghur names consist of the individual’s name first and the family name second. Han Chinese names follow the reverse standard of family name first, individual’s name second. Out of respect for the people who appear in this book, I’ve written their names in English as they prefer to write it themselves. Some prefer to write their Han Chinese names in English with the given name first and family name second (Kai-fu Lee), as opposed to the usual convention (Xi Jinping). When writing Han Chinese words and names in our alphabet, the pinyin system, the international standard for the romanization of Standard Chinese, is used throughout.














PROLOGUE


The Situation


In the region of Xinjiang in western China, people call their dystopia “the Situation.”1


Since 2017, an estimated 1.8 million Uyghurs, Kazakhs, and people from other primarily Muslim minorities have been accused by the government of harboring “ideological viruses” and “terrorist thoughts,” and taken away to hundreds of concentration camps. Many of the camps were repurposed high schools and other buildings, turned into detention centers for torture, brainwashing, and indoctrination. It is the largest internment of ethnic minorities since the Holocaust.


Even if you don’t end up in a camp, daily life is hellish. If you’re a woman, you might wake up every morning next to a stranger appointed by the government to replace your partner whom the police “disappeared” to a camp. Every morning before work, this minder will teach your family the state virtues of loyalty, ideological purity, and harmonious relations with the Communist Party. He’ll check on your progress by asking you questions, ensuring you haven’t been “infected” with what the government calls the “viruses of the mind” and the “three evils”: terrorism, separatism, and extremism.


After your morning indoctrination, you may hear a knock on the door. The local neighborhood watch official, appointed by the state to keep an eye on a block of ten homes, will check your house for “irregularities,” such as having more than three children or owning religious books. She may ask why you were late for work yesterday.


She’ll probably say that “the neighbors reported you.”


For the crime of forgetting to set the alarm, you must now report to the local police station for an interrogation, where you must explain the irregularity.


After her daily inspection, the neighborhood watch official scans a card against a device hoisted on your door. It indicates she has completed her survey.


Before work, if you drive to the gas station or the grocery store to grab something for dinner, at each place you go you scan your ID card at the entrance, in front of armed guards. After you scan it, a display next to the scanner shows the word “trustworthy,” meaning the government has declared you a good citizen, and you’ll be permitted entry.


A person who receives the notification “untrustworthy” is denied entry, and after a quick check of his statistical data records may face further problems. Maybe the facial recognition cameras caught him praying in a mosque. Or the cameras recorded him buying a six-pack of beer and the artificial intelligence (AI) suspects he has an alcohol problem. He may never know the reason. But everyone knows that any little hiccup can cause the state to lower your trustworthy ranking.


Police officers approach and question him. They double-check his identity on their smartphones with a program called the Integrated Joint Operations Platform, which consists of mass data the government has gathered on every citizen using millions of cameras, court records, and citizen spies, all of it processed by AI.


Under the “predictive policing program,” the AI determines he will commit a crime in the future and recommends sending him to a camp. The police officers concur. They take him away in their police car. He may return at some point after a period of “reeducation,” or he may never be seen again.


After standing in a segregated checkout line for minorities, you pay for your groceries. Government cameras and your WeChat messaging app monitor your purchases. You exit the grocery store and drive to work. On the way you pass a dozen police checkpoints, called “convenience police stations.” Convenient for whom? At two checkpoints the police stop you, demand to see your identification documents, and ask where you’re headed. Satisfied, they whisk you through, but only because you’re “trustworthy.”


At the office, your coworkers watch you constantly. Before the day starts, you all stand and sing the national anthem, then watch a short propaganda film on how to spot a terrorist. It explains that a terrorist “is likely to stop smoking and drinking, doing so suddenly.” You want to laugh. But your colleagues might report such disrespectful behavior, hoping for a reward from the government or a stronger trust ranking. You stay quiet throughout the film.


At noon each day, if you’re female, you’re required to take a government-mandated birth control pill. Still, you are one of the lucky ones: the government frequently summons female coworkers to a local clinic for mandatory sterilization. The government says it wants to cut down on minority birth rates, claiming lower birth rates will lead to prosperity.


After work is finished, you drive home, pass another dozen police checkpoints, and then scan your ID card to pass through the gate at the entrance of your neighborhood, a ghetto surrounded by a fence or concrete wall, where no one can enter or leave without scanning their card. At home, your children tell you about the party virtues of patriotism and harmony they learned that day in school. You don’t debate their lessons. The teacher told the students to report parents who didn’t agree with them.


After eating dinner and watching the evening news, in front of a government camera installed in the corner of the living room, you lie down in bed with your government minder. Hopefully, you can fall asleep. You remember that he has the power to do whatever he wants here in bed, because he was sent by the state. If you resist his advances, he’ll invent an allegation and report you, and you’ll be sent to the camps.


Luckily, tonight you’re okay. But your luck might not last. You fall asleep, then repeat your routine the next morning. This is a day in the life of a Uyghur, Kazakh, or other ethnic minority in Xinjiang.


[ ]


This book tells the story of how Xinjiang became the world’s most sophisticated surveillance dystopia—how the Situation came to be and what it means for our future as we embrace unprecedented advances in AI, facial recognition, surveillance, and other technologies.


When, in September 2001, the Twin Towers fell in New York it was the most visible terrorist act the world had ever seen. More than sixty-eight hundred miles away, the Chinese government in Beijing saw this as an opportunity to elevate its authoritarian rule. One month later, China commenced its own war on terror, and its main focus was extremist groups consisting of Muslim Uyghurs from Xinjiang.


Xinjiang, however, enjoyed relative peace and prosperity from 2001 to 2009, as a result of oil wealth and a construction boom. But China didn’t distribute the fruits of prosperity fairly among Xinjiang’s minorities, who had a historical claim to this land, and settlers from the Han Chinese majority group, who had arrived from the east seeking riches and opportunity.


After nearly a decade of simmering resentment, Uyghur rioters took to the streets of Xinjiang’s regional capital, Urumqi, in July 2009. The government responded by shutting down the internet and communication lines, and disappearing untold numbers of young Uyghur men. Some were executed, accused of fomenting a violent separatist plot.


From 2009 to 2014, thousands of Muslim Uyghur men, having encountered persecution, traveled to Afghanistan and Syria, training and fighting with groups connected to ISIS, hoping to one day return to China and wage a jihad, or “holy war,” against it. These new terrorists launched a campaign of shoot-outs, assassinations, knife attacks, and an attempted airplane hijacking in China.


From 2014 to 2016, China escalated its counterterrorism tactics to unseen levels of brutality. It resorted to old-school, heavy-handed policing, and “community policing” efforts that in reality amounted to recruiting snitches in households, schools, and workplaces. But this was not enough, the government felt, to completely squash the terrorist threat.


In August 2016, a strongman named Chen Quanguo became the region’s highest leader, taking on the role of Communist Party chief of Xinjiang. He deployed new technologies to surveil and control the population. Using mass data, he introduced a predictive policing program in which a suspect could be detained because the AI predicted he or she would commit a crime. He opened hundreds of concentration camps, officially called “detention centers,” “vocational training centers,” and “reeducation centers.” By 2017, the number of people imprisoned within them swelled to 1.5 million, out of a Uyghur population of 11 million.


China’s goal was to erase one people’s identity, culture, and history and to achieve a total assimilation of millions of people.


“You can’t uproot all the weeds hidden among the crops in the field one by one—you need to spray chemicals to kill them all,” one official said in January 2018. “Reeducating these people is like spraying chemicals on the crops.”2


And with that, China created the perfect police state.














CHAPTER 1


The New Dominion


Long Live the Great, Glorious and Correct Communist Party of China!


—GOVERNMENT PROPAGANDA SLOGAN


“See a terrorist, strike a terrorist!” shouted the policeman.


Near an outdoor market three tall, burly counterterrorism officers dressed in black SWAT uniforms, sunglasses, and bullet-proof vests stood in front of a line of shop owners. The shop owners were rehearsing a drill, and each of them wielded a wooden baton. At a policeman’s mark, an alarm bell sounded. They began the drill: strike hard, strike fast, and pin an imaginary terrorist on the ground.


“Love the Party, love the Country!” they shouted together.


I casually snapped a photo of the scene with my cell phone, and started to walk away. One of the police officers was wearing sunglasses with a built-in camera linked to China’s Sky Net surveillance database; the camera was connected by a wire to a minicomputer in his pocket. He turned left and glanced at me. If I were a local resident, he could probably see my name and national ID number on his lenses within seconds.1 Before I knew it, I was surrounded by police. I didn’t know where they came from, or how long they had been watching me. But they didn’t look happy.


A six-foot-four man in a regular police uniform, with an officer’s cap and a white button-down shirt, grabbed my phone and demanded my passport.


“Come with us,” he said.


It was a frigid December day, and I was posing as a backpacker in Kashgar. I had arrived the previous morning on a two-hour flight from Urumqi, disembarking at the small, ramshackle Kashgar Airport. My tourist visa allowed me to visit this little-known frontier, a predominantly Muslim region of desert oases and freezing mountains twice the size of Texas, in China’s far west on the edges of Afghanistan and Pakistan.


During the previous decade, I had carved out a niche by documenting the rise of authoritarian governments worldwide, and the increasingly sophisticated ways they deployed new technologies to surveil, control, and even murder their people. I’d covered insurgencies, dictatorships, and a genocide throughout North Korea, China, Myanmar, and Russia. But when I was detained by the authorities in Kashgar, I realized I’d never seen a surveillance state so well honed and menacing as this one.


It’s likely that I’d been watched from the moment I arrived. Fellow journalists had warned me that my hotel room would be bugged and any laptops or smartphones I left in my room would be scanned. With 170 million cameras nationwide,2 some able to identify anyone from up to nine miles away,3 and government devices called Wi-Fi sniffers gathering data on all smartphones and computers within their range,4 the state probably knew a great deal about me the moment I stepped off the plane.


A “public security officer,” the term China uses for police who have broad powers of search and seizure, inspected my passport.


“Japan? Cambodia? Egypt?” he asked suspiciously, looking at the stamps. “What do you do for a living?”


“Business consultant,” I said. “Just visiting… backpacking.”


I was nervous. I hadn’t seen a single other Western “tourist” because it was the dead of winter. I also feared that the police might discover I was wearing a hidden voice recorder disguised as a wristwatch.


The officer called someone and then gave me a stern look.


“You must delete all the photos on this phone.” I had purchased the phone a few days earlier in China, and had used it for the sole purpose of snapping photos of curious-looking buildings, propaganda signs, and the police.


He watched as I did so, then handed me back the phone and my passport.


“Welcome to China,” he said. “Please do not take sensitive photos. Now, you can go back to your hotel.”


[ ]


When I woke up in my hotel room the next morning, my mind was racing. It was December 10, 2017, and at eight o’clock it was still dark. Distant police sirens had been blaring all night. After only three days, I was exhausted. Before arriving I’d had no appreciation of the intensity of the government surveillance, monitoring, and paranoia I would experience. I felt like I was being watched constantly. But I couldn’t put my finger on where or how.


I had come with the intention of discovering how China had built the most sophisticated surveillance apparatus humanity had ever seen. I thought I could get a glimpse of how artificial intelligence and China’s vast camera surveillance network operated, maybe through the occasional comment from a local, or through run-ins with the police that I could then use for my reporting. Instead, I felt overwhelmingly that the state was reporting on me.


I descended in the elevator to the lobby of the Qinibagh Hotel, the former residence of the British consul general, which had recently been renovated. Facades made to appear like rugs and wall paintings, similar to what you’d find in Afghanistan or Iran, bedecked the grounds. The hotel felt more plastic than historic, as if the owner was trying to prove something, or worse, cover something up.


As I ate a Western buffet breakfast of scrambled eggs and sausage, the restaurant TV showed a news documentary about terrorism and chaos in the Middle East, playing spooky music that sounded like The Twilight Zone theme. Bombs were exploding, terrorists were shooting AK-47s in dusty desert villages, and Muslims were depicted at a mosque praying for the death of innocent people. Then the Twin Towers were shown falling.


“Love the Party, Love the Country,” the news announcer concluded.


Because the Chinese government mandated that Kashgar run on the same time zone as the capital city of Beijing, despite Beijing being an almost seven-hour flight east, the mornings stayed dark until ten o’clock. I left the hotel in pitch black, passing through a gate guarded by an armed security guard. I began to explore the city, walking through alleyways and markets and a plaza, where police pillboxes sat on almost every street corner and even the children wore a look of suspicion.


“Passport!” said a Chinese police officer, approaching me on the street. He pointed to my beard. “Pakistani? Afghan? Muslim?”


I shook my head.


“American,” I told him in Chinese.


He checked my passport and waved me through his checkpoint with a warning.


“Don’t go too far.”


[ ]


I have lived in Asia and then the Middle East since 2008, which has opened my eyes to a world Americans don’t ordinarily see.


In the West—an area spanning the Atlantic Ocean that consists of North America and a sliver of northwest Europe—we live under an apparatus of organized nation-states with a shared language and a set of laws and customs that stand above our loyalties to ethnic groups, political factions, and religious leaders.


From my perch in Asia I had begun to see the world differently, as a region informed by centuries of trade, conquest, and the rapid transformation of ideas and faiths that created new kingdoms, and just as quickly swallowed them up.


I’m a small-time collector of antique maps, focusing less on Europe, East Asia, and North America and more on the landmass extending from China to the Mediterranean Sea. It too tells a story. What’s called Eurasia is a stretch of oases, steppes, and mountains that is messy, conflict ridden, and difficult to govern. Just look at the Balkans, Syria, Turkey, Israel and Palestine, Libya, Ukraine, Chechnya, Iraq, Iran, Afghanistan, and Pakistan. It’s a region littered with crisscrossing ethnic and religious loyalties that both precede and supersede modern governments. Most violent conflicts in the world today are happening in Eurasia. It’s also rich in oil, rare earths, and mineral wealth—and rife with dictatorships, inequality, and religious fundamentalism.


I became fascinated with the history of the Silk Road, the thread of trading routes winding from Europe to Asia, over which gold and precious metals flowed east to China and silk flowed west to Europe. It was first made famous to us in the West by the travels of Marco Polo in the thirteenth century. I read the accounts of European explorers who traveled through the harsh and unforgiving Taklamakan Desert, one of the world’s largest, just beyond Kashgar, the city that is the heartland of the Uyghurs.


“Quite suddenly the sky grows dark,” wrote the German archaeologist Albert von Le Coq in 1928.


The sun becomes a dark-red ball of fire seen through the fast-thickening veil of dust, a muffled howl is followed by a piercing whistle, and a moment after, the storm bursts with appalling violence upon the caravan. Enormous masses of sand, mixed with pebbles, are forcibly lifted up, whirled round, and dashed down on man and beast; the darkness increases and strange clashing noises mingle with the roar and howl of the storm… The whole happening is like hell let loose.…


Any traveler overwhelmed by such a storm must, in spite of the heat, envelop himself entirely in felts to escape injury from the stones dashing around with such mad force. Men and horses must lie down and endure the rage of the hurricane, which often lasts for hours.5


The deadly sandstorms were called “black hurricanes,” and because of them the Taklamakan could be lethal. The British consul general at Kashgar called the desert “a Land of Death.” Sven Hedin, the Swedish explorer, called it “the worst and most dangerous desert in the world.” The British correspondent Peter Hopkirk wrote that in the local Turkic language the word “Taklamakan” meant “go in and you won’t come out.”6


Looking at a map of China’s western frontier, the desert looks like a football that stretches about six hundred miles east to west. Six oasis towns surround it, historically called the Altishahr, with Kashgar on the western side.7 For centuries, explorers and traders like Marco Polo would rest in the city after an arduous trek through the mountains of what are today Iran and Afghanistan, before heading farther into dangerous terrain.8


When I was growing up in Chicago, Illinois, I knew Eurasia only as Iraq and Afghanistan, nations made relevant after the attacks of 9/11. I scarcely thought about Azerbaijan or Uzbekistan or Tajikistan. They were backwaters, a muddy mess of post-Soviet nations that happened to be Muslim, but were peripheral. But the longer I stayed in Asia, the more I learned that my Western-centric perspective was deeply flawed.


The story of the world was not what I read in the New York Times about the spread of democracy and the people’s embrace of the free market, a reprieve from an ideological cold war that ended when I was a toddler. Across Eurasia, I watched as democracies failed, oil-baron oligarchs seized power, and religious and tribal leaders escalated warfare.


As I read more and more history, anthropology, and global news coverage, it began to hit home that the Midwest of the United States, where I’d grown up, was only a few hundred years old, whereas Kashgar, the relatively small city where I woke up that cold December morning, had for centuries been a Silk Road cultural and trading gateway, once a cosmopolitan resting point for travelers of the world.


[ ]


In the years after 9/11, I watched as China, whose culture had long fascinated me, began to reach westward through the region called Xinjiang. Since 2013, China had been building a $1 trillion network of roads, ports, oil pipelines, and railroads. It’s called the “One Belt, One Road” initiative.9


China wants to move away from its overexploited coast, trying to establish global trading routes that could become an alternative to crossing the Pacific Ocean. It wants to convince companies—like Foxconn, the manufacturer of Apple’s iPhone that makes devices on the southeast coast in Shenzhen, near Hong Kong—to move their manufacturing inland. The companies would then use land routes, which are becoming cheaper, to reach export markets in the European Union and Middle East. But there is a grander idea as well. China’s revival of the historic Silk Road has the potential to reshape the world order.


Xinjiang means “New Dominion,” and it was the starting point for the new road and pipeline networks. It quickly became China’s most sensitive border, where the One Belt, One Road project would first be exposed to foreign inspection; it was where the world would first encounter China. But there was a problem: Xinjiang needed to be pacified.


From 2011 to 2014, Uyghur terrorists escalated their attacks on civilians in Xinjiang and across China. They launched two car attacks that included a bomb in Tiananmen Square;10 stabbed and slashed commuters with knives during an assault at a train station in Kunming in southern China;11 assassinated a prominent imam (a Muslim religious leader) in Kashgar;12 and attempted but failed to hijack an airplane flying between two cities in Xinjiang—the passengers, crew, and plainclothes police overpowered the six hijackers and beat two of them to death.13


The attacks were the work of a radical fringe contingent of Uyghur terrorists who had trained in Afghanistan and Syria. The Turkestan Islamic Party, as they were called, announced their goal was to form a “caliphate”—an Islamic nation ruled by a religious leader who would be the successor to the prophet Mohammed—across Xinjiang and Central Asia.14 The Chinese government seized on the attacks and turned them into an opportunity to unite the nation against a common enemy.


“All ethnic groups nationwide should cherish ethnic unity and work together to thwart the political intentions of the three forces of separatism, extremism and terrorism,” Xinhua, China’s state-run media and a government voice, wrote in a commentary in August 2014.15 It was a declaration of intent.


In 2013 and 2014, China began intensifying an apartheid relationship to Xinjiang that it had been building since the end of the Cold War, openly admitting its ethnic underpinnings. The Uyghurs were a Turkic ethnic group, tracing a shared heritage with the peoples who had founded Kazakhstan, Kyrgyzstan, Azerbaijan, and three other nations. From the sixth to eleventh centuries, they had descended into Eurasia from the steppes of Siberia and Central Asia. Then, in 1453, they conquered the capital of the Eastern Roman Empire, Constantinople (today Istanbul), establishing the Ottoman Empire, which lasted 450 years until its defeat in World War I.16


Despite the shared heritage, the Uyghurs occupied a very distant frontier from the center of the Ottoman Empire. Various Turkic and Chinese Muslim leaders ruled independent city-states, or swore fealty to Mongol, Manchu, and Han Chinese dynasties, as distant subjects. By the mid–eighteenth century, China’s Qing dynasty, created by the Manchus in a power struggle against a Mongol group that had dominated the region, had taken over what is today Xinjiang.


But Xinjiang, early on, was hardly targeted and oppressed. “The [Qing] Manchus prohibited Chinese settlement in densely Uyghur areas for fear of destabilizing them, and did not interfere with Uyghur religion, food, or dress,” wrote James Millward, history professor at Georgetown University. “This culturally pluralist imperialism worked well, and despite a series of minor incursions from Central Asia into southwest Xinjiang, from the mid-18th to the mid-19th century the region was on the whole peaceful—enough so that the Uyghur population increased fivefold and the economy expanded.”17


But the Qing dynasty fell apart in 1912, sparking thirty-eight years of nationwide rebellions and strife between military leaders and foreign-backed factions—and also a movement to reform and modernize schools and society in Xinjiang—until China was united under communism in 1949.18 Then, the Uyghurs and other Turkic ethnic groups became second-class citizens, relegated to a system of segregation, given short shrift when they applied for jobs, opened bank accounts, or bought new cars and homes.


Pledging an end to ethnic strife and separatism, China’s leaders unveiled, over the next six years after the terrorist attacks intensified in 2013 and 2014, a vast social experiment in suppression, control, and brainwashing intended to secure total loyalty to the state. The Chinese government transformed the region into a testing laboratory for the most cutting-edge surveillance technologies of a dystopian future.


“There could be an alliance between authoritarian states and these large, data-rich IT monopolies that would bring together nascent systems of corporate surveillance with an already developed system of state-sponsored surveillance,” the financier George Soros declared at the World Economic Forum in January 2018. “This may well result in a web of totalitarian control the likes of which not even Aldous Huxley or George Orwell could have imagined.” He predicted that China would be among the first countries to adopt an “unholy marriage” between an authoritarian government and technology companies.19


In August 2017, when I began planning my trip, several foreign correspondent colleagues and diplomats who had been visiting Xinjiang warned me off.


“Wait till you get to Kashgar,” a journalist in Beijing told me. “It’s apocalyptic.”


On August 24, 2017, just as I was preparing to board my flight from Chiang Mai, Thailand, where I was on a quick vacation, I received alarming text messages from journalists and human rights investigators.


The Cambodian government, a Chinese ally, had somehow learned about my work in western China and spun it into a conspiracy. I’m not sure how the Cambodian government knew about my proposed trip to Xinjiang. I suspect they somehow got access to my flight data from a Chinese airline, or monitored my social media posts. But I had only written one post on Facebook about the deteriorating political situation in Xinjiang, low-key enough to avoid the attention of a government or intelligence agency. Or so I thought.


“Geoffrey Cain left Cambodia on August 18 to Xinjiang province, China, the region where the Uyghur ethnic group is rebelling against Beijing’s government,” the article on the popular website Fresh News, which is connected to the government and cited on all of Cambodia’s prime-time evening news shows and big newspapers, claimed. It accused me of fomenting unrest all over Asia—in South Korea, Cambodia, and another country it didn’t name, as a spy employed by an unnamed “superpower country.”20


The accusations, of course, were ludicrous. I hadn’t even been to Xinjiang yet. But an Australian filmmaker had already been arrested in Cambodia on similar espionage charges, and was set to face trial.21


So I didn’t go to Xinjiang. Instead, I stayed in Thailand, then retreated to Washington, DC, hoping that my one-man superpower spy scandal would blow over.


It didn’t. Nine days later, Cambodia’s opposition leader was arrested, accused of working with a so-called spy ring that included me.22


Cambodia’s prime minister ordered the government to “investigate the presence of all people of American nationality suspected of conducting espionage.” Then his military commanders declared their goal was “the elimination of all foreigners whose intent is to commit aggression against Cambodia” and that they’d “smash each and every person.”23


I waited four more months for the paranoia to blow over, in which time I grew restless. I was curious to see the surveillance dystopia of the future, after covering authoritarian governments elsewhere. I stopped in Beijing for a few days, to debrief with people familiar with Xinjiang, and had dinner with an American diplomat.


“Where are you going next?” she asked me.


“Xinjiang,” I said. “For a project.”


“Don’t go there!” she shrieked. “They’ll follow and detain you. You’re not going to be safe!”














CHAPTER 2


The Panopticon




The Panopticon is a marvelous machine which, whatever use one may wish to put it to, produces homogenous effects on power.


—MICHEL FOUCAULT, Discipline and Punish: The Birth of the Prison





I flew to Kashgar the next day, where I met my guide, Mansur. (I’ve changed his name for his protection.) Mansur was a warm and well-informed character whose wife had been summoned to hours-long patriotic classes almost every day for no clear reason at all. He wanted to tell his story to the outside world. He told me she had been attending the classes, where she studied and recited government propaganda, for “a few months.”


“Let me tell you about the Situation,” he said.


On our first of four days together, we left Kashgar on a day trip through the snowy, sandstone landscape of the countryside, away from cameras and informants.


“Being a guide, that’s my connection to the outside world,” he explained. “That’s the only way I don’t go crazy. That’s how I don’t lose my mind.


“They call [the surveillance system] Sky Net.” It sounded ominous, not least because that’s the name of the AI controlling the world in the dystopian future of the Terminator movies.


Then he began to tell me the three steps of creating the perfect police state. Mansur, who held a degree in business and was well informed about current events, talked about these steps for three hours of our six-hour trek up a mountain, when no one was around, and so I’ve condensed and often paraphrased his observations.


Step one, he said, is to identify an enemy—minorities, immigrants, Jews, or in this case Muslims—and blame them for your problems. Convince your people that these enemies are everywhere, “that they’re a threat to national strength and honor.”


Step two is to get control of technology to monitor your enemies. At first, technology executives will look the other way if profits are strong and collaborate if profits are weak, because they need government support.


It helps to deploy cameras and social media that can gather data on your enemies: their facial features, DNA, voice recordings, what they do on the web. “Spread fake news about your enemies on the social media [sic] and apps.” The goal is to create a mood of hysteria, accusation, and paranoia.


Step two, he explained, comes with a twist. New technologies in AI and facial recognition will almost always have imperfections. Maybe new software or devices aren’t as efficient or smart as you think, unable to track down criminal suspects that easily. But you can turn these technological weaknesses into strengths.


“How can you do that?” I asked.


Conceal and obfuscate the details of how your technology works. Use optimistic “newspeak” that makes your tools impenetrable to the common person.


“It’s not just about making your people scared,” Mansur said. “Making your people uncertain is a good way to keep them under control.”


Step three is a tricky one for any government, he said. He went on to explain the idea of exploiting the post-truth paranoia you created with tech tools. With cameras, artificial intelligence, and facial and voice scanners, “you can turn your country into a panopticon.”


“What’s a panopticon?” I asked.


A panopticon is a prison set up in a circular format, in which a guard can see everything from a sentry post in the middle, but none of the prisoners can see the guard, Mansur replied. The panopticon is an effective tool for controlling people, since everyone thinks they are being watched but nobody knows when or where. They were pioneered by eighteenth-century British philosopher Jeremy Bentham, the man who influenced George Orwell.


“And how does this play out now,” I asked, “out here in Xinjiang?”


“You’ve seen it already. Cameras everywhere, hacking smartphones and computers, forcing everyone to scan ID cards when they enter markets and schools, recruiting family and friends to snitch on each other. Also giving everyone a ‘social ranking’ for trustworthiness.”


Then, he explained, “enforce your rules at random.” Take your enemies away to concentration camps, even for minor infractions like having dinner with someone with a low social ranking.


“Society quickly breaks down,” he went on. Blocked from facts and truth, and constantly under surveillance, most people cannot discern between enemy and friend, and don’t have the information they need to challenge the government. Friends betray each other, bosses snitch on employees, teachers expose their students, and children turn on their parents. Everyone must turn to their government for protection.


Technology used this way, I realized, is no longer a liberator of our better angels. It’s a prison for our darkest impulses. And, in China, people who control the technology also control the nation.


[ ]


Two days later, I was detained for taking photographs. I decided it was time to leave. My next step was Cairo, Egypt, where a Uyghur contact told me exiled Uyghurs were being hunted down and deported back to China.


As I boarded a flight for Cairo, I loaded up a list on my computer that a contact in China had sent me: “75 Behavioral Indicators of Religious Extremism.” He told me police in Xinjiang were handing out the list, advising citizens to be suspicious of certain behaviors that might indicate people were terrorists. Following are some of the warning signs:


[People who] “store large amounts of food in their homes.”


“Those who smoke and drink but quit, doing so suddenly.”


“Those who buy or store equipment such as dumbbells… boxing gloves, as well as maps, compasses, telescopes, ropes, and tents without obvious reasons.”1


Landing in Cairo, I grabbed a taxi to a small hotel off Tahrir Square, the city center, passing by Islamic minarets and spice sellers jostling for position in the sweaty crowds.


“I found some people who want to meet you in Cairo,” my Uyghur contact in Washington, DC, emailed me after I settled in.


I agreed to meet “Asman” and “Osman” in a rented study room at a kids’ after-school academy, where I pretended to be teaching them English. This was the security cover we’d agree on, since the Egyptian police had been looking for them.


For six months, these two men and their families had been effectively stateless and on the run, staying in a new home each week. When Asman walked over to the window to let the smoke from his cigarette drift into the open air, his hands were trembling.


“They sold us out!” he exclaimed. “They’re bowing to foreign power! We thought we’d be safe here, but we aren’t safe anywhere!”


It had all started in September 2016, he said, when Egypt and China began signing a series of agreements in which China eventually promised $11.2 billion to help fund a new government capital, an electric railway, a satellite launch, and other infrastructure investments embraced by the One Belt, One Road project.2 As part of these deals the two countries committed to exchange information on “extremist organizations.”3


“That meant China had the right to demand information about all of us Xinjiang exiles from the Egyptian police surveillance,” Osman confirmed.


On July 3, 2017, thirteen days after Egyptian and Chinese security officials agreed to exchange information, Egyptian police began raiding dorms, restaurants, and homes. They hauled away Uyghur students and residents and deported them back to China, even if they were legal residents of Egypt.4


“We knew this was not good,” Asman said. “Our clock was ticking and they were coming for us.”


In July 2017, the doorman called his apartment.


“I looked out the window and saw the Egyptian police… waiting outside,” he told me. “So I ordered everyone, all my houseguests and my family, to go to the roof and stay quiet.”


After searching through his room, the police left, but Asman knew they would return.


Osman told me he was planning an escape from Egypt but wasn’t sure if he and his family would make it out, or even survive, if they were forced to return to China. In 2017, the news service Al Jazeera reported that 90 percent of the seven to eight thousand Uyghurs in Egypt had returned to China.5


“All this shows the power of China,” Asman said ruefully. “It shows how willing governments are to do what China wants, once China gives money. It’s truly terrifying.”


[ ]


I spent most of 2018 in Washington, DC,6 where I interviewed more than a hundred Uyghur refugees, among them Tahir Hamut, one of the foremost modern poets writing in Uyghur. Since the late 1990s, he’d also worked as a film director with his own film production company, making features and documentaries. His biggest hits were Uyghur pop music videos and documentaries on Uyghur culture and history. Because Hamut’s movies explored Uyghur traditions, the Chinese government later censored them. In August 2017, Hamut resettled in a Virginia suburb of Washington, DC, with his wife and two daughters.


“We almost didn’t make it out [of Xinjiang],” he said. “The disappearances were happening more and more. If we didn’t get out then [in August 2017], I don’t want to think about what would happen. Technology is supposed to serve the benefit of humankind, but some countries want to monitor, oppress, and punish people.… This is one of the greatest tragedies of our time.”


Every Uyghur I interviewed from 2017 to 2020 had at least two family members and three friends who had disappeared, hauled away, probably to a camp. They often couldn’t say for certain what had happened to them, but about one-third reported that their entire families were gone, and they were the only ones who had escaped.


[ ]


In 2017, China had begun building a network of at least 260 concentration camps,7 so-called vocational education and training centers,8 throughout Xinjiang, and also repurposing high schools, gymnasiums, and government buildings as camps. The government claimed people went to these centers voluntarily9 and that they could leave of their own accord. While in the camps the “visitors” learned job skills, like making footwear and clothes and speaking the Chinese language, in addition to taking “deextremization” courses that taught them not to be terrorists.10


The real purpose of the camps, however, was far more sinister. China treated the camps as functioning outside the criminal justice system. No one detained there was charged with a crime. Of all the police tactics and technologies deployed in Xinjiang, what went on in the camps was the most chilling—the endgame of escalating government paranoia and control over the lives of every citizen. It wasn’t enough for the government to monitor and surveil its people. It wanted to reach further still: to purge their thoughts, to “treat and cleanse the virus from their brain and restore their normal mind.”11 Medical language like this recurred in government speeches, state media reports, and leaked documents.


“Round up everyone who should be rounded up,” declared Chen Quanguo, Communist Party chief of Xinjiang, in internal government documents. In February 2017, in a speech made in a town square in Urumqi, he told thousands of police officers and military troops standing in formation to prepare for a “smashing, obliterating offensive.”12


In late 2016 and 2017, the early days of the reeducation programs, Uyghurs, Kazakhs, and other primarily Muslim ethnic minorities in Xinjiang were asked to report to police stations. Or they were visited in the night and hauled away by police officers, who put a cloth over their head and drove them to a camp in the back seat of a police car. Dozens of former detainees told me the police promised them they’d be held for ten days, or at most a few weeks, while they attended reeducation classes. Once they “graduated,” they’d be released.13


Instead, all of them said they were required to stay for months that often extended to years, accused of harboring extremist and terrorist thoughts. Detainees were shuffled around between camps, seemingly at random. Their eventual release came because of the extreme overcrowding. Before they were allowed to leave, however, guards pressured them into signing a document stating they promised not to tell anyone about what had happened to them in Xinjiang.14


In 2017, Xinjiang accounted for 21 percent of all arrests in China, despite making up only 2 percent of the population. Arrests were running at eight times the level of a year before.15 Some party officials had doubts about the effectiveness and the ethics of the sweeping campaign. One county official secretly released thousands of detainees and was imprisoned, according to leaked government documents. China’s government responded with purges and the firing of officials it thought stood in the way.16


As prison numbers swelled, the Chinese government began building new camps with even stricter security measures and more imposing architecture, including guard towers, heavy concrete walls, and giant iron doors at the entrance, usually patrolled by police with well-trained attack dogs. The camps were completed in six months, as opposed to the many years needed to build prisons. Some camps ran their own factories where inmates were forced to toil on garments and shoes, infecting the global supply chain with slave labor. Most were big enough to hold ten thousand prisoners each, according to a BuzzFeed investigation.17


By October 2018, I was back in Istanbul to pursue the story. Turkey was home to tens of thousands of Uyghur and Kazakh refugees from China, as both the Uyghurs and Kazakhs were Turkic ethnic groups. The president of Turkey, Recep Erdogan, welcomed them and would later become one of the few Muslim leaders to condemn China’s treatment of the Uyghurs.


Tahir Hamut introduced me to Abduweli Ayup, “Teacher Abduweli,” as his disciples and acquaintances called him. A strong-willed and hot-tempered linguist and writer, Abduweli had studied at the University of Kansas, and through his blog, captivated Uyghurs with stories of life in the West. Because of his American education and contacts, and the kindergarten he ran in Xinjiang that taught the Uyghur language, the Chinese government deemed him a danger after he returned to China in June 2011, and just over two years later, detained him for a year and three months.18


“China tortured me. They sleep-deprived me. They wanted me to renounce it all,” he told me. “It wasn’t an old-style genocide with the intent of killing an entire group. They were more sophisticated. They wanted to erase my thoughts, my identity, everything—who I was and everything I had written. History and culture are where our memories lie. Erase the memory, the being, the spirit, and you can erase a people.”


Abduweli managed to get out of China after he was released from the detention center, and became a refugee in Turkey in August 2015. He was remarkably well connected. An influential literary figure within the Uyghur community, he published his subversive writings online and got all kinds of accolades from his peers. After we met in Istanbul, he took me to Ankara, the capital, where he introduced me to a young Uyghur woman, Maysem, then in her late twenties.


“You need to meet her,” Abduweli told me on the train. “She hasn’t come out in public yet. Her story is incredible.”


One evening in October 2018, we gathered for tea in her sparse, large apartment on the outskirts of the city, barely decorated because she had recently moved in. Maysem was completing her master’s degree in the social sciences19 and preparing to apply for a PhD in the United States. She had a pale complexion and long brown hair, and a delicate way of speaking and handling herself as she prepared tea. But her small and slender frame didn’t fool Abduweli and me. We sensed a tough, strong personality from her way of speaking. As she moved between small talk about her favorite teas and life in Ankara, she dropped in literary references and bold statements about the state of the world.


“People say a woman shouldn’t be educated,” she said. “I say education for women will change the world.” She dashed around from the kitchen to the living room, preparing food one moment and pulling out books from her library the next.


In Xinjiang, the Chinese government was targeting fellow Uyghurs, hiring them as agents and informants, and having them call exiles to pressure them into betraying friends and neighbors they knew overseas. Dozens of Uyghurs in Turkey told me that on these calls Uyghur agents would send them photos and videos of family members held in Chinese detention centers. The agents promised the exiles they would be allowed to talk with their long-lost siblings, parents, and children back home, and would ensure their families’ well-being—if they sent information on the whereabouts and activities of other Uyghur exiles in their neighborhoods.20


Maysem wasn’t sure at first whether to tell me her story. She was ashamed that she had left her family behind. Many of them were missing, almost certainly in concentration camps.


“My burden is heavy. My family is gone and I am a pawn in a new world order,” she said. “But I will tell you how we got here.”














CHAPTER 3


Sky Net Has Found You


Show absolutely no mercy.


—XI JINPING


“In Xinjiang when I was growing up,” Maysem began, “the party cared for everyone, and everyone had their path set from a young age. Men usually became police officers and women became schoolteachers.”1


Maysem was a rare exception. She was born into a respected family, graduated at the top of her class in secondary school, then gained entrance to an elite Chinese university and was on track for a job in the diplomatic corps, unusual accomplishments for a young woman from an ethnic minority.


The change in the way the state treated its citizens in Xinjiang was so gradual that at first Maysem didn’t notice what was happening around her. Like tiny cracks in an eggshell, it came in increments. It started in July 2009 when, after ethnic riots against the government in Urumqi, the police began rounding up young men suspected of whipping up unrest.2


From 2009 until 2014, disaffected men traveled to Afghanistan and Syria to learn the ways of jihad.3 Some hoped to return to China. Others wanted to settle under ISIS permanently, believing they would find community and belonging. The Chinese government responded to terrorist attacks with brute force, arresting and executing the suspects.4


Then, from 2014 onward, the government extended its authoritarian hand to the population at large, unable to distinguish who was a terrorist and who was an innocent bystander. First, in August 2014, public displays of religion, including beards for men and veils for women, were banned on public busses during a sporting event.5 Soon, these bans were extended to beards and veils in any public places.6 That summer, Maysem had to show her ID card to enter the shopping mall and the gas station, where guards surrounded the gas station as she pumped her car with gas. That year she heard announcements from the government that it was going to create a “Safe City” in her hometown of Kashgar.7


Then surveillance cameras started to appear in larger numbers. More and more, until there were thousands, everywhere you looked.


“The police told us they were doing these things to fight crime and stop terrorism and keep an eye on foreigners and Muslims who could have extremist views,” she said. “Too many people agreed at first. Too many people went along with it.”


By 2016, Maysem was a graduate student, kicking back at her family home during her summer vacation, one year away from completing her master’s degree in the social sciences in Ankara. One day in June 2016, she was summoned to the local police office in Kashgar. After checking her identification papers, the guards held up a smartphone that scanned her face and confirmed her identity. Then there were mandatory medical checks. An officer took her DNA by swabbing her mouth, then drew her blood and checked it in the government database. Then her voice was identified by recognition software. Sky Net had found her. And Sky Net knew her.


“Name: Maysem [image: image]” flashed the guard’s computer screen, which Maysem saw.


“Social ranking: Untrustworthy.”


Because of her time overseas, the police ordered her to take weekly propaganda classes in civics and government. After that she intended to return to Ankara, complete her master’s degree, join the diplomatic service, and make her family proud.


But one day, a local neighborhood watch official, appointed by the Chinese government, knocked on Maysem’s apartment door, handing her papers directing her to report to the nearby police office once again. When she checked in at the front desk, three Chinese men in suits approached and hustled her into the back seat of a black four-by-four SUV. They went off together for an hour-long drive. When they reached their destination, the guards there told her it was a “reeducation center” where she would begin more intensive daily civics classes. The classes would begin at 8 a.m. and she could go home at 6 p.m.


But within minutes she was relocated to a second, higher-security compound that the guard called a “detention center,” which she would not be allowed to leave. She was escorted to the courtyard of a building that looked like a remodeled home, with a sign posted in front:


“Love President Xi Jinping.”


“You will go inside,” the guard told her. They shut the doors behind her and Maysem found herself standing alone at the beginning of a long cement hallway. Cameras were pointed at her every few dozen yards.


“The walls were covered in paintings with propaganda slogans,” Maysem said. “On one side of the wall, a painting showed Muslim women wearing veils, who seemed sad and repressed. And on the other side of the wall, they had women in high heels and modern clothing, enjoying the city life. On one side, they showed crying children being taught by a Muslim Uyghur teacher. On the other side, they showed happy children being taught by a Han Chinese teacher.”
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