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Preface



Considering that both of us share an interest in ciphers and codebreaking, it was almost inevitable that our paths crossed someday. It happened in October 2009, when both of us attended the NSA Symposium on Cryptologic History in Laurel, Maryland. During the first networking session, we realised that we had much in common. This was the start of a friendship that is still enduring, although we live in different parts of the world and are separated by about six thousand kilometres (four thousand miles) as well as lots of water (the Atlantic Ocean), with Elonka in Rockville, Maryland near Washington, DC, and Klaus in Gelsenkirchen, Germany. We still meet regularly in Maryland at the biennial NSA Symposium on Cryptologic History and other events.


In 2017, when Klaus was once again visiting Elonka, on the spur of the moment we took a multi-hour road trip down to southern Virginia in order to explore a famous cipher mystery: the Beale ciphers (see Chapter 6). This story about a hidden treasure and three encrypted messages that describe its location is probably a mere hoax, but at least it’s a tantalising one. We went to Bedford, Virginia, to research at the library, which had a collection of Beale memorabilia, and had dinner at Beale’s Beer restaurant, sitting next to a large map that showed the notable places of the Beale story.
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Klaus and Elonka in front of a map showing notable places related to the Beale treasure and the three encrypted notes allegedly describing its location.





On our five-hour return trip from Bedford to Washington, DC, by car, we talked, among other things, about the codebreaking literature and the regrettable fact that no up-to-date book about this topic was available. What we wished for was a work that covered the solving of authentic ciphertexts, as we continually encountered a thousand-fold in encrypted postcards, letters, telegrams, diaries, journals and other documents from the past few hundred years. Deciphering such cryptograms always provides a first-hand glimpse into a moment of history – something even the best crossword puzzle or Rubik’s cube cannot do.


In addition, we lamented the lack of a codebreaking book that was computer-aware and covered the numerous software programs and websites available today for solving ciphertexts. We also wanted a modern codebreaking book to include some of the recent research and the related fascinating new solving methods.


No book on the market came even close to our expectations. The only things we could think of were books such as the pre-computer-age 1939 classic by Helen Fouché Gaines, Cryptanalysis, and bits and pieces in other books and various journals, but there was nothing that really scratched the itch in terms of pulling everything together.


By the time we arrived back in Maryland, though, we had decided we were going to change this and co-author such a book. The rest is history. Here we are, three years later, putting the finishing touches to Codebreaking: A Practical Guide, ready for publication.


Writing a book was nothing new for both of us. Elonka, a game developer by trade, has also written about cryptography, notably The Mammoth Book of Secret Codes and Cryptograms in 2006 and two articles in the 2009 bestseller Secrets of the Lost Symbol about Dan Brown’s Da Vinci Code sequel, along with multiple webpages concerning ciphers and codebreaking that have received millions of page views on the internet. Klaus has authored some 25 books in German, over half of which are about encryption technology, along with 200 magazine articles, 25 research papers and 1,400 posts on his Cipherbrain blog, which makes him the most prolific crypto author in the world.


Despite our experience, co-writing this book was far from a routine project. We both had busy day jobs and speaking schedules, which had us constantly travelling. And as there was an ocean between us, we had to remotely sync our schedules and communicate via Skype calls, always having a time difference of five to nine hours, depending on which part of the world we were in. We had two in-person meetings, though to be honest we did not really use them to work directly on our book, since the time was filled with researching in libraries, interviewing crypto-people, and ongoing various field trips. Among other things, we took a second visit to the home of the Beale ciphers in Bedford, Virginia, and made a pilgrimage to the Marshall Library in Lexington, Virginia, to research the history of the United States’ most famous cryptanalytic couple, Elizebeth and William Friedman.


Working on our codebreaking book was a rewarding task. We brought to paper what had occupied us for over two decades, and it felt great to finally give these thoughts a home. There were plenty of sources we could take information from, including codebreaking books from the pre-computer era, articles in the academic journal Cryptologia and Klaus’s hundreds of relevant blog posts, many of which had been commented upon by some of the best codebreakers in the world. In addition to the description of solving methods, we included numerous success stories that show that, when it comes to cracking ciphers, devotion, imagination and luck are sometimes as helpful as expertise and years of experience.


As one of the few setbacks, we had to accept that there is much more interesting material about codebreaking than we could fit into a book of 500 pages. We had no other choice than (with great screaming and gnashing of teeth) to narrow our scope, which meant that dozens of codebreaking methods, unsolved crypto mysteries, cipher challenges, and success stories didn’t make it to the final manuscript, though we would have loved to present them to our readers. Perhaps they will make it into another book though!


And then, towards the end of our book-writing project, the entire world (literally) took a bizarre turn when COVID-19 surfaced. It was the start of a crisis that affected both of our lives, and of course the rest of the world. Elonka was in San Francisco when this occurred and the initial ‘shelter in place’ order and advice to avoid airports meant she was unable to return to her home in Maryland for months. She continued working on the book while perched in a guestroom at the home of her Bay Area friends, Jon and Beth Leonard. Klaus spent the coronavirus time in his apartment in Gelsenkirchen, western Germany.


Both of us also maintained active day jobs, working for our employers out of our home offices, while the world had seemingly come to a halt. The news reported on ever-increasing infection rates, growing from double- to triple- to quadruple-digits and sadly into the millions.


Luckily for our book project, it soon became clear that the virus wouldn’t keep us from our usual practice of communicating via Skype, and at least the cancellation of our business trips and speaking schedules gave us additional time for working on the book. Schedules, equally, were freed up for our reviewers (see Chapter 1), which gave them longer to do a thorough job. We are incredibly grateful for the time and detailed attention that they gave, especially on things as complex as reviewing cryptanalytic tables.


By the end of early 2020 we were done.


As we handed in the manuscript of this book, the coronavirus crisis was still underway, affecting our publisher as well. We have no idea what is going to happen next, but expect that the situation will improve by the publication date. When you read these lines, we are hoping that the coronavirus will have faded into history. But no matter what, we wish you the most of fun in reading our book.


Rockville, Maryland and Gelsenkirchen, Germany, June 2020


Elonka Dunin, Klaus Schmeh


codebreaking.guide@gmail.com


http://codebreaking-guide.com





Chapter 1



How can I break an encrypted message? And other introductory questions
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Figure 1.1. Apparently, the sender of this postcard didn’t want the postman or the family of the recipient to read it. So he or she chose to encrypt the message.





The postcard in Figure 1.1 (provided to us by Karsten Hansky) was sent in 1904.1 As can be easily seen, the message written on it is encrypted.


Decades- or even centuries-old encrypted messages are far from unusual. Countless encrypted diaries, letters, notebooks, radio messages, newspaper ads and telegrams are known to exist – not to mention numerous encrypted postcards such as the one shown above. Encrypted documents can also be found in archives, private collections and flea markets, as well as showing up on internet auction portals, websites and mailing lists. Many more encrypted messages are printed in books, newspapers and magazines, both old and new.


Before computers came into popular use, encryption was mainly performed by hand, with the most important tools being pencil and paper (aka ‘pencil-and-paper encryption’), sometimes assisted by simple equipment such as leather strips, or wooden/metallic implements such as disks or slides (see Chapter 15). Starting in the late 1920s, mechanical and electrical encryption machines came into use, the most famous of which was the German Enigma machine (see Chapter 15). As encryption machines were expensive, they saw widespread use primarily in the military, intelligence organisations and diplomatic communication. Those with fewer financial resources tended to continue using pencil-and-paper systems.


With the advent of modern digital technology around 1970, commercial and military encryption utilised computer hardware and software. Nevertheless, pencil-and-paper encryption endured and is still applicable today. It is used by a wide cross-section of the population: criminals protecting illegal activities, friends and lovers exchanging secret messages, and others who use it in various recreational activities. For example, geocachers and those involved with other kinds of high-tech scavenger hunts might use cryptography to hide latitude and longitude coordinates.


WHAT IS THIS BOOK ABOUT?


We will show you historical examples of real messages such as postcards, diaries, letters and telegrams that were encrypted in pencil-and-paper or ‘manual’ methods. And we will teach you methods for breaking them. Although manual encryption has lost much of its importance due to computer technology, many people are still interested in deciphering messages of this kind:


• Some want to read encrypted postcards, letters, or diaries they have inherited from their ancestors.


• Historians endeavour to decipher encrypted documents they have encountered during their research, in order to gain insight to a previous era.


• Police officers want to break enciphered messages written by criminals.


• Geocachers want to solve puzzle caches.


• Some people take delight in deciphering encrypted documents that were created decades or even centuries ago; many of these enthusiasts regard solving an unsolved cipher to be as exciting a task as climbing Mount Everest or making a new archaeological discovery.


• Students try to solve challenges from their cryptography classes. Most classes focus on computer-based encryption, but usually include the study of pencil-and-paper methods, as well.


While some solvers are mainly interested in historical encrypted messages, others enjoy encryption puzzles created as recreation, as can be found in Elonka’s book The Mammoth Book of Secret Codes and Cryptograms2 or in the regular publications of the American Cryptogram Association (ACA). This book mainly deals with historical encryption. The postcard from 1904 shown at the beginning of this chapter is the first example we provide. In Chapter 5, we will explain how it can be deciphered.


WHICH TECHNICAL TERMS DO I NEED TO KNOW?


A text that is to be encrypted is termed a plaintext. The result of an encryption is the ciphertext. Sometimes the ciphertext may be embedded in other readable text, which is called the cleartext to distinguish it from the ciphertext that appears within it.


Many encryption methods are based on some secret information that may only be known to the sender and the receiver – the key. A typical example of a key is a table that substitutes every letter of the alphabet with another one. Sometimes the key is represented by a word, the keyword.


There are two kinds of encryption methods: ciphers and codes. The easiest way to describe the difference is that a cipher (sometimes spelled ‘cypher’) generally works on letters, while a code works on words or phrases. The problem with a code is that you may need to think of nearly every word that you want to use, and then have a codebook that has an equivalent for each one. Since a language can have thousands of words, this means that such codebooks could be quite large! But with a cipher, where you are only enciphering letters, this can be a much more compact system. Pretty much anything can be encrypted with a cipher as long as both the sender and receiver know the system – no hefty codebook is required. Most of the encryption methods covered in this book are ciphers. Codes will be addressed in Chapter 7.


Unfortunately, the words can be confusing because many other meanings of the term ‘code’ are in general use. For instance, a zip code or a code of conduct has nothing to do with encryption. Even if we restrict ourselves to the field of encryption technology, the use of the word ‘code’ is ambiguous, as it sometimes refers to encryption in general (the expression ‘codebreaking’ is based on this definition). Even professionals when speaking casually may use the terms ‘code’ and ‘cipher’ interchangeably. We decided that in this book we will use the term ‘code’ only in the way we defined it in the previous paragraph (i.e., as a method that encrypts messages on the level of words and phrases). There is only one exception: with ‘codebreaking’ we refer to all kinds of encryption, not only to codes.


If we have the key, we can decrypt a ciphertext to obtain the plaintext. If we try to derive a ciphertext without knowing the key, we usually speak of breaking the encryption. An encrypted message we want to break we refer to as a cryptogram.


While the art and craft of encryption is referred to as cryptography, the breaking of cryptograms is called cryptanalysis. Codebreaking is another word for cryptanalysis (with a reminder that codebreaking refers to all types of encryption, not just codes, as defined above). There is also the term cryptology, which often means cryptography and cryptanalysis, but can also mean the study of everything encryption-related including the people, machines, systems and history of the subject.


Generally, cryptology refers to messages that are hidden with substitution or transposition systems, but sometimes steganography, the hiding of information (see Chapter 15), is included in cryptology as well.


When breaking a cryptogram, it is usually helpful to know or to guess a word that appears in the plaintext. Such a word (it can also be a phrase) is called a crib.


In addition, there are a number of characters you might run across when you occupy yourself with cryptography (though they don’t play a major role in this book): Alice and Bob are often used as placeholder names when it comes to explaining encryption methods. Usually this appears as follows: the sender will be referred to as Alice, who sends an encrypted message to a receiver, typically referred to as Bob. Sometimes additional characters appear, such as Carol (another crypto user), Eve (an eavesdropper) and Mallory (a malicious person). These characters do not necessarily stand for humans; they might also refer to computer programs or hardware components.


See the Glossary in Appendix C at the end of the book for definitions of these and other terms.


HOW CAN I BREAK AN ENCRYPTED TEXT?


You’ve come to the right place! The purpose of our book is exactly to help you with this question, especially as regards classical ciphers. We introduce the main paper-and-pencil encryption techniques encountered in practice and then describe how they can be solved.


For impatient readers, we provide our first codebreaking example in the following. Let’s take a look at this cryptogram, an encrypted advertisement published in the London newspaper The Times on 1 August 1873. This, and some other encrypted newspaper ads we will be referring to later, are from Jean Palmer’s 2005 book The Agony Column Codes & Ciphers (Jean Palmer is a pen name of London-based code-breaking expert Tony Gaffney):3
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Here’s the text written in a more readable way:




HFOBWDS wtbsfdoesksjd ji ijs mjiae (dai ditwy). Afods ks rofed dpficqp licqp. Toeqfwus yic lsrd vspojt uwjjid qsd ibsf. Aoll sjtswbicf di edwy apsfs yic lsrd ce doll O pswf rfik yic, qobs yicf wtbous. Yicf cjpwhhy aors jid asll.





As a first step, we count the letters in the message (this is called frequency analysis):
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As can be seen, the letter S is the most frequent. It probably stands for the E, which is the most frequent letter in virtually every English text. After E, the letters T, A and O are the next most frequent ones in the English language, but it is difficult to identify these based on their frequencies alone. However, there is another letter we can easily guess by looking at the ciphertext: the word ‘O’ must stand for ‘I’, as there is no other word in the English language that consists of only one capitalised letter (unless it is at the beginning of a sentence, in which case the letter ‘A’ would fit).


Further analysis shows that the text contains the word ‘yic’ three times and the word ‘yicf’ twice. The words ‘the’ and ‘them’ would be a good guess, but the letter ‘e’ has already been identified. So, ‘you’ and ‘your’ make sense.


Knowing the ciphertext equivalents of the six letters E, I, Y, O, U and R, it is easy to guess more words. For instance, ‘ijs’ decrypts to ‘o?e’ (with the question mark standing for an unknown letter), which can only mean ‘one’. In the end, we receive the following plaintext:




PRIVATE advertisement no one knows (two today). Write me first through lough. Disgrace you left behind cannot get over. Will endeavour to stay where you left us till I hear from you, give your advice. Your unhappy wife not well.





If we can use a computer and a program such as CrypTool 2 (free open-source software available at cryptool.org), we can use an even more efficient method to break the encrypted advertisement in The Times: we look for a word in the ciphertext that has a distinctive letter pattern. The best candidate we can find is ‘wtbsfdoesksjd’ – it contains the same letter (‘s’) at the fourth, ninth and eleventh position, while the sixth and the last letter (‘d’) are the same, too. All other letters in this word are different. CrypTool 2 provides a tool that searches for words with a given repetition pattern in a large database. For ‘wtbsfdoesksjd’ we receive only one hit: ADVERTISEMENT. This is certainly a common word in a newspaper ad.
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Assuming that ADVERTISEMENT is correct, we can determine the meaning of the following letters:








	Plaintext:


	A D E I M N R S T V







	Ciphertext:


	W T S O K J F E D B











This enables us to identify or guess more words. For instance, the first word, HFOBWDS, represents ?R?VATE, which can be solved as PRIVATE. This tells us that the ciphertext letters H and O stand for P and I. The ciphertext ‘wtbous’ decrypts to ADVI?E, which should be ADVICE (it can’t be ADVISE, as the S is already attributed to another letter) and shows that ciphertext ‘u’ corresponds with plaintext C. We have identified enough letters now that we should be able to decipher more words. In the end, we get the plaintext given above.


This advertisement reads as a message from a woman to her husband who has left her. We will probably never learn who created it and why – after all, this ad was published 150 years ago. However, from a codebreaker’s point of view the mystery is solved.


That was not very difficult, was it? In the course of this book, you will get to know more complicated encryption methods along with more sophisticated techniques for breaking them.


HOW DO I KNOW WHAT KIND OF ENCRYPTION I AM DEALING WITH?


Breaking a ciphertext usually requires knowing what kind of encryption method has been used. Apart from cipher-breaking methods, we therefore introduce in this book several cipher-detecting techniques. Finding out which cipher was used can vary from being quite simple to very difficult. It is helpful to know that most messages encountered in practice have been encrypted with one of about a dozen methods that can usually be distinguished from each other with some analysis.


If you want to identify a particular cipher without reading the whole book, the following paragraphs will give you some guidance.


If the encrypted text you want to solve looks like this4 . . .
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. . . or like this5 . . .
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. . . or like this . . .
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. . . or like this . . .




SIAA ZQ LKBA. VA ZOA RFPBLUAOAR!





. . . it is likely substitution, and you should read Chapters 3, 4 and 5.


If the cryptogram you want to solve looks like this6 . . .
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. . . check Chapter 7 (on codes and nomenclators).


If your ciphertext looks like this7 . . .
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. . . it is likely a turning grille encryption, which is covered in Chapter 11.


If the encrypted text you want to solve looks like this8 . . .


[image: Illustration]


. . . or like this . . .
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. . . check Chapter 13 (abbreviation ciphers).


If the encrypted text you want to solve looks like this . . .




218.57 106.11 8.93 17.61 223.64 146.7 244.53 224.21 20
192.5 160.19 99.39 No. 8 251.70 1 223.64 58.89 151.79
226.69 8.93 40.12 149.9 248.101 167.12 252.35 12.31
135.100 149.9 145.76 225.53 212.25 20 241.6 222.22 78.45
12.31 66.28 252.33 158.33 6.65 20 2 11.50 142.37 223.87
12.31 142.37 105.33 142.37 157.20 58.62 133.89 250.86.





. . . read Chapter 14 (on dictionary codes and book ciphers).


If you are dealing with five-letter groups . . .
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. . . there are several possibilities, the most likely being a code (Chapter 7), a transposition cipher (Chapters 9 and 10), a digraph substitution (Chapter 12) or a machine cipher (Chapter 15).


If your cryptogram doesn’t look like any of these or if you are not sure, we’re afraid you may need to read one chapter after the other until you find what you are looking for.


I HAVE FOUND AN ENCRYPTED TEXT IN THE ATTIC; CAN YOU DECIPHER IT FOR ME?


Maybe! You have found an encrypted postcard from your great-grandfather in the attic? You have purchased an encrypted notebook at a flea market? You still own a cipher message your best friend sent you back in your childhood days? If so, you can try to break the message with one of the techniques described in this book.


In case you are not successful, or if you simply do not want to invest the time to solve a cryptogram yourself, feel free to mail it to us (our email addresses are given below in the ‘I have a comment’ section at the end of this chapter). Of course, we can’t investigate every crypto mystery we receive, but in many cases we can help. We are always interested in historical examples, less so in systems someone has invented in the modern day. Klaus is always looking for interesting encrypted texts he can publish on his Cipherbrain blog, and Elonka has a website for famous unsolved codes. We don’t guarantee anything, let alone that your mystery will be solved, but we will at least look at it.


If you send us a cryptogram you have found, please provide the following information:


• Tell us what you know about the background of the cryptogram. Where did you find it? Who created it? If possible, do you have any other information such as the time period when it was created? Was it sent to or from someone you know? Which languages did this person speak? Information of this kind can be extremely helpful for a codebreaker.


• Tell us if we may publish this cryptogram (such as on the internet or in a book like this) or if you want to keep it confidential. Of course, we won’t publish anything without the consent of the sender.


• In case you allow us to publish a cryptogram, tell us if you would like credit for it, and/or if we may mention your name.


I HAVE ENCRYPTED A TEXT MYSELF; CAN YOU BREAK IT?


While we are always very interested in genuine historical and classical ciphers, we generally cannot be helpful for newer items. This is in large part because of the quantity of mail that we get, plus it is far too easy for someone to compile a bunch of random text and proclaim, ‘Break my code!’


There are exceptions when a particular cipher has been drawing a great deal of public interest. For instance, if an encrypted message is presented in an artwork, as an inscription on a building, on a gravestone, or in some other unusual way, it might be intriguing for a larger audience. In addition, a cash reward or some other prize is a good way to make a crypto puzzle more attractive. It can also be appropriate when a crypto challenge is published by the NSA or another organisation with a relationship to codebreaking.


If you like to design encryption challenges, we recommend joining the American Cryptogram Association, which is always looking for people to design puzzles for their regular newsletter. You may also wish to visit the crypto puzzle platform MysteryTwister C3 (mysterytwisterc3.org) and choose ‘Submit a challenge’.


I HAVE INVENTED A NEW ENCRYPTION METHOD; CAN YOU TAKE A LOOK AT IT?


Like everyone who has a certain level of prominence in the crypto scene, we often receive communications from people who have invented their own encryption method and want us to review or crack it. To be honest, we have never received such a system that was solid or seemed a good use of our time, so in all seriousness we recommend that it is probably not a good idea to do this.


If you have created a method that is related to one of the many manual ciphers we cover in this book, it is probably very crackable, as there are many methods, especially with modern computers, to take these apart. New ciphers must compete with state-of-the-art crypto algorithms such as AES, Diffie-Hellman and RSA (which are not within the scope of this book). Designing an encryption algorithm that plays in modern leagues is a difficult task, and even highly trained experts usually need several years of effort to create a good encryption algorithm.


So, if you are new to the field of encryption technology and really want to design a new system, we recommend first getting a good cryptography book and studying encryption algorithms that already exist. For example, Crypto School (2015), by Joachim von zur Gathen,9 is a comprehensive introduction, while Serious Cryptography (2017), written by Jean-Philippe Aumasson,10 is a shorter alternative. If you can read German, you should try Klaus’s 2016 book Kryptografie – Verfahren, Protokolle, Infrastrukturen.11


For a related opinion on this phenomenon of crypto experts continually receiving examples of crackable systems, we strongly recommend Bruce Schneier’s 1998 essay ‘Memo to the Amateur Cipher Designer’.12 It’s over two decades old, but still relevant. In a nutshell, Schneier says (and we agree) that to attempt to create a new cipher system, it is first essential to have substantial experience in breaking others.


I HAVE SOLVED A FAMOUS UNSOLVED CRYPTOGRAM; WHAT SHALL I DO?


In this book, we introduce dozens of unsolved cryptograms. Some of them, such as the Voynich manuscript, are quite famous, while others, such as the cigarette case cryptogram (both can be seen in Chapter 5), have not received much attention yet. A list of famous cryptograms is available on Elonka’s website,13 and Klaus has published a top-fifty unsolved cryptogram series on his own blog.14


Virtually every popular unsolved ciphertext has received numerous dubious solutions. The more famous a cryptogram is, the more people claim to have solved it. At least sixty ‘solutions’ of the Voynich manuscript have been published. Other favourites include the Zodiac Killer cryptograms, the Dorabella cryptogram, and the fourth Kryptos message (we will come back to these mysteries later). The inter-net is littered with doubtful solutions of famous cryptograms.


If you are a serious codebreaker and believe you have found the solution of an unsolved cryptogram, the first thing to do is challenge your own solution. Could you describe the method simply enough, that a third-party could use it and generate the same result? Ask yourself if the decryption process you have discovered is straightforward and does not involve too many tweaks and exceptions. Check if the resulting plaintext is meaningful without requiring dozens of alterations and interpretations. Read Ryan Garlick’s 2014 essay ‘How to know that you haven’t solved the Zodiac-340 cipher’ (it’s about alleged solutions of the second Zodiac cryptogram, but most of the content can be generalised to other cipher mysteries).15


If your solution does make sense, we are, of course, extremely interested in learning about it. If you have solved a cryptogram that is mentioned on Elonka’s list, you can even expect to become a famous codebreaker.


Before you tackle one of the ‘Mount Everests’ of codebreaking, we recommend, dear reader, that you start with cryptograms that have already been solved, of which you will find many in this book. Then, perhaps, proceed to the lesser-known unsolved ones. Some of these have not yet received much attention in the research community, so your chances to be successful are improved. The codebreaking methods you will learn about in this book might help you to succeed. And who knows? One day you might even master one of the world’s most famous unsolved cipher challenges!


WHAT TOOLS DO I NEED FOR CODEBREAKING?


This book focuses on breaking pencil-and-paper ciphers, not on modern computer-based encryption. However, this doesn’t mean that we don’t use computers for our codebreaking work. Here are the three most important computer utilities we use in this book (all free of charge):


• CrypTool 2 is a free crypto learning program (cryptool.org), developed by an international team headed by Bernhard Esslinger. Among other things, it supports many helpful codebreaking tools. The CrypTool project also offers further e-learning programs for cryptography and cryptanalysis, such as CrypTool 1, JavaCrypTool and CrypTool-Online.


• The website dCode (dcode.fr), operated by an anonymous group of cryptoenthusiasts, provides numerous helpful codebreaking and statistics tools.


• Cipher Tools (rumkin.com/tools/cipher) is a large collection of classical cryptanalysis tools operated by Tyler Akins.


Looking for more utilities? Check our codebreaking tools list in Chapter 17.


HOW CAN I ENCRYPT MY FILES AND EMAILS?


Please note that the encryption techniques covered in this book should not be used to encrypt valuable secrets. This book deals with pencil-and-paper (i.e., manual) encryption. While studying manual encryption is interesting and important for several reasons, using this kind of encryption for important data is completely outdated. If you need a tool to encrypt your computer files, look for a good encryption program such as the open-source VeraCrypt or Philip Zimmermann’s well-known PGP. Programs of this kind use modern encryption algorithms, such as AES, Diffie-Hellman and RSA, which can’t be broken with today’s technology.


I HAVE A COMMENT ON THIS BOOK; WHAT SHALL I DO?


If you like this book, if you don’t like it, if you have found a mistake or if you just have a comment, please send us an email. You may also wish to check our website to see if a mistake has already been reported, at codebreaking-guide.com/errata. Feedback is extremely important for us. You can write to: codebreaking.guide@gmail.com.
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Chapter 2



The Caesar cipher




[image: Illustration]


Figure 2.1. The message on this 1939 telegram is encrypted in a Caesar cipher.





The telegram depicted in Figure 2.1 (provided to us by Karsten Hansky) was sent from St Leonards-on-Sea, UK, to Georgetown, British Guyana, in 1939.1 The message on this telegram is partially encrypted. In the following transcript the actual ciphertext is printed in bold letters:




CDE.


BRG9.IDCH. STLEONARDSONSEA. 10. 9th. 13.20.


ROBERTSON TREASURY GEORGETOWNBG.


JKHQY GYULN QOOWE HAWNH EAOPL KODEX HAHQR.


10.25AM.





The encryption method used here is quite simple. The sender used the following key (in this case, the key is a substitution table):




ABCDEFGHIJKLMNOPQRSTUVWXYZ


EFGHIJKLMNOPQRSTUVWXYZABCD





Here’s a different way to represent this key (the diagram shows that A is replaced by E, B by F, C by G, D by H, and so on):
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When we use the substitution table on the encrypted telegram line in the reverse way, we get the following plaintext: NOLUC KCYPR USSAI LEARL IESTP OSHIB LELUV. If we put the blanks in the right places, the message might then say: NO LUCK CYPRUS SAIL EARLIEST POSHIBLE LUV.


To be honest, we still don’t know exactly what this message means though. POSHIBLE is probably an incorrect spelling of POSSIBLE, while CYPRUS might refer to a ship of this name. LUV could be an acronym for the sender’s initials, or simply an abbreviation for LOVE.


HOW THE CAESAR CIPHER WORKS


The encryption method applied by the sender of this telegram is the so-called Caesar cipher. The Caesar cipher is defined by shifting each letter of the alphabet by a certain distance. Instead of using a table, we can denote the key with a number that determines the shift offset. In the telegram shown above, the key is 4. If we use the Caesar cipher with an alphabet of twenty-six letters, there are twenty-five different keys. To make it clearer, a shift of zero would not mean anything, because every letter would shift to itself. A shift of twenty-six, with a twenty-six-letter alphabet, would do the same thing.


To apply a Caesar cipher, a cipher disk or a cipher slide (Figure 2.2) can be used. A Caesar cipher with the key 13 is also referred to as ROT-13. This is a self-inverting cipher – if you use it twice you get the plaintext again. ROT-13 is often used on geocaching websites to encrypt spoilers.
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Figure 2.2. A cipher disk or a cipher slide can be used to apply a Caesar cipher.





HOW TO DETECT A CAESAR CIPHER


If you want to check whether a certain cryptogram has been created with a Caesar cipher, counting the letters (i.e., a frequency analysis) is helpful. To see why this is the case, let’s first look at the letter frequencies in a typical English text:
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We see that the E is the most frequent letter. It is surrounded by much less frequent ones on each side. R, S and T are three frequent letters in a row. The last five letters (V, W, X, Y, Z) are all quite rare. If we apply a Caesar cipher on an English text, the bars of this diagram move by a certain number of steps, but each bar keeps its neighbours. For instance, if the highest bar moves from E to K, it will still be surrounded by far less frequent ones on each side. We can use this fact to detect a Caesar cipher.


Look now at the following two newspaper ads, which were both published in the London newspaper The Times in 1853:2




2 February 1853:
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CENERENTOLA. – N bnxm yt ywd nk dtz hfs wjfiymnx fsi fr rtxy fscntzx yt mjfw ymfy fsi, bmjs dtz wjyzws, fsi mtb qtsl dtz wjrfns, mjwj. It bwnyj f kjb qnsjx ifwqnsl, uqjfxj. N mfaj gjjs ajwd kfw kwtr mfuud xnshj dtz bjsy fbfd.


11 February 1853:
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CENERENTOLA. – Zsynq rd mjfwy nx xnhp mfaj n ywnji yt kwfrj fs jcuqfsfynts ktw dtz, gzy hfssty. Xnqjshj nx xfkjxy nk ymj ywzj hfzxj nx sty xzxujhyji: nk ny nx, fqq xytwnjx bnqq gj xnkkyji yt ymj gtyytr. It dtz wjrjrgjw tzw htzxns’x knwxy uwtutxnynts: ymnsp tk ny.





We assume that both ads are encrypted the same way. CENERENTOLA (Italian for ‘Cinderella’) is probably the pseudonym of the sender or receiver of the message. As it is not encrypted, we can omit it in our examinations. A good way to proceed would be with a frequency count of the two cryptograms combined. We could count the letters manually or use computer assistance, such as with the software CrypTool 2 or perhaps a web-based tool such as dCode.fr. Here is a chart we made ourselves:
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We see that J is the most frequent letter. It is surrounded by less frequent ones on both sides. The letters W, X and Y form a block of three consecutive letters with a high frequency each. A, B, C, D and E are five letters of low frequency in a row. All in all, we can see in Figure 2.3 that the frequency analysis of our ciphertexts (upper part of the diagram) looks very similar to the frequencies of the English language (lower part), with the exception that all the bars are shifted by five steps (A→F, B→G, C→H, . . .). This suggests that we are dealing with a Caesar cipher. In fact, by applying this exact five-step shift, we can derive the following plaintexts:




CENERENTOLA. – I wish to try if you can read this and am most anxious to hear that and, when you return, and how long you remain, here. Do write a few lines darling, please. I have been very far from happy since you went away.


CENERENTOLA. – Until my heart is sick have i tried to frame an explanation for you, but cannot. Silence is safest if the true cause is not suspected: If it is, all stories will be siffted to the bottom. Do you remember our cousin’s first proposition: think of it.





Apparently, these two messages were written by a romantic couple. This is no surprise, as encrypted newspaper ads were a popular means of secret communication between lovers in Victorian England.
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Figure 2.3. Comparing the letter frequencies of the CENERENTOLA ads with the letter frequencies of the English language suggests that we are dealing with a Caesar cipher.





HOW TO BREAK A CAESAR CIPHER


As should have become clear in the last subchapter, a Caesar cipher is easily broken, once it is identified. If you know the ciphertext letter that stands for, say, the E, you can easily tell the key.


Of course, there are other methods for solving a Caesar cryptogram. We can simply try all possible keys and check which one leads to a plaintext that makes sense. This approach is referred to as a brute-force or exhaustive key search. As there are only twenty-five keys, a brute-force attack on a Caesar cipher isn’t too difficult. Let’s do this with the following advertisement published in the London Standard on 26 May 1888:3
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A frequency analysis of the ciphertext reveals that a Caesar cipher is very likely. To break it, let’s write the first two words in the first line of a table, followed by the successors of each letter in the second line and so on (when we reach Z, we have to wrap back around to A). We recommend writing this table column-wise




 0 URNYGU ORGGRE


 1 VSOZHV PSHHSF


 2 WTPAIW QTIITG


 3 XUQBJX RUJJUH


 4 YVRCKY SVKKVI


 5 ZWSDLZ TWLLWJ


 6 AXTEMA UXMMXK


 7 BYUFNB VYNNYL


 8 CZVGOC WZOOZM


 9 DAWHPD XAPPAN


10 EBXIQE YBQQBO


11 FCYYRF ZCRRCP


12 GDZKSG ADSSDQ


13 HEALTH BETTER


14 IFBMUI CFUUFS


...





It is immediately clear that the line #13, HEALTH BETTER is the correct one. This means that ROT-13 was used. Usually, it is enough to create such a table for one word only.


It gets even easier if we use the computer program CrypTool 2 to perform the twenty-five Caesar decryptions. The CrypTool 2 template ‘Caesar Brute-Force Analysis’ provides the functionality we need for this purpose. We apply it on the following ciphertext taken from Elonka’s The Mammoth Book of Secret Codes and Cryptograms:4




Devhqfh vkdushqv oryh, suhvhqfh vwuhqjwkhqv lw. Ehqmdplq Iudqnolq





Here’s an excerpt from the twenty-five decryptions CrypTool 2 performs:




1 Wxoajya odwnlajo hkra, lnaoajya opnajcpdajo ep. Xajfwiej Bnwjghej


2 Xypbkzb pexombkp ilsb, mobpbkzb pqobkdqebkp fq. Ybkgxjfk Coxkhifk


3 Yzqclac qfypnclq jmtc, npcqclac qrpclerfclq gr. Zclhykgl Dpylijgl


4 Zardmbd rgzqodmr knud, oqdrdmbd rsqdmfsgdmr hs. Admizlhm Eqzmjkhm


5 Absence sharpens love, presence strengthens it. Benjamin Franklin


6 Bctfodf tibsqfot mpwf, qsftfodf tusfohuifot ju. Cfokbnjo Gsbolmjo


7 Cdugpeg ujctrgpu nqxg, rtgugpeg uvtgpivjgpu kv. Dgplcokp Htcpmnkp


8 Devhqfh vkdushqv oryh, suhvhqfh vwuhqjwkhqv lw. Ehqmdplq Iudqnolq


. . .





It is not very difficult to guess which decryption is correct. Of course, it is line 5:




Absence sharpens love, presence strengthens it. Benjamin Franklin





SUCCESS STORIES


A prison inmate cipher


Gary Klivans, a retired police captain from New York state, is a prominent expert on encryption methods used by gangs and prison inmates.5 His fascinating 2016 book Gang Secret Codes: Deciphered is a must-read for everybody interested in code-breaking.6 As of 2019, Gary works as a forensics consultant specialising in gang codes. He is also a frequent writer and lecturer in the field of forensic codebreaking. Gary provided us with an undated encrypted message from a prison inmate, shown in Figure 2.4.7
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Figure 2.4. An encrypted message from a prison inmate. The plaintext proved quite interesting.





Every word in this message ends with ‘yp’. It was immediately clear to Gary that these two-letter suffixes had no meaning, except for confusing the codebreaker. Using frequency analysis (ignoring the ‘yp’s), Gary saw that this cryptogram was most likely created with a Caesar cipher. As the Z is the most frequent letter, finding the solution was quite simple. Here’s the substitution table the prison inmate used (the key is 21):




ABCDEFGHIJKLMNOPQRSTUVWXYZ


VWXYZABCDEFGHIJKLMNOPQRSTU





Based on this table, the following plaintext can be retrieved:




YOU’LL RECEIVE # MRR STRIPS MAKE SURE


THAT YOUR HANDS ARE COMPLETELY DRY BEFORE


YOU TOUCH THEM. DON’T RIP THEM AND MOST


IMPORTANTLY DO NOT GET THEM WET. TAKE


# OR OF THEM FOLD THEM TOGETHER AS


SMALL AS POSSIBLE TIGHTLY SIR-RAN-WRAP


THEM TWICE. PUT THEM INSIDE OF A RUBBER


COMPRESS IT TWIST THE RUBBER AND TIE


A KNOT. CUT THE EXCESS RUBBER OFF THEN


PUT IT INSIDE OF ANOTHER AND DO THE


SAME THING. REPEAT THAT PROCESS # I TIMES


THE FINISHED PRODUCT SHOULD BE LAYERED WITH


#H COATS OF SIR-RAN-WRAP #I RUBBERS


THEN REPEAT THE SAME STEPS FOR THE


OTHER # OR SO THERE WILL ONLY BE


#H THINGS FOR ME TO SWALLOW.


MAKE SURE THAT YOU USE HAND


SANITIZER BEFORE YOU COME IN





This message proved quite interesting. Apparently, a prison inmate explains to the recipient (perhaps his wife) how to pack drugs (‘MRR strips’) into a condom and Saran wrap (‘sir-ran-wrap’). He advises this person to hand him these drug packages during a visit, in order to immediately swallow them. This is how he plans to smuggle the drugs into his prison cell.


A spy’s encrypted sheet


Brian Regan (not to be confused with the comedian of the same name) used to work as a Master Sergeant in the United States Air Force. Starting in 1999, he tried to sell highly classified documents, videotapes and storage media to foreign governments, hoping to receive a payment of over 10 million dollars. In 2001, before he had any success, he was arrested, convicted of espionage and sentenced to life in prison.


Regan, who had been trained in cryptography, used several encryption methods to conceal banking codes, addresses and other information. The codebreaking unit of the FBI, the Cryptanalysis and Racketeering Records Unit (CRRU), with its master codebreaker Dan Olson, was able to break most of Regan’s ciphertexts. The following was one of the easier ones:
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As Olson found out (probably by brute force), this note is encrypted in a Caesar cipher with key 1. The numbers are shifted by one unit, too. So, we can easily decrypt the first two lines:








	Ciphertext:


	MM-56NVOAIPG CBIOIPG-TUS VCT-AV-533341011943418







	Plaintext:


	LL-45MUNZHOF BAHNHOF-STR UBS-ZU-422230900832307











This message refers to the Union Bank of Switzerland (UBS), located in a building named Münzhof at Bahnhofstrasse 45 in Zurich, Switzerland. Apparently, Regan used the codename LL for this bank, and 422230900832307 is a bank account number. Lines 3 and 4 are encrypted in the same way:








	Ciphertext:


	SS-CVOEFTQMBUA3CFSO-576795218837795







	Plaintext:


	RR-BUNDESPLATZ2BERN-465684107726684











‘Bundesplatz 2’ in Bern, Switzerland, is the address of another major Swiss bank, Credit Suisse (code-named RR by Regan). Once again, 465684107726684 is a bank account number.


If you want to know more about the Brian Regan spy case, you should read the highly recommended 2016 book The Spy Who Couldn’t Spell by Yudhijit Bhattacharjee.8


An encrypted journal from the movie The Prestige


The movie The Prestige (2006) is about two London stage magicians in the late nineteenth century who engage in a deadly rivalry. One magician, Alfred Borden, uses cryptography to protect his magic secrets. Excerpts from this journal can be seen several times during the movie. Here’s an example (it is shown about eight minutes into the film):


[image: Illustration]


Crypto-enthusiasts soon found out that this journal contained real encrypted text.9 The cipher used turned out to be a Caesar cipher with the key 23, and the plaintext proved to contain numerous nonsense words. For instance, the line . . .




Dsulo 3 ug d ihz zhunt 1,000 ae





. . . decrypts to:




April 3 rd a few werkq 1,000 xb.





We have no idea what ‘werkq’ and ‘xb’ were intended to mean.


CHALLENGES


For hints to all of the challenges in this book, along with the solutions, see codebreaking-guide.com/challenges.


Herbert Yardley’s first challenge


Herbert Yardley (1889–1958) was a successful codebreaker working for the US Department of State. He is best known for his whistle-blowing 1931 book The American Black Chamber.10 A lesser-known book he wrote is the 1932 Ciphergrams, which provides a collection of encryption puzzles (Yardley calls them ‘ciphergrams’; today one would use the expression ‘cryptogram’) along with fictional background stories.11 The first ciphergram (Figure 2.5) is encrypted in the Caesar cipher. Can you solve it?




[image: Illustration]


Figure 2.5. One of Herbert Yardley’s ‘ciphergrams’. It is encrypted in the Caesar cipher.





A series of newspaper advertisements from 1900


Here are four more newspaper advertisements we found in The Agony Column.12 They were originally published in the British newspaper, the Evening Standard, in 1900.




ALICE R.P. Qcbufohizohs mci. I do not tcfush but hvwby of you jsfm aiqv and kcbrsf if we gvozzassh wbgwl cfgsjsb kssyg. Tuesday 27 March 1900


ALICE R.P. How nice of you to remember. Will certainly meet you. Always thinking of you. Thursday 29 March 1900


ALICE R.P. Am so looking forward to it. Kobhhc gssmci acfs hvob wqob hszzmci. Will zsh ybck in opcih twjs kssyg hwas. Monday 2 April 1900


ALICE R.P. Gvozz kowh dcfhzobr rd ghohwcb hvifgrom twjs qzcqy gvcizr aiqv zwys gssmci. Thursday 17 May 1900





As can be seen, the second ad is written completely in cleartext. The other three are partially encrypted in the Caesar cipher. Can you break these cryptograms?





Chapter 3



Simple substitution ciphers


[image: Illustration]


Everybody interested in encryption and codebreaking should visit a museum on cryptology. In the United States, the best one is the National Cryptologic Museum in Fort Meade, Maryland, at the foot of the National Security Agency (NSA). If you are in the United Kingdom, go to Bletchley Park. In Germany, this would be the Heinz Nixdorf MuseumsForum (HNF) in Paderborn or the Deutsches Museum in Munich. All of these institutions exhibit fascinating cipher machines, such as the Enigma (see Chapter 15), as well as other crypto-related items. For an overview on crypto museums and other cryptologic sights all over the world, check the cryptologic travel guide, a website operated by Klaus with Austrian IT expert Christian Baumann (cryptologictravelguide.com).


At this point, we focus on an object we found in the National Cryptologic Museum’s gift shop: a mug bearing an encrypted inscription (Figure 3.1).




[image: Illustration]


Figure 3.1. The inscription on these NSA mugs is encrypted in a pigpen cipher.





The encryption algorithm used here is a variant of the so-called pigpen cipher (also known more recently in the last few centuries as the Freemason’s cipher) – a very old and widespread enciphering technique.1 The following diagram shows how the pigpen cipher turns every letter of the alphabet into a symbol consisting of lines and dots:


[image: Illustration]


Using this diagram, it becomes clear that the mug inscription decrypts to: NATEONAL SECURITY AGENCY. (Yes, the first word contains a typo. Things like these happen even to the NSA!)


There are many other variants of the pigpen cipher. For instance, the following text written on a tombstone2 from 1796 in New York City . . .


[image: Illustration]


. . . turns out to be encrypted in the following scheme:


[image: Illustration]


The plaintext is: REMEMBER DEAAH.


The second A should be a T, so clearly the intended message was: REMEMBER DEATH. Evidently the stonecutter (or the tombstone designer) made a small typo, omitting the two dots! This is common in cryptography. Consider how easy it is to have typos in simple (non-encrypted) English text. The problem becomes even more pronounced with ciphertext because it is more difficult to proofread, so these kinds of mistakes are seen quite frequently. This can both add to and subtract from the level of difficulty for codebreakers.


There are also many other pigpen cipher variations, such as those that change the order of the letters in the tables. For another variant, see the Glossary in Appendix C of this book.


HOW SIMPLE SUBSTITUTION CIPHERS WORK


The pigpen cipher is an example of an encryption method that replaces every letter of the alphabet with another letter or symbol. Ciphers of this kind are referred to as simple substitution ciphers or monoalphabetic substitution ciphers (MASCs). A simple substitution cipher provides exactly one ciphertext letter for each plaintext letter.


There are two main types of simple substitution ciphers: one stays within the original alphabet, and the other transfers plaintext letters to a character in a different alphabet, which could be anything from a writing system such as the Cyrillic alphabet, to one invented by the user of the cipher, to perhaps the use of numbers or unusual symbols. The pigpen cipher is a simple substitution cipher of the ‘different alphabet’ type, just like the cipher that was used for the following text (from The Book of Woo, as introduced in the webcomic Sandra and Woo in 2013):3 4


[image: Illustration]


The left-hand side of Figure 3.2 (below) shows a message of the ‘same-alphabet’ type (it’s the title page of an encrypted book published in London in 1835).5


Using the following decryption table . . .




ABCDEFGHIJKLMNOPQRSTUVWXYÝZ


---------------------------


URGPOSC-JIKTNMEDQBFLAWVXHYZ





. . . this text decrypts to the text shown in the same figure on the right side (ORDER OF THE ALTAR . . .).




[image: Illustration]


Figure 3.2. The book UMGJOML NÝFLOBJOF (left) was published by a female secret order in London in 1835. It is encrypted with a simple substitution cipher. The right side shows the decrypted version.





There are also mixtures of the two schemes. For instance, the following letter (sent by one W. B. Tyler to Edgar Allan Poe in 1841,6 which we will come back to in Chapter 6) is written in both standard and non-standard characters:


[image: Illustration]


A ‘different alphabet’ simple substitution cipher can easily be changed into one of the ‘same-alphabet’ type by randomly substituting every non-standard character with a letter from the ordinary alphabet. This process is referred to as transcription, the result as transcript. For instance, the Voynich manuscript (covered in Chapter 5), which uses a unique set of symbols (‘Voynichese’), has been transcribed into the standard alphabet by several researchers in different ways.7


As an example of transcription, we can use the following message (it is still unsolved, by the way), which was published on Reddit in its Unsolved Codes forum in 2018 by a user named RetroSA, who said that he found it in his family’s personal effects:8


[image: Illustration]


Another Reddit reader named NickSB2013 provided a transcript based on the following table:


[image: Illustration]
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Here’s the transcribed version of the cryptogram:




ABCDE ABFGH ABIJKLMNO OPBD


OPNQAQRS ATRDH NURDFV OSGA OQCEWKF T UFKOV PGA


DRQAPF OBRSADF EQWXF





Don’t be confused that the transcribed cryptogram starts with ABCDE. This is only because the first letter appearing in the message is transcribed with A, the second with B, and so on. A transcribed message can be examined more easily than the original, especially if one uses a computer program. As it is possible to transfer a ‘different alphabet’ simple substitution cipher into a ‘same-alphabet’ one, cryptanalysts usually don’t distinguish between the two. The methods for attacking a simple substitution cipher cryptogram do not depend on whether the ciphertext is written with standard letters or in an alternate alphabet.


According to the terminology of the American Cryptogram Association (ACA), a ‘same-alphabet’ simple substitution cipher that includes spaces (i.e., the boundaries between the words are visible) is named ‘Aristocrat’. Every issue of the ACA newsletter The Cryptogram contains a number of Aristocrats for the user to solve. Other newspapers and magazines publish Aristocrats, along with crossword puzzles and chess problems. In addition, books have been published that contain nothing but Aristocrats. Apparently, there are plenty of people who enjoy solving this kind of puzzle!


HOW TO DETECT A SIMPLE SUBSTITUTION CIPHER


There is a simple, yet very useful rule of thumb: if a ciphertext is written in a nonstandard alphabet, in the overwhelming majority of cases a simple substitution cipher (sometimes with a few additional tweaks) has been used. For instance, all the texts written in a pigpen cipher we have ever encountered are encrypted this way – although it would be easy to use a pigpen alphabet for another encryption method. Apparently, people who are clever enough to avoid a simple substitution cipher and to use a more complex encryption system instead also realise that using a non-standard alphabet does not increase security.


There is, of course, no guarantee that a text written in a non-standard alphabet is a simple substitution cipher. In order to make a more accurate diagnosis, we need frequency analysis and possibly other statistical methods. We’ll demonstrate this with the encrypted postcard from 1909 depicted in Figure 3.3.9
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Figure 3.3. A 1909 postcard encrypted in a simple substitution cipher of the ‘different alphabet’ type.





Using the following table . . .


[image: Illustration]


. . . we create a transcribed version of the cryptogram (note that the letters U, V, W, X, Y and Z don’t appear, as the alphabet used on the postcard only has eighteen letters):




ABC DCEFG


ABC DCEFG


FHI JBK LHM KGFKN


OMPPHOK LHM JBK


OGQLCDE GH DCEFG


C FJRK SKKD GBLCDE


GH ANHMBCOF J


NCGGNK. FJRK


SKKD HMG SBKJTCDE


BHJQO GFCO


JAGKBDHHD AHB GFK


IJEHDO. EHHQ DCEFG





Here’s the frequency analysis (created with the computer program CrypTool 2, but you can also figure it out manually or use the website dCode.fr; in this case, we are only interested in the percentage frequencies):


[image: Illustration]


For comparison, here is a (percentage) frequency analysis of an ordinary English text:


[image: Illustration]


If we look at the four most frequent and least frequent letters of the two texts, we get:








	Ciphertext:


	10.87, 10.87, 9.42, 7.97 / 0.00, 0.00, 0.00, 0.00







	Plain English:


	12.75, 10.25, 9.25, 8.25 / 0.75, 0.25, 0.25, 0.25











As we see, there are some differences. For instance, the most frequent letter of the ciphertext has a share of 10.87%, while in plain English we get 12.75%. However, apart from this, the numbers are quite similar. Overall, the encrypted text on the postcard is consistent with a simple substitution cipher applied on an English plaintext. Further examination shows this is the case. This postcard is included as one of the challenges at the end of this chapter. Can you solve it?


Example of a cipher that is not a simple substitution cipher


Let’s now look at the ciphertext in Figure 3.4 (it’s the first half of the encrypted inscription on the famous Kryptos sculpture at CIA Headquarters; see Appendix A), which we know is not using a simple substitution cipher.




[image: Illustration]


Figure 3.4. The first half of the famous Kryptos sculpture does not have the statistical properties of a simple substitution cipher.





Here’s the percentage frequency analysis of this cryptogram:


[image: Illustration]


Again, we look at the four most frequent and least frequent letters respectively and compare their frequencies with plain English:








	Ciphertext:


	7.18, 7.18, 6.71, 6.48 / 0.69, 1.39, 1.62, 1.85







	Plain English:


	12.75, 10.25, 9.25, 8.25 / 0.75, 0.25, 0.25, 0.25











As you see, the differences are now a lot greater. Compared with plain English, the most frequent letters of this cryptogram are too rare, while the rare ones are too frequent. In summary, the frequency distribution is a lot flatter than the one of English text. In fact, the first half of the Kryptos inscription is not encrypted in a simple substitution cipher. We will come back to this famous cryptogram in Chapter 8.


Index-of-coincidence technique


If we have access to a computer, we can use another statistical method that gives us an impression on whether a certain ciphertext has been created with a simple substitution cipher or not: the index of coincidence (IC). Though it is sometimes described differently depending on which source you look at, we define the index of coincidence as the probability of two randomly chosen letters from a text to be the same. The details about this important codebreaking tool will be given in Appendix B. For the time being, it is enough to know that the index of coincidence of an English plaintext encrypted in a simple substitution cipher is usually about 6.7%, while for pure random text it is about 3.9%.


As calculating the index of coincidence is a laborious process to do by hand, in this example we use the website dCode.fr, which provides an index-of-coincidence calculator. Applying this tool on the postcard message . . .


[image: Illustration]


. . . and on the Kryptos text we receive the following values:








	Index of coincidence of the postcard message:


	6.4%







	Index of coincidence of the Kryptos text:


	4.5%











This means that the index of coincidence of the postcard text (6.4%) is pretty close to the one of English text encrypted in a simple substitution cipher (6.7%), while the index of coincidence of the Kryptos text (4.5%) is further apart. This confirms the (correct) conjecture that the postcard is encrypted in a simple substitution cipher, while the Kryptos encryption is not.


HOW TO BREAK A SIMPLE SUBSTITUTION CIPHER


There are two basic tools for deciphering a simple substitution cipher: guessing words and frequency analysis.10 Usually, it works best if one combines these two approaches. This is what we are going to do in the following example. As will be shown, both frequent words and words with unusual letter patterns can be guessed. We demonstrate these two approaches with the ciphertext in Figure 3.5 (taken from the computer game Call of Duty), which is written in a pigpen variant.




[image: Illustration]


Figure 3.5. A cryptogram taken from the computer game Call of Duty (2015).





To transcribe this message, let’s use the pigpen variant that the NSA museum mug inscription is using:


[image: Illustration]


This gives us the following transcript (note that this is not the plaintext, but a transcript of the symbols into letters, which can be more easily reviewed):




OVSRSVIMQ EXCEVTK 654371979 SRCE KHE GVEAK WAV ERDED WIKH KHE DEFEAK SF KHE ATSKHICSRJ, KHE OEETEVJ AJCERDED KS BECSQE KHE WAVDJ SF APP MRI LEVJEJ. KHE JMVLILIRG ATSKHICSRJ WEVE CAJK SMK, BARIJHED KS KHE DAVO AEKHEV BEREAKH CVEAKISR. AFKEV ESRJ SF EXIPE IR KHE DAVO AEKHEV, KHE ATSKHICSRJ ELSPLED IRKS KWIJKED CVEAKMVEJ KHAK RSW BEAV PIKKPE VEJEQBPARCE KS KHEIV OEETEV BVEKHVER. KHE ATSKHICSRJ CEAJEPEJJ DEJIVE IJ KS VEERKEV CVEAKISR KS CSRJMQE ARD CSVVMTK APP KHE MRILEVJEJ. IK IJ KHE OEETEVJ KHAK GMAVD AGAIRJK KHEJE TEVTEKMAP AKKEQTKJ KS VEERKEV CVEAKISR, ARD GMAVD AGAIRJK ARY BEIRGJ KHAK QAY HALE FAPPER MRDEV KHE IRFPMERCE SF KHE ATSKHICSRJ.
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