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Introduction


For 90 per cent of the computer problems you’ll ever encounter, you don’t have to be an expert programmer or an electrical engineer to fix them. Once you know a few basics, you can solve most of the problems yourself. Best of all, there’s no real trick to it.


All you need to know is a few simple things about your computer and how it works, and a few techniques for figuring out what’s wrong. When you’re driving your car and the fuel light or the oil light comes on, you know what to do straight away. If a strange light shaped like a donkey on a skateboard lights up you may have no idea what it means, but you’d probably know enough to grab the manual out of the glove compartment and look it up. If the car just won’t start you can always open up the bonnet and check for broken hoses, loose battery leads or anything else obvious. Only when you’ve exhausted everything you know about car maintenance do you phone up a recovery service and ask for someone to fix it for you.


Computer problems are much the same. When they’re fixing your computer, what those technical support people don’t tell you is that they’re not geniuses who know everything there is to know about computers. Mostly they’ve just seen the problem lots of times before and, if they haven’t, they know how to check the basics to figure out what the problem might be and where to look for a solution. Given the number of computer users these days, the odds are very good that someone else has had your problem before.


That is what this book is all about. It will show you what symptoms to look for, how to do basic problem diagnosis and where to look to find a solution. It won’t teach you how to program or rewire circuit boards, or turn you into a computer guru. But it will show you how to fix the most common problems you’ll encounter, and introduce you to basic techniques for solving other problems not covered in these pages. Hopefully, by the time you’ve finished reading this book, you’ll be able to fix most of your problems yourself without having to ring a helpline and listen to Vivaldi for half an hour at 50 pence per minute.




WHAT’S IN THIS BOOK, AND WHAT’S NOT


This book is not a list of answers to every possible computer problem: that’s obviously not realistic.


We do provide a lot of suggestions for many common problems. For most of the problems you’ll encounter you should manage to find the answer you want or at least something close enough so you can figure the rest out yourself.


But what if you hit a problem we haven’t specifically covered? That’s why a large section of this book is devoted to showing you the tips, techniques and general philosophy of problem solving we use day to day. Armed with this know-how you can learn to solve your problems like the Technical Support Masters do.


Finally, the Fixing Your PC Before It Breaks section gives tips and advice on how to avoid problems in the first place, or at least ensure that when something serious does go wrong you can manage to put things back to how they were before.












How to read this book


This book was not designed to be read from cover to cover. If you’re reading this you either have a problem already, or you don’t. So… if you have a problem:


•First check the contents and index to see if your problem matches anything listed there. If so, that’s great and it’s worth the price of the book in itself.


•No luck? The book is divided into problem areas: hardware, software and so on. So try to decide which one your problem falls under. Read the introduction at the start of each section to see if it’s relevant. You may learn more about the type of problem you’re dealing with and possible avenues to explore for solving it.


•Still stumped? Try Chapter Two. Hopefully, this will help you identify the problem so you can find out how to fix it. Almost every problem has been found by someone before you. One thing you can count on with geeks: they love to solve problems and then post the solution on a web page so others can benefit (and see how clever they are). So if you can identify what’s wrong, you can almost certainly find a solution somewhere on the Internet.


•You don’t have a problem yet? Great, try and keep it that way if you can. Read through Chapter One, which will help you avoid problems arising. An ounce of prevention is worth a pound of cure. Then read on into the rest of the book, for tips and techniques to deal with problems as they arise.









Chapter One:
Fixing Your PC Before It Breaks


It’s probably best to get the bad news out of the way first.


Your PC will break one day. It’s not what anyone wants to hear, but unfortunately it’s true. If you’re very lucky, you’ll stop using it before that day comes. If you’re unlucky, it will happen just after you finished cataloguing your collection of 100,000 butterflies in a database. But it will happen. Nothing in life is certain, except for death, taxes and PC failure.


Now, it’s obviously not possible to fix something that’s not actually broken yet. However, there is a lot you can do before it breaks to put that day off for as long as possible, and to make it as painless as possible when it does eventually arrive.


Like most accidents, most PC problems are avoidable with a little planning and forethought. In this chapter we give you advice on how to avoid potential problems and prepare your PC to make things easier to put right.



Section 1:
Back up, back up, back up


We can’t say it often enough: back up, back up, back up.


Your PC consists of hardware, the stuff you can touch (because it’s hard), software, the stuff you can’t touch (because it isn’t hard) and your valuable data, which you gathered while you were using the computer. The hardware and software (both systems software like Windows and applications like Word) can all be replaced, sometimes at a price. However, you may be unable to replace your data at any price.


So – back up, back up, back up.


By back up, we mean make a copy of the stuff you have that’s important. If your computer is catastrophically broken, you may have to start again with a new computer. If your valuable data exists only on the inaccessible disk of your broken computer you face the choice of either losing it altogether, or trying to recover the data off the disk. Recovering data is often difficult to organise, expensive, ultimately impossible or all three. If your valuable data exists somewhere else (a backup), at least you can put it back on your new PC. That’s what backups are for.


The world of ICT is littered with the corpses of technical people who didn’t make good backups of their data and paid the price for it. With more than sixty years’ combined experience in the computer business, the single most important lesson we’ve learned is to back up important stuff. So back up, bac... well, you probably have the idea now.


What should you back up?


First, you have to decide what your valuable data is. It might be all your photographs, your correspondence, your contacts, your music, your business accounts, even your collection of vintage computer hardware brochure scans. Only you can decide what your valuable data is, because only you know what you use your PC for.


It can be hard to work out where your data is on your disk. On Windows, a good starting point is your home directories. These are where you’ll find My Documents, My Pictures and the like. In Windows, these can all be found on your C drive in a folder called Documents and Settings/YourLoginID. For example, if you log on to Windows as Pete, then it would be in Documents and Settings/Pete. In Vista, they’re in Users/Pete.


That’s fine for documents you create yourself. However, an application may save data in its own special folder. The Internet is your friend (or at least a well-meaning acquaintance) and some research starting with the name of the program you use to get at the data will usually give you some good pointers. Try looking for the information on the application’s website, or try typing ‘Where does Filemaker database store its data?’ into Google (assuming Filemaker database is the name of the application). Someone out there has almost certainly asked before. If your application’s website has a forum or discussion board, then sign up and simply ask the question. Someone will answer in a day or five.


When should you back up?


Now! Go on, we’ll wait. Done? Good, we’ll continue.


Backups should be done regularly. How often depends on how much your data changes. If your data changes often, you may want to back up daily. If it’s vitally important to your business, maybe more often. If it changes less often, you may find that weekly or even monthly suits you. A good way to look at it is to ask yourself how much effort it would take to replace the data from scratch, i.e.


how much work would you lose. A few hours to re-create lost data might be fine, but if it would take you days then you’re not backing up often enough. On the other hand, if you spend time every day backing up stuff that would only take a few minutes to recreate, you’re either backing up too often, or the wrong stuff.




EXPERT TIP


Keep old copies of your backups. If you keep the most recent backup and the previous two, then you also guard against something being wrong with one of the backups, or from deleting a file so it’s no longer backed up, and then discovering much later you still want it. For example, we use a scheme along the lines of doing a daily backup which we keep for a week, a weekly backup which we keep for a month, and a monthly backup which we keep for a year.





What should you back up to?


We recommend CDs or DVDs, as these are cheap, reliable and easy to transport.


You might also consider external hard drives (computer disks attached to your PC by a USB or FireWire connection). These are bulkier and more prone to failure, but can hold a lot more data than a DVD.


An internal hard drive (like a D drive on your computer) can be quick and hold a lot of data, but is not really recommended because you’re only protecting your data against your other drive failing.


If you have more than one computer on your network, you can back each one up to the other. This can be reasonably quick and effective, and if the computers are in two different locations, very safe indeed.


You may wish to research online backups: these services, available for a small fee, let you send your data over the Internet to a ‘digital safe’. Your ISP may provide a service for free or at a nominal cost (e.g. BT’s Digital Vault). If you’re thinking about online backup, consider the reliability of the service as you’re trusting those people to look after your data.


Backing up to tapes is unlikely to be cost effective or reliable for the home user.




EXPERT TIP


Test your backups.


Another important point is to test you can restore the data before you need to do it because of a catastrophe. Many times we’ve heard of people, even highly-paid IT professionals, who have been let down by backups they didn’t test before catastrophe struck.





Where should you store your backups?


That largely depends on how paranoid you are and how valuable the data is to you.


The best place is a different physical location. Then if your house burns down or the nearby power sub-station gets struck by lightning and the electrical surge fries your PC, you’re still OK. You can take a CD, DVD or external hard drive to the office or stick them in the boot of your car and feel pretty safe. Online backup services are by definition somewhere else, so you don’t need to worry about transporting stuff around.


Please remember also that your valuable data may contain information which personally identifies you. When you back it up, make sure you don’t leave it lying around for anyone to pick up, or you may find yourself the victim of identity theft.


Backing up your system and applications


Microsoft Windows XP and Vista PCs have a system backup feature. This doesn’t back up your data, but it does back up the Windows system and your applications. Better yet, by default Windows does it automatically whenever it changes something on your system.


If you like to install a lot of applications on your computer (especially ones you’ve downloaded off the Internet), and plugging in new hardware, you can easily break the system. So before you make any changes along these lines, you can also create your own system backups at any point. If you want to create a system backup (a ‘Restore Point’) you have to find System Restore (see Fig. 1 or Fig. 2 for Vista) and select the Create a Restore Point option (see Fig. 5).


System Restore


If you’ve just installed a new piece of hardware or software and you’re experiencing serious problems, this feature will let you roll your system and applications (mostly) back to where they were before you changed things. To get to System Restore, click Start, All Programs, Accessories, System Tools, and System Restore (see Fig. 1 or Fig. 2 for Vista). Here, you can choose to back up or restore your system.


If you choose to restore, you then pick the date you’ll restore from (see Fig. 3 or Fig. 4 for Vista) and which particular backup if you made more than one that day. All programs and hardware drivers you’ve installed since that date will magically disappear. And so, hopefully, will the problem.


If your PC is so broken it won’t even boot to the normal Desktop, you may be able to get it into Safe Mode or boot from a CD (see Safe Mode, Section 4 of this chapter).


It’s often best to run System Restore from Safe Mode anyway, especially if you’re trying to roll back hardware changes.


The bad news about System Restore is that it doesn’t always work. If it doesn’t, you may be looking at a system reinstall, or perhaps you have a hardware problem.
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Fig. 1
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Fig. 2
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Fig. 3
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Fig. 4
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Fig. 5


Backing up data


Because System Restore might not help you out, and because your problems may not just be software ones, you still need to back up your valuable data so you can recreate it on a new computer.


These days, your valuable data almost always includes details of how you use online services, user IDs and passwords. Remember, you may have to back those details up too.


There are a wide variety of ways to back up your data. The simplest is to copy the data to the CD (or whatever you’re backing up to) using copy and paste or drag and drop in Windows Explorer. This method is simple, but it can use up a lot of CD space.


We recommend using a product which compresses the data to a much smaller size. This means it fits on fewer CDs, or takes less time to upload to an online backup service. There are a number of products which do this, from the ever popular WinZip to products like WinRar and 7Zip (see Useful Resources).
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Fig. 6


If you really want to, there are any number of expensive backup software packages you could invest in. These can automatically run the backups for you at certain times, include and exclude files and folders, copy the backup files hither and yon and all sorts of other bells and whistles. If you’re having trouble setting up a backup regime with something like WinZip, these might help you out, but you will be paying for the privilege. Another thing to be wary of is the format these packages store the files in. If you simply copy the files or use a popular compression package, you can easily get the files back without special software (for example, Windows can read WinZip files automatically). However, if the backup software you choose has its own way of storing the data, you may well need a working version of their software if you want to access your backed-up data.




BACKUP SUMMARY




	Identify your valuable data, the stuff that’s impossible or very hard work to recreate


	Back your data up regularly


	Test you can restore your data


	Don’t leave your backups exposed to misuse





And one final word to the wise – you can’t back up too much or too frequently. If you do, the worst you end up with is a lot of backup CDs lying around. However, if you back up too little or too seldom, you are likely to find that the backed-up version of the file you are looking for is either way out of date or missing entirely.


Finally, in case you’re not entirely clear what the section on backups was about, or you skipped straight to the summary, the moral of the story is – back up, back up, back up.






Section 2:
Keep software current


Microsoft provides online updates for its operating systems and applications. So do lots of other software suppliers. We recommend you apply all the updates you can. While there’s a small risk updates will cause problems, it’s generally outweighed by the benefits the updates bring in terms of fixing bugs you might not have encountered yet. If you’ve got a problem with an application, you may find that just applying the latest update or upgrading to the latest version is the answer. And if you go looking for support from the supplier of a program, the first thing they’ll ask is ‘Have you applied the latest updates?’. If you haven’t, they’ll tell you to go and do it and see if it solves the problem. So you might as well do it regularly yourself and save the cost of a ten-minute support call. Microsoft and many other suppliers enable you to do this automatically.


You can usually choose an option which will allow you to download the changes and review them before deciding exactly which updates you want installed. You should consider doing this as you may have a good reason for not wanting to update some software automatically. It’s always a good idea to know what changes are being made to your system before they actually happen, and you might want to have a particular version of some software on your machine. One reason not to upgrade software is because your employer says so (unreasonable, maybe, but not uncommon).


To set up Windows for automatic updates, click on Start, then Control Panel, then select Automatic Updates (see Fig. 7 or Fig. 8 for Vista). You can turn this on or off, or set it up to check but ask for permission to install the updates. For other applications, you can usually find an option in the menu under Tools, Help, Options or similar where you can tick a box to choose to look for updates automatically.
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Fig. 7
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Fig. 8


You may also have to hunt down the latest versions of some of your application programs on the Internet. As always, make sure you’re downloading the program from a website you trust (see Security). If you do have to check a website to find out if there are updates and are the sort of person who always forgets, you can use a web facility like ChangeDetection (www.changedetection.com), which offers a free facility to check a web page daily and notify you by email of any time it changes.



Section 3:
Security


Security isn’t our primary focus in this book, but we have to mention some aspects of it, because today your PC can be broken by people who aren’t even on the same continent as you.


Surfing the Internet can be just like surfing the ocean. Sometimes a big wave comes along and bowls you over (‘getting worked over’ for real surfers). If you’re lucky, you come up breathing on the other side of it. That big wave working you over on the Internet is people who want to run your computer remotely, without your knowledge, or steal your identity to enrich themselves and leave you to explain the bill written in your name. If you’d rather be on a shady recliner on the beach with a cool drink in your hand, you need to think about online security. Otherwise, these rogues will gain access to your PC and break it for you.


There’s no one measure that makes your computer secure. The most important part of your PC security is you. Don’t blindly download and install things. It’s important to understand what you’re downloading, and to think about where you’re downloading it from. All kinds of viruses, malware (software that does BAD things) and rogue software are freely downloadable on the Internet if you’re unwary enough to agree to the attractive dialog box. Many will try and fool you by saying things like ‘You have a virus, click here to remove it’. Click there and you will have a virus. Some try and fool you by appearing to be from a friend. One virus will send a message to you via MSN from one of your contacts, encouraging you to look at a picture of them. Click at your own risk. So a good rule of thumb is never download, accept or run anything that you did not specifically go looking for from a source you know and trust, or can at least verify in some way. And always scan anything for viruses before you run it.
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Fig. 9


Similarly, you will receive enticing emails inviting you to install their attachments or click their links. Don’t do that. Any email with an attachment from someone you don’t know is not just probably unwanted, but also suspicious. There’s a quick, easy way to protect yourself when you receive any email from someone you don’t know. It’s called the Delete key.


Lots of us keep details about our lives on our PCs. Many people’s PCs are like filing cabinets containing their important documents. Increasingly, we’re all making transactions online, accessing shopping websites, using financial services like online banking, ordering pizzas and so on. If other people are accessing your PC they can install all kinds of untrustworthy software on it. Microsoft Windows is getting better and better at isolating users from each other, but there are plenty of other people trying to defeat that isolation, and no security system is so good it can’t be broken (and many are so bad they might as well not exist). When you’re making transactions online you should try to use the computer you trust the most. Ideally, use a computer only you use, and have all the security measures in place that are recommended in this book.


If you’re accessing sensitive sites – doing online banking or supplying information like your credit card details for a purchase, for example – it’s safer to have just one browser window open at the time. Browsers aren’t supposed to leak information between different pages they display, but a huge number of malware writers are trying to find ways to do just that. Because of the complexity of modern browsers, they often succeed.




EXPERT TIP


If you make online purchases, consider opening a special bank account and/or credit card exclusively for online use. Keep the balances small, and overdraft/credit limits small. Then if someone does steal your details, they can’t spend that much. If the account is with your regular bank, when you make a large purchase you can transfer the necessary money online from your regular account to cover it.





Anti-virus


You MUST have a working anti-virus program installed on your computer. Even if your PC isn’t connected to the Internet, viruses and other malware continue to pop up on all known digital media. You must update your anti-virus software frequently, so it knows about the latest viruses. Most anti-virus software can be set up to check automatically for new updates every day. If you’re not connected to the Internet, you’ll need to obtain CDs from a manufacturer.


There are a lot of anti-virus programs around that you can use. Most PCs will come with a free trial of Norton or McAfee anti-virus software already installed. These products generally require a yearly subscription fee to get the daily updates. You will need to subscribe to these


– anti-virus software which isn’t updated regularly is a waste of time because new viruses are being created all the time.


If you prefer not to pay, there are a couple of free antivirus programs you can install. These products generally make their money by having a basic free product, and a much more advanced version they sell to people who want more security and businesses that want to protect lots of PCs. AVG Free (see Useful Resources) is a good example of a free anti-virus program and can be recommended for most basic home PC users.


However, if you do go for a free product and not one of the big names like Norton or McAfee, it’s usually best to get a recommendation from a friend who already uses it. Unknown software is always a big risk and unknown anti-virus software is just begging for trouble.


Firewall


If you’re online you MUST have a working firewall between you and the Internet, which is connected to nearly every other computer in the world.


Your PC is like a building with literally thousands of doors opening into it. The Internet, and any local network you have, is a very busy road that passes all the doors. A real building has locks on the doors to keep out passing rogues, and a firewall to stop the flames and heat spreading when the neighbour’s house burns down. A computer has locks on the doors to keep out those who wish you harm and a firewall to stop things spreading as well, but it’s all bundled together and called a firewall. The firewall determines which doors are locked and which will open to any passer-by, and its purpose is to stop bad things passing from other PCs to yours.


Most PCs come with some kind of firewall built in. You can find it listed in the Control Panel under Windows Firewall. If it’s not turned on for some reason, turn it on now. Most broadband connections use a router to connect you to the Internet and most routers also come with a firewall built in. It’s a good idea to make sure the router firewall and the firewall on your PC are both turned on.


You can also invest in a proprietary firewall. Most companies that deal in Internet security offer firewalls as well as anti-virus software. On the whole, for the average home user, the Windows and router firewalls are more than sufficient. If you’re wearing belt and braces already, you probably don’t need to tie a rope around your waist as well, but there is nothing to stop you using a proprietary firewall if you so desire.


Configuring firewalls can be a complicated business, especially for the casual user. As a general rule, firewalls are set up to allow almost nothing into your PC, which is what you want. You may find that some applications, like games which you play with other users on the Internet, want to open a port (unlock a door) in your firewall. They can generally do this automatically, but when you run a program for the first time your firewall may pop up a box saying that the application is trying to open a port. If the application is a well-known program from a respectable company, and has a good reason for wanting to do it (like a multi-user game), then go ahead and allow it to open the port. If it’s not a well-known program, think twice. If you can’t think of a good reason why the DVD-viewing program you downloaded from www.freesoftware4you.com is trying to open a port, don’t allow it until you’ve done some research. A quick visit to Google and a search on ‘Why is EvilDVDViewer opening a port?’ will usually net you a fair few pages. Don’t trust the first one you look at – check several and see if there’s a consensus of opinion.


Unfortunately, firewalls can cause some problems as well (see Section 3: Internet and Networking in Chapter Four).


Shared files


Shared files and folders are a good way to pass data to other programs on your local network. You can share a folder by right-clicking on the folder in Windows Explorer and selecting Share or Sharing and Security (see Fig. 10 or Fig. 11 and Fig. 12 for Vista). Shared folders can either be read only (other people can look but not change anything), or read/write (in which case they can do anything they want).


If you’re sharing files, it’s a good idea to check what your computer looks like from another PC in the network. It’s very unwise to let other people write to the whole of your C drive, and it’s not a good idea to let them read the whole thing. If you want to share files, make sure you only share one or a handful of folders. Windows provides a shared folder for you in its default set-up. In XP it’s called Shared Documents, while in Vista it’s Public Documents. One good option if you want to share files is to copy whatever it is you want to share to these folders. That way you’re not exposing any other files on your computer by accident and, if someone else does delete or corrupt a file, you’ve still got the original you copied into the shared folder in the first place.
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Fig. 10
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Fig. 11
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Fig. 12


Wireless networks


Wireless technology advances at a breakneck pace, and so does the technology for bypassing its security and letting people into your PC and its valuable data. As we write, the most secure wireless technology uses something called WPA encryption. If you’ve had a wireless network for a couple of years now, you may need to think about what it’s using and whether you still trust it.


Passwords


Use the longest passwords you can bear to. Really, fourteen letters, upper and lower case, and numbers is the minimum. Don’t use pets, relatives, birthdays and other common or easily guessable things. Don’t reuse passwords for different services.


How do you remember all your passwords? It’s a real problem. We’ve heard notebooks, letter codes in paperback books, mobile phones and USB memory sticks proposed. We prefer something unconnected to your, or any other, computer. It should look quite unlike a list of passwords unless you’re sure you have physical control of whatever it’s written on.




EXPERT TIP


If you can think of a phrase you can remember easily, then you can use an acronym of it as a pretty secure password. For example, a10gh26gandaBFH (a 10 gallon hat, 2 six-guns and a Big Fat Horse).





Clearing caches


As you surf the Internet, your browser keeps copies of things it downloads and sites you visit on your hard drive in what is called a cache. Maybe you keep personal details of your life in your emails, or you opt to have your browser remember passwords for some sites for you automatically. No matter how you use your PC, you can be sure there are bits of personal information stashed away on it somewhere in a hard-to-find place – hard to find for you, anyway, not necessarily for experts who know what they’re doing.


If you let your PC out of your physical control, including throwing or giving it away, it’s a good idea to clear this stuff out. Your browser will have a menu item somewhere to do this. In Internet Explorer it’s in Tools, Internet Options and then on the General tab of the options pop-up window (see Fig. 13). Click on Delete and the box shown in Fig. 14 will pop up. Your emails and other data can be harder to find (see Email and communication and Applications in Chapter Four).
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Fig. 13
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Fig. 14


If all your valuable data is backed up and you no longer need the computer, you should at least reformat the disk before you say goodbye to it. The best way to boot a utility is to do it from a CD (see Useful Resources). If you’re not giving your computer away to someone who actually wants to use it, why not remove the disk after you’ve reformatted it and stick it in a drawer as a spare?


If you have a hardware problem and you can’t access your hard drive, that doesn’t mean that nobody else can. If you’ve got personal data you wish to keep private on a disk you can’t access, the only safe thing to do is to remove the disk from the PC or enclosure it’s in (or find someone who knows how to remove it, while you wait) and physically destroy the disk – a hammer works well for this, but do it outdoors and wear safety glasses and a dust mask. Or you can mount the disk in a hard drive enclosure with a USB interface and see if you can still read your data from your new PC.
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Your computer automatically creates restore points at reguiarly scheduled times or before certain programs are
installed. However, you can use System Restore to create your own restore points at times other than those
scheduled by your computer.

Type a description for your restore pointin the folowing text box. Ensure that you choose  description that is
easy to identify in case you need to restore your computer later.

Restore point description:
My Restore Point before reformatting hard drive

The current date and time are automatically added to your restore point.

“This restore point cannot be changed after itis created. Before continuing, ensure that you have
typed the correct name.






