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INTRODUCTION



July 5, 2014:
The occupied city of Donetsk, in eastern Ukraine


I woke up and, as always, immediately checked my phone. What I saw astonished me: Twitter was reporting that Ukrainian forces had driven pro-Russia separatists from their stronghold in the nearby town of Sloviansk. The rebels were now fleeing to Donetsk, the self-proclaimed capital of the separatist enclave. Tweeted photos of the escaping convoy taken by passersby confirmed the story. I checked the BBC and other traditional news outlets for coverage but found nothing. The truth, however, was plain to see all around me: the city was in lockdown, its streets almost empty. Nobody was enjoying the weekend sunshine. I made my way to the city’s occupied central administration building, which was now serving as the People’s Republic of Donetsk (DNR) headquarters. Outside, several tattooed militia members guarded the entrance, fiddling listlessly with their Kalashnikovs. After a cursory search of my rucksack, they allowed me to enter. DON’T BE A PIG. CLEAN UP AFTER YOURSELF: the exasperated-sounding sign, taped to a pillar, looked over an archipelago of rubbish strewn across the building’s lobby. I made my way to the elevator.


In November 2013, Ukrainians had taken to the streets to protest President Viktor Yanukovych’s refusal to sign a trade agreement that would have strengthened the country’s ties to the European Union. In what became known as the Euromaidan revolution, the people rose up and took to the streets, eventually forcing Yanukovych to flee to Russia in late February 2014. Now the country was on the brink of civil war. Waves of protests, both for and against the new government, had rippled across eastern Ukraine after Yanukovych’s fall. In March, Russia took advantage of the instability across its border to annex the Ukrainian territory of Crimea. Galvanized by this act, pro-Russia separatists (backed by Russian forces) proceeded to take control of several eastern cities and towns, including Donetsk, throughout April and May. Now all journalists needed official accreditation from the newly proclaimed DNR’s press office to work in the city.


The office was housed on the fifth floor of the DNR headquarters and run by Claudia, an efficient woman trying her best to organize interviews with separatist officials. Information on the situation, she explained, was scarce. It was true that several thousand DNR fighters led by Igor “Strelkov” Gurkin, the head of the separatist militia, had left Sloviansk in convoy and were on their way here, though she had no idea where they were now or when they would arrive. Reports of the rebel exodus were only just emerging on the BBC and CNN. Twitter had, yet again, beaten mainstream media to the news.


Everyone in the office was discussing worst-case scenarios. In front of Claudia’s desk sat two men in their early twenties, one with tousled dark hair and a slack jaw, the other a dirty blond with a partial squint. Their functions remained unclear. “What’s the drill if all electronic communications are cut?” said the dark-haired one. “We use birds, right?” His friend grunted in agreement. “What were they again?” he continued. “Chickens, swans?”


“Carrier pigeons,” came the reply.1


A few days later, my interviews done, I filed a piece on the recent events. Scrolling through Twitter, I saw pro-Kremlin accounts out in force once again, spinning the loss of Sloviansk as best they could. The rebels hadn’t retreated but were merely “strategically relocating”; the battle against the “fascist junta” in Kyiv continued. I saw fellow journalists take abuse for reporting the facts of the retreat, often from anonymous accounts with a strong pro-Russia bent. More striking, as ever, were the pro-Russia narratives that filled this corner of the Internet: stories of Ukrainian atrocities (a three-year-old boy crucified by the Ukrainian army was a particularly notorious example), accounts of the machinations of the country’s government and its affiliates that had no basis in truth.2 Pro-Russian users were keen to show the so-called fascist nature of the Ukrainian side, uploading false stories of the far-right militia Pravy Sektor terrorizing Odessa’s Jewish population; all were shared and retweeted thousands of times.3 It wasn’t propaganda I was witnessing, it was the reinvention of reality. And social media was at its heart.


This is a book about war. But it is also a book about stories, the narratives of conflict and the conflict of narratives. I first became aware that the nature of conflict had changed when I entered eastern Ukraine in the spring of 2014 and realized that Twitter contained more up-to-date information than the New York Times or NBC. Individuals, not institutions, became my primary source of information on the ground. As summer drew in, the terrorist group Islamic State (more commonly known as ISIS) exploded into global headlines when it took Iraq’s second-largest city, Mosul, on June 10. Then in July, Israel launched Operation Protective Edge and another Gaza war began. As a Middle East specialist, I followed events closely in the region while continuing to report from Ukraine. It didn’t matter that I was in Kyiv or Donetsk, far from English-language media; Gaza’s bloody destruction was smeared across my phone and laptop on the dozens of videos and photos that filled my Twitter and Facebook feeds each day. As Islamic State continued its rampage across Iraq, more horrific images came in, posted by bystanders, participants, and state organizations alike. War had never been so close, visceral, or ubiquitous. Social media, I understood, had opened up for individuals vital spaces of communication once controlled exclusively by the state.


I began to understand that I was caught up in two wars: one fought on the ground with tanks and artillery, and an information war fought largely, though not exclusively, through social media. And, perhaps counterintuitively, it mattered more who won the war of words and narratives than who had the most potent weaponry. I realized, too, that while the Kremlin’s information war regarding eastern Ukraine sought primarily to target disaffected eastern Ukrainians, it was also—just like the public information streams of the Israel Defense Forces (IDF) and Hamas and Islamic State—aimed at a global audience, as opposed to the “enemy” population, as has been traditional in wartime.


The US Joint Forces Command defines so-called hybrid war, which in traditional institutions is regarded as the latest development in conflict, as warfare that “simultaneously and adaptively employs a tailored mix of conventional, irregular, terrorism and criminal means or activities in the operational battle space.”4 What I was seeing went beyond this definition—this seemed like a new kind of warfare altogether. At its center, one thing shone out: the extraordinary ability of social media to endow ordinary individuals, frequently noncombatants, with the power to change the course of both the physical battlefield and the discourse around it.


Everyone, it seemed, could now be an actor in war. I was, I realized, witnessing a form of virtual mass enlistment. It is instructive that of the eight major characters profiled in this book, four are women, and three of those are civilians. War, which for millennia was an almost exclusively male domain, has been opened up in ways that were previously impossible. In December 2016, a seven-year-old Syrian girl, Bana Alabed, made global headlines by tweeting about the destruction that Syrian president Bashar al-Assad had rained down on her home city, Aleppo. Her tweets, written in imperfect English, had more power to shape the argument surrounding Syria’s civil war than the state’s propaganda machine did.5


I decided to write this book while lying on my bed in a bleak room of the Ramada hotel in Donetsk, listening to the sound of shelling on the city’s outskirts. I have seen modern warfare up close, and it is clear that the old frameworks of understanding it are now insufficient. We are in need of a new conceptual framework that takes into account how social media has transformed the way that wars are waged, covered, and consumed. We need to better understand the twenty-first-century war.


In this century, “if we want peace, don’t prepare for war; rethink it,” writes Emile Simpson, author of War From the Ground Up: Twenty-First-Century Combat as Politics and a former British soldier who served three tours in Afghanistan.6 My experiences of war in Ukraine and my study of the Gaza conflict together with the rise of Islamic State forced me to do just that—and this revealed three trends to me. First, power has shifted from hierarchies or institutions to individual citizens and networks of citizens. Second, the narrative dimensions of war are arguably becoming more important than its physical dimensions. And third, the conflicts I was examining were not “traditional” state-on-state wars. Instead, modern conflict tends to either take place between a state and a non-state actor (as with, for example, Israel and Hamas, or Iraq and Islamic State) or exist somewhere in the nebulous region between the boundaries of war and peace (as I witnessed in Ukraine).


Twentieth-century thinking on conventional conflict is largely based on the ideas of the Prussian military theorist Carl von Clausewitz, who conceived of war as something like a straight military fight between sovereign states. The battleground was as clear as a boxing ring, and the enemy was obvious. Military victory was easy to determine, and once it was achieved, the victor imposed a political settlement on the loser. The defeat of Germany in World War I, and the resulting Treaty of Versailles, offers a perfect (albeit egregious) example of this process.


We live in a post-1945 security system that was designed to regulate war out of existence.7 Following the atrocities of World War II, there was a nearly unanimous desire among the major powers to create an international order where the use of force between major states would be almost impossible. Organizations like the European Union and United Nations were formed with this intention at their heart. The emergence of nuclear weapons has also made it harder for states to compel their enemy to do their will, for fear of possible escalation. The post-1945 security order has, therefore, seen a decline in state-on-state conflict and an almost total absence of (direct) war between two major powers. But the urge to fight predates civilization itself—it cannot be regulated out of existence. War, like a virus, must mutate to survive.


Clausewitzian forms of war do, of course, still exist today. In Sri Lanka, as Simpson points out, the government militarily crushed its insurgent enemy, the Tamil Tigers, and forced them to the negotiating table.8 But what I was seeing, from Ukraine to Gaza to Iraq, was the gradual erosion of this type of war in favor of looser, more open-ended conflicts. Russian president Vladimir Putin had no interest in defeating Ukraine militarily (which he easily could have done) and forcing it to accept Russia’s annexation of eastern Ukraine. Likewise, Israel had no intention of defeating Hamas militarily (which it easily could have done) and forcing it to finally accept Israel’s existence. With Islamic State, too, I observed a new form of conflict. Unlike terror groups of the past, its only demand is that Syria and Iraq, and then the rest of the Middle East and beyond, dismantle their states and join its caliphate—something that is self-evidently impossible to compromise on. The conflict, therefore, cannot be resolved through negotiation. Without total victory (in this case requiring near annihilation) by one side over the other, it will never end.


Clausewitz observed that war is the continuation of politics by other means, but in Ukraine conflict was the practice of politics itself. Rather than militarily defeating Ukraine, Moscow seemed most concerned with getting eastern Ukrainians to subscribe to a political narrative: namely, that the Kyiv government—a “fascist junta”—was out to persecute Russian-speaking Ukrainians. This was because its ultimate objective was not the defeat of Ukraine but its destabilization, for which it needed to divide the country’s population. In essence, its military goal was political. Whereas in war as it is traditionally understood, information operations support military action on the battlefield, in Ukraine it became clear that military operations on the ground were supporting information operations on TV and in cyberspace. The boundaries between politics and war, it appeared to me, had become blurred—and the boundaries between war and peace even more so. After I left Ukraine, I sought out Emile Simpson, who told me that during his time in Afghanistan the goal of the coalition forces ultimately became not to defeat the Taliban with superior military strength but to convince the local population not to join its insurgency. “War as we traditionally understand it, as military fight distinct from peace, still exists,” he explained. “However, the general tendency, driven by the information revolution, is away from that paradigm and towards open-ended, networked conflicts that occupy a gray zone between war and peace.”9


Simpson confirmed to me something I had already noticed: what has changed is not the practice of war—soldiers still shoot at soldiers, tanks still fire on tanks—but the context in which it takes place. US secretary of defense General James “Mad Dog” Mattis may have been right when he declared that “Alex [sic] the Great would not be in the least bit perplexed by the enemy that we face right now in Iraq.”10 But this statement refers to the unchanging experience of combat, not the shifting context in which war is now fought, which has been altered beyond all recognition by the information revolution and the speed and interconnectivity it has brought to the world.11


Moreover, Simpson identifies “coercive communication” as a crucial element of warfare because the concept of defeat always involves a political message that has been successfully communicated to the loser: defeat equates to the perception of having lost, and the consequent acceptance of the victor’s terms.12 The key distinction between traditional and contemporary warfare is the extent to which coercive communication tries to achieve that political goal via a military victory on the battlefield. In Sri Lanka it was clear: a straight military fight resulted in the winner imposing its will on the loser. But at the time of writing, the military conflict in Ukraine remains “frozen,” existing neither in a state of outright war nor in one of peace. And in response Ukraine’s allies in the West have taken advantage of an interconnected, globalized world to amplify modes of “coercive communication” against Russia (such as financial sanctions) that bypass the battlefield. The degree of global financial integration that exists today means that the capacity to wage war through nonmilitary means has never been greater. The boundaries between war and peace are crumbling, and this new status quo threatens international stability; if war has increasingly become the practice of politics (and its attendant economics), it has no clear end because politics never ends.


Thus do the more open-ended conflicts we see today have far greater potential to slip into outright war involving multiple states. I believe that the world is facing a greater prospect of wide-scale war now than at any other time since 1945. The Cold War that followed the end of World War II was underpinned by a balance between the world’s only two superpowers, the Soviet Union and the United States, that largely ensured an (admittedly uneasy) peace, or at least negated the threat of major war between multiple states. That world order no longer exists—and the globalized world that has replaced it has introduced new challenges into the sphere of conflict.


At the center of these challenges stand not just globalization and the information revolution but more specifically social media and networking technologies. According to think-tank researchers Emerson T. Brooking and P. W. Singer, around 3.4 billion people now use the Internet. Each day they send roughly 500 million tweets and upload nearly seven hours of footage to YouTube per second in up to seventy-six different languages. Facebook has 1.7 billion active accounts, giving it a larger “population” than China, while Twitter and Facebook are the platforms from which the majority of Americans get their news; indeed, 59 percent of American Twitter users rely on the service to follow news events as they happen in real time.13 And nowhere do news events happen as dramatically in real time as they do in times of war.


This book takes as its starting point the premise that social media has helped to dismantle traditional information and media hierarchies, and in so doing has given birth to a new type of hyperempowered individual, networked, globally connected, and more potent than ever before: a uniquely twenty-first-century phenomenon I term Homo digitalis.14 The result is that social media has irretrievably changed the way that wars are fought, reported on, and consumed. I use Andreas M. Kaplan and Michael Haenlein’s definition of social media as “a group of Internet-based applications that build on the ideological and technological foundations of Web 2.0, and that allow the creation and exchange of user-generated content.”15 Put simply, Web 2.0 describes websites that emphasize content Internet users themselves can create—such as discussion forums, messenger applications, tweets, videos, et cetera—using online services such as social media websites or blogs. It stands in contrast to the first generation of websites, where Internet users were largely relegated to merely passively viewing content.


The twentieth-century nation-state traditionally held primacy in two areas, from which it derived much of its power: its near monopoly on the use of force, and its dominant control of information flows.16 Web 2.0 has endowed people with two crucial abilities to disrupt this power: first, they can actively produce content on social media platforms with almost no barriers to entry, and second, through the use of these forums they can form transnational networks. Both of these abilities enable them to fill roles traditionally occupied by nation-states and to shape events around the globe. At his home in Baltimore, I met Alec Ross, former senior advisor for innovation to ex-secretary of state Hillary Clinton, who articulated this phenomenon unequivocally to me.




I believe that when most people talk about shifts in geopolitical power they do so on a geographical basis, how power is moving from West to East, from the United States and Europe to Asia, or from the global North to the global South. Now, whether that is true or not is a debatable proposition, but what I don’t think is a debatable proposition is that power is moving from hierarchies to citizens and networks, and connection technologies enable that shift in power—defining a hierarchy as the nation-state, as a large media organization, or other such things. And the kinds of capabilities that would have once been reserved for large media organizations or for nation-states have suddenly become available to networks of individuals.17





He was right. It is unthinkable that the Arab Spring uprisings of 2011, which began when a Tunisian street vendor named Mohamed Bouazizi set himself on fire in response to harassment from police on January 4, 2011, could have happened without social media. The images, caught on camera phones and uploaded to social media platforms, sparked violent demonstrations that led to the overthrow of President Zine El Abidine Ben Ali just ten days later. The images spread internationally, causing outrage in Egypt, whose people rose up and overthrew the dictator Hosni Mubarak. Demonstrations soon followed in Syria. It was during the Arab Spring that Homo digitalis was first revealed.


Homo digitalis is especially dangerous for authoritarian states, which rely even more than liberal democracies on controlling information flows. Without near monopolies on these flows, it is impossible for states to project power (especially in war or protest situations) the way they once could. And because these new social media forums are structurally more egalitarian, many delight in holding up the Internet as the ultimate tool against tyrants.


This idea is what the author Evgeny Morozov terms “cyber-utopianism”—the belief that “the Internet favors the oppressed rather than the oppressor… a naive belief in the emancipatory nature of online communication that rests on a stubborn refusal to acknowledge its downside… [by failing to acknowledge] how authoritarian governments would respond to the Internet… how useful it would prove for propaganda purposes, how masterfully dictators would learn to use it for surveillance, and how sophisticated modern systems of Internet censorship would become.”18 In Ukraine, the truth of his words was plain to see: while Ukrainians uploaded photos of Russian military hardware crossing the border, the Russian state used the same platforms to spread its counternarrative. Homo digitalis may challenge the state, but the state will always fight back.


New media has expanded the arena of conflict into the virtual world, which is becoming every bit as “real” as the fighting on the ground. Whether you are a president, a soldier, or a terrorist, if you don’t understand how to effectively deploy the power of new media, you may win the odd battle but you will lose a twenty-first-century war, or at least a major part of it.


The need to understand this idea is urgent. It’s clichéd but true to say that the twentieth-century nation-state is dead. But it is important to remember that this nation-state was atypical in its centralization, especially in its ability to control information flows by encouraging people to consume state-sanctioned TV, newspapers, and radio. In creating new venues that allow people to communicate outside these traditional state hierarchies of communication, social media platforms have spawned a political reversal: a regression from centralized communicative modes to the more chaotic network effects of an earlier age. Before the twentieth-century nation-states emerged, statehood was a looser and more decentralized affair (in 1860, for example, only half of France’s population spoke French as a first language).19 The effect has been to destabilize classic forms of war. The “new wars” I witnessed seemed, in their fluidity and chaos, to be more like the wars of the early modern period—before states became as centralized and powerful as they are today—than like the wars of the twentieth century.20


As Alec Ross observed from his experience of working in the White House: “I think the Internet is the single most disruptive force for the sovereign nation-state since the concept was founded with the 1648 Treaty of Westphalia. I don’t think the Internet is going to take an eraser to state wars, but it is inherently anti-state.”


Once again he is right. What I experienced in Ukraine, and saw in Israel and with the rise of Islamic State, was an ability not just to build networks but to shatter them. Social media is both centripetal and centrifugal. Just as I witnessed it bring people together to support Ukraine, I watched the same platforms further divide eastern Ukrainians from their fellow citizens in Kyiv. As Facebook and Twitter once united Egyptians against Mubarak, the same tools now divide Coptics, Salafis, and the Muslim Brotherhood within Egypt, as social media gives them all a voice and—now bereft of a common enemy—magnifies their existing sectarian conflicts.


Social media shatters unity and divides people in two overarching ways. The first is obvious: it sets them at loggerheads with one another as Facebook and Twitter make direct engagement (and therefore confrontation) between opposing camps far easier, especially during times of crisis like war. The second is more insidious. The majority of young Americans now receive their news from social media.21 And what they receive depends on whom they “friend” or follow and the type of content they post. Social media platforms are not impartial; they are capitalist enterprises designed to make money off their users. As we cocoon ourselves in online bubbles of like-minded friends and followers posting content we find agreeable, so the Facebook algorithm feeds us yet more content that, based on our online habits, it calculates we will like. This is designed to keep us on their forums for as long as possible to allow companies to advertise specific products to us users based on what they know we like.


This results in what is known as “homophily” (meaning literally “love of the same”), in which individuals bond with like-minded others, who reinforce their worldview—which is then exacerbated by algorithms that feed them desirable content. Ten years ago, both pro-Israeli and pro-Palestinian sympathizers would have watched CNN (with its required standards of impartiality and objectivity). Now each side receives its news from preferred sources that reaffirm existent opinions. The result is a homophily on each side that reinforces prejudices and exacerbates hatred of the other. Thus does division grow, thus does war become easier.


History shows us that with each new major evolution in information technology comes a period of great instability, often leading to conflict. The invention of the printing press in the fifteenth century brought subsequent wars of religion to Europe. Once it enabled mass publication of the Bible, which was subsequently translated from Latin into the vernacular languages of states, the Catholic Church no longer became the sole mediator between the text and the people. Everyone could bring their own interpretation to it—and war ensued. The 1920s saw the mass expansion of radio, which, a mere decade later, gave the demagogues of the 1930s platforms on which to flourish, leading ultimately to World War II. November 2016 saw the election of Donald Trump, arguably the most demagogic US presidential candidate in history, who employed Twitter as one of his primary campaign tools. Like the printing press and then radio and TV, social media has opened up new venues of communication, but the degree to which it has decentralized the transmission of information means the extent to which the state can impose a single interpretation of events has decreased even further. This is both a force for good, in that it brings greater transparency, and a force for ill, in that it is destabilizing. As social media makes almost every action visible through a share or a tweet (especially in wartime), both governments and the traditional media have seen their role as the gatekeepers of information recede in favor of wildly differing interpretations of events—and the spread of outright falsehoods.


The problem we now face is twofold: the boundaries between politics and warfare have never been so blurred, and politics has never been so unstable. The rise of social media, an inherently destabilizing technology, has coincided with a time of crisis in the West, which, since the early 2000s, has seen the systematic discrediting of its major institutions. In 2003 its leading politicians took a coalition to war against Iraq to seize nonexistent weapons of mass destruction. In 2008 its financial sector’s irresponsible behavior led to the Great Recession. Edward Snowden’s 2013 revelations that the US National Security Agency had been spying on its own citizens further discredited the security establishment. Along with the longer-term trend of a declining trust in mainstream media in Europe and North America, these forces have combined to create an environment of widespread mistrust of the “establishment” that has allowed nationalist demagogues, like Geert Wilders in the Netherlands and Marine Le Pen in France, to rise across Europe, and Trump to win the US presidency. Coterminous with these trends has been the rise of postmodernism within our academic institutions and its lack of belief in a knowable “objective truth,” which has allowed the lies of both the Kremlin and Trump to flourish. We live in a postmodern age that has brought forth postmodern politics and war. The trend toward the regressive and chaotic has rarely been more pronounced in our lifetimes.


At the end of 2016, “post-truth” was named word of the year by Oxford Dictionaries. It was defined as “relating to or denoting circumstances in which objective facts are less influential in shaping public opinion than appeals to emotion and personal belief.”22 This reflected a year in which Donald Trump was on record as having told the most lies of any US presidential candidate in modern history, and in which the Brexit campaign advocating Britain’s departure from the EU was largely based on a slew of misinformation and half-truths. According to Oxford Dictionaries president Casper Grathwohl: “It’s not surprising that our choice reflects a year dominated by highly-charged political and social discourse. Fuelled by the rise of social media as a news source and a growing distrust of facts offered up by the establishment, post-truth as a concept has been finding its linguistic footing for some time.”23


The costs of this are plain to see. The meaning of truth itself is changing in contemporary politics and, more dangerously, in conflict, at a number of levels. First, the death of the idea of an “objective truth” allows Russia—through the use of its propaganda—to erode trust in all sources of truth, allowing for so-called fake news to infect real news. Second, social media catalyzes both centripetal and centrifugal forces in the shaping of information: stories go viral, but you also have endless versions of events and information overflow, both of which stretch truth like an elastic band. Third, the definition of a story is changing: now a tweet can itself be the story, not just a means to tell it. Finally, new rules are being created, and the state is often behind Homo digitalis. This explains geopolitical phenomena like the Arab Spring and the rise of the terror group Islamic State, which would have been simply impossible fifteen years ago.


This is why it is imperative to examine the changing nature of warfare now. In the run-up to World War I, none of the great powers wanted conflict but, through miscalculation and error, drifted into it. Everything I experienced in Ukraine and saw in Gaza and in the rise of Islamic State made me believe that we may be heading in that direction once more. It is both urgent and imperative for politicians, policy makers, and the general public to understand the ways conflict has changed: twenty-first-century war requires a twenty-first-century response. This book is part of that response.


To do this I have traveled thousands of miles across three continents to detail how Homo digitalis is redefining twenty-first-century conflict. Each individual story highlights an emergent theme. Starting with Israel’s 2014 war against Hamas, the early chapters examine the archetypal twenty-first-century asymmetric war, pitting a state versus a non-state actor, and explore both the power of Homo digitalis to take on a democratic state through the promulgation of powerful narratives and the state’s attempts to battle it with narratives of its own. The clash between individual authenticity and institutional corporatism looms large here, as do the differing importance of visual and verbal messaging and legacy media’s receding ability to act as gatekeepers of information emerging from war zones, as illustrated by the image on this book’s jacket.24 The book then moves on to the Ukraine-Russia war to detail the murky world of gray-zone conflicts, where reality is reinvented to serve the ends of a new kind of dictator. In response, Homo digitalis uses the power of social media both to directly impact the battlefield and (from thousands of miles away) to affect war at the narrative level, using newly available investigative tools to discern the truth in wartime more rapidly and efficiently than even intelligence institutions. Finally, I arrive at the culmination of twenty-first-century conflict: the surreal brutality and chaos of Islamic State, powered by the dark side of Homo digitalis and by Islamic State’s ability to use social media to radicalize and to recruit, rapidly and transnationally. Set against this are the disadvantages that sclerotic state bureaucracies face in countering the unprecedented volume and sophistication of the group’s propaganda. The culpability of mainstream media in Islamic State’s propaganda battle and the nature of social media companies as capitalist enterprises that de facto enable the group’s virtual war are also considered. Within these chapters, numerous other themes will be explored to present an intimate and detailed portrait of twenty-first-century war and the people and technologies that are reshaping it.















1



THE CITIZEN JOURNALIST: STORIES VERSUS GUNS


The first thing you notice about Gaza is the children: playing in the road, riding bikes, squealing in ragged groups, kicking soccer balls, or just sitting on the sidewalk.1 Occasionally they halfheartedly ask passersby for money. Many wear the jerseys of famous soccer players. The names of impossibly wealthy superstars emblazoned across their spindly backs seem almost mocking, hinting at lives they will never have and chances they will never be given. The irony is as acrid as the dust is pervasive. Cars scuttle in and out of back streets. Donkeys attached to carts invariably driven by middle-aged men weave in and out of traffic, hauling agricultural produce throughout the city center. Selling their fruits and vegetables, these vendors form a vital part of the lifeblood of Gaza’s economy. Cars honk in annoyance at the donkeys’ languid trot through roads half paved with Saudi and Qatari money: a mixture of potholes and smooth cement. Whether the money has not yet fully arrived or has been stolen by corrupt officials is unclear.


By now you are aware that you have arrived at a place unlike any other on earth. I entered through Erez Crossing, a concrete monolith that separates the Hamas-controlled Gaza Strip from Israel to the west. Once through the Israeli checkpoint—a succession of security booths and revolving bars—I walk approximately a mile and a half through an open-air corridor enclosed with wire netting. On either side of me I see the landscape through a mesh of wire: bright green shrubbery dots a vista of sand and dirt and gray rock. I pass two concrete blocks defaced by blue Arabic graffiti. One reads AL-QUDS INTIFADA (the words literally translate to “Jerusalem” and “tremor”), referring to the uprisings that Palestinians have conducted in both Gaza and the West Bank against Israel’s occupation. The other says simply PALESTINE.


I arrive at the Gaza side. Such is the hatred between Israel and Hamas, the Palestinian resistance movement that now controls Gaza, that the two parties won’t even have corresponding checkpoints, and I enter through one manned by Fatah, the official party of the Palestine Liberation Organization, which controls the West Bank. Lines of blue plastic chairs are spread across an uneven concrete floor. I make my way to the counter to have my documents checked. Nearby, a vending machine sells cans of Pepsi. I’m approved and walk into the torrid heat to catch a taxi to what really matters: the Hamas checkpoint. Here I meet my fixer, Mohamed, a broad, stocky man—his physique the result of many hours spent in the gym. Mohamed has contacts in Hamas, and after some perfunctory questioning I am allowed through.


This part of the world has a turbulent history. In 1947 a United Nations resolution divided Palestine into Jewish and Arab states (as well as a third, international zone containing Jerusalem and its surrounding areas). The following year, Israel formally declared its independence over the territory allocated to it by the UN. A coalition of five Arab countries immediately invaded the new Jewish state, attempting to strangle it at birth. During the resulting war, Israeli forces captured large swaths of territory and increased Israel’s area. However, the Israelis failed to take control of two areas of “original” Palestine—the West Bank and Gaza, which were held by Jordan and Egypt, respectively. Two decades later, during the 1967 Six-Day War, Israel captured both.


In 1987 the Palestinians launched the intifada, or uprising, against the occupation of their two territories, during which emerged Hamas, an Islamist movement. Hamas rejected the Oslo peace process of the 1990s, instead using suicide bombings within Israel to attack the state. When the Oslo process collapsed, the second intifada, bloodier than the first, emerged to unleash waves of suicide bombings in which Hamas played a leading role. Israel continues to occupy the West Bank, but in August 2005 Israeli prime minister Ariel Sharon forced the withdrawal of all Jewish settlements from Gaza. In 2006 Hamas won the Palestinian elections and began to rule over the strip.


Gaza is unique. Measuring a mere 141 square miles, it is home to 1.85 million people. It is also under a blockade by both Egypt and Israel—though Israel allows in humanitarian aid. Since it took control of the area, Hamas has continuously fired rockets from Gaza into Israel as well as sending suicide bombers across the border. Israel considers it a serious terrorist threat. Just days before I arrived, a bomb exploded on a Jerusalem bus, injuring twenty-one people, two critically.2 Hamas admitted that the culprit, Abu Srour, was a member of its organization.3


Mohamed drives fast. Soon we are in Gaza City. It bustles and teems like a typical Arab metropolis. Shops are thronged with people. Bananas and apples as well as falafel and chicken stuffed with rice—a Gazan specialty—are all on display. Amid the activity, however, the city still bears the scars of the 2014 war between Hamas and Israel. It was a fifty-one-day conflict, and it was bloody. Around 2,300 Gazans were killed, with about 10,000 wounded, while 66 Israeli soldiers and 6 Israeli civilians died, with a further 469 soldiers and 87 civilians wounded. The devastation is plain to see. Destruction dots the cityscape. While many of the destroyed buildings have been rebuilt, many also bear the scorch marks of rocket fire. The traces of Operation Protective Edge (the name Israel gave to its 2014 military actions) are pervasive, as are the traces of something else: Hamas. Near the center of Gaza City stands a monument: a rocket belonging to Hamas’s military wing, the Izzedine al-Qassam Brigades. It points in the direction of Israel.


Later on, as we drive through the city, Mohamed indicates some graffiti on a wall by the main road. It is, he tells me, the work of the famous British graffiti artist Banksy. Sprayed onto the dilapidated wall, whose top bricks are crumbling, is the image of an Israeli security tower. Children swing from it in chairs like a fairground ride. Army versus civilian, the state versus children, experience versus innocence—the meaning couldn’t be clearer.


I am here to investigate all of these things. I have come to Gaza to go back in time to those fifty-one days in August 2014, to hear a story of Gazan suffering. It is of the adult world of war seen through the eyes of a child, and, through the use of social media, that child’s ability to broadcast it to the world.


The advent of new media brought to the Internet a revolution that was both technological and ideological. Once online services became interactive, they became two-way vehicles for people to network and socialize.4 The social media technologies that emerged from Web 2.0 have allowed for the rise of a participatory culture, empowering users by enabling them to become what some have termed “produsers,” users who can also produce content.5 This has created two revolutionary shifts in communication practices that are especially relevant (and potent) in wartime. The first is the ability to broadcast, which, due to the reach of social media networks, can be done transnationally. A power once reserved for major institutions like governments or media outlets like the New York Times or CNN has transferred to the individual. Anyone who owns a smartphone can become a mini-CNN: broadcasting content that—thanks to social media networks—has the potential to go viral and reach an audience of millions.


The second shift, implicit in the first, is that this can be done with almost no start-up cost. Content that once would have required a team of cameramen, trained journalists, editors, and news anchors to reach a national or international audience can be now produced and disseminated in seconds with the sharing of an image or text in a single tweet or post. This ability so radically changes the production, flow, and consumption of all types of media, it cannot help but be a destabilizing force for existing hierarchies, like state armies, especially ones fighting insurgent forces. In a previous era, the Israel Defense Forces (IDF) would have been able to largely control the narrative surrounding wars with Hamas by controlling journalists’ access to war zones, or even refusing to accredit certain journalists, as well as having an entire public relations division devoted to getting its message out. The Palestinians, conversely, could offer little by way of a counternarrative. The advent of new media has irrevocably altered this, and its importance to modern warfare could not be greater.


In the third edition of her book New and Old Wars: Organized Violence in a Global Era, Mary Kaldor formulates a definition of “new war,” which, as opposed to “old war” (involving conflicts between states “in which battle is the decisive encounter”), involves “networks of state and non-state actors.”6 Facing an international system designed to prevent interstate conflict, nation-states now engage in battles that are mostly asymmetric. States fight against insurgent groups, soldiers fight militants, and civilians are inevitably caught in the middle. Nowhere is the disparity in military power between combatants greater than in asymmetric warfare. And nowhere is the influence of Homo digitalis more profound. In the Palestinian case, the power lies not in directly affecting the physical battlefield but rather in directing the discourse that surrounds it. As the boundaries between war and politics increasingly become erased, the ability to guide the narrative of war becomes ever more important.


In the twenty-first century, observes Harvard political scientist Joseph Nye, conflicts will be less about whose army wins than about whose story wins.7 We live in an age obsessed with both postmodernism and cable TV series, where narratives are privileged over arguments, the emotive over the dry and merely rational. And in 2014, a young Gazan girl called Farah Baker was able to create, via social media, a narrative of drama and suffering—that is to say, a narrative of the most emotive and powerful kind, one that could face off against the might of the IDF in the information sphere. Farah’s case illustrates, in miniature, what happens in conflicts between established armies and insurgent groups when individual, networked citizens are given access to broadcast tools with virtually no start-up cost. She illustrates how social media can level the playing field in asymmetric warfare.


Armed with only a smartphone, Farah represents an almost entirely new power for smaller, less militarily powerful nations: the ability to defeat their adversaries on the narrative battlefield. This ability is, moreover, absolutely fundamental when victory on the physical battlefield is essentially impossible. Propaganda wars are as old as warfare itself, but in twenty-first-century war, narrative conflict has become more than physical conflict’s adjunct. It is arguably its most powerful frontier. And as the 2014 war between Israel and Hamas shows, a lone teenage girl can now battle—and threaten—the institutional power of one of the world’s most powerful armies.
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Farah Baker, Gazan tweeter. (Courtesy of Ahmed Moner Skaik)








On June 12, 2014, three Israeli teenagers, Naftali Frenkel, Gilad Shaer, and Eyal Yifrah, were on their way home to celebrate Shabbat (the Jewish Sabbath) when Hamas operatives driving a Hyundai picked them up at a hitchhiking stop in the Israeli settlement area of Gush Etzion in the West Bank and promptly murdered them. The killings caused uproar in Israel. Calls for revenge on social media, stoked by the rhetoric of hard-right politicians like economy and trade minister Naftali Bennett (who urged war on Hamas), led to violence on the streets, culminating in the murder of an Arab teenager, Mohammed Abu Khdeir, in East Jerusalem on July 2.8 This murder, combined with an Israeli government crackdown on Hamas, prompted the militant wing of the party to begin firing rockets at towns in southern Israel. Most of the rockets were intercepted by Israel’s anti-missile system, Iron Dome, but some got through. The normally militarily cautious Israeli prime minister, Benjamin Netanyahu, decided that the time had come for action, and on July 8, 2014, he launched Operation Protective Edge against Hamas. The IDF began its Gaza campaign with air strikes, which were followed on July 17 by a full-on ground invasion.


All of this was, frankly, ruining Farah Baker’s summer. A sixteen-year-old Palestinian, she had been looking forward to the summer break before returning to high school as a senior. And she had plans. The daughter of a well-known Palestinian surgeon, Baker is part of the educated upper echelons of Gazan society. That summer she wanted to learn the guitar, go to the gym to lose weight, and improve her English—things typical of teenagers around the world. But the war almost instantly put a stop to all that.


Two years later, Mohamed and I pulled up to Farah’s large apartment complex in central Gaza City. He dialed her cell phone to let her know we were here for the agreed-upon interview. Could we come in? Farah said we had to wait. Her father was still in the house and had gotten sick of the endless interviews; nothing could happen until he left. As we circled her block (while Mohamed became increasingly irritated, punching in her number with his bearlike fingers) it was clear that Farah was now a big deal in Gaza. Eventually we parked a few yards down from her front door. After about fifteen minutes a Mercedes pulled out of the driveway, and then Farah appeared, telling us it was safe to enter. She led us up two flights of stairs to her apartment, where she welcomed us into her living room. Smiling and gregarious, she poured us glasses of water and invited us to sit. Then she began her story.9


Farah hadn’t been expecting war to come that summer. There had been talk of it on social media, of course, especially in the wake of the kidnappings, but then there was always talk of war. To this day she remains convinced that she’ll live through many wars—Israel and Gaza are no closer to peace, and the cycle of violence seems impossible to break. In the previous Israel-Hamas war of 2012, Farah’s older sister had begun tweeting, so Farah had opened a Twitter account, too. The family’s children were confined to the house for their own safety, and she was bored. She wanted to do something, so she started tweeting about the situation in Arabic because her English wasn’t strong enough. Two years later, though, when the 2014 conflict erupted, her English was much improved, and as she watched events unfold, she believed that the Western media was twisting facts to make Israel appear the victim. From her living room it seemed clear that the opposite was true, and Farah wanted to do her bit to set the record straight. But because she was a sixteen-year-old girl her options in wartime were almost zero—or at least would have been before the advent of new media enabled anyone with a phone to become a broadcaster. So she decided to do the only thing she realistically could: to use the ability she now had to put her story out there and see if anyone would listen. “I am a Palestinian and the world was against us because [people] are brainwashed, so I started writing about my life, my hopes and dreams,” she told me as I sat in her traditionally decorated living room that hot April afternoon. She also made the decision to tweet photos, so the outside world could see as well as read about what was happening. Everything she did was geared toward making people, especially those in the West, understand what it was like to be a Palestinian in a time of war.


Things were slow at first, but as the war expanded, so did her follower count, spiking in tandem with the war’s most drastic events. She became an increasingly popular source of information coming out of Gaza—as far removed from the centralized and highly bureaucratic newsrooms of the Guardian or the Wall Street Journal as it is possible to be. In just a matter of weeks, Farah said, her followers jumped from 800 to around 200,000.10 Today she still has around 170,000.11 (To put this in context, the average Twitter user has 208 followers).12 This phenomenal growth was no accident. Farah had made two careful choices: the first was to use Twitter rather than Facebook as her social media platform of choice, despite the fact that Facebook is far more popular in Gaza, and the second was to tweet in English.


At only sixteen, Farah understood, even if only instinctively, the importance of social media in wartime, especially to a perpetual underdog like the Palestinians. She understood the power it gave to a single individual and to networks of individuals, power that previously would have been impossible. She understood that Twitter, as a more public social media platform, was perfectly suited to getting her message out instantly: more people, she told me, can see what you write, and, crucially, journalists use it as a source. People on the ground tweeting photos and descriptions of events during wartime have become invaluable—especially as they often tweet or post from areas too dangerous for journalists to go. Fakery exists, of course, but when enough people tweet similar information from the same area, it provides a form of verification that has changed how wars are viewed. It allows the victims of war to gain a voice and the world to view—with greater detail than ever before—just what exactly is happening inside zones of conflict.


As the war began and the bombing started, she decided to become a citizen journalist, a civilian broadcasting what she believed to be the truth about the war. Social media, and especially Twitter, with its ability to magnify a message through retweets (especially from accounts with large numbers of followers), would ultimately give her the tools to reach a potential audience of millions without needing substantial resources or access to expensive media technology. She could become a broadcaster at virtually zero cost.


Information campaigns in wartime have traditionally focused on influencing the “enemy” population by sapping its morale, disseminating fear, or urging surrender.13 Farah had no interest whatsoever in these sorts of tactics (and she would not have had the power to effectively carry them out, anyway). She was not even seeking to do battle with Israelis online or to convince them of the validity of her cause. Rather, her target audience was the wider world. Reaching an international, predominantly Western audience was so vital to the Gazan cause because, hopelessly outmatched militarily, the Palestinians could never hope to defeat the Israelis; their only chance was to show the destruction that was being wrought on them and pray that international outrage would rein Israel in. Put simply, their rockets could never stop Israel, but their narrative might. And in the service of this goal, someone like Farah could morph from a mere child into the most potent of weapons.


So she decided to tweet, and she made it personal. On July 21, 2014, for example, she tweeted a photo of herself holding a handwritten sign in English: “I’m Farah Baker, Gazan girl, 16 years old. Since I was born I have survived 3 wars and I think this is enough #SaveGaza.” It was retweeted more than 2,500 times.14 Farah was presenting herself to the world not as a prototypical anti-Israel Gazan voice but as an ordinary sixteen-year-old girl caught up in a horrific situation beyond her control. She began to build a narrative—to tell a story—about her everyday life under bombardment. She created a public diary that could be viewed by hundreds of thousands of people, if not millions, in real time. And the more she wrote, the more interest there was; the more followers she gained, the more questions they asked. It encouraged her to keep on tweeting.


As the bombs fell and Israeli soldiers entered Gaza, Farah tweeted hundreds of times, in the most dramatic terms. “A child martyred and many wounded” is just one example of many tweets in a similar vein, and it is instructive of the power her messaging carried: the death of a child naturally resonates powerfully with any right-thinking audience.15 Farah was using Twitter to highlight the most extreme effects of war, to garner greater sympathy and build more public support for Gaza by showing the sheer extent of the carnage the IDF was wreaking there. In this vein, she also made sure to document, as comprehensively as the platform allowed, the reality all around her. Many of her tweets were simple descriptions or videos of what she saw and heard. “This is the car which was bombed at my house door #Gaza #GazaUnderAttack,” she tweeted on July 26 with an accompanying photo of the destroyed vehicle. It highlighted the documentary quality of much of her tweeting.16


But it was the detailing of her emotions—her fear for her safety and for that of her family, especially her little sister, Lamar—that was by far the most powerful and popular element of her output. In one tweet, which was accompanied with a photo of her sister cutely wearing a Santa Claus–type hat, she wrote, “My 6 yrs old sister have witnessed 3 wars! #GazaUnderAttack #GazaUnderFire #PrayForGaza.”17


The emphasis on the suffering of children was a common theme: “When u need 2 have hundreds of protests just 2 tell th world that BOMBING CHILDREN IS NOT OKAY. That’s when u know that HUMANITY DIED #Gaza,” she tweeted on July 28, 2014. It was retweeted hundreds of times.18 Farah was not running a propaganda campaign in the traditional sense. She was a teenage victim of war and tweeting what she saw and heard, what she believed to be true. But it is clear that she repeatedly homed in on topics most likely to sway public opinion—that is to say, topics where the Palestinian narrative war was at its strongest.


The Israeli military and Hamas each kept a tight leash on journalists, whom they had to accredit in the first place. And of course some places were just too dangerous for outside journalists to go. But Farah, as a Gazan stuck in the center of Gaza City, had nowhere to go, and so she remained right in the thick of the action, tweeting endlessly, uncensored and relentless.


Which caused her problems. Many Israelis, Farah claimed, would tweet at her to accuse her of being a “terrorist” or just threaten her: “your GPS is turned off but we will find you anyway,” and “if you don’t stop we will kill you.” She didn’t bother replying; she just retweeted the threats so that the world could see what she was being subjected to. Power, she believed, came from her words, not from their threats. And as Israel’s military might swept over the tiny Gaza Strip, the greater became the sympathy for Farah and her fellow Gazans. The Palestinian narrative war was in full effect and—internationally, at least—proving a potent force. The IDF was facing a catch-22: the more it won on the physical battlefield, the more it lost on the narrative one. In essence, the more it succeeded at the military dimension of war, the more it failed at the informational one.


Then, Farah says, the pro-Israel tweeters switched tactics and started to report her account to Twitter in an effort to have it taken down. Then the fake Twitter accounts claiming to be her appeared. She wasn’t scared, though. For her it was simple: it was war. Gazans were under occupation and would get their land back. Now even she was starting—finally—to understand the narrative conflict in which she was involved, and the effect it could have on the war.


Around two weeks into Protective Edge, Farah was receiving thousands of tweets and direct messages (DMs) every day—so many she couldn’t answer them all. Numerous people tweeted their support at her, urging her to continue what she was doing. “Be safe. I pray for you and Palestine,” a user named Victoria Barber (@drzendn) tweeted in what was a typical show of solidarity.19 Many people simply asked questions because they knew so little about Gaza; many people were surprised it had Internet and schools. Many were just shocked that Farah had blue eyes.


Farah’s career as a citizen journalist had crescendoed from the first day of the war, but it was July 28 that made her. To this day, Mohamed told me as we sat in Farah’s living room, Gazans remember it as the war’s worst night. Things had started well enough, comparatively speaking. It was the second day of Eid al-Fitr, the religious holiday that follows the holy month of Ramadan for Muslims. Farah woke up early and immediately checked her Twitter account. By that time she had become so well known that every time she slept or was otherwise away from Twitter for any length of time she would return to it to find a deluge of worried tweets and messages from people around the world fearful for her safety.


Normally, Eid al-Fitr would have been a time of joyous celebration following a month of arduous fasting between sunrise and sunset. Normally, Farah would have bought new clothes for the occasion. But with the war, shopping trips were out of the question. So instead she lounged around the house in her pajamas. By that time, she estimated, the power in Gaza had been cut off for sixteen days, after the Israelis had bombed the main power station. So Gazans got their electricity from personal generators, for just a few hours a day. That day she ate breakfast and stayed in her room, tweeting for hours about the bombs she heard falling all around her. Her day was a cacophony of drones and F-16s.


Just after midnight Farah decided to go to bed. But then the bombs started to fall even more heavily, and she couldn’t sleep. She lives opposite Al Shifa hospital, where her father works, and she could hear the shouts and screams of people running from their homes to take refuge there. This wasn’t normal. Ambulances, drones, F-16s flying low now—everything around her seemed to be exploding into an indistinguishable blur of anguished, aggressive noise.


Then the flares started. The Israelis used them to light up the area to see their targets more clearly. But they instilled terror in the population—the ferocious explosions that accompanied their burst into flame were accompanied by the perennial fear that they might set homes on fire as they fell to the ground. Farah was now terrified. Lamar was screaming, over and over again, “I don’t want to die! I don’t want to die!” Farah went out onto the gray stone balcony with its elegant black railings to briefly observe the chaos while her family screamed at her to come back inside. She wanted to record what was happening, but as the night wore on she became more and more scared; she would run out, leave her cell on the balcony to record the scene, and then run back inside until it was time to go out and get the phone again.


Still, she was determined to let the outside world know what was happening and began tweeting again. “They are bombing heavily in my area. This is the worst night in this war. I just want you to know that I might martyr at any moment #Gaza,” she tweeted around an hour after midnight; that garnered a sizable 1,362 retweets.20 She wanted to describe the full details of this terrifying attack, and so she did, updating her followers every few minutes. At 1:07 a.m., for example, she tweeted, “We are sitting in darkness bc th power is off, flares r lightening up th area just like it’s midday,we’re just hearin bombs,drones,f16s#Gaza.” Photos played a vital role. “Flares in the sky allll the time #Gaza #GazaUnderAttack #AJAGAZA #ICC4Israel [International Criminal Court for Israel]” soon followed, along with a photo of a flare bursting into flame.21 She tweeted everything she could think of and everything she saw: images, sounds, and plaintive cries filled her feed. Her output that night was a powerful and detailed portrait of the besieged and pummeled city of Gaza.


But, once again, it was the description of her own feelings—a narrative of the sheer depth of terror she and her family felt—that, for her audience, far outweighed the mere documentation of the devastation being wrought. “I AM CRYING AND CAN’T STAND BOMBS SOUND! I’M ABOUT TO LOSE SENSE OF HEARING #Gaza #AJAGAZA #GazaUnderAttack #ICC4Israel” is typical of the poignant content she put out that night and was quickly retweeted just under 1,500 times.22 Farah’s tweets had reached across continents. Her feed was explosive. It was a dramatic serialization of firsthand suffering.


Then her mobile’s battery began to die, and she asked her father to turn on the generator so she could recharge and keep tweeting, which he did. Despite some initial misgivings because of all the threats she was receiving online, he had come to support her efforts. After yet more bombardment Farah posted a photo of the night sky lit up with Israeli flares beneath her terrified statement: “This is in my area. I can’t stop crying. I might die tonight #Gaza #GazaUnderAttack #ICC4Israel #AJAGAZA.”23 It was retweeted 15,547 times. Farah had reached the zenith of her night’s narrative.


Farah’s output over the course of that night captures Twitter’s unique ability as both a visual and written medium that enables its users to react in real time and thereby become the perfect propaganda tool for war, when everything is in chaos and events happen so rapidly that the stream of information is incessant. Twitter may not always be the best medium for receiving a clear and impartial picture of events during a conflict, but it’s the perfect way to get your version of events out immediately—something that would prove vital to the Palestinians in their narrative battle against Israel. And Farah was the perfect example of this principle in action. Twitter’s qualities had enabled her to use documentary reality to both accompany and bolster her narrative, which had now become a story of immense dramatic power.


The photo coupled with the image Farah painted of herself as a terrified, crying girl who feared it might be her last night on earth was so powerful that the outpouring of sympathy for her was instant and global. Even foreign journalists tweeted their support. “Heartbreaking tweets from 16 yr old,” said Róisín O’Hara, whose Twitter bio describes her as a “Media Professional—Broadcast Journalist Dublin based.”24 Meanwhile, others did more than just empathize, even offering to attack the Israelis on her behalf. “#anonymous are going to help you. Somehow. Not sure how. But if genuine. We will,” tweeted Mark Bryant, referring to the mysterious hacker group that has launched several cyberattacks against Israel.25


Then came the inevitable outpourings of hate for Israel. “The world is behind you @Farah_Gazan. Child murdering genocidal Israel has never been more despised. #FreeGaza,” tweeted Will Black (@WillBlackWriter), an “Author, journalist & former clinician,” to his 79,400 followers.26 Farah was reaching people on Twitter with their own huge followings. It was an information cascade.


The narrative war that the Palestinians fought against Israel during Protective Edge had two limbs, both of which featured heavily in Farah’s output and the reaction to it. The first was to elicit sympathy for their plight. The second, and perhaps the more important one, was to increase international outrage at Israel’s behavior. If this could be raised to sufficient levels, then there was always the possibility it might translate into political action against Jerusalem, whether in the form of a UN resolution or even international sanctions (arguably the preeminent political goal). And so, as Israel rained down bombs on Gaza, millions around the world rained down their wrath on Israel.


Farah continued to tweet. Despite her terror, she was determined to try to keep her younger sister calm, so she took Lamar into her bedroom and told her over and over that they weren’t going to die, even though Farah was sure that they were. Eventually they fell asleep, exhausted. Farah woke in the morning to find thousands of messages and tweets from people asking her if she was okay. She assured them she was: “I COULD SURVIVE LAST NIGHT!! I AM ALIVE!! Alhamdulillah [Praise be to God] #Gaza,” she tweeted to an anxious world.


Farah’s tweets from July 28 and the early hours of July 29 had gone viral, their reach and influence amplified exponentially. The popularity of her story had also become a story in and of itself, and the foreign media duly descended. “Sixteen-year-old Palestinian girl live tweets Gaza missile attacks from her house,” screamed the UK’s Daily Mirror that very same day. The article laid out her most emotional tweets—thus further expanding their reach to millions of the newspaper’s readers.27 “A teenage Palestinian girl has given the world a front row seat to the ongoing Gaza conflict,” it claimed. The article went on to detail the civilian loss of life Israel had caused and quoted then UK prime minister David Cameron as saying, “What we’re seeing is absolutely heartbreaking in terms of the loss of life, and the pictures that everyone has seen on their television screen are really heart-rending and everyone wants to see this stopped, so an immediate unconditional ceasefire, that is what is required.” The article had, in effect, uncritically picked up Farah’s narrative and, through use of her tweets, made it its own. Thus had the Palestinian narrative (as opposed to traditional journalistic coverage of the war) now entered the mainstream media.


And it wasn’t just in the United Kingdom that Farah was making waves. Over in the United States, NBC News interviewed her soon after she woke up on July 29.28 On August 1, Al Jazeera America was also on the case. “Sudden Gaza spokesgirl: ‘This is my third war… but this is the worst one,’” ran the headline.29 Farah’s tweets were again laid out in detail, enabling the article to put a strong emphasis on the suffering the conflict (and by implication Israel) had caused for Gazan children. Articles about Farah appeared across the world, even in generally pro-Israel newspapers like the conservative Telegraph in the United Kingdom.30 Almost all of them included her tweets. She was, in essence, treated as both expert witness and journalist, worthy of presentation without any media filter—crucial to any underdog in a conflict, whose only real chance to compete is at the narrative level. Farah’s tweets (and, critically, not merely her photos but her emotive statements) gave her a credibility that she would otherwise have lacked.


This was the most important and highly unusual factor of all. Farah’s content upended the traditional structure of the news piece. While all the articles carried some description of Farah, and some even ran quotes from interviews with her, the majority of articles were based on her tweets and the narrative structured around them. In effect, they treated her Twitter feed like a newswire service; a tweet became comparable to an Associated Press bulletin. In almost all the articles on her it was possible for the online reader to click on featured tweets and be taken directly to Farah’s feed. Thus did such articles morph—whether intentionally or not—from traditional articles discussing or analyzing a subject to platforms that inescapably promoted their subject’s content. Readers could become one of her followers with just a click on the Follow button of any featured tweet. And they did, by the thousands. According to TwitterCounter.com, on July 23 Farah had 4,934 followers; a little more than two weeks later, on August 11, she had 167,000. Journalists had become, in effect, her PR agents.


Farah’s output, like that of so many other thousands of Palestinians tweeting their horrific experiences of the war (she was of course just one node, albeit a highly prominent one, in a much larger network), not only had an effect at the level of media discourse but helped to transform online discourse into action on the ground and in cities across the world. As the Middle East Eye noted:




Even when the power was out, citizen journalists managed to post pictures of dead bodies, destroyed neighbourhoods and injured people to the outside world. Photography has always been a powerful force, but the Gaza conflict was one of the first wars to be photographed mainly by amateurs and social media platforms, allowing those images to spread far and wide at the click of a button, helping the people of Gaza win hearts and minds, and subsequently causing unprecedented outrage against Israel. In demonstrations around the world, such photos were enlarged and carried by demonstrators, demanding that their respective governments take action to halt Israel’s onslaught.31





The effect that Farah’s tweets (and those of the many people like her) and such demonstrations had on Israel’s military objectives during the war was almost certainly negligible—and most probably entirely absent. But at the information level of war (which could eventually affect military calculations), they were critical and, as we will see, Israel took them very seriously indeed.32 Tweets begat retweets, which begat greater audiences, which begat news coverage, which begat demonstrations, which begat yet more news coverage, most of it pro-Gaza. Social media platforms empowered individuals like Farah to become citizen journalists, uncensored by editorial guidelines, institutional policy, or even a need to remain impartial and unbiased. This makes them better able to spread their message and point of view in more direct and visceral ways than ever before. More people took to the streets on their behalf, screamed in solidarity with them online, and damned Israel to hell. While Israel hammered Hamas in Gaza, the pro-Gaza narrative hammered Israel internationally.


Farah had, in her own small way, become a symbol for it all. The information cascade had reached a frenzy. Her tweets, boosted by the Western media, made her personal story go global. She had become that most powerful of things: a brand. And for the Palestinian cause it was the perfect brand: one of childhood suffering. In the great propaganda drama being played out between Israel and Gaza, she was now officially a star.


Farah stands as one example of the apotheosis of Homo digitalis. As a young Middle Eastern girl caught in a horrific war, she should have been utterly powerless. Yet when her tweets were networked and amplified, her influence became vast. The question is, why?


Of the many things that are striking about Farah’s story, perhaps the most interesting is that she rarely, if ever, took part in explicit political debate. She didn’t engage Israelis on Twitter or sloganeer on TV (at least not predominantly). She didn’t become popular through political punditry or analysis of the conflict. Rather, she became popular by using social media to tell a story that detailed in depth what she was living through.


But thousands of Gazans tweeted daily about the horrors of the war. Images of dead bodies and destroyed homes filled my Twitter feed daily during those fifty-one days of conflict. But there was only one Farah. Her story was undoubtedly dramatic, but so were the stories of the many other Gazans who tweeted while being pounded from the air and on the ground. Admittedly, she spoke English, which many people in Gaza do not, and this allowed her to reach the non-Arab world. But this ability, though less common, was also not unique to her. Rather, what made Farah unique was Farah. Young, telegenic, deeply vulnerable, fair-skinned, and—perhaps most important of all to a Western audience—blue-eyed, she provided what the most powerful stories need: a dramatic leading lady. A forty-year-old dark-skinned bearded man tweeting an equivalent narrative of suffering would almost certainly never have had the same effect. In a sea of the faceless, Farah was Taylor Swift.


And the public couldn’t get enough of this tale of a helpless teenage girl caught up in a war she didn’t fully understand, living in perpetual fear of a brutal, violent, and, most of all, possibly imminent death—and all of it serialized in real time. Farah turned her fifty-one-day narrative, by virtue of its regularity, acute tension, and eventual popularity, into something akin to a soap opera: an addictive, dramatic story line—one that Twitter allowed her to play out globally and instantly. And it was a soap opera of the most intense kind, made extraordinarily potent as a tool of information warfare because it was genuinely a matter of life and death.


When I asked her why she thought that she, among so many people tweeting, had become so successful, she answered without pause: “Because I did something different—most of the Palestinians I was following were posting photos of dead people—and I was only sixteen and I wrote in English. And I slept only a few hours a day and I was writing constantly. The videos and photos would get more retweets because the Western media doesn’t show this and the Palestinian media just shows the dead people but it doesn’t show how those living through the war are affected.”


Two months after the war’s end, the prestigious American magazine Foreign Policy (required reading for much of the diplomatic corps at the US State Department) named Farah as one of its 100 Leading Global Thinkers of 2014, “for cataloguing Operation Protective Edge in 140 characters.”33 Critically, it did not put her in the category of “Agitators” or “Challengers” or “Advocates”; it labeled her a “Chronicler.” She was seen not as a resistance figure or activist—even though she was inescapably both—but as a chronicler. That is to say, a storyteller.


It is perhaps unsurprising, then, that even before the Foreign Policy list came out, Farah had been likened to one of history’s most famous chroniclers, the young Jewish diarist Anne Frank, killed during the Holocaust. In the eyes of many, Farah was the Anne Frank of Gaza.34 Whether or not the comparison is accurate or just—certainly many Jews and Israelis felt insulted by it, as it implies an equivalence between Israel’s actions in Gaza and the Holocaust—the fact is that it took hold. Farah even included it in her Twitter bio for a while after so many people online began making the comparison. “I read some of her book and I felt we were both victims,” she told me. “But I was lucky. I survived. She didn’t.”


In “The Question of Palestine,” the literature professor Edward Said makes the point that Palestinian voices never stand for themselves. They’re either completely erased or supplemented by other (usually Western) voices, from Western academics studying Palestinian society to European film festivals showing Palestinian films. Historically, both the Israelis and the Palestinian elites have been able to contain ordinary Palestinian voices and, in wartime, control the narrative. The British journalist Jon Snow, who covered Protective Edge from inside Gaza, witnessed firsthand how social media counteracted this trend and empowered ordinary Palestinians. When I asked him what role social media had played in Gaza, he was typically blunt. “It has counterbalanced the power of weaponry with the power of information,” he said. “It’s certainly changed the dynamic in a big way. And it has given the people that suffer the most a voice.”35 During Protective Edge the people who suffered the most were Palestinians, under siege from Israel’s superior military force. This is the democratization of the wartime narrative in action, and it benefited only one side: the Palestinians.


Of course, the democratization of news only goes so far. Farah provided that little bit extra that would prove so vital. Soap operas, public diaries, serializations: all are products designed and packaged for consumers. Farah’s soap opera, with her as its star (and her family as the supporting cast), became a hit online, which, crucially, enabled it to be picked up and then packaged by the media into a consumer good delivered into the homes of millions eager for her content. Farah had created the perfect “product,” one impossible to ignore. It was this that allowed her to reach the consumer—the most crucial ability for any citizen journalist. And she achieved this through being first embraced by and then ultimately transcending traditional media’s most powerful force: the gatekeepers of legacy journalism.
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