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To Celia, Clarissa, and Adrian




               INTRODUCTION


               Spies


The Bad Ol’ Days


In 1988, I involuntarily became the subject of old-fashioned data gathering. Spies followed me around Communist East Germany and recorded my every move. That year I was visiting Dresden, the great Baroque art capital that had suffered widespread destruction from the massive Allied firebombing in World War II. Even decades after the war, some of the city’s ornate buildings, including the Royal Palace, still lay in rubble. East Germany’s government prided itself on operating an especially efficient Ministry of State Security, the Stasi, to monitor suspicious activities and guard against potential enemies. The Stasi mobilized their forces for my arrival, and agents made a concerted effort to learn everything they could about me.


I was researching the Frommer’s travel guide Eastern Europe and Yugoslavia on $25 a Day, and I spent my days visiting hotels, restaurants, and museums, as well as puzzling out how to do things such as buy train tickets when lines snaked out the station door. Communism was crumbling during these years, yet the secret police continued their dedicated vigilance. Future Russian President Vladimir Putin served in Dresden during that time as a junior KGB spy.


On August 2, a mild day with temperatures mostly in the sixties, I strolled around the Semper Opera, a nineteenth-century structure gutted in the bombing and reopened forty years later, in 1985. The local authorities kept a close watch. Stasi Major Hartmann oversaw a team of ten counterespionage “comrade observers.” They monitored my movements. Agents kept a minute-by-minute log, supplementing their efforts with surreptitious photographs. I was code-named “Kiefer” (Pine Tree), perhaps because I am tall. If they were hoping to catch me sneaking off to the homes of dissidents or photographing military installations, they were disappointed; I stuck closely to my guidebook checklist.


“Here, Tanner, Adam, is interested in the exterior of the Semper Opera,” a caption for one of the photographs reads, noting the time as 10:35 a.m. “During his stop on Theaterplatz, he did not take any photographs, although he did have photographic equipment (tripod, camera bag). He made only written notes in a notebook.”


As I planned my next stop, I studied a city map for a few minutes, then asked for directions. From afar, an agent snapped a photo as that random citizen, his finger upon his chin in contemplation, answered the question. The Stasi agents pondered what to do about the man amid suspicions that anyone I encountered could possibly be a covert collaborator. In the end, they did nothing. “The man went off in the direction of the service building of the Semper Opera,” the file recorded. “He was not followed.”
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Secret Stasi overview of the day’s monitoring of “Kiefer” in Dresden on August 2, 1988. Source: Germany’s Federal Commissioner for the Stasi Archives.


Eventually I found my destination, the former Schlachthof Fünf, where American writer Kurt Vonnegut survived the February 1945 firebombing described in his novel Slaughterhouse-Five. I stopped by the entrance of what had become a state agricultural institute and asked the guard about the building’s past. Was this the former slaughterhouse? Reading about the unscheduled inquiry some weeks later, a Stasi official grew alarmed. Likely he was not aware of the site’s literary significance.


“We request gathering of information on the reason for such a visit,” wrote Lieutenant-Colonel Wenzel. “Did he have state permission to visit? . . . What knowledge of German language did he show, were agreements for further contacts reached?” The Stasi dispatched an agent to find out by interviewing the duty guard and researching the building. “The USA citizen spoke broken but intelligible German,” the follow-up report found, citing the guard.


Secret police also ordered a follow-up analysis to unravel the mystery as to why I had stopped at a local budget hotel, spoken to the clerk, popped into a room, and then quickly left. That visit struck my covert minders as highly irregular. East Germany and the Soviet Union required Western tourists to prebook hotels through the state tourism agency. Since the agency vouched for the quality of the establishment, why would anyone need to review a hotel room? Who would doubt the good word of the German Democratic Republic? The Stasi dispatched an agent to question receptionist Karin Zickmantel. She gave my German-language speaking ability a better grade (“good”) and explained that I had visited Room 19 on the first floor. The Stasi decided we had not hatched a conspiracy.


The following year, the Berlin Wall fell. After allowing citizens free access to the West and its myriad of choices, East Germany and its vast secret police apparatus quickly collapsed. Reunified Germany opened the Stasi files to those who had come under surveillance. More than a decade after my visit to Dresden I obtained my fifty-page dossier and learned the details of the Stasi’s efforts to track me across the city.
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Covert Stasi photo of the author taking notes in front of a hotel. Source: Germany’s Federal Commissioner for the Stasi Archives.


Truth be told, for all their diligence, the Stasi did not really learn much. In the Internet era, thanks to meticulous data gathering from both public documents and commercial records, companies today know far more about typical consumers than the feared East German secret police recorded about me. Through public records, private firms know where you live and have lived, which neighbors live near you, your relatives, what property you own, what crimes you have committed. They know your age and telephone numbers. They can research your shopping habits and hobbies, and determine favorite Internet sites. Sometimes they know your ailments, even, perhaps, if you take Viagra. They might know where you are at any time through smart phone apps and GPS locators. The aggregation of data makes finding out previously obscure information easy. All these years later, an Internet search quickly finds the home address and phone of the very same German hotel clerk who had to explain my visit to Stasi agents in 1988.
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A line in front of an East Berlin bakery in 1988, a year before the collapse of the Berlin Wall and the end of Stasi monitoring. Source: Author photo.


Like East German agents quietly trailing their targets, many of today’s data collectors remain unseen. Consumers may have a vague notion that companies gather their personal data, yet few have a clear idea about who collects it and how they use it. This book attempts to shine a light on some of the most interesting data gatherers, showing just how pervasive data gathering has become in everyone’s daily life. Some firms let customers know they gather information about them and offer significant benefits in return. Others hide their names and whereabouts as they gobble up whatever facts they can.


Revelations about the US National Security Agency and its ability to gather information from our electronic communications illustrate the government’s vast capabilities to amass information about us all. But experts believe that the US government does not keep detailed dossiers on every citizen with in-depth personal information accessible at the click of a mouse. Certainly, if the government has reason to gather the information, it has the ability to vacuum up a lot of data about us.


This book is not about those capabilities. It is about how data emerged to become the lifeblood of private industry, the elixir that fuels marketing efforts to compete and expand their businesses. The NSA and the FBI are not interested in the great majority of citizens. Nor do they profit from data. And, however imperfectly, they are subject to governmental, congressional, and judicial oversight. They can be called to account.


By contrast, private companies regularly assemble detailed individual profiles on millions upon millions of people with only minimal restrictions. Data collection has become widespread and extensive in recent years. Companies have fine-tuned efficient methods of gathering information about the lives of others that would make the Stasi green with envy. The land of the free, fueled by the spirit of free enterprise, has become the greatest data collector of all. If you live outside the United States, this trend is making its way to your door any day now, if it is not already in full bloom.1


And data collected by the private sector does end up in government hands through sophisticated snooping, the 2013–14 revelations about the NSA show. The NSA and law enforcement agencies—and presumably their foreign equivalents—tap into Google, Facebook, Yahoo, Internet providers, and others to scoop up vast troves of information about us, sometimes without the consent of the companies.


When I visited East Germany all those years ago, I was not producing a continuous stream of electronic data about my activities. If the Stasi wanted to know more, they had to follow people and monitor conversations the old-fashioned way, perhaps by having agents sitting for long hours around cafes and restaurants, or tapping into phones. In the Internet era, why send ten agents out to trail someone when electronic footprints stored by private firms provide a far richer portrait of that person’s activities?


Something as innocuous as playing the game Angry Birds can help the government gather more information on users through their smart phone apps, 2014 revelations from Edward Snowden’s documents show.2 The mobile app for that and other games acquires user data such as contact lists from Facebook, LinkedIn, and other sites as well as location data. US and British officials tapped into such information to learn more about potential terrorism or other suspects. Rovio, the maker of Angry Birds, issued a public statement in response suggesting the US and British governments also tap into Internet advertising networks, which monitor who visits what websites to help companies decide where to place their ad messages.


“The alleged surveillance may be conducted through third-party advertising networks used by millions of commercial websites and mobile applications across all industries. If advertising networks are indeed targeted, it would appear that no Internet-enabled device that visits ad-enabled websites or uses ad-enabled applications is immune to such surveillance,” Rovio said.3


Governments also turn to data brokers and other companies to supplement their own files because the private-sector data collection is so extensive. Sometimes government agencies such as law enforcement pay for such data. In other cases, according to the NSA documents made public by Snowden, they just take it covertly. Clues to relationships, ailments, sexual orientation, religious and political affiliation, and other intimate details are easier than ever to discern, both for the private sector and for government.


Who are these people in the private sector gathering our data? This book will tell some of their stories. Overwhelmingly, they use our data for legitimate business purposes, essentially to market their products. Some consumers like the personalization that all this data allows, because it provides items or services of interest to them. Others bemoan their diminishing privacy even as they embrace the rich cornucopia of the Internet.


At the same time, there is a darker side. Some firms make money off the misery of others, and this book will tell some of these stories as well. Shaming has never been more profitable or easy. Sites promoting revenge porn, slanderous reviews or gossip, or arrest photos that shoot to the top of Internet searches strike many people as just plain wrong. The ever greater ability to assemble such information is something to be concerned about.


“You can reconstruct, like, my whole day—not just my whole day, but for everyone you can reconstruct at a very fine level of detail what they have been up to, what they are doing, and so on,” says Vitaly Shmatikov, a University of Texas computer scientist. “Of course, at the moment it requires aggregation of multiple databases and nobody is doing it—I hope. But the technical capability is there. So you’ve got to wonder what could come out of there.”


This book does not directly profile some of the biggest data hunters, such as Facebook, Google, Amazon, and other Internet giants. One reason is that their ever-evolving practices are widely and minutely chronicled on many websites, in the media, and in other books. Another is that their data gathering is often more obvious. If you share details about your life on Facebook or other social media, they will know lots about you. Google and Amazon are such major Internet presences that they have great insights into people’s behaviors.


Yet these companies, especially Facebook and Google, return again and again in this book because they cast such a long shadow across the business of personal data. Chapter 9 looks at some less obvious features of Facebook, such as how clues from your friends and “likes” can reveal intimate details about you. Facebook returns in Chapter 11, which discusses casino surveillance. Google searches and advertising play a vital role in the success of the people-search websites in Chapters 6 and the mug-shot websites detailed in Chapter 12.


The Freedom of Old Las Vegas


After researching three editions of the Eastern Europe guidebook in the second half of the 1980s, I spent five years in Russia in the 1990s as a correspondent. I arrived shortly after the collapse of the Soviet Union, symbolized by the moment when protesters toppled the statue of the secret police founder in front of KGB headquarters. But despite the high hopes of many, the clumsy first steps toward democracy led to an economic depression, and many people lived in grim poverty in those early post-Soviet years. Life in the frigid Russian capital at the time often appeared gray and dreary.


One winter during those years I left the deep frost of Moscow and visited Las Vegas for the first time. The glow of the winter sun, the glare of the neon signs along the Strip, the energy of nonstop entertainment, the frenetic spending of money—the whole atmosphere dazzled me. In particular, I remember the opulence of Caesars Palace—its vast casino, endless shops and restaurants, its colorful history with legendary performers such as Frank Sinatra, the skimpy white togas of the waitresses.


In those years, I felt such freedom in returning to America. Communist and early post-Communist countries seemed a world apart. It was fascinating to spend time in that part of the world, but it always felt a bit strange to be a person of interest, someone whose activities attracted attention from others both seen and unseen. One breathed freely and easily on holiday back in the United States, a place where few cared or noted what you did.


In Las Vegas at that time casinos did not ask for my name or any other information about me. I did not sign up for a loyalty program, so the casino had no idea who I was. You put money on the table and they gladly accepted your business, no questions asked. Practiced dealers kept a keen eye on players and manually calculated which high-spending guests might deserve a free meal or room. Lower-end players came and went without garnering much attention. What happened in Vegas stayed in Vegas.


A lot has changed since then.
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What Happens Here, Stays Here?


The Myth of Sin City


The September 2001 attacks on the World Trade Center and Pentagon thousands of miles away delivered a tough blow to Las Vegas too. After such a tragedy, vacationing in Las Vegas felt frivolous, even disreputable. Many feared Sin City, as a symbol of capitalist excess, could itself become a terrorist target.


Like a champion boxer hit by a stunning blow, Vegas stumbled before it came back roaring with its “What Happens Here, Stays Here” advertising campaign. One TV spot that captured the public imagination showed an attractive young woman flirting with a series of men; to each one she introduced herself by a different name. Another showed a group of women riding in a limo, giggling wildly about some adventure they had just enjoyed. Yet another advertisement opened with a church wedding as a pastor asked, “If anyone present has reason to believe these two should not be wed, let them speak now or forever hold their peace.” The camera panned slowly across the worried faces of bridesmaids and groomsmen. An awkward pause filled the church as friends and family looked around uneasily, until the pastor relieved the tension: “No one? Okay, moving on.” At the end of each advertisement appeared the slogan “What Happens Here, Stays Here.”


It became a national catchphrase, often altered to “What Happens in Vegas, Stays in Vegas.” Oscar Goodman, elected mayor in the boom times two years earlier, said the campaign was born of necessity as casinos started laying off thousands of workers right after the 9/11 attacks. “We started to think in terms of what could attract people to Las Vegas: an adult playland. That’s when that change from the family destination came,” he said. “And that slogan was a slogan basically of freedom, that people should leave their cares and woes wherever they came from, they could come to Las Vegas and have a good time without any guilty conscience and then return to the aggravation of their own town.”


[image: Visitors on Las Vegas Boulevard]


Visitors on Las Vegas Boulevard. Source: Author photo.


* * *


Throughout its history, Las Vegas has encouraged outrageous behavior. The city promises guiltless eating and drinking, sex, and gambling. And discretion. Casinos do not ask where anyone’s money comes from, and dealers might not even utter a client’s full name for many years.1 Casinos whisk their VIP gamblers into private rooms beyond public view.


In the early years of the “What Happens Here, Stays Here” campaign, Facebook and Twitter did not exist. Internet data brokers selling profiles and criminal records about all Americans had barely started to appear. Smart phones and tablet computers ready to snap compromising photos were not ubiquitous. Of course, the limitless freedom to behave badly without consequence never really existed. But back then, it was easier to believe that it might.


During the early years of the ad campaign, I worked as the Reuters bureau chief in San Francisco and frequently visited Las Vegas. In early 2008 I followed then-Senator Barack Obama as he toured the employee areas below the MGM Grand Hotel on the Strip, hoping to win votes from unionized employees in the Democratic presidential caucus. Sensing a bad photo op that could offend voters who did not approve of gambling, he, Hillary Clinton, and other candidates avoided the casino floors. I was intrigued to peer into the vast lower complex hidden from hotel casino guests. Here thousands of workers dine in their own cafeterias, pick up uniforms from massive dry-cleaning operations, prepare meals for guests, and do all the tasks it takes to keep a hotel with thousands of rooms running smoothly.


On another visit to Las Vegas I met Vera Rhodes, who was attending a swingers’ convention. A woman in her fifties who said she was a virgin until her marriage at age thirty, Rhodes said she was making up for lost time during the convention’s late-night parties. I asked if I could quote her by name in an article. Then, personal data was not as widespread on the Internet. She said fine. Now, years later, Internet searches for her name still turn up her enthusiastic description of her nocturnal exploits. In 2014, I decided to see if I could find her again, even though I had no contact details or clues about her whereabouts eight years later. An Internet search found data brokers offering to sell her address, phone number, and other details for a few dollars—a relatively new development described in Chapter 6.


In the Internet era, it is getting ever harder to keep personal information—what happens in Vegas—to stay in Vegas.


The Inner Sanctum


What changed over the years since I first visited Las Vegas is that businesses everywhere started collecting as much information on their customers as possible. With a lot of money at stake, casinos played an important role in expanding the corporate use of customer data. Starting in the late 1990s, a self-described math nerd became the driving force behind Caesars, making them a widely admired engine of data collection. Boosted by vast banks of computers, Caesars today know the names of the vast majority of their clients, exactly how much they spend, where they like to spend it, how often they come, and many other characteristics. They even know exactly where many of their customers are at any given moment—whether they are sitting at a specific Wheel of Fortune slot machine or playing blackjack in the wee hours of the morning. They gather all these details with the consent of those who choose to participate in their loyalty program.


Gathering so much data about customers has proved enormously lucrative. Caesars Palace evolved into the headquarters of the world’s largest casino company, called, naturally enough, Caesars Entertainment. Executives from many industries looked to the company and its CEO, Gary Loveman, to understand how gathering information about customers could boost the bottom line.


In 2012, I returned to Las Vegas to ask Loveman’s permission to peer into the secretive world of data gathering at Caesars Palace, located at the fifty-yard line of Las Vegas Boulevard, the famous Strip. After navigating through a maze of slot machines, restaurants, cafes, and lobbies, I found the correct bank of elevators for the executive offices. I had expected to find the bigwigs occupying the penthouse level overlooking their empire. But I was told to make my way to the mezzanine level. A lone receptionist to one side greeted visitors after they passed through a set of glass doors. She buzzed me into a separate, spacious antechamber. I watched as a waiter in tails trundled by pushing a food cart, a shiny silver dome covering the CEO’s meal.


[image: View of Las Vegas Boulevard, the Strip]


View of Las Vegas Boulevard, the Strip. Source: Author photo.


Las Vegas had become a vast data collection machine. Because of the huge amount of money at stake, casinos have used customer information to innovate in a wide array of activities, including direct marketing, loyalty programs, surveillance, and photo recognition technology. Sin City is also a major source of public records because more couples marry here than anywhere else in the United States. If things do not work out, Nevada has long made it easy to split up, and divorce records provide even more information that ends up in public dossiers. Powered by fast computing and cheap storage, businesses from corner stores to international conglomerates gather information about clients from many different sources. All told, private firms, whether in Las Vegas or elsewhere, know more about us, including our intimate secrets, than ever before.


After a few minutes I followed Loveman’s assistant along the same path of the waiter. A tall wooden door doubling as a wall in the antechamber slid to the side, and we proceeded to a windowless conference room with wood-paneled walls. Loveman arrived and took a seat in front of his lunch. The CEO had a bit of a baby face although he was in his fifties. Broad-shouldered and oversized enough to require an extra-wide jacket, Loveman was a commanding presence. With a deep sonorous voice, he apologized for dining solo. But, he explained, he did not have time for a proper lunch on that busy day.


He gave the impression of not suffering fools gladly, so after some small talk, I got to the point: I asked if I could follow Caesars from time to time over the course of a year to study how they collected data on their clients. Initially, he expressed some caution.


He had good reason. He had navigated several difficult years. Many casinos had suffered a losing streak following the 2008 financial crisis, but Caesars had taken an especially heavy blow. Revenue had fallen from a peak of nearly $11 billion in 2007 to $9.1 billion the next year and, as things turned out later, would end up stuck in the range of $8.5 billion in 2012 and 2013.


The drop alone was bigger than the annual GDP of entire small nations. For all the company’s cleverness in mining customer data, it remained many billions of dollars in debt. Some people wondered if mighty Caesars would ultimately have to declare bankruptcy. A more conventional CEO might have shooed away a writer at such a time. But Loveman decided to gamble. He agreed to allow me to see what happened in his corner of Vegas.
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A Harvard Professor Comes to Vegas


A Business Professor Rolls the Dice


No one would have ever wagered that someone like Gary Loveman would end up fitting into the casino boss shoes once filled by the likes of Benjamin “Bugsy” Siegel and Frank “Lefty” Rosenthal. Loveman did not grow up in the shadows of the casino world or dream of palling around with the Rat Pack. In fact, through his thirties, he had only once even set foot in a casino, in Monte Carlo, the setting for the first James Bond novel, Casino Royale. His encounter with the European version of gaming did not convert Loveman into a regular gambler. He lived in the Boston area; the world of gambling was remote. In any case, wagering invokes the uncertainty of chance. Loveman preferred the exactitude of math and data.


Loveman had grown up in Indianapolis, where his father worked as a supervisor at a telephone manufacturing plant. In college, when classmates were busy chugging beers and chasing girls, Loveman would frequently stay in, pulling out pencil and paper to calculate stock returns and price-earnings ratios manually, just to see how quickly he could do it. After graduating from Wesleyan University in 1982, he spent two years at the Federal Reserve Bank of Boston. He kept on calculating through graduate school, eventually earning a doctorate in economics in 1989 from the Massachusetts Institute of Technology. His thesis examined differing rates of unemployment in the United States, Britain, France, and Germany. That same year in Las Vegas Steve Wynn opened the Mirage, the first new hotel there in sixteen years. The exploding volcano outside the hotel and tropical scenery signaled the start of a new construction boom that changed the face of the city. Yet the bright neon and glitter of Vegas remained a world away from Loveman, who, with his PhD in hand, landed a job teaching at Harvard Business School.


Even within Harvard’s rarefied atmosphere, the business school stands apart. Many students and faculty members consider themselves a cut above the rest of the elite campus. Situated on the other side of the Charles River, south of Harvard Square and the historic core of campus, the business school is just far enough away to deter the busloads of tourists who regularly spill into Harvard Yard. With wood floors, stately desks, plush armchairs and couches, and a series of chandeliers hanging above, the main student building resembles the lobby of a luxury hotel. Whereas the rest of campus freely opens its doors to all students, Harvard Business School limits some of its facilities to its own. Future tycoons work out in a deluxe gym closed to others. They compete on their own tennis courts. Dedicated chefs roll fresh sushi in the cafeteria. At another counter, Chinese cooks fry up wok creations on demand. When HBS students mail packages, they need not trouble themselves by stepping into the often harsh Boston winter. The US Postal Service runs a post office in the basement of the central administration building. Customers rarely encounter lines there.


In class, students sit in amphitheater-shaped classrooms. They cannot slink to the back of the room if they’re exhausted after a late night studying financial charts. Everyone takes the same seat for every class, behind a prominent laminated name card visible to all. Professors keep large seating maps posted on their office walls, which help them memorize the names of their students. If a student invites a friend to visit a class, he or she must introduce the newcomer at the start. The rest of the class politely applauds. Parents, who often help pay for the astronomical tuition, get a standing ovation, as do spouses.


Loveman arrived when he was twenty-nine, just a few years older than his students. Like a conductor before an orchestra of virtuosos, he faced a daunting task. He had to know more than extremely bright students. Moreover, he had to engage classes of gifted—and demanding—future business leaders. The students had every right to expect a lot. They pay an extraordinary amount of money to rub shoulders with those they expect will become fellow captains of industry, and also forgo six-figure salaries during the two-year program.1 Loveman mastered this strange new world. Even among an impressive faculty of leading business minds, he quickly established himself as a popular teacher.


Len Schlesinger was one of the HBS professors who worked closely with Loveman on topics related to the service economy. “He was a first-rate, enormously talented young faculty member who was distinguishing himself in a collection of faculty, all of whom were reputed to be great teachers,” Schlesinger recalled. “From day one, really, he established himself as having a great presence in the classroom and a real ability to master the art of engaging with students in a case discussion.”


At HBS, teachers wield great power. Using the Socratic method, the instructor typically kicks off a discussion by calling on a student, who must outline the day’s case study for five to fifteen minutes. This is known as a “cold call.” At HBS, those who impress know they are doing well when the instructor writes down a summary of their insights on the white board. Anyone cold-called who fails to give a good spontaneous presentation risks humiliation.


Scott Howe was one student inspired by Loveman’s teachings. A Milwaukee native, he came to Harvard after studying economics at Princeton, where he graduated magna cum laude. From Loveman he learned to focus relentlessly on customers. Many years later he still remembered an assignment in which students had to write two letters to two companies, one with criticisms and one with compliments, both suggesting improvements. “He was by far my favorite professor,” Howe says. “He definitely made an impact on my thinking.” Years later, the student would become CEO of Acxiom, a leading data broker with considerable influence in the universe of personal data.


Loveman enjoyed setting out business problems in case studies. What are the key problems facing a business, what do the data show, what are the possible solutions? Loveman wrote case studies on topics such as American Airlines, Euro Disney, Southwest Airlines, the Warsaw Marriott, Habitat for Humanity, a hospital company in India, and a Mexican cell phone company.2 He first gained public attention by arguing that computers added little or no boost to workplace productivity in the late 1970s and early 1980s. His 1990 academic paper on the subject, filled with mathematical equations and data tables, concluded that firms would have been better off putting extra money into things other than information technology.3 Over time, others began doubting what he called the “Productivity Paradox,” and the debate faded as computing power advanced.4


In 1994, Loveman coauthored a celebrated article that would become the foundation of much of his work in the years ahead.5 It proposed the radical notion that the lifetime value of any one customer is significantly impacted by his or her overall satisfaction. Take a pizza restaurant: at a dollar or two a slice, it may not seem that important to pay much attention to any one customer, since pizza eaters tend to hop around. But over a lifetime, a customer who professed high satisfaction with a restaurant was worth $8,000. The lifetime value of a loyal Cadillac owner rose to $332,000. And for a corporate purchaser of commercial aircraft, the value jumped into the billions of dollars. Loveman and his coauthors had set out the logic that would propel companies in subsequent years to gather ever more personal data about customers. “The lifetime value of a loyal customer can be astronomical,” the article concluded.


Loveman’s transition from academia to casinos happened by chance. Harvard Business School allows faculty to consult for companies one day a week. Loveman started training executives from Harrah’s, a company that opened its doors in 1937 as a bingo parlor in Reno, Nevada, and had continued to expand over the years. The sideline proved interesting and far more lucrative than Loveman’s $120,000 academic salary.


Casinos provided Loveman with an interesting intellectual puzzle. He was surprised that customers typically showed little loyalty to any one casino company, but instead flitted from place to place. He became convinced that the industry could do better by replacing the gut instinct that often propelled corporate decisions with data analytics. “As I came to learn more and more about the industry, it struck me that this was a very sophisticated business run by somewhat unsophisticated people,” he concluded in his characteristically blunt style.


In 1995, just after Harrah’s lost millions of dollars trying and failing to establish successful operations in New Orleans, Loveman wrote an unsolicited letter of advice to CEO Phil Satre in which he suggested ways to use the customer data that Harrah’s was already collecting to build and enhance guest loyalty. In 1998 Satre, a lawyer by training, offered Loveman a full-time position as Harrah’s chief operating officer. You can try it out for a year while on academic leave, he told Loveman. If you don’t like it, you can always go back.


Many HBS colleagues scoffed at Loveman’s decision to accept the offer. Not only did the associate professor leave shortly before he would have gained tenure—a job guarantee for life at the nation’s most prestigious business school. Making matters worse, he left to join hands not with a venerable Wall Street firm or prestigious firm on the Fortune 100 list but with an outfit that catered to tastes on the other side of the tracks: gambling.


Because he would oversee marketing, Loveman had a simple mandate: use personal data to understand clients better than the competition. By gathering information on millions of customers, he believed the company could lure repeat business, catering offers and promotions to the different tastes of each person.


Loveman joined the corporate world, an academic without any management experience entering a sector famously wary of outsiders. The northerner had to win over employees at Harrah’s headquarters at a mansion on a large estate in Memphis, Tennessee. Many thought he would not last long.


Some found him intimidating. Peppering his conversation with words such as “stochastic,” “vitiate,” and “encumbrance,” or talking about “elasticities of demand,” did not win over the traditional casino crowd. Even Satre, his greatest supporter, joked that he needed a dictionary to understand Loveman’s presentations. One executive, John Boushy, felt confident enough to prod him from time to time: “Gary, I know you know what that word means, but could you tell the rest of us?” To this day Loveman crams so many $20 words into a sentence that he may pause, realize that his listener may need some help, and add, “Let me decode that a little bit.”


Loveman found it hard to abandon the university lectern in the style of his presentations. One member of the Harrah’s board of directors was Walter Salmon. A former HBS student who had earned a master’s degree and a PhD, Salmon had joined the faculty there in 1956. In a long career, he had served on many corporate boards as an expert on consumer marketing. Even years later, he remembered Loveman’s premiere performance before the board. The chief operating officer treated the group—his ultimate bosses—as though commanding a class at his beck and call. “If you asked him a question, you got an academic response,” Salmon says, implying “that the board member was one step above an idiot, or one step below an idiot.”6


Several board members approached Satre after Loveman’s debut meeting to demand that Satre have a stern talk with his protégé. “He almost got fired,” says Satre.7 “The reaction was that Gary was being too professor-like with the board and lecturing them in his first presentation, and it outraged a couple of board members.” The board members were not the first to grumble about Loveman’s arrival. At the Harrah’s annual meeting, one shareholder complained about the business school outsider. Some employees wrote the CEO privately, asking why he had turned to someone without any casino experience.


Loveman realized he had a lot to learn. In the corporate world, he had to not only possess insights but implement them. Early on he did not always appreciate how much work it took to turn a plan into reality: “I had never managed anything. I really had not had any managerial duties. Oh, there was all sorts of stumbling. I was good at certain things and challenged in others.”


Loveman pushed his managers hard. He welcomed differences of opinion, but his wrath came down on those who did not embrace his data-focused approach. David Norton, a former senior vice president who was one of Harrah’s top data officials, remembers Loveman growing irritated if property managers were losing money and not focusing sufficiently on data to solve the problem. “He’d pound his fist on the table and say, ‘What the hell is going on here!’” Norton recalled. “If we couldn’t get the bottom-up compliance, his force of personality would really make people feel badly for not coming through.”
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Gary Loveman at Caesars Palace in Las Vegas.


Source: Caesars Entertainment.


Some years after Harrah’s bought the Las Vegas Rio Hotel and Casino for $518 million in 1998, Loveman grew displeased with the property’s financial results.8 He met with the hotel’s general manager and some top aides, who gave presentations on their operations.


“Don’t we need to be thinking about this business differently?” Loveman asked.


An hour into the meeting, he had had enough. “Guys, look, I haven’t heard anything that makes any sense here. The problem is ill defined, the analytics is completely absent, and all you guys are talking about is sort of magical, you know, fairy dust stuff.”


The hotel casino’s manager was quite proud of the style and flair of the property, which had been designed by a legendary Strip architect. He felt his hotel was something special. He puffed up his chest a bit and set his eyes on his new boss: “Gary, you just don’t understand: we’re the Rio, you know, and all we’ve got to do is get the panache back in the Rio.”


A look of stunned disbelief seized Loveman’s face. Within a few weeks the Rio’s longtime general manager was gone.9


Loveman learned from his off-pitch initial board presentation and changed his tone. The former academic diffused tensions with biting humor, including self-deprecating jokes, and slowly won over members of the team. He communicated effectively and clearly, and he wowed people with his knowledge. But he never became an easygoing, backslapping kind of executive. He was not the type to ask random visitors about the wife and kids or wander through hotel lobbies to greet guests. “I don’t think there are very many customers who ever said, ‘Gee, I really love Gary Loveman,’” says Satre.


In his heart, Loveman remained simply a numbers guy, a math nerd. He had traded the classroom for the corporate boardroom and was earning money beyond the wildest dreams of most academics. Yet he still thought like a professor. Following the logic of his famous 1994 article, he focused on building long-term customer loyalty. Nothing spelled success better than customers coming through Harrah’s doors again and again.


The Elevator Pitch


At every turn, Loveman sought to use data, whether about an individual client or a large group of clients, to gain an edge. One day in the early 2000s, inside a wood-paneled elevator at Harrah’s Hotel and Casino on Las Vegas’s fabled Strip, an older couple were grumbling to each other. They liked playing slot machines, but their luck had apparently run out.


“I hate Las Vegas,” the man said to the woman.


Loveman, who happened to be in the elevator with them, grew curious and decided to strike up a conversation. He learned that the couple were avid gamblers from Philadelphia who usually played at Harrah’s in Atlantic City. When he asked them why they hated Las Vegas, the man answered, “The slot machines here are so goddamn tight! We never win any money!”


As Loveman replayed the Philadelphia couple’s conversation in his mind, he experienced a “eureka” moment. When it came to slot machine odds, the couple had no idea what they were talking about. In fact, no gambler could tell if a slot machine was loose or tight—with especially good or poor odds—and data could prove his point.
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Exterior of Harrah’s Las Vegas Hotel and Casino in Las Vegas. Source: Author photo.


Loveman knew Harrah’s slot machines in Las Vegas were looser than those at its property in Atlantic City, returning $95 of every $100 plunked into them. In Atlantic City the company had the machines return just $93, giving them what the industry calls a slot hold percentage of 7. The wheels of his business mind began to spin. Slot machines make more money than anything else in casinos and do not require the extensive costs of table games to operate. Nothing was more important to the bottom line.10 From the Philadelphia couple’s experience, Loveman concluded that a customer has very little capacity to tell the difference in holds from one machine to another. Increasing the hold, even by a tiny amount, might send profits through the roof.


Soon after the exchange with the couple in the elevator, Loveman brought the idea to Harrah’s executives. Some on the team resisted. At the time, conventional wisdom held that especially generous slot machines would lure customers into casinos and earn the company more money. Harrah’s had even kicked around the idea of launching an ad campaign highlighting the generosity of its slot machines. No one wanted to change tack just because of a rookie executive’s chance conversation in an elevator. Loveman needed hard evidence. He loved such a challenge. The idea of developing a way to demonstrate conclusively that the public couldn’t perceive the worsened odds intrigued him. A puzzle like this reminded him of his previous life as an academic.


Loveman turned to MIT, the university famed for excellence in math, science, and engineering, to solve the puzzle. He asked some math experts there to test how many times a gambler would have to play the slots to detect any difference in hold over a cycle of millions of spins. The experiment confirmed Loveman’s supposition: it would take many, many thousands of times to notice any difference. The math was clear. Still, he wanted to see if gamblers had some special sensory ability to find the better-paying machines. The former professor programmed two sets of slot machines side by side on a casino floor. One kept a 5 percent hold, the other a less generous 7 percent. Casino officials monitored how many people played the different machines, watching closely to see if they would swarm the machines with better odds. Gamblers played the same on each set. Nobody noticed any difference.


Since the chance elevator ride, Harrah’s, the world’s largest casino company—it renamed itself Caesars Entertainment in 2010—has kept a few pennies more on each dollar plunked into its slot machines.11 It now sets its hold rates at about 8 percent in Las Vegas, 9 percent in Atlantic City, and 10 percent in some regional markets. Some rivals offer better odds.12 But the change has brought Caesars hundreds of millions of dollars, maybe even billions in extra revenue.13 Data had disproved instinct. “Every bit of intuition in the old-time casino business was that we couldn’t do that,” Loveman says. “And it really was driven by the fact that most people didn’t ever understand the difference between the mean of a distribution and what people were experiencing across the distribution.”14


The former business school professor and his company have not only led the way in tightening the odds of slot machines, but they have bet Caesars’ future on harvesting personal data rather than developing the fanciest properties. Loveman has watched as Las Vegas rivals continue to outshine Caesars Entertainment by opening ever more glamorous new casino hotels. The company’s flagship Las Vegas hotel, Caesars Palace, dates back nearly half a century. Back then, Frank Sinatra and his Rat Pack friends could also visit the Stardust, Aladdin, Sahara, or Sands hotels. Other than Caesars Palace, all those hotels have met the Las Vegas developer’s favored solution for old age: dynamite clearing the way for new construction. Many of the Caesars Entertainment Las Vegas hotel casinos are decades old. Singing gondoliers do not navigate canals in front, as they do at the Venetian, nor do fountains explode in a choreographed dance throughout the day and night, as at the Bellagio.


Still, every day many thousands of people pour through the always-open doors of Caesars Palace and the company’s other Vegas hotels, such as Harrah’s, the Flamingo, Paris, and Bally’s, just a few of more than fifty properties worldwide. That’s because Caesars have an unrivaled asset that enables them to overcome their other shortcomings: vast amounts of personal data.


Sometimes, details gathered from individual customers apply to far larger groups. The Philadelphia couple led to Loveman’s insights that work broadly on millions of slot players. In other cases, management may know which small group of high-spenders in southern Florida gamble enough money to deserve a free flight to Las Vegas during the March Madness college basketball tournament. That’s the power of personal data.


To learn so much about its customers, Caesars followed in the footsteps of the airline industry and set up a loyalty program. By assigning you a number, they can track all of your activities in their establishments, much as American, Delta, and United follow your history of flying with them. If you sign up, which the overwhelming majority of clients do, Caesars record how much you typically wager in a day, to the penny if you play electronic games such as slot machines. They know which games you prefer, what food you like to eat, when you like to visit, and whether you would like standup comedy, ’80s rock concerts, or shows where transvestites lip-sync while pretending to be Cher, Dolly Parton, or Madonna. Your personal file may note if you have a favorite hostess at Caesars Palace, whether you prefer the six-foot-tall comely blonde or the diminutive hostess who speaks Chinese.


Mastering data analytics, and customer data in particular, has given Caesars an edge in a business where rivals compete fiercely with the same games. Every casino offers the same product: the excitement of gambling, the dream of sudden riches. The roulette ball bounces and the cards snap with the same unpredictability everywhere. Scoffing at the instinctive approach of fellow bosses past and present, Loveman fills his executive suites with math nerds from prestigious colleges. He lays down the law with a simple mantra: “Tell me what you know, not what you think.” And personal data—the minutiae of our likes and proclivities, habits and patterns—lies at the heart of the knowing.


For the former business school professor, the gaming business has become the ultimate research experiment into consumer behavior. He uses cutting-edge technologies to gather personal details on millions of customers—with their consent, even if few understand all the intricacies of what happens behind the scenes. All of this takes place to tweak visitors’ experiences in such a way as to get them to open their wallets just a little more. Within the walls of their casinos, Caesars record everything they can about tens of millions of people. And in doing so, Loveman, now CEO, has become a modern-day emperor of customer information.


By prospering on the backs of so much personal information, Caesars have inspired companies across the economy. Everyone wants to learn more about customers in hopes of marketing more successfully. Rivals closely watch to see what Loveman and Caesars will come up with next.


Patti Hart has unusually good access to the biggest casinos and their top management. She is the CEO of IGT, a leading slot machine manufacturer, so she talks with everyone. A rare woman in the macho world of casino management, she has a keen sense of industry sentiment. Over the years she has developed great respect for Loveman’s leading role. “He sets the pace for everyone else, and he doesn’t always appreciate the fact that everyone else watches him and sets their cadence based on what he is doing. And I think that really is a very tough position to be in, one that he respects and one in which he performs amazingly well,” she says. “Gary is not afraid to live in a constantly innovative world. He will even innovate his own idea. I think that really sets him apart from lots of leaders that I work with in every business. Gary is a person that never sees an end in sight to the innovation.”


Over the years, Loveman’s rivals not only started collecting data about what clients do in their casinos. Some have also turned to outside data brokers to buy ever more personal information. Data brokers learn where customers have lived throughout their lives, whom they marry and divorce, and how many children they have. Data dossiers detail hobbies, economic situation, and consumption habits. Companies across the economy regularly buy and sell information about us all, a trade largely hidden from those whose data are contained in the dossiers.


Even if you never set foot in a casino, companies gather data about you at every turn. If you buy a fishing pole online, the details may be recorded to market to you in the future. Depending on its privacy policies, your gym could let others know you are interested in fitness. Magazine subscribers will often receive offers in the mail and email from companies to whom the publisher has sold their names. Whether you are a gambler or not, the proliferation of personal data affects your life at every turn. Some consumers complain that companies invade their privacy by collecting so much about them. Others like advertising and offers targeted to their interests. In any case, personal data often work in targeting products to the right people, whether by conventional ads or via the Internet. So the trade in such information has increased dramatically in recent years.


Caesars had always shunned outside personal data. The company had focused only on information that its customers gave voluntarily by joining the Total Rewards loyalty program. But continuing economic woes lasting many years after the financial crisis of 2008, and billions of dollars of debt, changed the landscape in Las Vegas. Some of the Caesars data whiz executives wondered if they should do things differently and embrace some of this outside torrent of information about clients. Many businesses were wondering the same thing for their own enterprises.




3


Loyalty


Slot Machine Points


Casinos have long tried to make guests feel special so that they keep coming back. An episode of The Twilight Zone that aired in 1960 portrays such hospitality. The city was growing in popular imagination. That was the year the Rat Pack—Frank Sinatra, Dean Martin, Sammy Davis Jr., and others—filmed the original Ocean’s Eleven and entertained at the Sands Hotel. The Twilight Zone episode, written by Rod Serling, opens with an elderly couple arriving at a Las Vegas casino after winning an all-expenses-paid weekend. A well-groomed casino official walks over to greet the couple and asks if their room is comfortable and if there is anything he can do.


“You know, you make us feel . . . important,” the wife gushes.


“You are important, Mrs. Gibbs. It isn’t every day that we entertain celebrated contest winners.”


A wary photographer brought along to capture the moment for the hometown paper can’t help but interject: “No, not every day. Maybe every other day.”


Ever since the days of Bugsy Siegel, casinos have pampered high rollers and special guests, rewarding them with free rooms, food, drinks, and other perks. Dealers kept manual records on gamblers. But without computers and precise calculations, many managers embraced a seat-of-the-pants instinctual style.


Benny Binion, the legendary Texan owner of the Horseshoe, a pioneering Vegas casino that opened in 1951, was famous for making the rounds and chatting with guests. He’d ask their names and where they were from. He might gab about anything that popped into his head. If he decided he liked them, or if he was just feeling particularly generous, he’d take out a slip of paper and authorize a free meal. He would scribble out something like “Feed James lunch,” and sign an ornate B at the bottom. “He didn’t know if you were playing nickels or dollars,” says Eddie LaRue, who moved to Las Vegas in 1962 and fondly remembers the Texan.


Binion drew people into his casino with services such as his paycheck wheel, where customers would cash their paychecks and get a free spin on a wheel of fortune, hoping to win a prize that might be something as modest as a glass of beer. Once their pockets were filled with money, some stayed at the bar or placed a few bets before heading home. The casino owner described his philosophy to a fresh-faced newcomer: “Listen, boy. People hate to be fooled. If you lie to them, they will hate you forever. But people love a chance to fool themselves. And I give it to them.”1 In the early days of Las Vegas, standard accounting may have been a less exact science, and some casinos skimmed money from the till to line the managers’ pockets. In the 1950s Binion, not able to fool the government, spent years in jail after a conviction on income tax evasion.


If a chance customer encounter in an elevator could yield a multimillion-dollar change in strategy, how many more millions could be gained through better insights into gamblers’ behavior? In the early years of Las Vegas, management did not pay much attention to slot players. Starting from the late nineteenth century, slot machines spun three wheels in random combination. In the earliest days, lining up three symbols on the machine’s small window earned prizes such as a free drink or cigarettes. Eventually, cash winnings became standard. For many years players preferred table games such as blackjack, craps, or roulette. But eventually, technology-boosted “one-armed bandits,” as the machines are called, became the casinos’ greatest moneymakers.


In the 1960s, manufacturers livened up slot machines by adding electronics. They were further augmented in the 1970s with microchips. In 1960, only a slot machine in The Twilight Zone, that wondrous land whose boundaries are that of imagination, could talk. But slot machines became ever more exciting as electronics and computerization added flashing lights, video, and audio dialogue. One-armed bandits took on personalities of their own, often grafted from television shows and movies. One manufacturer even introduced a Twilight Zone theme. Today some of these machines cost as much as a new car. Such innovation has dramatically increased revenue; slots now bring in nearly two-thirds of casino floor revenue in and around Las Vegas.2


As the machines have improved, casino operators have paid more attention to them. In Nevada, a state that beckons gamblers not only to Vegas but also to Reno and Lake Tahoe, casinos decided to reward slot players to lure repeat business. Beginning in the 1960s, slot attendants at Harrah’s in Lake Tahoe and Reno noted how much a player put into the machine. Based on their observations, clerks wrote out tickets worth a certain number of points. Gamblers could trade a stack of tickets for prizes such as a blender, radio, or TV. By the early 1980s, the decade when slot machines really took off in popularity, casinos had started installing automatic dispensers that issued tickets for standard amounts of play.


A fundamental problem plagued these early loyalty programs. Until someone redeemed tickets, management had no way of identifying who the biggest players were. US retail loyalty programs had faced the same challenge since the late eighteenth century.3 The best-known pre-computer era program started in 1896, when Sperry & Hutchinson introduced Green Stamps. Stores gave away the stamps based on the spending of customers, who in turn could redeem them for a variety of goods. Stores bought the stamps to boost business, but the program did not gather information about customers, making it of limited value to the retailer. Like the businesses that eventually abandoned Green Stamps, casinos did not want to just give out free prizes. They wanted to learn about their best customers so they could market more effectively.


* * *


US airlines led the way in compiling information about their best customers by introducing the modern-day loyalty program. When American Airlines designed the first frequent flyer program in 1981, it turned to outside consultant Hal Brierley. A Harvard Business School graduate who founded Epsilon Data Management, a leading personal data marketer (see Chapter 7), he had a simple mandate: build a database of people and track their flights to better target news and offers to the right people.


American had to motivate passengers to give not only a name and address but also a number that linked them to their previous purchases. That way the airline could understand the value of each passenger. The lure was the chance to earn a free ticket. “If they could identify their best customers, they thought they could better reallocate their marketing spend to the right customers and hopefully gain a bit of market share,” Brierley said. “The goal was not to give away two tickets to Hawaii.”


Airlines and other businesses are ready to give away perks to identify their best customers because they represent such a disproportionate percentage of total sales. When Brierley worked on airline loyalty programs in the early 1980s, he says the top 2 percent of passengers generated 25–30 percent of revenue, and even more important, the top 0.2 percent generated 7–8 percent of revenue. Other airlines quickly followed American’s lead. Looking back, it seems obvious that someone would develop an airline loyalty program. But at the time, the program represented a game-changing innovation. Car rental agencies, hotels, supermarkets, and many other businesses later embraced similar programs, allowing them to accumulate information about their best customers.


It might appear that airlines should be able to figure out their best clients on their own, since passengers give their names, phone numbers, and credit card information when they buy a ticket. Yet Brierley says the airlines needed a unifying number to identify them correctly. “They had spent a lot of money trying to develop customer databases in a more stealth manner matching names and phone numbers,” he says. “But when you have a lot of Bill Smiths and people use different telephone numbers, they had very little luck figuring out who it was that was flying back and forth to London.”


As casinos sought to keep better tabs on slot customers, they too looked to the US airline industry’s loyalty programs. Over time, casino companies such as Caesars gathered an especially wide array of transactional data about customers.


Tracking Players


When airlines adopted frequent flyer programs, they only had to record a customer’s number in the centralized reservation system. Collecting loyalty program numbers from thousands of slot machines proved more challenging. Casinos had to reconfigure the machines to bring together information about who was playing. Setting up card readers proved an especially expensive proposition. John Acres wanted to find a cheaper solution. He found inspiration from an unlikely source.


Like Gary Loveman, Acres cherished mathematics and applied his knowledge to tinkering and inventing for the casino industry. He had already figured out how to build ticket dispensers for slot machines, eliminating the need for clerks to write out tickets to reward frequent slot players. But such retrofitting cost about $400 per machine in the early 1980s (about $1,000 today, adjusted for inflation). Even at that price, the ticket dispensers could not identify players by name.

OEBPS/images/pxiii.jpg





OEBPS/images/p13.jpg





OEBPS/images/half.jpg
WHAT STAYS IN VEGAS





OEBPS/images/title.jpg
WHAT
STAYS IN
VEGAS

THE WORLD OF PERSONAL DATA—
LIFEBLOOD OF BIG BUSINESS—
AND THE END OF PRIVACY
AS WE KNOW IT

ADAM TANNER

PuscAmAs
w York





OEBPS/images/p5.jpg





OEBPS/images/p15.jpg





OEBPS/images/9781610394192.jpg
‘v::, VEGAS

‘Q':b
"
W DD]JDD
oooooooooooooooooooooo ]]:D].ID





OEBPS/images/pxii.jpg





OEBPS/images/p2.jpg





OEBPS/images/px.jpg
ez /e v Eiores @
nseali Sachveriait
Woraar .
208,88 L5
08.00 U Beobaohtusg bagonnen
D553 Ui ab Hobol nit AV Lada 103 941 mit 2/1/0
00155 Ux Sempazoper barraten
0125 Une abgecanten sus x..m.am-mm. Antiguibiton Lina
970 e an” -
40wz e i, s, 9

o, ongoxt Ty entatisgen, T we
ofs exstadt 4. a: Horel othen|
selgen Lasser]

Baotiacan, nsiautbit en

Foomixbetroten,

unterbroshen
i wnd B4E Fen s

dpzigeratr, & - Agzar Lend.

o
aschiion
Hoted wiater boteotan

(Y






