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FOREWORD






Jo Marchant’s book on managing school business operations offers a vital insight into the functional, technical and cultural nuances of managing and leading business operations within schools. This is both important and timely during a period when our schools, like many of our public sector services, are facing unprecedented financial burden and budgetary pressures. This, of course, is set against a series of existential shifts, including the recent global pandemic, on-going geo-political conflict, environmental concerns and technological advancements, which are having a significant bearing on our societies and therefore our schools.


A further layer of complexity within the English context is the well-established academies programme through which around half of the 24,000 state-funded schools in the country are now operating as self-managing organisations outside of local authority control either as standalone or, more likely, as part of multi-academy trusts. For the many schools that have not converted to academy status, cuts to local government spending have led to a steady decline in the services and support provided to schools. From an educational and ideological perspective, the consequences of these seismic structural changes to the English school system have been well documented and the subject of much debate. However, much less attention has been paid to the cohort of the school workforce for whom these changes have had the most significant implications – the school business leadership community.


Undeniably, schools have a significant responsibility for the educational and social development of young people. But schools are also incredibly complex organisations encompassing a range of services and support that are central to what happens within the classroom but often overlooked and underacknowledged. Much of this responsibility falls squarely in the professional remit of the school business leader (SBL).


As an academic with a research interest in school business leadership I have had the good fortune to have worked closely with the school business leadership community over the last two decades. What I have witnessed over that time is the evolution and growth of what is now an established profession. This has been driven by numerous organisations, including the National College for School Leadership and their suite of professional programmes for SBLs and, latterly, the Institute of School Business Leadership (ISBL) ‘Professional Standards’ for SBLs. However, none of this would have been possible without the individual members of the school business leadership community; hardworking, diligent, knowledgeable and contextually sensitive individuals who understand that a school cannot create the conditions for young people to realise their potential if it is not sufficiently resourced and appropriately managed.


The SBL role and its function within the school system cannot be understated. Rather than taking my word for it, take a look at the contents page for this book. Here you will find a comprehensive catalogue of the different areas of organisational management and business leadership strategy within schools that are typical of the daily life of an SBL. This catalogue includes the management of finance, people, estates, health and safety, IT, marketing, sustainability, risk, business continuity, cyber security and data protection. There are also chapters on why managing school business operations matters, how to manage school business operations, the roles and expertise required for business operations, developing a scheme of delegation and the importance of organisational culture.


The book is not only impressive in its coverage of school business operations but also in its practical application of how to develop, enact and sustain these fundamental components. Having known Jo Marchant for many years, this comes as no surprise. Jo has a long experience as a leading practitioner and latterly consultant and adviser to (and ambassador for) the school business leadership profession and has built, during that time, an almost unapparelled understanding and knowledge of school business management and leadership. A common theme within the book is the link between the practical and theoretical that adds a substance and authority to her work that is commendable.


Sitting alongside Jo’s first book, The School Premises Handbook, this latest publication is a welcome addition to the field and is a necessary resource for those involved in the leadership and management of our increasingly complex schools.


Dr Paul Armstrong
Reader in Education, University of Manchester
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REVIEWS FOR MANAGING SCHOOL BUSINESS OPERATIONS






Jo Marchant MBE writes with great authority and her legitimacy in this space is unquestionable. A 15-year career as an education leader, writer, researcher and advisor has provided Jo with the ability to share insights and experience that would stand up to any scrutiny. Her opinions and perspectives are therefore of huge value to us all. Jo’s new publication perfectly reflects the significant increase in complexity and range of activity now involved in running school and trust operations. The book takes us on a deep exploration of each of the key operational areas as well as covering the important cultural and behavioural considerations including leadership styles, embedding values and being clear about mission and purpose. It is perhaps the single most comprehensive articulation of modern school business leadership responsibilities, whether undertaken by a single individual or a team. This book is a must have for school and trust employers, governors and trustees, established school business professionals and those aspiring to the role. Alongside the Institute of School Business Leadership’s ‘Professional Standards’, this should be our bible!


Stephen Morales
Chief Executive, Institute of School Business Leadership


This book is an indispensable resource for every school business leader, blending thoroughness with clarity in a way that makes it both comprehensive and highly readable. Jo Marchant expertly links business operations to the broader vision and strategic priorities of the school, addressing every facet of the field with precision. Whether you’re in England or anywhere else around the globe, this book will become your definitive guide for insightful advice and valuable information. I wholeheartedly recommend Managing School Business Operations – it will ignite your impact and elevate your leadership!


Karen Starr
Emeritus Professor, Deakin University, Australia


A fantastic read that perfectly showcases the complexity and diverse nature of the business leadership role. It is an easy read that explores each part of the role in detail and is in a format that allows you to dip in and out of topics as you wish. It is great to see the incorporation of topics such as sustainability, which is a developing area of the business leadership role. It is an essential book for all business leaders, whether you are an experienced leader or new to the profession. The book is equally as useful for all executive and senior leaders in the education sector to provide a detailed understanding of the intricacies and importance of the role.


Emma Harrison
Business Leadership Specialist, Association of School and
College Leaders


The is the publication that all education operations teams have been waiting for. A one-stop book detailing helpful insights and pointers on navigating the operations world. It contains lots of useful information and guidance on legislation but also great pointers for sharing with colleagues as part of annual reviews and training days. Jo Marchant’s book is a must read for all operations leaders, whether those new to post, aspiring post holders or those with an area of specialism within a trust or academy setting.


Vickie Keeling
Chief Operations Officer, St Bart’s Multi-academy Trust


Drawing upon a rich research and evidence base, this book provides a comprehensive directory of what we need to know strategically and operationally in the realm of business leadership. This book offers a comprehensive guide, but it also recognises the volatile, uncertain, complex and ambiguous contexts in which we operate. Jo Marchant invites us to engage with these contexts, providing us with known facts and highlighting the many unknowns that must inform our thinking and practice. This is not a toolkit or ‘recipe to follow’ kind of book, but an intelligent and mature discussion of factors that need to inform our leadership of schools and trusts. Lots of pragmatism, lots of critical thinking, lots to shape thinking and strategic planning and development. Highly recommended!


Dr Kerry Jordan-Daus
Chief Executive Officer, Veritas Multi Academy Trust


Beautifully organised and logically structured, this handbook serves as an essential resource for school business managers. Jo Marchant expertly outlines the core areas of responsibility, meticulously detailing the duties and responsibilities inherent to the role. What sets this book apart is its ability to elevate the reader’s perspective, encouraging them to adopt a strategic viewpoint. Jo guides readers through various leadership approaches, offering practical frameworks for strategic thinking. This makes the handbook not only a comprehensive guide for daily management tasks but also an invaluable tool for developing broader leadership skills. This should be essential reading for all new headteachers and chairs of governors.


Kate Page
Headteacher, Ricards Lodge High School


As someone new to the role of chair of trustees, Managing School Business Operations has been an invaluable resource. It provides clear, practical insights into the essential aspects of running a school, linking effective business management directly to educational success. Jo Marchant’s expertise makes it an indispensable guide for trustees and governors, helping us navigate and support the operational side of schools with confidence and clarity.


Blu Reynolds
Chair of Trustees, The Boxing Academy
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INTRODUCTION






Depending upon the size and context of the school, the role of a school business leader may be expected to cover the management of finance, people, estates, health and safety, IT, procurement, marketing, environmental sustainability, risk, business continuity, cyber security and data protection. It is impossible to be an expert in all of these areas, but it is unlikely that anyone else in a school has all of this expertise either. This book has been written from the perspective of a school business practitioner and aims to provide the basic knowledge required in each area.


This book has been written primarily for those responsible for managing the business function in schools. The information contained in this book is applicable to school business managers (SBMs) and chief operating officers in both schools and academy trusts. Headteachers and governors will also find the book of value as it explains the different business aspects required to run a school.




HOW THE BOOK WORKS


This book starts by explaining why managing school business operations matters and what the benefits are of proactively doing so. It then explains the statutory requirements and other documents that schools need to consider and adhere to, together with a school’s scheme of delegation. The book then moves on to analyse the impact of organisational culture on school business operations, both from within schools and externally. The roles and expertise required to cover each of the business disciplines is explained, together with indicative staffing structures. The book then moves on to explain the different business aspects in detail.


While some of the topics covered are not specific to schools, every chapter has been written from the perspective of the school environment, making them more relevant to the reader. Each chapter states the relevant documents required to manage the business area effectively and provides detailed information on the different elements involved, and concludes with advice on how to implement effective management and where to find further information. With each chapter structured in this way, readers should be able to easily find the information they require.







TERMINOLOGY


Throughout the book, reference is made to various terms that will apply differently depending on whether you work for a local authority maintained school, foundation school, voluntary aided or voluntary controlled school, single academy trust, multi-academy trust or free school. For example, the responsibility for health and safety in a school rests with the employer, but who is deemed to be the employer will differ depending upon the type of school, as set out in the table below.




















	 


	Single academies, multi-academy trusts, free schools


	Local authority maintained schools, voluntary controlled schools, pupil referral units


	Foundation schools, voluntary aided schools







	Employer


	The trust


	The local authority


	The governing body










To avoid unnecessary repetition, ‘employer’ is referred to in this book as a collective noun. In a similar vein, governors and trustees are referred to as ‘governors’. In general, where ‘schools’ are mentioned, the guidance and advice given relates to both local authority maintained schools and academies. Where there is a material difference between local authority maintained schools and academies, this has been indicated clearly.








IMPORTANT NOTE



This book has been written specifically for publicly funded schools in England, and therefore does not include specific information relating to boarding schools or independently funded schools. The information contained in this book was correct at the date of publication.



























1. WHY MANAGING SCHOOL BUSINESS OPERATIONS MATTERS






School business operations cover a multitude of functions that include finance, people, estates, health and safety, IT, procurement, marketing, environmental sustainability, risk management, business continuity, cyber security and data protection. Schools must ensure they run their organisation in compliance with legislation and guidance; how this relates to each of the different business functions is set out below.




	Finance – The budget for many schools amounts to over a million pounds, and for some trusts reaches the tens of millions. These public funds must be spent and accounted for in accordance with certain regulations.



	People – While the employer will differ depending upon the type of school, the responsibility for the day-to-day management of staff will lie with the school. Schools will need to ensure they comply with relevant legislation regarding their management of staff.



	Estates – Schools must ensure their buildings are safe for students, staff and visitors, and that they comply with legislation regarding buildings maintenance and improvement works.



	Health and safety – Schools must comply with health and safety legislation and ensure relevant risk assessments are in place.



	IT – Schools are reliant upon IT for both teaching and learning and for business operations. Ensuring schools have robust IT infrastructure and devices to operate effectively is crucial.



	Procurement – Schools need to ensure they carry out purchasing in accordance with their funding agreement and government regulations.



	Marketing – As school funding is predominantly based on student numbers, schools need to market themselves to attract students, and also to attract staff.



	Environmental sustainability – Schools are being encouraged to become more environmentally sustainable and to reduce their carbon footprint.



	Risk management – Schools need to be able to identify risks to their operations in their context and mitigating actions to reduce or eliminate such risks.



	Business continuity – Schools need to ensure they have considered different scenarios in which their ability to function may be compromised and what actions they will need to take in such circumstances.



	Cyber security – The use of IT systems is critical to school operations. Schools therefore need to ensure their systems are as resilient as possible by implementing digital safeguards and staff training.



	Data protection – Schools are required to comply with legislation regarding how they handle and store data.






The range of knowledge required to deliver these functions is significant, and most schools (and indeed some multi-academy trusts) will not have staff with expertise in all these areas. While these functions can be outsourced to external providers, schools will always retain responsibility for their delivery. Consequently, having an understanding of the fundamentals of each business function is important.





HOW BUSINESS OPERATIONS IMPACT UPON TEACHING AND LEARNING



As with any organisation, it is helpful to consider how business operations contribute to the delivery of the organisation’s core function, which in schools is the delivery of teaching and the facilitation of learning. How schools intend to achieve this will usually be encapsulated in their mission, vision and values statements.


A mission statement should explain why the school exists; an example may be, ‘To educate successful citizens of the future.’ A school’s vision should state what it hopes to achieve in the future, for example, ‘To provide an exceptional learning environment that empowers every student to succeed.’ A school’s values should state how students and staff are expected to behave in achieving the school’s mission and vision, for example, ‘We act with integrity, compassion and resilience.’


The table below details how a school’s business operations can support its mission and vision.
















	Business function


	Supports the school’s mission and vision by ensuring…







	Finance


	That funding is available to provide an exceptional learning environment.







	People


	That the school recruits and retains appropriately experienced staff.







	Estates


	That the physical learning environment is fit for purpose.







	Health and safety


	That students, staff and visitors are safe at all times.







	IT


	That the school has a robust and effective IT infrastructure.







	Procurement


	That the school obtains value for money when purchasing goods and services.







	Marketing


	That the school is able to attract and retain appropriately experienced staff, and to attract students.







	Environmental sustainability


	That students have an awareness of their impact on environmental sustainability and how they can mitigate this.







	Risk management


	That risks involved in the delivery of teaching and learning are minimised.







	Business continuity


	That the delivery of teaching and learning is facilitated at all times.







	Cyber security


	That the school’s IT is as resilient as possible to cyber-attacks to ensure students’ learning is not impacted.







	Data protection


	That students and staff are not harmed or disadvantaged by the inappropriate use of their personal data.










Business operations staff should also act in accordance with a school’s values in the way they carry out their work and interact with others.







THE BENEFITS OF PROACTIVELY MANAGING SCHOOL BUSINESS OPERATIONS


There are a number of benefits to proactively managing school business operations. These include the ability of business operations to be agile and reactive to changes in both the external and internal context, to be as efficient and effective as possible, to foster effective collaborative working and to ensure resilience.


Agile business operations


The impact of the external context on business operations


The pace of change affecting schools continues to be rapid, meaning a school’s business operations need to be agile to respond to these changes. For example, mental health support required by students has increased significantly in the past few years, and schools have responded by enabling students to access counselling services, resulting in additional costs. Identifying what external changes may affect schools in the short, medium and longer term will allow schools to be more resilient and enable support from the relevant business functions to facilitate this.


Such changes can be identified by utilising a suitable analysis tool, an example of which is PESTLE, which stands for Political, Economic, Sociological, Technological, Legal and Environmental. An example of how this analysis could be applied to managing a school is set out in the table opposite.
















	Factor


	Examples to consider







	Political


	Change in government policy, national curriculum requirements, increased financial accountability and staff qualifications.







	Economic


	The impact of changes in the cost of living, employer’s pension contributions or the national minimum wage.







	Sociological


	Changes in population demographics affecting student numbers and the impact of social media on students’ mental health.







	Technological


	Increasing need for digital skills among teachers and students, the increased reliance on IT for the delivery of teaching and learning and the use of artificial intelligence.







	Legal


	Changes in legislation affecting school premises, employment law or the delivery of school support functions such as labelling of ingredients on food that is sold.







	Environmental


	The government’s commitment to reducing carbon emissions from the school estate, supply chain issues and the impact of health factors.










An analysis can assist with such issues as strategic decision making, organisational changes, workforce planning and marketing strategy. For example, if the demographic trends in a school’s local area predict a significant fall in the birth rate over the next five years, this may impact the school’s student numbers at some point in the future. If a school is aware of this, they can make decisions regarding future financial planning and staff recruitment. This knowledge can also be utilised to inform the school’s marketing strategy to attract students.


The impact of the internal context on business operations


Business operations also need to be agile in responding to changes in the internal school context. For example, the resignation of a member of staff who carries out a key role, such as the chief financial officer (CFO), may mean another member of the finance team will need to cover the role until a replacement can be recruited. Other changes in the internal school context could include a cyber-attack affecting the use of IT equipment, or a building issue affecting the safety of the school. In such circumstances, business operations will play a key role in restoring the school to its full functionality.


Efficient and effective business operations


Schools often do not take the time to assess how efficient and effective their business operations are, but failure to do so may mean that the business functions are not supporting the delivery of teaching and the facilitation of learning as well as they could. For example, inefficient recruitment practices may result in a delay in a teacher joining a school, which will have a detrimental effect on the students they are being employed to teach. Ineffective financial procedures may result in suppliers not being paid on time, leading to a delay in teaching resources being received by the school. Similarly, a lack of interaction between business functions can also result in reduced efficiency and effectiveness; for example, finance staff will want to be informed in advance of the cost of significant purchases so they can manage the school’s cash flow.


In the absence of clarity, individuals may implement processes in ways that makes sense to them, making it difficult for others to find information. Consequently, it is important for procedures and processes to be documented, relevant staff to be made aware of them and monitoring to be carried out to ensure they are adhered to. At a high level this will be a school’s scheme of delegation, whereas at a more operational level this may be a finance procedures handbook. Consistent application of procedures and processes minimises time spent trying to interpret data and information for decision making, and also aids in the submission of information to government agencies.


Effective collaborative working


Managing school business operations is important to ensure alignment between different goals and objectives across the business functions. For example, from an environmental sustainability perspective, turning a school’s computer servers off every weekend to save electricity and carbon emissions sounds like a good idea, but in practice no school should be doing this if they want them to function properly on Monday morning.


One idea to foster collaboration is to hold regular team meetings to facilitate cross-function communication. Working collaboratively can improve the way a business team works as a whole and lead to the creation of innovative ideas, improved communication, greater efficiency, better problem solving and decision making and a feeling of shared achievement and mutual support. Collaborative working may also help to create an appetite for continuous improvement in the delivery of business operations rather than maintaining the status quo.


Resilient business operations


Resilience in this context can be defined as the ability to prevent, respond to and recover from a disruption to critical business operations. The resilience of business operations should be examined from the perspective of each different business function; this information can then be used to proactively increase business operations resilience. This topic is explored in more detail in chapter 15.


Having established why it is important to manage school business operations, the next chapter looks at how school business operations can be managed. This will differ depending upon the size and phase of the school and the number of business operations staff, but there are some generic approaches that all schools should find useful.



























2. HOW TO MANAGE SCHOOL BUSINESS OPERATIONS






Managing school business operations efficiently and effectively involves taking a proactive approach to identify what is required of each business function, decide whether the function should be delivered in-house or by an external provider, determine what investment regarding staffing and resources is required and set priorities.


Every school has an improvement plan that is used to set priorities to assist in achieving the school’s mission and vision and monitor progress against those priorities. However, schools rarely have a business improvement plan, even though there is no reason for schools not to strive for continuous improvement in their business operations in the same way that they do for delivering teaching and facilitating learning.


The starting point in drawing up an improvement plan is to carry out a self-evaluation based on evidence of a school’s current position in relation to what it wishes to achieve. This is followed by the identification of objectives, a description of how these will be achieved, the resources required and the expected timescale for completion. The improvement plan is then implemented and updated regularly.


When developing a business improvement plan, it can be helpful to start by considering the following for each of the different business functions.




	Legislation, regulation and guidance – What legislation, regulation and guidance schools are required to abide by.



	Governance – How the function is governed. This should be documented in the school’s scheme of delegation.



	Policies – What statutory school policies relate to the function and need to be adhered to.



	Documentation – How and where the function’s processes and procedures are documented.



	Decision making – How information relating to the function is utilised for decision making, and where that information can be found.






It can also be useful to consider the required interaction between different business functions and the impact this may have on how they are managed.




INFORMATION SOURCES


This section suggests information sources for each area of the different business functions. Information sources that pertain specifically to schools are denoted by [S], and those specifically for academies are denoted by [A].


Finance
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	‘Schemes for financing schools – statutory guidance for local authorities’ (Department for Education (DfE)) [S].



	Companies Act 2006 [A].



	‘Academy Trust Handbook’ (Education and Skills Funding Agency (ESFA)) [A].



	Funding agreement [A].











	Governance


	

	Instrument of government [S].



	‘Maintained schools’ governance guide’ (DfE) [S].



	‘Consistent financial reporting’ [S].



	Articles of association [A].



	‘Academy Trust Handbook’ [A].



	‘Academy trust governance guide’ (DfE) [A].



	‘Academies Accounts Direction’ [A].



	‘Academies chart of accounts’ [A].











	Policies


	

	Finance.



	Charging and remissions.



	Governors’ allowances.



	Accounting [A].



	Investment [A].



	Acceptance of gifts [A].











	Documentation


	

	Scheme of delegation.



	Finance procedures.



	‘Schools financial value standard’ [S].



	External audit reports [A].



	Internal scrutiny reports [A].



	Annual audited accounts [A].



	Accounts return [A].



	‘School resource management self-assessment’ [A].











	Information used for decision making


	

	Annual budget.



	Monthly budget monitoring.



	Academies accounts return [A].



	Academies budget forecast return [A].



	Related party transactions [A].














People
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	‘School teachers’ pay and conditions’ document (STPCD).



	Employment Rights (Amendment, Revocation and Transitional Provisions) Regulations 2023.



	Employment Relations (Flexible Working) Act 2023.



	Workers (Predictable Terms and Conditions) Act 2023.



	Maternity Leave, Adoption Leave and Shared Parental Leave (Amendment) Regulations 2024.



	Carer’s Leave Regulations 2024.











	Governance


	

	Notification to the ESFA of changes in senior leadership and trustee roles [A].



	Register of people with significant control [A].











	Policies


	

	Teachers’ pay.



	Teacher appraisal.



	Staff behaviour and grievance.



	Whistle blowing.











	Documentation


	

	Single Central Record.



	School workforce census.



	Teachers’ pension returns [A].











	Information used for decision making


	

	Staffing structure.



	Changes to national curriculum requirements.














Estates
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	The School Premises (England) Regulations 2012.



	Control of Asbestos Regulations 2012.



	Duty to manage asbestos guidance (Health and Safety Executive (HSE)).











	Governance


	

	‘Academy Trust Handbook’ [A].











	Policies


	

	Accessibility plan.











	Documentation


	

	Condition Data Collection reports (DfE).



	Good Estate Management for Schools (GEMS) suite of documents (DfE).



	‘Estate management competency framework’ (DfE).



	Estates strategy.



	Land and buildings collection tool [A].











	Information used for decision making


	

	Estates strategy.



	Building condition surveys.



	Asset management plan.














Health and safety
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	Health and Safety at Work etc. Act 1974.



	Management of Health and Safety at Work Regulations 1999.



	Workplace (Health, Safety and Welfare) Regulations 1992.



	Reporting of Injuries, Diseases and Dangerous Occurrences Regulations (RIDDOR) 2013.











	Governance


	

	‘Academy Trust Handbook’ [A].











	Policies


	

	Health and safety.











	Documentation


	

	Risk assessments.



	Health and safety audits.











	Information used for decision making


	

	Risk assessments.



	Health and safety audits.














IT
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	‘Meeting digital and technology standards in schools and colleges’ (DfE).











	Governance


	

	No stated governance arrangements.











	Policies


	

	No statutory policies.











	Documentation


	

	System configuration document.











	Information used for decision making


	

	IT development plan.














Procurement
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	Public Contracts Regulations 2015.



	Find a Tender service.



	‘Academy Trust Handbook’ [A].











	Governance


	

	Scheme of delegation.











	Policies


	

	Competitive tendering [A].











	Documentation


	

	Finance procedures.











	Information used for decision making


	

	Finance procedures.














Environmental sustainability
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	Environment Act 2021.



	‘Sustainability and climate change: a strategy for the education and children’s services systems 2023’ (DfE).











	Governance


	

	Scheme of delegation.











	Policies


	

	No statutory policies.











	Documentation


	

	Sustainability strategy.











	Information used for decision making


	

	Sustainability strategy.



	Energy efficiency and heat decarbonisation plans.














Risk management
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	‘Academy Trust Handbook’ [A].











	Governance


	

	Risk committee.











	Policies


	

	No statutory policies.











	Documentation


	

	Risk register.











	Information used for decision making


	

	Managing risk framework.



	Risk register.














Business continuity
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	‘Emergency planing and response for education, childcare, and children’s social care settings’ (DfE).



	‘Business continuity plan template and checklist’ (DfE).











	Governance


	

	Scheme of delegation.











	Policies


	

	No statutory policies.











	Documentation


	

	Business continuity plan.











	Information used for decision making


	

	Assessment of risks relating to the school’s specific context.














Cyber security
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	‘Cyber Essentials’ (UK Government).



	Cyber Response Plan (Risk Protection Arrangement).











	Governance


	

	‘Cyber Security Toolkit for Boards’ (National Cyber Security Centre).











	Policies


	

	No statutory policies.











	Documentation


	

	Cyber Response Plan (Risk Protection Arrangement).











	Information used for decision making


	

	Spoofing, Tampering, Repudiation, Information disclosure, Denial of service and Elevation of privilege (STRIDE) threat modelling methodology (Microsoft, 1999).














Data protection
















	Areas for consideration


	Example information sources







	Legislation, regulation and guidance


	

	Data Protection Act 2018.



	UK General Data Protection Regulation (UK GDPR).



	Freedom of Information (FOI) Act 2000.



	Information Commissioner’s Office (ICO) guidance and resources.











	Governance


	

	Scheme of delegation.











	Policies


	

	Data protection.



	FOI publication scheme.











	Documentation


	

	ICO accountability framework.











	Information used for decision making


	

	Data protection impact assessments.














Having identified what information needs to be taken into account when drawing up a business improvement plan, the next step is to identify the goals to be achieved.







IDENTIFYING BUSINESS OPERATIONS GOALS AND OBJECTIVES


Goals should be broad in scope, indicating a general direction of travel over the longer term. They should describe a team’s priorities and initiatives and have a stated outcome. They should be concise, precise and essential to success. An example of a goal may be, ‘To ensure the school’s financial system is sufficiently robust to serve current and future needs.’ Goals should be both aspirational and achievable.


Goals


In order to identify goals, it is useful to consider the following questions.




	What is the strategic direction for our school or trust as outlined in our vision statement?



	How are business operations currently delivered, and how effective are they in supporting our school’s vision?



	What changes could be made to improve operational efficiency and effectiveness?



	How might such changes impact how business operations are currently organised and resourced?



	Do our scheme of delegation and operating models facilitate agile business operations?



	What collaboration is required between the different business functions, and how effective is this currently?



	How does our risk management strategy and business continuity plan support business operations resilience?



	How does our school’s culture support our business operations function?



	Who needs to be involved in designing our goals?






Objectives


Objectives sit beneath goals and describe how they will be achieved. There will likely be a number of objectives for each goal. Objectives should be narrow in scope, quantitative (i.e. easily measured), short term and indicate a specific direction of travel. It can be helpful to use the SMART framework (Specific, Measurable, Achievable, Relevant and Time bound) to specify objectives.
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