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[The Bush-Cheney administration] puts forward a false choice between the liberties we cherish and the security we demand. I will provide our intelligence and law enforcement agencies with the tools they need to track and take out the terrorists without undermining our Constitution and our freedom.


—Senator Barack Obama, presidential campaign address on national security policy, August 1, 2007






I think the American people understand that there are some trade-offs involved.… I think it’s important to recognize that you can’t have a hundred percent security and also then have a hundred percent privacy and zero inconvenience. You know, we’re going to have to make some choices as a society.


—President Barack Obama, responding to the disclosure that the National Security Agency was systematically collecting records about Americans’ domestic phone calls in bulk, June 7, 2013















A Note on Sources and Quotations



This history of national-security legal policymaking in the Obama administration is primarily based on my interviews with more than 150 current and former government officials, many of whom I spoke with on multiple occasions. Where possible, I cite these officials by name. Most of them agreed to speak with me on “background” rules, meaning that I would not identify them as sources of particular information. I sought to corroborate accounts by cross-referencing their memories and claims with multiple witnesses.


Power Wars also quotes internal government documents that are not, as of this writing, available for public scrutiny. Where possible, I cite publicly available sources, including leaked or declassified documents, congressional testimony, oversight reports, court files, memoirs, and contemporaneous news articles.


Finally, this book contains dialogue from private conversations and meetings. I use italicized text to signal remarks that have been reconstructed, from memories or notes, in approximate form. This practice extends to reconstructed dialogue I have drawn from former officials’ memoirs, witnesses’ testimony about previous events, and other journalists’ work.
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The Captive


1. Aboard Flight 253


It was about half past eleven on December 25, 2009—a quiet Christmas morning. The administration of President Barack Obama, the constitutional lawyer who had risen to power on a message of change from the tumultuous era of President George W. Bush’s “global war on terror,” was not yet a year old. The new president was vacationing in his native Hawaii, and his national security legal-policy team were scattered to their own homes as an event that would reshape their story began to unfold.


Around ninety-two hundred feet above the surface of the earth, Northwest Airlines Flight 253, an Airbus A330 bound from Amsterdam to Detroit, approached the border between Canadian and American airspace. Inside, one of the two hundred and ninety people aboard, a Nigerian passenger named Umar Farouk Abdulmutallab, stood up from seat 19A, next to the window looking out onto the aircraft’s right wing.1 Three days earlier, the young man—a banker’s son who had studied in Britain and was fluent in English—had marked his twenty-third birthday. Now, he was preparing to die.


Abdulmutallab rummaged through the carry-on bag stashed in the overhead bin a row behind his seat, found a Ziploc of toiletries, and carried it down the aisle to the bathrooms at the rear of the plane.2 Inside one of the cramped compartments, he methodically washed his face, brushed his teeth, and dabbed on cologne.3 Then, considering himself purified, he walked back to his seat, past dozens of the strangers whom he intended to kill.


Abdulmutallab believed he was about to commit an act of jihad and martyrdom. This would be “retaliation,” in his word, for the United States’ support of Israel in its “killing of innocent and civilian Muslim populations in Palestine,” as well as for America’s “killing of innocent and civilian Muslim populations in Yemen, Iraq, Somalia, Afghanistan and beyond, most of them women, children, and noncombatants.”4 The innocent passengers on the plane who would die if his suicide bombing was successful were nearly all noncombatants too, and they included many women and children. But Abdulmutallab dismissed them all as “collateral damage” in a war between the United States and Islam.5 It was a misuse of the term, since he was deliberately targeting them and a civilian aircraft. But the term was also heavily loaded from its frequent invocation by the American government in its excuses for the civilian casualties that resulted incidentally from its missile strikes targeted at Islamist militants—when the United States acknowledged those strikes and bystander deaths at all.


At 11:38 a.m., Flight 253 was passing over Lake St. Clair, which lies along the international border northeast of Detroit, and was about nine thousand feet above the ground. Muttering to a nearby passenger that he did not feel well and wanted to sleep a bit before they landed, Abdulmutallab slumped back in his seat and draped a thin airline blanket over his head and body. Concealed beneath it, he said his final prayers to himself and then pulled down his cargo-style pants.


His underwear, which he had been wearing for days, was curiously bulky—like a toddler’s pull-up Pampers. But the extra padding was not intended to absorb. Sewn into pouches were packages of chemicals known by the abbreviations TATP and PETN, the latter a prime ingredient in plastic explosives. The idea, conceived by a bomb maker in Yemen, was to ignite a chemical fire that would detonate the TATP, which would in turn trigger a far more powerful PETN blast—a compound bomb that used no metal parts and so was undetectable at a routine airport-security checkpoint. The plane would be blown open in midair.


Abdulmutallab unwrapped the tape from a plastic syringe, inserted its tip into the seam around the TATP pouch, and pushed the plunger.


2. Change and Continuity


At that moment, six time zones to the west, the dawn had not yet broken over the highly guarded Hawaiian compound where Obama and his family were staying. Campaigning for the Democratic Party’s presidential nomination, then–Senator Obama had sharply criticized many of the national security policies that Bush and Vice President Dick Cheney had put in place following the terrorist attacks of September 11, 2001. Claiming that a president’s power as commander in chief trumped legal constraints in wartime, the Bush-Cheney administration had authorized Central Intelligence Agency interrogators to torture detainees in secret overseas prisons. It had declared that the Geneva Conventions did not protect wartime prisoners captured in Afghanistan, some of whom it held without trial at the American navy base at Guantánamo Bay, Cuba. It had directed the National Security Agency to wiretap on domestic soil without the court orders required by the Foreign Intelligence Surveillance Act (FISA). In the campaign and in his early days as president, Obama had vowed to chart a new course.


“To overcome extremism, we must also be vigilant in upholding the values our troops defend, because there is no force in the world more powerful than the example of America,” Obama had said a year earlier as part of his first address to a joint session of Congress, in February 2009. “And that is why I have ordered the closing of the detention center at Guantánamo Bay and will seek swift and certain justice for captured terrorists, because living our values doesn’t make us weaker. It makes us safer, and it makes us stronger. And that is why I can stand here tonight and say without exception or equivocation that the United States of America does not torture.”6


But if Obama’s words had seemed clear, his actions proved to be murky. In his first weeks as president, Obama had already started to assemble an ambiguous record on the security state he had inherited from Bush. He banned torture—but his new CIA chief said the agency would continue to use extraordinary rendition, the practice of seizing terrorism suspects and transferring them to the custody of third countries for questioning outside the criminal process, relying on diplomatic assurances that they would not be mistreated. He promised greater transparency—but his Justice Department had already twice reasserted the state secrets privilege to block pending lawsuits, one involving CIA torture practices and the other challenging the National Security Agency’s warrantless surveillance program. He ordered the prison at Guantánamo closed—but his cabinet nominees had testified in their confirmation hearings that it was, nevertheless, lawful for the military to imprison al-Qaeda suspects without trial under the laws of war. He closed the CIA’s black-site prisons—but the CIA’s drone strikes in Pakistan had continued. And he halted Bush-era military commission trials at Guantánamo—but he left the door open to potentially reviving them after an overhaul of the rules, and he later did just that. In short, having promised change, the new president seemed to be delivering something more like a mere adjustment—a right-sizing—of America’s war on terror.


As Obama’s team was still drafting that first address to a joint session of Congress in early February 2009, I called the White House and said I was planning to write about what appeared to me to be a surprising degree of continuity between Obama’s emerging national security legal policies and those he had inherited from Bush. I asked if I could speak with someone about it. Obama’s new White House counsel, Greg Craig, invited me to his office in the West Wing. I had first met Craig in the summer of 2008 at a launch party for a book about the CIA torture program, The Dark Side: The Inside Story of How the War on Terror Turned into a War on American Ideals, by Jane Mayer of the New Yorker. With a shock of white hair, a ruddy face, and an energetic manner, Craig had been President Bill Clinton’s defense lawyer during the Monica Lewinsky impeachment scandal, but his first love was foreign policy and national security issues. When many people had thought Senator Hillary Clinton was a lock for the 2008 Democratic presidential nomination, Craig was among those who broke with the Clintons to become an early and senior campaign adviser to Senator Barack Obama. He had hoped to be made secretary of state, but when Obama gave Clinton that job, Craig ended up as White House counsel instead. During the transition, he had been a key force in drafting Obama’s executive orders banning torture, directing the CIA black-site prisons to close immediately and the military prison at Guantánamo to close within a year.


Our appointment was for the afternoon of February 13—a brisk, sunny, windy day. I walked down from the New York Times’ Washington Bureau office past the statues and trees of Lafayette Square to the White House visitors’ gate on Pennsylvania Avenue, which has been closed to vehicles since the Oklahoma City bombing in 1995. Outside the fence, nine protesters wearing orange prison-style jumpsuits and black hoods stood with signs reading Shut Down Guantánamo and Free the Uighurs, a reference to some Chinese Muslims at the military prison who had been brought to Guantánamo by mistake and were stuck there because there was no good place to send them. Several months later, the Obama administration would badly mishandle an attempt to find a solution for the Uighur problem, damaging Craig’s standing in the White House.


Inside the West Wing, a press aide ushered me up winding stairs to Craig’s corner office. Denis McDonough, the chief of staff and head of strategic communications for the National Security Council, joined us. McDonough had been Senator Obama’s top foreign-policy adviser and would later be his fourth White House chief of staff. But as we sat around a coffee table, he let Craig do most of the talking. Craig made no apologies for any disconnect between the expectations created by Obama’s campaign rhetoric and his early governing decisions. He told me how during the transition after the election, the incoming Obama team had visited the CIA and spent extensive time talking with incumbent managers of Bush-Cheney administration intelligence and military programs. They were going to be slow, careful, and deliberate before enacting changes, he said. The Obama team’s decision-making process about what to do with the counterterrorism structures Bush had bequeathed to them, he added, was not “shoot from the hip. It is not bumper sticker slogans.”7


Following the interview, I drafted a story reporting that despite the early flurry of high-profile executive orders on issues like torture, “the Obama administration is quietly signaling continued support for other major elements of its predecessor’s approach to fighting Al Qaeda,” which was “prompting growing worry among civil liberties groups and a sense of vindication among supporters of Bush-era policies.”8


The Times printed the story on an inside page, but it attracted widespread attention on the Internet thanks in part to a lengthy column written about it by Glenn Greenwald, then a prominent Salon blogger on civil liberties and secrecy issues. I had corresponded with Greenwald since 2006, when he took an interest in articles I had written about Bush’s use of signing statements to claim a right to bypass new laws; in 2013, Greenwald would evolve from a commentator into a journalist after the former intelligence contractor Edward Snowden leaked him archives of top secret documents about surveillance programs. Back in February 2009, Greenwald highlighted my story as interesting but respectfully disagreed with my analysis, writing: “While believing that Savage’s article is of great value in sounding the right alarm bells, I think that he paints a slightly more pessimistic picture on the civil liberties front than is warranted by the evidence thus far (though only slightly).”9 But six months later, Greenwald had changed his mind: “In retrospect, Savage was right and I was wrong about that: his February article was far more prescient than premature,” he wrote in July 2009.10


Indeed, what Obama’s recalibration would add up to was subject to wildly divergent early interpretations. As Obama’s first year wound on, some Bush-Cheney administration veterans, notably Cheney himself, focused on what had changed. They accused Obama of not really believing the country was at war with al-Qaeda and said he was making the country less safe. But other conservatives and Republicans focused on what had stayed the same. They crowed that Obama had vindicated the Bush-Cheney administration, revealing that much of the Democratic criticism of the previous president—including Obama’s own campaign rhetoric—had been empty partisanship.


On the other end of the spectrum, some liberals and Democrats also focused on those things that had changed. While celebrating Obama’s departures from Bush policies, they also tended to accept what was staying the same, changing their minds about policies they had opposed when Bush instituted them because Obama now said those policies were necessary and they trusted him more. But other liberals, like the American Civil Liberties Union, pointed to the places of continuity and accused Obama of betraying his promises. An anti-Obama left began to take shape, denouncing Obama for institutionalizing and normalizing aspects of the Bush-era security state by creating bipartisan consensus over what had previously been subjects of dispute. This movement would join forces with libertarians on the right, as the anti–Big Government sentiments that had been quiet under Bush reemerged within the Republican Party now that a Democrat was president.


None of these views, of course, reflected what Obama and his legal team understood themselves to be doing. During my early meeting with Craig, Obama’s top lawyer insisted that the new administration’s early signs of caution about changing some Bush policies should not be interpreted as meaning that Obama had embraced Bush’s view of his powers or the world.


“We are charting a new way forward, taking into account both the security of the American people and the need to obey the rule of law,” Craig said. “That is a message we would give to the civil liberties people as well as to the Bush people.”


3. The Underwear Bomb


Ten months after that meeting, when Abdulmutallab injected the chemicals into the bomb hidden in his underwear, Mike Zantow was sitting just behind him in row 20.11 For the past decade, Zantow had been working abroad as a military contractor for DynCorp International, supervising the repair of U.S. Air Force equipment being used in Iraq and Afghanistan. He was now returning home to visit his sick mother. Zantow later recalled that he had heard a “large pop” like a “very large firecracker.” It was not immediately clear where the sound had come from. The whole plane grew quiet as everyone tried to figure out what was happening. Then, after about half a minute, the passenger sitting next to Abdulmutallab cried out, Hey, dude, your pants are on fire! A flight attendant hurried up to investigate and the man reiterated, This guy’s pants are on fire! Zantow looked over the seat back and saw smoke rising from Abdulmutallab’s “lap area between his legs.” The Nigerian man appeared numb and displayed no awareness of what must have been searing pain.


The passengers pulled the passive Abdulmutallab out of the seat—Zantow grabbing his right arm—and laid him flat on his back on the floor of the aisle, exposing the burning and bulky underwear. As people screamed in panic and confusion throughout the aircraft, several passengers tried to smother the flames on his body, one of them using a hat, but the chemical fire needed no oxygen and blazed on.


Finally two flight attendants, Lamare Mason and Richard Cho, grabbed fire extinguishers and sprayed Abdulmutallab and the area around seat 19A. The fire went out. The two attendants pulled up the still-unresisting Abdulmutallab and walked him, in a headlock and shuffling with his pants around his ankles, to the front of the aircraft, where they sat him down in seat 1G, removed his pants and shoes, and covered him with a blanket as the pilot began a steep emergency landing into Detroit Metropolitan Airport.


It was 11:44 a.m. Just moments had passed since the pop and fireball. Eight minutes later, the plane was on the ground in Detroit. As it sat on the tarmac, Customs and Border Protection officers came on board to investigate what they had been told was a firecracker incident. They found instead a man who was naked from the waist down, his thighs and genitals severely burned. Holding the barefoot Abdulmutallab under the armpits, they helped him stagger off the plane toward a Customs holding cell, the blanket still wrapped around him. The young Nigerian appeared to be in shock from the physical pain and adrenaline rush mixed with sheer surprise at finding himself still alive.


A clue to Abdulmutallab’s passivity and mind-set may be found in his later statement to FBI interrogators that in his view, the fact the bomb had failed to detonate “was merely evidence that it was not his time to die.” God, he decided, likely wanted to purify him further before he would be ready for martyrdom; the event, therefore, had turned out to be a “possible test of patience imposed on him by God.”12 Yet Abdulmutallab was remarkably candid as they walked away from the 289 people he had attempted to kill, the agents later told their law enforcement colleagues.


What’s going on? one of the Customs agents, Marvin Steigerwald, asked him. What were your intentions on the flight?


To bring down the airplane, Abdulmutallab replied.


Who are you involved with?


Al-Qaeda.


Where did you get the device?


Yemen, in the Middle East.


Who are you involved with? Steigerwald again asked.


I’m with al-Qaeda, Abdulmutallab again replied.


4. Obama’s Ambiguous First Year


The war against al-Qaeda in the first year of Obama’s presidency confounded easy pigeonholing. As the months unfolded, Obama and his legal team added check marks on both the “change” and “continuity” sides of the ledger of how they were dealing with the conflict, drawing criticism from both the Left and the Right. The president’s team, pincered from both flanks by accusations and condemnations about his continuity and about his changes, rejected each side as cynical and wrong in its own way.


Dismaying liberals, Obama had refused calls for a “truth commission” to investigate Bush-era torture and surveillance programs, saying the country should look forward and not back, and Attorney General Eric Holder declined to launch a criminal investigation into CIA torture techniques that the Bush Justice Department had approved as legal. But, dismaying conservatives, Holder did reopen criminal investigations into instances of torture and detainee abuses that had gone beyond Justice Department guidance; his critics said he was on a witch hunt and would make the agency risk-averse, endangering the country.


Bush had deemed three American terrorism suspects—two of whom were U.S. citizens and one, a Qatari who was arrested while lawfully in the United States on a student visa and so qualified as American for legal purposes—“enemy combatants” and placed them in indefinite military detention without charges. One was still in a military prison when Obama took office, and the new administration quickly transferred him to the criminal justice system for prosecution before a civilian court, making clear that there would be no more military detention for Americans. But Obama also fought efforts by foreigners imprisoned without trial at Bagram Airfield in Afghanistan to win the right to bring habeas corpus lawsuits challenging their wartime detention. Otherwise identical prisoners being held without trial at the Guantánamo prison had those rights thanks to a 2008 Supreme Court ruling, which Senator Obama had praised at the time.


In June, the administration transferred a Tanzanian Guantánamo detainee, Ahmed Ghailani, to the Southern District of New York to face trial for his role in al-Qaeda’s bombings of American embassies in Africa in 1998. Following that, in November, Holder announced that Khalid Sheikh Mohammed, also known as KSM, and four other high-level Guantánamo detainees accused of aiding the 9/11 attacks would also be brought to New York for trial before a civilian court rather than a military commission. Civil liberties advocates cheered this decision as restoring the rule of law, but many Republicans decried it as returning to a pre-9/11 mindset of dealing with terrorism as crime, not war. Even some Democratic officials from New York, who had not been told ahead of time, worried about the security implications of a trial in a federal courthouse in Manhattan. But that same day, Holder also approved reviving the military commissions system in order to prosecute several other detainees, including Abd al-Nashiri, a Saudi accused of helping to engineer the bombing of the USS Cole in 2000. By endorsing tribunals as a legitimate alternative venue for prosecuting terrorism cases, the administration muddied the principle it was trying to establish—why not then use them for KSM too, allowing the trial to be held at Guantánamo?—and helped cement a continuing role for them.


Meanwhile, tensions arose within the new Obama team. Craig repeatedly clashed over tactics and priorities with Obama’s first White House chief of staff, Rahm Emanuel, and was forced out by the end of the year. Other members of the Obama legal team, while sharing similar worldviews, found that even they disagreed about crucial details, like how much contact with al-Qaeda was necessary to make someone eligible for indefinite detention without trial and what kinds of charges were legitimate for tribunals.


It was around this time that a senior member of the Obama legal team told me that governing had turned out to be more complicated than criticizing from the private sector or campaigning. The lawyer noted that the administration had taken over in the middle of Bush’s mess, which constrained their policy choices—it was not like they were starting with a blank slate on the morning of September 12, 2001, able to put in place what they saw as the “right” policies. They could not un-invade Iraq and un-torture prisoners, for example. Indeed, they found themselves wardens to some detainees at Guantánamo who could not be prosecuted because the government had obtained its evidence against them through torture or because they were not linked to any specific terrorist attack. Yet the solution suggested by some liberals and human rights activists—release those who could not be charged—was hard to swallow. It seemed genuinely likely to the Obama officials that some of those detainees might kill innocent people if freed. Going forward, there would be no additional such prisoners because the Obama team was not going to torture anyone and because anti-terrorism laws had been expanded after 9/11 to cover more types of activity. But that left unresolved the dilemma of finding a responsible disposition for those it had inherited.


This official urged giving the administration more time to slowly turn the ship of state toward where it should have been headed in the first place. But that Christmas there arose a great storm.


5. First Responders


Andy Arena, the head of the Federal Bureau of Investigation’s Detroit field office, felt his cell phone buzz as he was out in his driveway discarding boxes from a morning spent unwrapping presents. It had been the first Christmas in years that his extended family had gathered together. Now, interrupting the family day, an assistant was texting him.


Hey, boss, there’s been a disturbance on an incoming flight. Possibly a passenger lit a firecracker.


Arena texted back: Get me more facts on that.


Back inside his house, he told his wife he was going to run out to the airport, which was about a fifteen-minute drive away.


“People have asked me about that, why not wait to find out more?” Arena later said. “The answer is twenty-two years of experience. Something in my gut told me this was not right. Something just didn’t sound right.”


Arena had worked his entire career as an FBI agent after graduating from law school in 1988, taking charge of counterterrorism programs for the Detroit field office, six months before 9/11. After the terrorist attacks, he was promoted to chief of the international terrorism operations section at FBI headquarters, then, a year later, elevated to be a top counterterrorism aide to FBI director Robert Mueller. In 2007, Arena took over the Detroit office, returning to the metropolitan area where he had been born and raised. Now, as he barreled toward the airport, Arena called Jim McJunkin, the head of the FBI’s counterterrorism division. One thing you learn in the FBI: you don’t want your bosses seeing something on CNN they didn’t already know about.


McJunkin was at his home in a Washington, DC, exurb in Northern Virginia. His family had just finished a late Christmas brunch, he and his wife savoring the fact that their children were old enough now to let them sleep in, and they were moving into the living room to open presents. Arena quickly filled McJunkin in. Arena would remember the conversation as short and basic. McJunkin said they discussed in some detail what would happen when Arena arrived at the airport. Make sure the other agencies with roles in air security and counterterrorism are alerted and kept up to speed with developments. Isolate the passengers. Isolate the luggage. Keep the plane locked up so that an evidence team can go through it. Make sure we talk again before you make any decision about when and how to interview the suspect.


McJunkin then called his boss, Art Cummings, a top official at the FBI’s national security branch. During the workweek, Cummings lived on a twenty-three-foot sailboat in Annapolis, Maryland, which cost him only $3,500 a year in slip fees and allowed him to work long hours without uprooting his wife and teenage kids from their home in Richmond, Virginia. But he was home for Christmas, a turkey was in the oven, and guests were coming for dinner. He would not be able to share it; Cummings grabbed his go-bag, already packed with toiletries and a change of clothes for just such an emergency, and headed north on Interstate 95 to Washington. On the way, he talked to McJunkin again; the FBI was fighting off efforts by other agencies, particularly the Department of Homeland Security, to interrogate Abdulmutallab. A decade into the war on terrorism, the FBI had deep experience in national security intelligence interrogations, and Cummings was determined to keep control of it. He placed a series of other calls, including one to Mueller, who told him to make sure John Brennan, Obama’s top counterterrorism and Homeland Security adviser in the White House, was in the loop.13


Cummings also called Michael Leiter, the director of the National Counterterrorism Center, a clearinghouse for terrorism-threat information. Energetic and sarcastic, Leiter was a former navy pilot and a former president of the Harvard Law Review—a prestigious position he had held nine years after a young Barack Obama had had it. Leiter later became a federal prosecutor and then a staffer on a presidential commission that made recommendations for reforming the intelligence community after it had inaccurately concluded that Iraq had weapons of mass destruction. In 2007, Bush put Leiter in charge of the National Counterterrorism Center. Soon after, Leiter had briefed Senator Obama about terrorism-policy matters, at which time he made a pitch for having the government put greater emphasis on countering the ideology that radicalizes people and turns them into terrorists. Obama liked what he heard and kept Leiter in place after he took over the White House. Leiter helped run the weekly “Terror Tuesday” afternoon meetings at the White House Situation Room in which President Obama and his national security team—the heads of military, intelligence, and cabinet agencies—focused on high-level counterterrorism-policy issues. Throughout his first year in office, Obama listened attentively at these briefings but tended to say little, Leiter told me. Protecting against terrorism was important, but it was one ball among many being juggled. Others included winding down the war in Iraq and sending a surge of additional ground troops to Afghanistan in an effort to fix the war there, trying to pull the economy of its banking crisis free fall, confirming a new Supreme Court justice, and—the top domestic-policy goal—enacting legislation for a sweeping overhaul of the nation’s health-insurance system.


When his phone rang that morning, Leiter was painting the basement steps of his Northwest Washington, DC, home. He was Jewish, so there were no presents, but he had plans to join the family of his new girlfriend—and future wife—for Christmas dinner. Now, he carefully put down the brush so the white paint would not spill and picked up the phone. Cummings told him there was a report that someone on a Detroit-bound international flight had tried to set fire to a plane or had set off firecrackers. The early details were sketchy, but, Leiter later said, “Art and I had gone through enough of those that you know which ones sound silly and which ones sound real. This one didn’t sound silly.”


Leiter jumped into his gray Acura and headed across the Potomac River to the National Counterterrorism Center, located in one of the two main buildings at an office park called Liberty Crossing. The other building housed the Office of the Director of National Intelligence, another bureaucratic creation of the post-9/11 reform era, intended to be a single head of the other sixteen spy agencies in the United States government. From the street, the complex is anonymous; at the entrance, there is only a large sign reading 1500 Tysons McLean; a driveway disappears in a curve behind trees and a knoll that hides the armored gates, lurking guards, and other security measures designed to prevent unwanted visitors from reaching the parking lot. But viewed from above, there is nothing subtle about Liberty Crossing: the footprint of the two buildings creates a gigantic L and X.


Because al-Qaeda had a history of attacking in waves, the first priority for Leiter was to figure out whether there were other planes about to be bombed. At that moment, there were 128 flights in the air heading to the United States from Europe. Within ninety minutes of the attack, the Federal Aviation Administration notified all the pilots to take special precautions. At airport screening areas in North America and in Europe, new security measures were swiftly put into place, including more intrusive screening of carry-on luggage and passengers’ bodies and the deployment of bomb-sniffing dogs and behavioral specialists in plainclothes to search for signs of trouble.14 Then the focus shifted to Abdulmutallab himself—and just what had gone so wrong.


6. Withholding the Miranda Warning


When Arena reached the Detroit airport, he was dismayed. The plane should have taxied to a special hangar used for hijackings, in case there was a bomb—or other bombers—on board and to keep the passengers and luggage isolated to preserve potential evidence. Instead, it had taxied right up to the terminal, and a gate bridge had been extended to it. The passengers had all gotten off the plane. While their carry-on luggage was still in the overhead bins, the checked bags had been offloaded. The passengers were still there; several hundred people milled around. The toilet tank had been emptied, losing, it would turn out, some of the bomb-related packaging material Abdulmutallab had flushed as he was getting ready for the attack.


Adding to the chaos, a bomb-detection dog sweeping the checked luggage signaled a hit. The agents immediately evacuated that part of the terminal, herding the mass of passengers away and trying to keep them together and not let them talk with others before they could be interviewed. Meanwhile, Arena later recalled, two more inbound flights from Amsterdam had reported disturbances on board.


FBI agents searching the plane found the package of the intended primary charge, PETN, behind seat 13B. The badly scorched plastic explosive had fallen, unnoticed, out of Abdulmutallab’s ankled pants as the flight attendants were hustling him forward. At the time, federal officials offered the public only oblique explanations of why the bomb had failed, suggesting there had been some kind of unspecified design flaw. According to Arena, there were two hypotheses that seemed most plausible to investigators, both stemming from the numerous days leading up to the attack that Abdulmutallab had been continuously wearing the device as underwear. One was that the chemicals needed be tightly packed to be effective, and they had likely loosened up. The other was that the device had soaked up days of sweat, and the moisture had interfered with the intended chemical reaction.


But the blaze had been enough to burn Abdulmutallab badly. Steigerwald, the Customs agent, had quickly decided to get him to the University of Michigan hospital, which has a top trauma and burn center and is located in Ann Arbor, a short drive west of the airport. Arena sent two experienced agents along with him to keep tabs on events and talk to the would-be bomber if it became possible. One of the accompanying agents, Timothy Waters, was a counterterrorism supervisor in the field office and ex-military; as a bureau agent, he had spent time overseas doing battlefield interrogations. The other, Theodore Peissig, was the head bomb expert for the field office. They joined Steigerwald to watch as Abdulmutallab was given high doses of the painkiller fentanyl so his burns could be debrided and dressed.15 The damage to Abdulmutallab’s genitals was grotesque.


Boss, there is nothing worse we could do to this guy—waterboarding, nothing, Waters told Arena.


Meanwhile, Arena and McJunkin discussed over the phone an issue that would erupt into intense and sustained political controversy: whether and when to read Abdulmutallab the Miranda warning. Arena and McJunkin agreed at that stage that the agents should not read the warning to him before asking questions.16 Cummings had emphasized the same thing to McJunkin in their early phone calls.


The warning comes from a 1966 Supreme Court case, Miranda v. Arizona. It arose during a time of growing concern that the police might be coercing poor and uneducated prisoners into incriminating themselves, contrary to their Fifth Amendment rights, or, worse, inducing false confessions. The liberal Warren Court ruled that for a suspect’s statements in police custody to be admissible as evidence, he must first have been informed that he had rights to remain silent and have a lawyer present. Contrary to popular belief, there was no requirement that police give the warning before asking questions, but if they did not, the suspect’s answers could not be used in court. And in a 1984 case called New York v. Quarles, the more conservative Burger Court had carved out an exception to Miranda. The Quarles rule allowed prosecutors to use as courtroom evidence any answers a just-arrested suspect gave to police in response to questions about immediate threats to public safety—in that case, where in a convenience store the suspect had hidden his gun—even if he had not yet been informed of his rights.17


By then, Abdulmutallab had been in custody for several hours, so there was a risk in questioning him without first reading him the warning. If he confessed, a defense lawyer would surely argue that the Quarles window had closed, and a judge might throw out the confession. Still, under the circumstances, it seemed likely that a judge would still deem his statements to fall within the public-safety exception. And even if the judge ruled them inadmissible, they had plenty of other evidence—eyewitnesses on the plane, the remnants of the bomb, including residue on the suspect and on the seats and passengers around him, and his burned lap. The priority was to find out who sent him and, especially, whether other bombings were imminent.


“We had to assume he wasn’t the only attacker in the air,” McJunkin said. “We had to assume there were other planes still flying with bad guys on them, and the chances were good if they were all trained and equipped and instructed by the same group—we didn’t know who they were yet—there would be knowledge in his head about who they were and where they were. We clearly had a Quarles exception, and we decided to go ahead and do the initial interview without Miranda.”


The FBI thought it was aggressively pushing the envelope by withholding the Miranda warning. But soon the Obama administration would find itself accused of not going far enough.


7. Unconnected Dots


Meanwhile, in Washington, national security officials were frantically trying to understand what was happening. The nerve center of the effort was Liberty Crossing, where Leiter was soon joined by McJunkin. The staff members there struggled to set up a secure video teleconference in the main conference room at the National Counterterrorism Center, which had a dozen television screens. But the technology was glitchy, and for ninety minutes they were unable to get everyone on the same video conference call. Moreover, most of the other agencies—including the White House, Central Intelligence Agency, Department of Defense, Department of Homeland Security, Transportation Security Agency, and National Security Agency—were represented at first only by the low-level officials who happened to be on duty on a holiday morning.


Soon more senior officials, including John Brennan, Obama’s top counterterrorism adviser at the White House, replaced them. A career intelligence professional who projected confidence, Brennan, then fifty-five, had grown up in New Jersey and joined the CIA out of college. Earlier in his quarter-century career, he served as station chief in Riyadh, where he developed close personal ties to the Saudi intelligence agency. Rising quickly, he returned to Washington and became a daily briefer to President Clinton. During the first term of the Bush-Cheney administration, he had been chief of staff to CIA director George Tenet, then served as the first director of the newly created National Counterterrorism Center. Brennan left the government in 2005 and ended up becoming a top adviser on counterterrorism issues with Obama’s presidential campaign. Once elected, Obama wanted to make Brennan his CIA director, but liberals saw Brennan as tainted by his association with the agency during the period in which it had established secret prisons and tortured al-Qaeda suspects. In a sign of the influence that rights groups had at the start of Obama’s presidency, he bowed to that furor and instead made Brennan his top counterterrorism adviser in the White House, a position that did not require Senate confirmation. (In 2013, after winning a second term, Obama installed Brennan at the helm of the CIA after all.)


That Christmas Day, after getting to the White House, Brennan took control of what became a daylong, continuous secure teleconference. Information trickled in. As it became clear that there had been a bomb, analysts pulled the flight manifest and began running variant spellings of Umar Farouk Abdulmutallab through their databases, trying to dig up whatever they could—who he was, where he came from. After they learned that he had been a student in England for several years, they got Scotland Yard on the phone.


Soon, a more troubling cascade of information began. In the preceding weeks, intelligence agencies had picked up rising “chatter,” meaning vague indications that lacked explicit details, that some kind of terrorist attack was coming from the Yemen branch of al-Qaeda, dubbed al-Qaeda in the Arabian Peninsula (AQAP). But analysts had assumed it would be an operation in the Middle East.* Now, the CIA reported that its files showed that on November 18, Abdulmutallab’s father had walked into the American embassy in Nigeria and told the CIA station chief that he was concerned about his son, who had become an increasingly radical Muslim and was now in Yemen.18 At that time, a CIA official had entered Abdulmutallab’s name in a large database used to track basic tips about terrorists, but no one had nominated him for the terrorist watch lists. That step might have subjected him to extra physical scrutiny when passing through security at the airport in Amsterdam or even prevented him from boarding a flight to the United States. Because of a misspelling of Abdulmutallab’s name, the State Department did not realize he had an active multi-entry visa to travel to the United States—Abdulmutallab had visited Texas in 2008—and so his visa had not been revoked. The CIA had also written a biographical report on Abdulmutallab after hearing his father’s account, but it did not distribute the report to the wider intelligence community. And by day’s end, the NSA reported to the teleconference that it had found in its raw databases of intercepted communications discussions among members of AQAP about a Nigerian.*


8. Read Him Miranda


For Obama’s critics, the most important thing about the episode was not why the government had failed to detect the plot and to prevent Abdulmutallab from boarding the plane in the first place, but the decision to deliver the Miranda warning to the captive suicide bomber that Christmas night. This became a key political flashpoint, establishing a pattern for recurring partisan battles over the handling of newly captured terrorism suspects. But the full story of how that happened—who made the decision, why, and how it played out—has never been reported until now.


Back in Michigan, the primary nurse treating Abdulmutallab, Julia Longenecker, told the FBI agents that he seemed to be tolerating the painkillers and appeared lucid and oriented. The FBI agents went into the room to talk with him. Abdulmutallab told them he had gone to Yemen hoping to join in jihad and had met a man named Abu Tarek. After spending days in a house talking about Islam, he went on, they agreed Abdulmutallab would carry out an attack. Tarek also supposedly gave him the underwear bomb and told him how to use it. Abdulmutallab also reported his travel patterns and said he had been sent alone and was not aware of any other attackers. They spoke for about fifty minutes, and then the doctors took Abdulmutallab in for surgery.


So many officials from Washington were dialing Arena’s cell phone seeking updates that he could not place outgoing calls, and he eventually traded phones with one of his aides so he could talk. He told McJunkin what the agents told him Abdulmutallab had said. The agents believed the prisoner was lying about some events but telling the truth about other things. Officials were starting to see that the other inbound planes were not having problems, which dovetailed with Abdulmutallab’s claim to be the sole attacker. Both of the disturbances on the inbound planes from Amsterdam had turned out to be just rowdy behavior by drunken passengers, and the bomb-sniffing dog that had found something in the luggage taken off Flight 253 had apparently been reacting to strong-smelling spices that a man from India had packed in his luggage. But when CIA analysts started checking files regarding the other things Abdulmutallab had said, they came up empty. There was no intelligence about any terrorist-linked figure in Yemen who used the name Abu Tarek.


“We ran it by the CIA analysts—all the lights are on, everyone is fully engaged—and everybody is basically shaking their heads, ‘This doesn’t make any sense,’” McJunkin said. “That was the sum total of his non-Miranda interview.”


As Abdulmutallab underwent emergency surgery on his severely burned groin, the FBI had to decide how it would approach its next interview with him. The question was when the immediate threat to public safety had passed and, with it, the window in which law enforcement investigators could question a suspect without informing him of his Miranda rights and presenting him to a magistrate judge. It has never been reported who gave the order. It became routine for Holder’s critics to say that he did it, or at least that it was an ideological decision by the Obama administration. That is false. McJunkin, a career FBI official, made the decision, he and other officials told me.


It wasn’t an easy choice. Arena said he recalled arguing to FBI headquarters that the agents would be justified in squeezing in another round of pre-Miranda questioning after Abdulmutallab woke up from surgery. Still, as the hours passed, it became clear that Abdulmutallab hadn’t been lying about being the only would-be attacker that day. The Department of Homeland Security had identified every aircraft that took off around the same time as the Detroit-bound flight from Amsterdam, and all landed safely. The exception to the Miranda rule applied only to questions about immediate threats to public safety, and those threats appeared to have passed.


McJunkin said that he spoke to Cummings about the issue without resolution, but that he had the most extensive discussions with Sharon Lever, a career prosecutor in the Justice Department’s National Security Division who had worked on many terrorism cases. Lever was with him that day at Liberty Crossing and was keeping the head of the division, David Kris, in Boston at the time, up to speed.


Officials familiar with their deliberations said that Lever and McJunkin discussed several concerns. At that point, they did not yet know for sure what it was that had caught fire in Abdulmutallab’s underwear. He had said it was a bomb, but the lab would not be able to provide an analysis of the charred remnants corroborating that account until the next day. Moreover, it was not clear that the statements from the fifty-minute intelligence interview would be deemed admissible; the question of whether the public-safety exception could be stretched even that long was untested, with the added problem that the suspect had been on narcotic painkillers when he made most of those statements. It was possible that Abdulmutallab would name conspirators, which might be “a whole lot of people inside the United States,” McJunkin said. There was an outside risk that a judge might suppress such a statement and the information derived from it if he or she decided that the agents had delayed reading the suspect his rights for too long after the immediate public-safety concerns had dissolved. A judge might even throw out the entire case on grounds that the government had conducted itself outrageously. That latter concern, in hindsight, would look less realistic, but in the immediate high-pressure moment, it was among the things they talked about. Lever took the position that the bottom line was, he might give the FBI a useful statement, and why should they risk losing it?


The prospect of losing a key piece of evidence, McJunkin said much later, “was an outside shot, but as we were making the decision, we’ve got a terrorist who flew in a fully loaded commercial aircraft and tried to blow it up over Detroit. It was a big deal, a big case. We don’t want to make a silly mistake and have the whole thing come crumbling down.”


McJunkin decided to give the order.


Read him Miranda, he told Arena.


The other government officials participating in the secure video conferences—including those from the White House, the Pentagon, and the CIA—were working to unravel the backstory of the plot and deal with the fallout. As part of that, the question turned regularly to what was next in Detroit. McJunkin told me he said to them that “we were going to proceed just like any other investigation,” which he said meant “we were going to read Miranda and see what we could get out of him.” No one objected. Nor did anyone suggest transferring Abdulmutallab into military custody instead, on the theory, later embraced by many Republicans, that Abdulmutallab would have become more willing to provide information if he were held at Guantánamo without a defense lawyer.


Still, there was some dissent within the FBI. Arena, who corroborated McJunkin’s account, recalled that he did not immediately agree with the instruction but eventually acquiesced.


“Basically it was Washington’s decision that we need to go back in and we need to Mirandize him,” Arena told me. “Personally, I argued against it at first. I told him we didn’t need it. ‘Well, the exigency is passed.’ That’s fine; I still don’t need this information to prosecute. But the decision was made: ‘Go back in there and use a clean team.’”


A “clean team” is a new set of interrogators who have not participated in the first round of questioning and don’t know the details of what the defendant said earlier. The use of a clean team is supposed to make it harder for a defense lawyer to argue that defects with the first interrogation tainted statements made during the follow-up interrogation. Arena picked a counterterrorism supervisor in his field office, John Schalt, and another counterterrorism agent to go in that evening around nine, when Abdulmutallab woke up from surgery. The plan, Arena said, was to make small talk—How ya doing?—establish a rapport, if possible, and then eventually and casually advise him of his rights so that it would not be disruptive to the flow of conversation. But as soon as the agents walked in, it was plain that Abdulmutallab’s window of cooperation, such as it was, had already closed.


“He was rocking in the bed, he was praying, and he looked at them with a stone-cold look and said something to the effect that ‘I’m going to kill you,’” Arena said his agents had reported. “They knew right there—one of the agents told me, ‘Boss, he got his jihad back on.’ There was no way in hell he was going to talk to us. I think what happened was, obviously the adrenaline wore off, he realized ‘I screwed up, I’m not with the seventy-two virgins, I’m in a burn center with the FBI, I’m screwed.’ So he reverts back to ‘You’re the enemy. I’m not going to tell you anything.’”


The agents attempted to chat with Abdulmutallab anyway, but it was going nowhere. They then read him the Miranda warning and had a magistrate judge brought in for an initial presentment hearing. Nine hours had passed since his arrest.19 It would be weeks before he started talking again.


9. The Accusation


On Christmas Day, in the first twelve hours after Abdulmutallab’s attack, the government and the media focused their attention on immediate operational concerns. The first phones to ring were those of national security professionals, each a part of the permanent government that exists largely out of the sight of ordinary voters and persists through changes in administrations. Over the next weeks, however, a political furor would envelop the failed attack. For Obama and his politically appointed national security team, the entire episode became the functional equivalent of the 9/11 terrorist attacks, which had transformed the Bush-Cheney administration. The result of the stomach-churning near miss of a mass murder over American soil and its political fallout would have profound implications for Obama’s legal policy, hardening his administration’s approach to counterterrorism. The ambiguous, ambivalent balance of the first year tilted; Obama’s policy choices that departed from Bush-era programs dwindled, and those that continued—or even expanded—Bush-era programs rose, from a fierce campaign of drone strikes whose targets would include an American citizen to the perpetuation of a sprawling and voracious surveillance apparatus.


Surveying Obama-era counterterrorism policies, a range of people across the ideological spectrum would voice, with escalating intensity, what became a defining accusation not just of the moment, but of the entire presidency: Obama was acting like Bush.
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Acting Like Bush


1. Post-9/11 Presidential Power


As the government has grappled with one terrorist crisis after another since 9/11, tremendous power and pressure have descended on the executive-branch lawyers charged with handling national security issues. Remarkably few of these attorneys, in either the Obama administration or the Bush-Cheney administration before it, came up professionally as trained specialists in national security law. Law schools barely taught that subject before 9/11, and its substance has evolved rapidly since then. Classes on the topic are now more widely available—but often, the professors teaching those classes turn out to have learned about it on the job as Bush or Obama administration officials.


For example, Andrew Weissmann, who taught one such class at the New York University School of Law, was the FBI’s general counsel from 2011 to 2013, a position that left him well versed in national security issues. But that was a twist in his career; he had previously been a white-collar-criminal prosecutor on the task force that went after Enron. Weissmann told me that as a field, national security law lacks the deep history of other areas of the law, subjects that eminent professors at law schools spend their lives studying, exploring every nuance and permutation. Indeed, before 9/11, he said, just one of the FBI’s thirty units of lawyers was devoted to national security issues—about ten to twelve people. Within a year after 9/11, that number had ballooned to about a hundred and ten people; similar expansions happened at “Main Justice,” the department’s headquarters across Pennsylvania Avenue from the FBI building, and elsewhere.


“People were just being grabbed—‘You’re now a national security lawyer,’” Weissmann said. “People were learning on the fly, on the job. It was all very new.”


Adding to the sense of flux, domestic and international law had largely been written with the problems of the nineteenth and twentieth centuries in mind, and the twenty-first century presented unforeseen circumstances. The laws of war were designed for traditional contests between well-organized nation-state armies clashing on literal battlefields, or for civil wars within a single country. Now they are being applied to an armed conflict against a transnational, loose-knit network of zealots who move from country to country, and which lacks a leader who can sign a peace treaty and make everyone on his side stop fighting. Surveillance laws and Supreme Court precedents interpreting Fourth Amendment privacy rights were written for an era of analog data and networks that kept most domestic communications on domestic soil and most foreign communications abroad. Now they are being applied to the Internet era, where fiber-optic data roams freely across lines of national sovereignty and jurisdictional control, domestic and foreign communications are commingled everywhere, and digital technology has made dragnet collection, storage, and analysis feasible on a massive scale. Interpreting and applying national security law to such turbulent and rapidly changing conditions has created an unending series of novel dilemmas. Often, even identifying what the legal rule is is subject to a range of viewpoints, and there is little prospect that a court will ever definitively resolve the question because it is very difficult for anyone to establish the legal standing to file a lawsuit about it.


The most fraught issues that have consumed American national security and foreign affairs since 9/11—Guantánamo, torture, drone strikes and other targeted killings, surveillance, secrecy, executive power, and the balance between collective security and individual rights—all have a profound legal-policy dimension. Together, they raise the question of what it means to obey the rule of law in a twenty-first-century conflict. National security legal policy occupies an indistinct space between what should be done and what can be done. Interagency legal debates, often playing out behind closed doors, set the parameters for what policymakers may choose to do, at least in theory. But in practice, if the lawyers say it is permissible to take some disputed action that might, even marginally, reduce the risk of a terrorist attack, policymakers find it very difficult not to take that action. Moreover, if the lawyers say something is legal, government officials who act on that advice are safe from prosecution—even if the legal theories are later discredited and withdrawn. The flip side of this power is that if the lawyers say a particular disputed action is illegal, a government official takes extreme bureaucratic, political, and legal risks if he ignores them and does that thing anyway. As a result, the legal debate sometimes substitutes for the policy debate, and by the time voters find out what the government is doing in their names—if they ever find out, that is—the course has long since been charted.


Executive-branch lawyering thus carries momentous consequences for the safety of the country, for human rights around the world, and for America’s continuing experiment in self-government. But in this twenty-first-century conflict against terrorism, especially, legal theory is malleable. Where the law is ambiguous, government lawyers make policy in another way: they decide which interpretations of the law are reasonably available and which are not. They can be caught between wanting to maximize flexibility for their president and wanting to make their advice conform to a principled worldview, especially when that advice is secret and so not subject to the check of public scrutiny. In matters of national security, the line that separates policy and politics from law has grown blurry. In the years after 9/11, Senator Obama and a cadre of Democratic lawyers who later became his administration’s legal team were withering in their criticism of the Bush-Cheney legal team. The Democrats portrayed the Republican executive-branch lawyers as having illegitimately signed off on extreme and implausible legal pronouncements in order to facilitate unwise and illegal actions like torturing terrorism suspects and wiretapping without warrants. After Obama’s rise to power in 2009, it became his administration’s turn to confront questions about legal constraints and terrorism risks—and undergo scrutiny for how they decided to answer.


2. Cheney’s Push to Expand Executive Power


The importance of national security legal policy for a post-9/11 American government came into urgent focus in June 2004, about two months before a young Illinois state senator named Barack Obama attracted national attention with a keynote speech before the Democratic National Convention. It was then, amid controversy over photographs of torture at the Abu Ghraib prison in Iraq, that secret Justice Department memos interpreting anti-torture laws extremely narrowly were leaked. The memos set off a political debate that would have been unthinkable in America a few years earlier, but mass murder on the scale of 9/11 had been unthinkable a few years earlier too. The following year, Senator John McCain, the Arizona Republican and former prisoner of war in Vietnam, proposed legislation to make clear that torture was illegal. Vice President Dick Cheney lobbied Congress not to pass it, or, if they did, to include an exception for the Central Intelligence Agency. President George W. Bush threatened to veto any bill containing McCain’s proposal, even though Bush had not vetoed anything in his first five years as president. But in December 2005, Congress approved McCain’s proposal so overwhelmingly that it had the votes to override any veto easily. Bush invited McCain and the press into the White House to acknowledge that McCain had won the debate and that Bush would accept this limitation, and it looked like the story was over.


Except it wasn’t over. The night Bush signed the bill—the Friday before New Year’s Eve, when few were still in town and paying attention—he appended a signing statement to it. A signing statement is an official document, published by the Office of the Federal Register, in which a president declares how he will interpret a new law and instructs his subordinates in the executive branch to interpret the statute in the same way. This signing statement told government interrogators to interpret the torture-ban provision in a manner consistent with the president’s powers as commander in chief and as head of the “unitary executive” branch.


The next week, I called the White House to ask what this meant. Did it mean the president could lawfully override the torture ban and authorize interrogators to use techniques that would otherwise violate the new statute? A press aide put me on the phone with a White House lawyer, who spoke to me on the condition that I would not print his name. The lawyer said the answer to my question was yes. The Bush-Cheney administration thought the statute was binding in general, but if some particular instance arose in which the president decided that it conflicted with what was necessary for national security, he could lawfully override it.1


If that view of the president’s constitutional powers was true, then that whole yearlong debate with McCain had been irrelevant. It didn’t matter what Congress said the rules should be, because in the end, the president got to write his own rules. I wrote the only mainstream media article about that signing statement. Two months later, I was the only reporter to pay attention to a similar reservation Bush put on a bill to reauthorize the USA Patriot Act, the surveillance law. This statement claimed a right to bypass new oversight provisions Bush had agreed to accept as a deal to end a Senate filibuster and get the bill passed. The two stories got a big response, and my bureau chief and editor, Peter Canellos, suggested that I take some time off from regular reporting to figure out what was going on with Bush’s signing statements more broadly.


By then, though we reporters had been paying no attention to them, Bush had issued signing statements for more than one hundred bills, cumulatively challenging more than seven hundred and fifty provisions of new statutes he had signed into law—more than all previous presidents combined had done. It wasn’t clear how many of the statements were merely threats and how many were actually carried out, especially in national security matters, where what the government does is secret. But, deciphered, the statements were a road map to the implications of the expansive constitutional theories of executive power underlying them—theories that were also being employed in other, secret memoranda.


And there were reasons to believe that Bush was willing to act on his theories. These included the emerging revelations that his administration had authorized a torture program at the Central Intelligence Agency and a warrantless-wiretapping program at the National Security Agency. Both were based on the philosophy that the actions of the commander in chief could not be constrained by statutes and treaties.


As I dug deeper, it became clear to me that the signing-statements story, as interesting as it was, was just the proverbial tip of the iceberg—merely the most visible of many related developments all in play simultaneously. Each was pushing in the direction of limiting the power of Congress and the courts, increasing government secrecy, and otherwise concentrating more unchecked power in the upper levels of the executive branch. By talking to current and former Bush-Cheney administration officials, I learned that the push to establish a presidency that was beyond the reach of limits imposed by Congress was coming primarily from Cheney. I went hunting for the roots of this agenda in Ann Arbor, Michigan, the home of the Gerald R. Ford Presidential Library, where the National Archives houses box after box labeled Richard Cheney Files. They revealed a pattern in Cheney’s history that had gone unremarked upon during the presidential campaign, when the media portrayed him as a calming and moderating voice of experience and wisdom. He had long been a consistent advocate of expansive presidential powers. This inclination traced back to the Ford administration, when Cheney had been White House chief of staff after the Watergate scandal and the Vietnam War and during the Church Committee investigation into intelligence abuses.


It was from that vantage point in the 1970s that Cheney witnessed a key moment for executive power: the effort by Congress to reassert control over an executive branch that in the first three decades of the Cold War had grown into what the historian Arthur Schlesinger Jr. dubbed an “imperial presidency.”2 Following World War II, the United States military had not demobilized as it had after previous conflicts. Instead, large standing armies remained deployed in bases around the world. This meant presidents could order them into major combat operations without needing to ask Congress to raise them. Spy agencies created for the short-term exigency of defeating the Axis powers took root and evolved into permanent new clandestine intelligence forces—the CIA and the NSA—that gave presidents secret means by which to carry out covert acts of warfare and surveillance. At the same time, the consolidation of the New Deal’s administrative state expanded the executive branch’s regulatory reach over domestic life.


All this, mixed with the constant threat of nuclear war with the Soviet Union, fueled a tremendous expansion in the powers of the executive branch and a diminishment of the roles of Congress and the judiciary. The presidency had seized escalating powers, from Truman’s unilateral decision in 1950 to take the country into the Korean War without congressional authorization to pervasive domestic spying on political opponents under presidents of both parties. Executive power had slipped loose from the constraints the Framers of the Constitution had intended when they established a democracy to replace the British monarchy, Schlesinger argued.


In the mid-1970s, Congress awoke. From the late Nixon administration through the Carter administration, lawmakers tried to restore checks and balances on the executive branch. They enacted—sometimes by overriding presidential vetoes—a series of laws intended to regulate the exercise of presidential power. From the vantage point of the Nixon and Ford administrations, this did not look like a necessary constitutional correction. The Nixon and Ford teams believed that strong presidential powers were natural and appropriate given the complexities and dangers of the modern world and that the post-Vietnam and post-Watergate reforms, by encroaching on the rightful and necessary powers of the commander in chief, threatened to weaken the United States as a whole.


Cheney emerged from the Ford administration with a lifelong mission. He wanted to refight the battles of the 1970s, reducing the power of Congress and the courts and restoring the power of the presidency to the levels it had enjoyed during his career’s formative years. As a member of Congress from Wyoming, he became the Reagan administration’s chief defender during the Iran-contra scandal, pushing the view that the law the administration had violated by funneling aid to anti-Marxist rebels in Nicaragua was an unconstitutional constraint on the president’s power to conduct foreign affairs. As secretary of defense in the Bush-Quayle administration, he urged President George H. W. Bush not to seek congressional authorization for the Gulf War, contending that he, as commander in chief, had the constitutional power to attack Saddam Hussein’s forces in Iraq and Kuwait on his own.


The first President Bush rejected Cheney’s counsel and went to Congress for authorization anyway. But Cheney would have far more influence over Bush’s son, President George W. Bush, who had been governor of Texas but lacked his father’s deep experience in foreign policy and national governance. Especially in the younger Bush’s first term, Cheney’s life experiences and policy agenda guided their administration on matters important to him.


One of Bush’s associate White House lawyers, Bradford Berenson, later told me that on January 21, 2001, the day after Bush’s inauguration, the new White House counsel, Alberto Gonzales, talked about a goal to expand presidential power. Long before 9/11, Gonzales had laid out a mandate for the new administration’s legal team: to seek out opportunities to protect and expand presidential power with a goal of leaving the office stronger than it had been when they arrived. It is important to emphasize that this aspect of their agenda was not partisan; their ambition was a permanent expansion of executive authority, especially in matters of national security, not just for themselves but for all future presidents, including Democrats.


In January 2002, Cheney took ownership of this agenda in an interview on ABC’s This Week.3 He acknowledged that he had long sought to reverse the “unwise compromises” after Watergate that served to “weaken the presidency.” He complained that in the thirty-four years since he had come to Washington, he had “repeatedly seen an erosion of the powers and the ability of the president of the United States to do his job.” And he disclosed that he had counseled Bush to join in his effort to shift the balance of executive power, invoking the same metaphor that Gonzales had used at the first meeting of the Bush-Cheney administration’s legal team:


“One of the things I feel an obligation on—and I know the president does too, because we talked about it—is to pass on our offices, in better shape than we found them, to our successors,” Cheney said.


3. The Bush-Cheney Legal Team


An armed conflict against a shadowy, transnational network of terrorists raised many novel legal problems about issues like detention, interrogation, and surveillance. After 9/11, the Bush legal team considered options for solving each of those problems, and Cheney often pushed the administration to select those options that relied on aggressive theories that a president, as commander in chief, has the power to lawfully override statutes and treaties.


Cheney said little in meetings with other officials, reserving his advice for private one-on-ones with the president. When the legal team deliberated, Cheney acted through his top lawyer, David Addington. A smart, sarcastic former CIA official who became a lawyer amid the post–Church Committee reforms, Addington had linked up with Cheney as a Republican staffer during the congressional investigation into the Iran-contra affair. Now, with Cheney’s clout behind him and a forceful personality of his own, Addington wielded enormous influence in the Bush interagency legal-policy deliberations. Jack Goldsmith, a Justice Department lawyer who clashed with him, wrote in his memoir that when a proposed policy conflicted with federal statutes, other officials suggested going to Congress and seeking legislation to adjust the law, but Addington viewed such a step as a betrayal. “Why are you trying to give away the president’s power?” he demanded.4


This bureaucratic pressure was aided by an ally in the Justice Department’s Office of Legal Counsel. That office, which was once obscure, exercises extraordinary power. By statute, the attorney general is the top legal officer of the United States and can issue opinions that are binding on the rest of the executive branch. In the mid-twentieth century, as the government grew larger and more complicated, the attorney general delegated that power to what became the Office of Legal Counsel. (The attorney general or the president can still override its legal conclusions.) By the final three decades of the twentieth century, it had grown into a node of particular influence inside the executive branch.


Before 9/11, the Bush-Cheney team had installed a University of California, Berkeley, law professor named John Yoo in the Office of Legal Counsel to handle the then-sleepy portfolio of national security matters. As an academic, Yoo had made a name for himself by advancing idiosyncratic theories of presidential power, such as the thesis that the Framers had wanted the president to be far more like a king in terms of war powers than most legal scholars believed. Because Yoo was a key Justice Department official after 9/11, his theories had real-world consequences. Citing his own scholarly articles as authority, Yoo penned one secret memorandum after another claiming that the president, as commander in chief, had the constitutional authority to lawfully take actions that were seemingly prohibited by federal statutes and treaties.


In an administration filled with officials who were determined to prevent another 9/11-scale attack—or, failing that, to at least avoid being blamed afterward for not having done all they could—the repeated assertion of this philosophy in Justice Department memos kept the brakes off. General Michael V. Hayden, who led the NSA on 9/11 and later took over the CIA, was fond of saying that in carrying out intelligence activities, “I had a duty to play aggressively—right up to the line. Playing back from the line protected me, but didn’t protect America. I made it clear I would always play in fair territory, but that there would be chalk dust on my cleats. Against a merciless enemy, we fight hard. I don’t apologize for that. But we fight within our laws.”5 The catch was that the Bush legal team’s secret memos defined what those legal limits were—and weren’t. And Cheney, seeing the long view, pushed to establish principles of executive power even when that tactic meant paying a political price in the short term. For example, he fought to avoid making public his energy-policy task force’s papers, which looked terrible as a matter of politics, but resulted in a Supreme Court victory giving the executive branch greater secrecy powers.


This is the strategy that unites and explains the Bush-Cheney administration’s actions, especially in its crucial first term. It was in the business of creating executive-power precedents.


For example, it wiretapped without warrants—not by asking Congress to amend the Foreign Intelligence Surveillance Act to permit such eavesdropping, but by relying on secret memos asserting that FISA could not bind a president’s hands in wartime. It pulled the nation out of the Anti-Ballistic Missile Treaty and set aside the Geneva Conventions when handling prisoners captured in the Afghanistan war—not by asking Congress, whose Senate had ratified those treaties, to terminate or override them in light of new circumstances, but by asserting that a president could nullify, disregard, or reinterpret treaties on his own. It established military commissions for prosecuting terrorism suspects outside of the regular civilian court system—not by asking lawmakers to enact a statute authorizing an alternative war court system, but by asserting that a commander in chief could create tribunals at his own discretion.


By taking actions that relied on the greatest possible assertions of unilateral presidential power to bypass statutory and treaty constraints, the administration converted their assertions into historical fact. It was circular logic: a president had done certain things based on these theories, and since he had done them, those theories must be true. There were occasional setbacks, most notably when the Supreme Court ruled in 2006 that Bush needed Congress to change federal law to establish military commissions. But for all the controversy some of those moves engendered at the time, Cheney’s project largely succeeded. Most of those precedents were never definitively rebuked, and so they are now part of American history. They are forever available to cite as authority by any future president who feels the need, in emergencies real or claimed, to act unilaterally, to keep things secret, or to defy a statutory or treaty constraint.


4. Two Critiques of Bush: Civil Liberties and the Rule of Law


As the Bush-Cheney administration pressed its agenda of expanding executive power, the people who would one day be members of the Obama administration’s legal team were critiquing them from the sidelines. The record of their responses to the Bush moves helps explain a recurring disconnect in the debate over whether the Obama administration acted like Bush once in power. Obama’s continuity with the outlines of many of the policies he inherited from the second Bush term—indefinite detention of Guantánamo detainees, military commissions, drone strikes, warrantless surveillance—surprised many observers on both the left and the right. Yet the Obama team protested that their actions were consistent with what they had always thought and said, vehemently rejecting accusations that they were hypocritically behaving like the previous administration they had criticized.


To compare Bush’s and Obama’s actions, it’s necessary to separate out two very different strands of criticism of the Bush-Cheney administration’s policies and practices that arose while Bush was still in power. The first was a civil liberties critique: the problem was the counterterrorism policies themselves, because the government should not have the power to take certain actions, like torturing prisoners, prosecuting people before military courts with fewer protections than regular courts provide, and wiretapping an American’s phone calls without a judicial order. The second was a rule-of-law critique: the problem was not the policy but the legal process supporting it, because the president should not have the power to disregard statutes, such as those barring torture or requiring a court order to wiretap an American’s phone calls. These two strands of criticism were interwoven for the first and middle part of the Bush-Cheney administration and could often be found merged in variations of a recurring indictment: Bush was violating civil liberties and the rule of law.


But a pattern emerges when one looks back at how the future Obama legal team responded to Bush’s legal-policy controversies at the time. Like many Democrats, they objected to much of what Bush did. But with only a few exceptions, like torture, they were far more likely to criticize Bush for violating the rule of law than for violating civil liberties. To most of them, acting like Bush, at least in the national security sphere, meant the president, as commander in chief, behaving as if he were essentially above the law. They tended to say less about any parallel problems from an individual rights and privacy perspective, leaving others to make that point at various events during the Bush era.


There is an important difference between the two critiques: Congress can cure or greatly diminish any rule-of-law problems with controversial practices like warrantless wiretapping or military commissions by enacting legislation to authorize them. But the only way to cure civil liberties problems with those policies is for the government to stop engaging in them.


A particularly illuminating example of a Bush-era uproar fueled by both civil liberties and rule-of-law concerns began late in 2005 when the New York Times revealed that Bush had authorized the NSA to wiretap on American soil without the court orders seemingly required by the Foreign Intelligence Surveillance Act.6 For many of Bush’s critics, the civil liberties and rule-of-law problems with that program stood side by side. But nearly all the concerns voiced by those Democrats who later joined the Obama legal team focused on Bush’s alleged lawbreaking—not on the parallel claim that the program violated privacy rights.


One man who criticized the NSA program was David Kris, who would later be Obama’s first appointee to lead the Justice Department’s National Security Division. A former prosecutor, Kris had worked as a national security official in the Justice Department in the early years of the Bush-Cheney administration, before leaving government in 2003. Three years later, the Times disclosed the warrantless surveillance program, and Bush defenders argued that wiretapping without warrants in wartime had ample historical precedent. Kris thought that argument missed the point entirely. In an e-mail to a top aide to Gonzales that later became public, Kris made a polite but devastating observation: all the historical examples they were citing came from before 1978, when Congress enacted the warrant law for national-security wiretaps.7 Soon after, Kris testified before the Senate Judiciary Committee that it was “essentially impossible” to interpret the law as the Justice Department was doing.8 But Kris did not say, as so many others in that era claimed, that warrantless surveillance violated individual rights; instead, he offered lawmakers suggestions about legislation to modify the statute and legalize the program.


Kris was not alone among future Obama officials in critiquing Bush’s surveillance program primarily from a rule-of-law vantage point. In February 2006, the American Civil Liberties Union sponsored a town-hall event about the surveillance revelations called “Freedom at Risk: Spying, Secrecy, and Presidential Power.” One of the panelists was Anthony Romero, the ACLU’s executive director. He raised concerns about executive lawbreaking, but he also warned darkly that the government might wiretap political dissidents, saying, “It does send chills up one’s spine.” But another panelist was Mary DeRosa, who became Obama’s top lawyer for the White House’s National Security Council. When it was her turn to speak, DeRosa quietly offered a very different critique. She said she actually agreed “with many of the arguments that the [Bush] administration makes to support the program. I think terrorism is a grave threat; it is a different kind of intelligence challenge than what we’ve faced in the past. It requires some types of new technology and information, and more domestic intelligence than previously.” What she disagreed with, she stressed, was that Bush had done it unilaterally rather than by working with the other branches. “I might be okay [with] the type of surveillance they’re conducting, but it needs to have oversight, particularly with the new kinds of intelligence challenges. It needs checks, oversight, and transparency to the degree possible by Congress and the public.”9


Meanwhile, the revelations had prompted a flood of litigation against the NSA and the telecommunications companies that had secretly provided the agency with access to their customers’ private information without warrants. A federal district court judge ruled that the program was illegal in a lawsuit brought by the American Civil Liberties Union. When the government asked an appeals court to overturn that ruling, a lawyer named Donald Verrilli wrote a friend-of-the-court brief denouncing Bush’s theory that the program was legal as “flouting the statutory directives of Congress as well as the Fourth Amendment.” The program was dangerous to individual liberties, he said, but for a particular reason: it bypassed congressional regulation and court oversight.10 Verrilli would later join the Obama administration as a top national security aide in the deputy attorney general’s office, rising to deputy White House counsel and then solicitor general. In the meantime, Congress enacted a law authorizing the warrantless surveillance program and bringing its general administration under the oversight of an intelligence court. In 2012, a new legal challenge to it, also brought by the American Civil Liberties Union, reached the Supreme Court, and Verrilli defended the program with equal gusto, stressing that there were no rule-of-law problems with it anymore.11


5. “No More Ignoring the Law When It Is Inconvenient”


No lawyer was more important to Obama’s legal team than Obama himself, a commander in chief who had once taught constitutional law at the University of Chicago. Obama’s famous 2004 Democratic National Convention speech included a line supporting civil libertarians who worried that a provision of the USA Patriot Act that permitted the FBI to get business records could be used to root through library circulation lists.* “We worship an awesome God in the blue states, and we don’t like federal agents poking around in our libraries in the red states,” he said. As a United States senator two years later, in May 2006, Obama voted against confirming Bush’s nominee for CIA director, Hayden, because in his previous role as NSA director, Hayden had put in place the warrantless-wiretapping program. Obama explained his vote as stemming from a desire “to send a signal to this administration that even in these circumstances, even in these trying times, President Bush is not above the law. No President is above the law.” Obama’s remarks flicked at concerns about civil liberties, but he criticized the president primarily for failing “to reach out to Congress to tailor FISA to fit the program” that had been put in place.


“There is no one in Congress who does not want President Bush to have every tool at his disposal to prevent terrorist attacks—including the use of a surveillance program,” Obama said, adding, “We do not expect the President to give the American people every detail about a classified surveillance program, but we do expect him to place such a program within the rule of law and to allow members of the other two coequal branches of government—Congress and the judiciary—to have the ability to monitor and oversee such a program.”12


When he ran for president, Obama often subtly channeled questions about civil liberties into attacks on Bush for violating the rule of law. At one campaign event, for example, a voter asked Obama about the Patriot Act. His response focused the crowd’s attention not on the counterterrorism powers Congress had approved but on the ones Bush had put in place unilaterally. “Most of the problems we have had in civil liberties were not done through the Patriot Act. They were done through executive order by George W. Bush,” Obama said. “I taught constitutional law for ten years. I take the Constitution very seriously. The biggest problems that we’re facing right now have to do with George Bush trying to bring more and more power into the executive branch and not go through Congress at all. And that’s what I intend to reverse when I’m president of the United States of America.”13


Obama’s focus on the rule of law—his siding with the faction that believed that acting like Bush meant a president overriding statutory constraints—dovetailed with the views of his closest campaign advisers. In the summer of 2007, Obama delivered a major speech laying out his national security philosophy at the Woodrow Wilson International Center. He declared that when he became president, he would “reject torture without exception,” and, in a rapid-fire sequence, he promised to “close Guantánamo, reject the Military Commissions Act, and adhere to the Geneva Conventions.”14


Obama’s line rejecting the Military Commissions Act sounded dashed off. But it was the product of intense internal deliberations among his campaign legal-policy advisers that amounted to foreshadowing. During the preparations for the Wilson speech, I was later told by participants, some of Obama’s advisers had wanted him to simply “reject military commissions”—period. But then Jeh Johnson intervened.


Tall, polished, and imperturbable, Johnson was a trial attorney who had been general counsel to the air force in the Clinton administration but signed on early to help Obama raise campaign funds. He would go on to be Pentagon general counsel in Obama’s first term and Homeland Security secretary in his second. Johnson had a proud family history: his grandfather was a prominent sociologist and president of Fisk University; his uncle was one of the Tuskegee airmen, the famous squad of African American pilots in World War II. Johnson himself attended Morehouse College and then Columbia Law School, became a federal prosecutor and then the first black partner at the law firm of Paul, Weiss; he also served as chairman of the New York City Bar Association committee that rated judicial nominees.


Johnson was interested in foreign and legal policy, and back in the presidential campaign he helped Senator Obama with both. As Obama and his team were preparing for his big 2007 national-security policy speech, Johnson told Denis McDonough—a key Obama senatorial aide who later became one of his top national security advisers and then White House chief of staff—that it would be a mistake for the presidential candidate to rule out tribunals without leaving himself any wiggle room. Johnson argued that Obama needed to maintain a degree of policy flexibility for when he became the commander in chief and confronted unforeseen sticky situations. He also pointed out that in 2006, after the Supreme Court had struck down Bush’s first version of tribunals and the Republican-led Congress passed the Military Commissions Act to reestablish them, Obama had voted for the Democrats’ alternative version of the bill. The Democrats’ version included more defendant protections but nonetheless still authorized military trials. Therefore, if Obama precluded tribunals in all forms, he’d be moving to the left of his own previous position and that of many Senate Democrats who had supported that bill, including Hillary Clinton, Carl Levin, who was now the Senate Armed Services Committee chairman, and even Ted Kennedy, the outspoken liberal.


Johnson’s arguments prevailed, and instead of rejecting military commissions in his Woodrow Wilson Center speech, Obama rejected only the Military Commissions Act of 2006. The difference was subtle, leaving the impression among casual listeners that he opposed any use of tribunals. In fact, he left the door open to using a different version of tribunals authorized by a different law.


To be sure, some of Obama’s rhetorical blasts at Bush touched on civil liberties concerns: “This administration acts like violating civil liberties is the way to enhance our security. It is not.”15 But when Obama detailed what he meant beyond his absolute rejection of torture, his specific complaints and promises were heavily tilted toward fixing the legal process. “That means no more illegal wiretapping of American citizens,” he said. “No more national security letters to spy on citizens who are not suspected of a crime. No more tracking citizens who do nothing more than protest a misguided war. No more ignoring the law when it is inconvenient. That is not who we are. And it is not what is necessary to defeat the terrorists. The FISA Court works. The separation of powers works. Our Constitution works.”


The parsing was careful too. It sounded like a wholesale rejection of Bush policy outcomes, but it was really just about making sure the legal foundation was solid. Lawful surveillance programs, meaning those authorized by Congress and subject to the FISA Court’s oversight, were fine.


All this culminates in the second helpful model for determining whether Obama acted like Bush. If one takeaway is that the Bush-Cheney legal team was consciously seeking to expand presidential power as an ideological end in itself, a key point to understand about the Obama legal team is that they were trying to fight al-Qaeda while adhering to what they saw as the rule of law. President Obama and most of his people appeared in practice to care somewhat more about civil liberties than President Bush and most of his team. But the Obama team was not, and never had been, the full-throated civil libertarians that Senator Obama had allowed and encouraged his supporters in the Democratic primary campaign to think—and his opponents to fear—they would be.


The crucial insight that arises from this model is that by the time Obama inherited the presidency, many controversial post-9/11 policies had a much stronger legal basis than when Bush first created them. Over the years, the courts had become more involved in overseeing the fates of detainees and surveillance practices, giving judicial blessing to formerly unilateral policies. The Bush-Cheney administration moderated its interrogation practices and accepted a Supreme Court ruling that the Geneva Conventions protected terrorism detainees. And Congress passed the Military Commissions Act, the FISA Amendments Act, and other laws that adjusted federal statutes to bring them into alignment with what Bush had been doing.


Senator Obama’s campaign rhetoric rarely reflected these evolving legal facts. The 2007–2008 Democratic primary campaign was in part a contest to see who could attack Bush the most vigorously, and Obama designed his message to make liberal voters cheer. Consistently, Obama framed his criticism of Bush in ways that led casual listeners to conclude that he opposed Bush’s programs altogether, when in fact a close reading shows that he was often attacking the way Bush had put them into place unilaterally back in his first term.


As a result, in January 2009, the new administration inherited a series of programs that many voters thought he viewed as inherently wrong and was promising to change. But most of the rule-of-law problems with them had actually already been fixed, even though civil liberties complaints about the post-9/11 security state remained fervent.


6. The Executive-Power Survey


What the next president did with the newly enhanced powers and precedents he or she inherited from Bush could be pivotal for the future of American-style democracy. But in 2007, as I watched the early primary season, I was frustrated to see that the campaign rhetoric about presidential power was often so vague that it could mean anything or nothing. And I was annoyed to see that the television journalists entrusted to moderate presidential debates weren’t asking the right questions—really, any questions—about the topic. After hearing me groan once too often, my wife, Luiza, suggested that I just ask the candidates the questions I wanted them to answer myself.


In the fall of 2007, at the Boston Globe, I developed a questionnaire on executive-power issues and submitted it to the top six presidential candidates of both parties. It asked pointed questions about what they believed the scope and limits of their constitutional powers would be, should voters entrust them with the presidency. The survey ranged over such issues as conducting warrantless surveillance and torturing prisoners in defiance of statutes, attacking another country without congressional authorization, using signing statements to claim a right to override new laws, holding American citizens without trial as enemy combatants, bypassing human rights treaty restrictions, and withholding information from Congress under a claim of executive privilege.


The Obama campaign was an early and enthusiastic participant, and Obama’s willingness to answer my questions pressured reluctant Democratic rivals—notably two frontrunners at the time, Senators Hillary Clinton and John Edwards—to do so as well. The other three Democratic candidates—Senators Joe Biden and Chris Dodd, and New Mexico governor Bill Richardson—needed little coaxing to provide answers.


On the Republican side, Representative Ron Paul and Senator McCain were also early and enthusiastic participants, and Governor Mitt Romney eventually joined in as well. Paul and McCain appeared to be interested in these issues on a personal level and answered many of my questions themselves in phone interviews, while Romney had a well-organized campaign with legal-policy advisers who were capable of drafting written answers for the governor to mull over, adjust, and endorse. The mere fact that the other major GOP candidates aspiring to the throne—former New York mayor Rudy Giuliani, former Arkansas governor Mike Huckabee, and former senator Fred Thompson—chose not to answer the questions seemed revealing in its own way.


Because he went on to win the White House, Obama’s Q&A would prove to be of enduring interest. As with the Wilson Center speech, the first draft of Obama’s answers to the survey was sketched out by Ben Rhodes, a policy adviser and speechwriter, with oversight and direction from Obama’s top campaign legal-policy advisers, Johnson and Greg Craig. Obama then reviewed, revised, and authorized the final answers, making them his own.


In many cases, the pattern held: Obama blasted Bush policies but primarily in terms of his acting outside an accepted legal framework. “The creation of military commissions, without congressional authorization, was unlawful (as the Supreme Court held) and a bad idea,” Obama said, adding that he would “only authorize surveillance for national security purposes consistent with FISA and other federal statutes.”16 Obama didn’t point out that by then Bush had, however reluctantly, later obtained congressional authorization for tribunals and for a warrantless-wiretapping program.


Obama also said he would obey anti-torture laws and limit American officials to using techniques approved in the army field manual on interrogation—a set of standard rules written to comply with the Geneva Conventions—and declared that the president had no power to hold American citizens as enemy combatants. Those answers comported with his later behavior in office. But some of Obama’s other answers clashed with his later actions as president, including his endorsement, in the survey, of robust limits on when a president could bomb another country without congressional authorization, withhold documents under executive privilege, and use signing statements to bypass the intent of Congress.


At the conclusion of the questionnaire, Obama said that it was important for all would-be presidents to lay out their understanding of the limits they were bound to obey before voters decided whom to entrust with those powers.


“These are essential questions that all the candidates should answer,” the senator said. “The American people need to know where we stand on these issues before they entrust us with this responsibility—particularly at a time when our laws, our traditions, and our Constitution have been repeatedly challenged by this Administration.”


7. Foreshadowing


As Bush’s second term progressed, he sought to place his surveillance programs on a firmer legal footing. The Bush-Cheney administration had persuaded Congress—now under Democratic control—to pass the Protect America Act in July 2007, thereby authorizing the warrantless surveillance program. But the bill was a temporary fix—it expired after six months—and no one was happy with it. The White House wanted a more permanent solution allowing the program to keep going, and it wanted Congress to include retroactive legal immunity to the telecommunications companies that had assisted the NSA, killing the lawsuits against them. Civil libertarians did not want the program to continue, and many liberals were opposed to retroactive immunity, arguing that it would remove any incentive for such companies to say no if the government again asked them to facilitate illegal spying.


All the Democrats in the primary seeking their party’s nomination, including Obama, voted against the Protect America Act, but the issue was not settled. That fall, as the Iowa caucuses neared, Congress began working on its replacement, which had a far less flamboyant name: the FISA Amendments Act. When it turned out that the bill would include a provision granting retroactive legal immunity to the telecoms, Dodd jumped in front of the Democratic pack and won praise from the “netroots”—tech-savvy liberal and libertarian bloggers and opinion leaders—by announcing that he would filibuster it. Liberal bloggers mounted a campaign to pressure the other Democratic contenders to do likewise, and the Obama campaign soon put out a statement matching Dodd’s promise: “To be clear: Barack will support a filibuster of any bill that includes retroactive immunity for telecommunications companies,” said Obama campaign spokesman Bill Burton in a statement.17 Civil libertarians cheered.


Obama went on to win the Iowa caucuses. But once Clinton rebounded to win the New Hampshire primary, the two settled in for a long duel. In late February 2008, Dodd dropped out of the race and endorsed Obama, who issued a lengthy statement praising Dodd and making a play for the civil libertarians whom Dodd had sought to rally. “I’ve been proud to stand with Senator Dodd in his fight against retroactive immunity for the telecommunications industry,” Obama said. “Secrecy and special interests must not trump accountability. We must show our citizens—and set an example to the world—that laws cannot be ignored when it is inconvenient.”18


That tone stretched into June, when Obama finally secured enough delegates to clinch the Democratic nomination and turned toward the general election. In July, the Senate brought the FISA Amendments Act to the floor. Obama voted for an amendment that would have stripped the immunity provision, but it was defeated thirty-two to sixty-six. Then Obama, instead of filibustering the final bill as he had promised to do, voted to bring it to an up-or-down vote and then voted in its favor. (Clinton, by contrast, voted to filibuster the bill and voted against the final passage.)


Obama was attacked from both the left and the right as a flip-flopper and a cynical politician.19 Explaining his conduct, Obama said he knew some of his supporters would be disappointed with his vote, but he also defended the importance of surveillance programs so long as they were legally authorized and under oversight by judges: “In a dangerous world, government must have the authority to collect the intelligence we need to protect the American people. But in a free society, that authority cannot be unlimited. As I’ve said many times, an independent monitor must watch the watchers to prevent abuses and to protect the civil liberties of the American people. This compromise law assures that the FISA Court has that responsibility.… Given the choice between voting for an improved yet imperfect bill, and losing important surveillance tools, I’ve chosen to support the current compromise.”


He also reminded his supporters that even if they were angry with him over this matter, they surely did not want to cast their votes for his Republican opponent.20 And he promised to do a top-to-bottom review of surveillance and privacy policies once he took office.


Many civil liberties and privacy advocates, while disappointed in Obama’s vote, remained convinced that he was one of them. Around October 2008, when the polls suggested strongly that Obama would be the next president, one such advocate, Kate Martin—the director of the Center for National Security Studies, a civil liberties advocacy organization—came to the Dirksen Senate Office Building. She was meeting with two future members of the Obama administration: DeRosa, who was then Senator Patrick Leahy’s national security counsel on the Senate Judiciary Committee staff, and Suzanne Spaulding, a former CIA lawyer and former Democratic staffer on the House Intelligence Committee.


Spaulding and Martin were preparing written submissions in connection with a subcommittee hearing chaired by Senator Russ Feingold, Democrat from Wisconsin, on “Restoring the Rule of Law”—meaning, what should happen after Bush left office—and they wanted to consult with DeRosa. Martin expressed enthusiasm about what the coming change would mean for privacy issues: It’s going to be so great to have an administration I agree with.


But DeRosa, drawing on her experience as a national security official in the Clinton administration, saw things differently. You won’t be as happy as you think. You’ll find plenty to criticize on privacy issues, she said.


8. Obama and the “War” on Terrorism


Obama’s invocation of the need for robust but legally authorized surveillance programs in a dangerous world dovetails with his approach, and that of most members of his future legal team, to perhaps the most fundamental question that faced the United States after the 9/11 attacks. It was whether what Bush liked to call the “global war on terror”—counterterrorism efforts beyond the invasion and occupation of Afghanistan—was, for legal purposes, a literal war or just a metaphor for rallying public support behind a difficult effort, like the “war on drugs” or the “war on poverty.”


Some liberals and many civil libertarians and international legal scholars rejected the notion that there could be such a thing as an armed conflict with a transnational terrorist group rather than a nation-state. In their view, al-Qaeda was a criminal gang—a particularly dangerous one, to be sure, but more akin to a band of pirates or an international drug-trafficking cartel than to Nazi Germany or North Vietnam.


The answer to this question has profound consequences. If the war model is wrong, then a host of wartime measures based on individuals’ presumed membership in al-Qaeda—like detaining suspected adversaries indefinitely and killing them in situations when they do not present an imminent threat—are illegal. Police are not allowed to imprison criminal suspects without trials or gun them down if they are not about to hurt someone.


Conservative critics of Obama, seeking to portray him as soft on terrorism, frequently accused him of failing to understand or believe that the country was at war. They said he wanted to return to a pre-9/11 mentality of dealing with al-Qaeda as exclusively a law enforcement problem.


It was true that Obama and his legal team preferred to use law enforcement tools to handle terrorism matters in some contexts, avoiding the use of military force on domestic American soil and choosing to prosecute terrorism cases in the civilian court system. But these political attacks were not a description of the world as it was. Obama clearly accepted that the United States was at war with al-Qaeda and its allies, an armed conflict Congress had authorized in 2001 and the Supreme Court had endorsed in a 2004 wartime detention case. The Obama team did not think that this war ended because Bush gave way to Obama on January 20, 2009. As a result, in the team’s legal-policy view, the powers available only to a nation that was literally at war remained in the government’s toolbox—and Obama would use them with vigor, angering his liberal critics.


Indeed, Obama was no dove and never had been. In October 2002, when he was a state senator, he gave a speech against Bush’s coming invasion of Iraq—a speech his campaign would make famous by using it as a cudgel against Clinton, who had voted to authorize the invasion—but Obama still managed to make clear he was not a pacifist. “Let me begin by saying that although this has been billed as an anti-war rally, I stand before you as someone who is not opposed to war in all circumstances,” Obama said. “After September 11, after witnessing the carnage and destruction, the dust and the tears, I supported this administration’s pledge to hunt down and root out those who would slaughter innocents in the name of intolerance, and I would willingly take up arms myself to prevent such tragedy from happening again. I don’t oppose all wars.”21


In Obama’s first year as president, he twice articulated a broad philosophy for fighting a war against al-Qaeda while respecting the constraints of law. The first key moment confirming this thinking came at a speech at the National Archives in May 2009 in which he defended his decision to retain military commissions and indefinite detentions to critics on the left while clarifying his support for obeying the laws of war—including treating enemy prisoners humanely—to critics on the right. “We are indeed at war with al Qaeda and its affiliates,” Obama said. “We do need to update our institutions to deal with this threat. But we must do so with an abiding confidence in the rule of law and due process; in checks and balances and accountability.”22


And on December 10, 2009, Obama traveled to Oslo to receive the Nobel Peace Prize, an honor even White House officials privately conceded was awkwardly premature at best. Obama chose in his acceptance speech to defend “just war,” arguing that at times nations found “the use of force not only necessary but morally justified” to prevent the deaths of innocent people at the hands of foes like Nazi Germany or al-Qaeda, enemies who would never lay down their arms through negotiations and could be defeated only militarily. Still, Obama said, there were right and wrong ways to fight, and he was determined to conduct the continuing war against terrorism within the rules and standards that governed the use of force lest American “actions appear arbitrary and undercut the legitimacy of future interventions, no matter how justified…


“Even as we make difficult decisions about going to war, we must also think clearly about how we fight it,” Obama added. “Where force is necessary, we have a moral and strategic interest in binding ourselves to certain rules of conduct. And even as we confront a vicious adversary that abides by no rules, I believe the United States of America must remain a standard bearer in the conduct of war. That is what makes us different from those whom we fight. That is a source of our strength.”23


9. The Role of Law


Just as the teams running the first two post-9/11 presidencies applied very different conceptions of the rule of law to the armed conflict against al-Qaeda, they also sharply contrasted in another way: the role of law in shaping their deliberations and governance.


As a matter of both style and substance, the Bush-Cheney administration had an unlawyerly approach to government. Bush and Cheney were CEOs, not lawyers, by experience and nature. Bush’s leadership style was to be, as he confidently described himself, “the decider,” and he trusted his instincts, acting with dispatch and without extensive deliberations and without second-guessing himself afterward. “I’m not a textbook player, I’m a gut player,” Bush once said.24 Cheney was a masterful bureaucratic player, manipulating and sidestepping normal governing processes in order to steamroll or circumvent internal dissent and push through the policy changes he desired. Moreover, many of the lawyers they surrounded themselves with—at least, the members of the inner circle who were told what was going on in the first years after 9/11—embraced such sweeping views of executive power that the law was not a factor. They dispatched every hard problem with the same easy answer: the president could do whatever he deemed necessary to protect national security.


This governing style contributed to both strengths and weaknesses. Responding to the crisis, the Bush-Cheney policymakers were able to rapidly put in place programs and policies that dramatically altered governmental institutions and departed from traditions. Critics said the Bush-Cheney administration did not fully think through counterarguments and potential risks before acting, and as a result it could be reckless. But, for better or for worse, Bush was also decisive. His administration could move and get things done.


If the Bush years can be caricatured as government by cowboy, energetic but shooting from the hip, the Obama era was government by lawyer, methodical and precise—sometimes to a fault.


Lawyerliness suffused the Obama administration. During the transition, Tom Donilon—a practicing lawyer who came in as Obama’s deputy national security adviser, taking the immediate lead on legal-policy matters—designed a National Security Council decision-making process that would ensure wide consultation of lawyers from different agencies. Donilon told me he had received “direct advice from one of my predecessors” in the Bush-Cheney administration about the importance of having the right people vet issues fully. Donilon declined to say whom, but Bush’s first national security adviser, Condoleezza Rice, wrote in her 2011 memoir about interagency breakdowns in which Cheney and Addington had circumvented Rice and her National Security Council legal adviser John Bellinger, as well as other top national security officials at the State, Defense, and Justice Departments. She cited in particular an episode in November 2001 in which Cheney placed a draft order establishing military commissions in front of Bush, and Bush had signed it, even though she “had not even seen” it.


“The interagency process exists to ensure that all perspectives are represented so the President gets a comprehensive look at the potential impact of his decisions,” Rice wrote. “Perhaps a more thorough review would have brought to the surface some of the procedural challenges that led the Supreme Court to halt the tribunals in 2006. We will never know for sure, but that is why the vetting of controversial ideas is important.”25


Seeking to avoid that kind of dysfunction, the Obama team reinvigorated and expanded the role of the interagency national security lawyers group, a bureaucratic institution from the 1990s that the Bush-Cheney administration had sidelined. The lawyers group was an elite council of the top lawyers from each of the core national security–foreign policy agencies. These included the Pentagon general counsel, the uniformed legal adviser to the Joint Chiefs of Staff, the State Department legal adviser, the head of the Office of Legal Counsel, and the top lawyer for the Office of the Director of National Intelligence (and sometimes the CIA). The National Security Council legal adviser chaired the lawyers group while serving two bosses—Obama’s White House counsel and his national security adviser. The group routinely met in the Situation Room to debate highly fraught national security legal-policy issues. It provided advice to the policymakers at each stage in the bureaucratic process, taking assignments from them and presenting legal issues in high-level meetings. Operating alongside the hierarchy of policymakers, it set the framework within which a decision could be made—such as, for example, whether killing a particular terrorism suspect was permissible. This structure gave the lawyers the first shot at many decisions, and they remained to address any wrinkles that arose.


“We learned from the Bush administration,” Donilon said. “There were real, severe process failures in the Bush administration that led to poor decisions, in my opinion. I was determined to make it better in this administration. Number one, as the national security adviser, as the deputy, I insisted on bringing the consideration of legal issues into the [National Security Council] process, which it had not been during the Bush administration. To be fair, they were under tremendous time pressure. We had the ability to do it right.”


Lawyerliness shaped Obama’s governance as a matter of style and thought, not just process. Obama was a lawyer and a law teacher, not a CEO, and he chose many other people with law degrees—including his vice president, the secretaries of key cabinet departments and agencies, and several of his White House chiefs of staff—to be members of his team. This was important, because lawyers are trained to think in very particular ways. When analyzing a problem, they try to identify all the issues and grapple with the strongest arguments against their own position. They demand good writing. They attempt to keep options open as an end in itself. They prize rigorous adherence to process. They consider it a judicial virtue to move incrementally and stay within the narrow facts at hand.


In the Obama White House, legal ways of analyzing problems disciplined deliberations. In one Situation Room policy meeting about Syria in February 2013, Jake Sullivan, the newly installed top national security policy adviser to Biden—and a Yale Law School–trained former Supreme Court clerk—was struck by the tenor of the conversation. After the meeting, he turned to Lisa Monaco, Obama’s top counterterrorism policy adviser—and a former federal prosecutor—and marveled at how central the discussion of legal questions seemed to be to every facet of policymaking. For her part, Monaco later told me that she had observed even some of the nonlawyers in internal policy debates pick up the lawyers’ approach.


“They search for precedent, articulate policy in terms of frameworks,” Monaco said. “You end up having operators who never went to law school, but the legal issues keep recurring and so they get used to them and even raise them themselves.”


This approach had its own weaknesses. If the Bush administration sometimes seemed reckless, the Obama administration sometimes seemed paralyzed, grappling with a problem from all sides and then putting it off to be taken up again at the next meeting. As Obama weighed—and weighed—dilemmas like whether to send a surge to Afghanistan or arm the so-called moderate rebels in Syria, critics like Cheney accused him of dithering and indecision.26 And Obama could seem detached and analytical to a fault. In his memoir, Leon Panetta, Obama’s former CIA director and defense secretary, wrote that Obama’s caution was “not a failing of ideas or of intellect.… He does, however, sometimes lack fire. Too often, in my view, the president relies on the logic of a law professor rather than the passion of a leader.”27


But a lawyerly mind-set to government policymaking also has advantages. It meant that the administration, though it made its share of mistakes, was cautious and deliberate. It thought through all the reasons not to take a proposed action before acting and made sure that every part of the government that had an interest in a matter was given a chance to weigh in. It was willing to revisit a previous decision in light of new evidence.


And as a matter of legal substance, this mind-set ensured that a full range of views was thoroughly aired. Whenever there was a legal angle—even soft law or shades-of-gray law, like norms of international behavior—the Obama team took it very seriously. This does not mean that legal considerations dictated every decision. But as Abram Chayes, the top State Department lawyer during the Kennedy administration, wrote in a classic memoir about the Cuban missile crisis, an administration that wants to legitimize its actions with legal arguments finds that legal concerns organize and mold its deliberations, even when military, diplomatic, and political considerations are also important to the ultimate outcome.


“The requirement of justification suffuses the basic process of choice,” Chayes wrote. “There is a continuous feedback between the knowledge that the government will be called upon to justify its action and the kind of action that can be chosen.”28


Many accounts of presidents’ national security and foreign-policy records pay scant attention to the role of law and the influence of executive-branch lawyers. This is an omission in any era. But Obama’s governance, in particular, cannot be seen clearly without looking at it through a legal lens.


“Virtually every issue we faced had significant legal issues—many of first impression,” Donilon said, using the term for a matter a court has never addressed and that therefore has no binding precedents to guide its outcome. “We never had a meeting that didn’t include the legal adviser to the National Security Council or her assistant. My own training as a lawyer was essential to my ability to function as national security adviser because the legal issues were so pervasive and because the president and the vice president were lawyers and addressed these legal issues rigorously.”


10. The Obama Legal Team on Christmas


Back in 2008, when Obama was moderating his tone on national security for the general election, not all of his future legal-team members were ready to take that step with him. In June 2008, Eric Holder gave a speech at a conference of the American Constitution Society, a liberal legal network. He denounced the Bush-Cheney administration for having led the country astray after 9/11, away from its “commitment to the Constitution and to the rule of law,” and declared that “we owe the American people a reckoning.”29


Holder would go on to be one of the most liberal members of the Obama cabinet. In November 2009, he announced that Khalid Sheikh Mohammed and four other former CIA prisoners who were accused of aiding the 9/11 attacks would be brought from Guantánamo to New York and tried by a federal civilian court rather than a military tribunal. His decision came as a surprise to elected Democrats in New York, who were unhappy about it due to security fears surrounding such a trial, but it seemed that the turbulence would subside over time.


A month later, at his home in Northwest DC, Holder took out his iPhone and snapped a photograph of a tantalizing Christmas turkey, hot from the oven and not yet carved; several months later, he would show me the picture during an interview, a reminder of a moment in time just before the world had changed.


When the house phone rang that Christmas Day, Holder was complimenting his wife, Sharon Malone Holder, on how good the bird looked. Their teenage son picked up the line. An official with the Justice Command Center—a secure compound on the sixth floor of the department’s headquarters, one of many places around Washington where national security officials are on duty twenty-four hours a day—asked to speak to the attorney general. Holder was connected to David Kris, the assistant attorney general in charge of the Justice Department’s National Security Division.


Kris was on the line from Cambridge, Massachusetts, where he, his wife, Jody, and their two children were visiting Kris’s father. They had decided to go to an early matinee at the theater in Harvard Square, and the lights had just gone down when Kris’s cell phone had buzzed. He slipped out to a stairwell behind the seats and took the call. It was Art Cummings at the FBI with the initial report of some kind of incident on an inbound plane to Detroit. Kris dialed other numbers and was shushed a couple of times by disgruntled patrons. He missed the whole movie, which starred Meryl Streep and Steve Martin and was called It’s Complicated.


Now, Kris told Holder what he had learned in his initial calls. Details were still sketchy and Kris said he would get back to him; they stayed in regular contact throughout the day as Kris provided updates. “[Holder] was very engaged and very thoughtful and interested in understanding details and knowing exactly what was going on and making judgments, and this is not easy to do in a fast-moving, complicated environment plagued by uncertainty and the typical fog of war that attends one of these fast breaking events,” Kris later told me.


Robert Litt, the top lawyer for the Office of the Director of National Intelligence, was also in New England. A former federal prosecutor in the Southern District of New York with a close-cropped gray beard and a dry sense of humor, Litt was a rare official who had gained deep experience with national security legal policy before 9/11; during the Clinton administration, he was a senior Justice Department official for matters like surveillance and covert-action reviews. After 9/11, he was a rare Democrat who defended Bush’s decision to create military commissions to prosecute terrorists, telling Newsday in late 2001 that “the idea of holdings tribunals is a good one.” But his reasoning was subtle; he argued that keeping terrorism cases out of the regular civilian criminal justice system would prevent the Supreme Court and Congress from approving rules that would undermine protections for ordinary criminal defendants, adding that as the tribunal rules were written, “We should try as much as we can to replicate military or civilian courts.”30


Now, six months after the Senate had confirmed him to return to government, Litt and his wife, Deborah, were at their Vermont lake house. Litt would spend much of his vacation week on the phone or answering e-mails dealing with the fallout from the attempted attack, but he did not come back to DC right away. The immediate problems were operational, matters for career national security officials to handle; the legal-policy issues would come to center stage later.


The story was similar for Mary DeRosa, the top lawyer for the National Security Council. She was home in Northwest DC with her husband, Peter Bleakley, their seventeen-year-old son, Nicky, and her parents when news of the attempted bombing spread. DeRosa decided not to cancel her flight to Los Angeles the next day, but she was back in Washington by New Year’s Eve as the broader issues heated up.


Also in Northwest DC, David Barron, a Harvard Law professor serving as acting head of the Justice Department’s Office of Legal Counsel, was with his wife, Juliette Kayyem, and their three young children at a neighbor’s Christmas party. For the first few days after the bombing attempt, Kayyem, a top Department of Homeland Security official, was busier than her husband was. But Barron’s professional life and reputation were soon consumed by the consequences of the attack.


The White House counsel’s seat was in flux on Christmas. Obama’s first counsel, Greg Craig, who had pushed so hard to close Guantánamo, had formally announced his resignation in November and was transitioning out; his successor, Robert Bauer, Obama’s former personal lawyer and the top lawyer to his presidential campaign, was transitioning in. The skinny on Bauer was that he was smart, politically savvy, and less likely than Craig to use his role to advance a policy agenda in national security deliberations; he lacked significant experience in post-9/11 issues. Married to Anita Dunn, Obama’s first White House communications director, who had stepped down two months earlier, Bauer was at his home in the DC suburb of Chevy Chase, Maryland, on Christmas. He would soon attend his first Situation Room meeting, chaired by John Brennan, to go over the fallout from the underwear-bomb attack.


Stephen Preston, the CIA’s top lawyer, was at his home in Northwest DC too. Preston had been a senior lawyer in the Department of Defense and general counsel of the navy during the Clinton years. He and his wife, Mary, had just opened presents with their twelve-year-old daughter and ten-year-old son. When he heard the news, he was struck: the United States had just been attacked, and it had been years since that happened.


Five days later, a suicide bomber blew up a CIA base in Khost, Afghanistan, killing nine people, including seven CIA operatives. Preston knew one of them personally and had an even more visceral reaction.


“The fight for me seemed more real, more immediate, and more personal after those holiday attacks,” Preston later told me.


Meanwhile, in Montclair, New Jersey, Jeh Johnson was trying not to brood. After the campaign, Obama had made Johnson the Pentagon general counsel, which meant it was his job to sign off on targeted killing operations by the Joint Special Operations Command in places like Somalia and Yemen—a task for which little about being air force general counsel back in the 1990s had prepared him. A week before Christmas, amid a surge in vague chatter that al-Qaeda’s Yemen branch was planning some kind of attack, Johnson had approved a cruise-missile strike on a suspected terrorist camp. It had gone wrong due to incomplete intelligence, and ended up killing several dozen women and children in addition to the militants who were its intended targets. Johnson had watched the carnage play out on live surveillance video and was shaken.*


While Johnson had moved into a town house in Washington’s Georgetown neighborhood for his new job at the Pentagon, he had kept his larger home in the New York suburbs. His wife, Susan DiMarco—a former dentist who had grown up across the street from him on Cottam Hill in Wappingers Falls, New York31—and their school-age children had joined him in DC. But they often returned to Montclair, a calmer world where the stakes of the decisions he made were lower. Throughout the Bush-Cheney years, for example, Johnson had donated to fundraising drives for Newark’s public radio station, WBGO, and was permitted once or twice a year to “host an hour.” He would bring his own CDs and play his favorite rhythm and blues artists—Sam Cooke, Otis Redding, Aretha Franklin, the Dells, Smokey Robinson, the Whispers, Gladys Knight, and Jackie Wilson. Now, after the bad strike, Johnson had left Washington for a family Christmas in Montclair for Christmas and tried to impose on himself a news blackout for the holidays. It was about to be pierced.


Harold Koh, Johnson’s counterpart at the State Department, had also left Washington for Christmas and was back at his home in New Haven, Connecticut, with his wife, Mary-Christy, a legal-aid lawyer for veterans, and their two children. Koh had a powerful personality but walked with a slight limp, the result of being afflicted with polio as a child. He was the son of a South Korean diplomat who had been granted asylum in the United States after a military coup; his parents had been the first two Asian Americans to teach at Yale University. Koh had gone to Harvard College and Harvard Law School, clerked for Supreme Court Justice Harry Blackmun, and then worked as a low-ranking lawyer in the Office of Legal Counsel during the Reagan administration. Later, as a human rights lawyer, he had helped sue the Clinton administration over its treatment of Haitian refugees, then gone to work for it as the State Department’s top human rights official. As a professor and then dean of Yale Law School, his classes on international human rights and even on civil procedure were known for awakening idealism in a generation of Yale Law School students. He had also become an early and vocal opponent of the Bush-Cheney administration’s national security legal policies after the 9/11 attacks, picking apart Bush’s international law case for war in Iraq for his students and later organizing litigation to challenge Bush’s policy of holding prisoners without charges or judicial review.


Johnson and Koh became poles in the Obama legal team, even though both were Democrats and had similar political views. Indeed, both had publicly criticized Bush legal-team members over their approval of torture, each saying that government lawyers had a duty to be more than instruments of policymakers, willing to bless whatever their clients wanted. “Sometimes a lawyer has to say, ‘You just can’t do this,’” Johnson had said in December 2004.32 In congressional testimony a few days later, Koh made a similar observation. “If a client asks a lawyer to do something which is flatly illegal, the answer is ‘no.’ It’s not, ‘Here’s how we can justify it,’” he said.33


But Johnson, a professional litigator, and Koh, an academic, had very different approaches to being a government lawyer. Johnson viewed his role primarily as representing a client—the secretary of defense—which meant adapting to the client’s policy mind-set and rigorously marshaling facts to achieve a conclusion that dovetailed with what his client wanted to accomplish, so long as that conclusion was reasonable. By contrast, Koh, a scholar by background, was used to thinking about law and policy for himself, not for a client. No evidence emerged of any significant disconnect between his views and the policies pursued by his boss, Secretary of State Hillary Clinton, but he operated with a freer rein. And Koh also brought a different emphasis to what it meant to obey the rule of law—a difference that would fuel some of the most important internal debates over national security legal policy during the Obama era. Koh saw the core mission of his career as promoting “a lawful U.S. foreign policy” through the lens of human rights law.34


As a result, more than most other members of the Obama administration legal team, Koh kept a foot in the camp of what I’m calling the civil liberties faction, and he was less deferential to or satisfied by statutes enacted by Congress if he saw them as undermining rights. In internal deliberations, this philosophy prompted him to take more liberal positions than his colleagues on some questions, like what limits international law might impose on the president’s power to conduct drone strikes. But the same view led him to take more executive-power-friendly positions than his colleagues on others, like how to respond when Congress sought to block Obama’s efforts to wind down the Guantánamo prison and to prosecute the 9/11 case in regular civilian court.


That Christmas, back in New Haven, Koh turned on his television and saw the news. Moments later, a message came in on his BlackBerry from the State Department Operations Center.


Six time zones to the west, Obama was staying with his family in a rental house in his native Hawaii. They were singing carols when a military aide interrupted the president to say that his top counterterrorism adviser, Brennan, was on the phone about an urgent matter.35


Just a few weeks earlier, in his Nobel Peace Prize acceptance speech, Obama had said: “Where force is necessary, we have a moral and strategic interest in binding ourselves to certain rules of conduct. We lose ourselves when we compromise the very ideals that we fight to defend. And we honor those ideals by upholding them not when it’s easy, but when it is hard.”36


Things were about to get harder.
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Things Fall Apart


1. First Political Fallout from the Christmas Attack


As the United States absorbed how close the underwear bomber had come to bringing down an airliner over Detroit, a wave of fear swept across the country. Republicans pounced, seeking to portray the Obama administration as feckless and weak. And they had early help: On December 27, Homeland Security secretary Janet Napolitano made a politically tone-deaf remark to CNN, saying that “the system worked” because the response to the attack had been swift. By the next morning she was explaining that she understood that the system had, obviously, failed miserably up until that point. But her gaffe helped politicize the crisis.


Meanwhile, Obama received a briefing behind closed doors about what was happening and ordered reviews of what had gone wrong. But he went golfing the next day in Oahu, and made no public statement about the incident for several days. On December 28, he told the public that Napolitano, John Brennan, and Eric Holder were “monitoring” the situation. Then, while he talked about what had gone wrong and the reviews he had ordered, he incorrectly described the attack as the work of an “isolated extremist.”1 The young administration immediately learned a lesson. Ben LaBolt, a White House spokesman at the time, told me that henceforth the rule was “if anything significant happened, the president goes out more quickly” and would be seen to be personally handling it in a detailed way.


But the criticisms were not just about bad optics and gaffes. Republicans had seethed during Obama’s campaign and his first year in office when he condemned the Bush-Cheney administration for overreaching in the war on terror. Now, Obama looked vulnerable. “People suspended judgment and wanted to let [Obama] play his hand,” said Karl Rove, the former top political adviser to Bush. But the Christmas bombing attempt “has caused doubts about how he is handling this to bubble to the surface.”2 The attacks were led by Cheney, who said on December 30, “We are at war and when President Obama pretends we aren’t, it makes us less safe.”3


Republicans and conservative media outlets like the evening Fox News programs began to hammer that message. And in liberal Massachusetts, where Scott Brown, a Republican, was widely expected to lose to Democrat Martha Coakley in a special election to fill the Senate seat left vacant by Ted Kennedy’s death, the accusation that Obama was not tough enough against terrorists became a campaign issue. On January 4, 2010, Brown said Obama should have deemed Abdulmutallab an enemy combatant and taken him to Guantánamo for interrogation rather than handling him in the civilian criminal justice system.4


To see how the message performed, a Brown campaign pollster added this question to internal campaign-strategy polls: “On the issue of dealing with accused terrorists, for whom would you vote for U.S. Senate if you knew that Scott Brown believes that accused terrorists should be treated as enemy combatants and face military justice [and] Martha Coakley believes that accused terrorists should be provided constitutional rights and tried in civilian courts?” The results were overwhelming: respondents backed the position described as Brown’s 61 percent to 29 percent.5 In the closing days of the campaign, Brown made it into a core closing argument for why Massachusetts should send a Republican to Washington. In his final debate with Coakley, Brown blasted her for supporting a civilian trial for Khalid Sheikh Mohammed.


“To think that we would give people who want to kill us constitutional rights and lawyer them up at our expense instead of treating them as enemy combatants to get as much information as we can under legal means—it just makes no sense to me, and it shows me that you don’t quite understand the law when it comes to enemy combatants versus terrorists for United States citizens,” he said.6


National Republicans, too, were starting to use the episode to press for advantage. On January 8, twenty-two Republican lawmakers sent Obama a public letter decrying the fact that the Obama administration was handling Abdulmutallab in the criminal justice system instead of sending him to Guantánamo. They noted that the administration was keeping military commissions to prosecute suspects like Abd al-Nashiri, accused of masterminding the Cole bombing. The lawmakers zeroed in on the apparent lack of a compelling reason for why Abdulmutallab or KSM would get a civilian trial while al-Nashiri faced a tribunal.


“It creates the impression that terrorists are rewarded with the full panoply of rights and privileges of an American if they attack defenseless civilians at home, but not if they attack our government or military interests abroad,” the letter read. “This will only further incentivize terrorists to attack our Homeland.”7


2. First Policy Fallout from the Christmas Attack


At first, the Obama administration shrugged off the politics of Napolitano’s gaffe and Cheney’s broadsides to concentrate on substance: what had gone wrong, and what to do about it. Its focus on Yemen also intensified. Days before the Abdulmutallab attack, the United States had already carried out two cruise-missile strikes aimed at al-Qaeda in the Arabian Peninsula.* On January 2, General David Petraeus, the leader of the United States military’s Central Command, which oversees forces in the Middle East and Afghanistan, visited the president of Yemen, Ali Abdullah Saleh, at his palace in Sanaa. While a diplomatic cable recounting the meeting does not explicitly mention the Christmas bombing attempt, the increased attention the Obama administration was putting on security issues in Yemen was palpable. Petraeus opened the meeting by telling Saleh he was requesting that the United States more than double the security assistance given to Yemen to fight al-Qaeda in the Arabian Peninsula—from the $67 million in 2009 to $150 million in 2010. In addition, he said, Obama had decided to provide intelligence to Yemen to help its ground operations against al-Qaeda.8


Meanwhile, back in Washington, the Obama administration had begun scrambling to recalibrate. At the Terrorist Screening Center, the part of the FBI that determines who goes on various terrorist watch lists, officials significantly relaxed the criteria for putting someone on the no-fly list, which prevents people from boarding airplanes in the United States or flying into American airspace; the list would undergo rapid expansion.9 When the full Justice Department policymaking team reconvened around January 3, even Holder, the champion of civilian trials and arguably the most liberal member of Obama’s cabinet, told his subordinates that it was time to rethink all kinds of terrorism-related policies, he recalled in an interview the following month. Things have changed, he told them. It’s a new day.


The fact that Abdulmutallab had not talked since the FBI had read him the Miranda warning was not yet public. But as the Brown campaign rhetoric showed, the administration’s decision to handle him in the criminal justice system was already fodder for political attacks. Even as Obama’s team defended itself in public, it was privately wringing its collective hands. At one point, David Kris asked Jeh Johnson whether the Department of Defense would like to take custody of Abdulmutallab from the Justice Department and prosecute him in a military commission. According to persons familiar with the matter, Kris was not so much suggesting that he thought it was a good idea but rather checking whether there was any disagreement within the government as to how to proceed. Johnson demurred, noting that it was an academic question since there was at that point a policy against adding any detainees to the Guantánamo inmate population and there was nowhere else set up to handle tribunals; in any case, by then, Abdulmutallab was already being dealt with in the criminal justice system. He told Kris that since they had him, they should stay the course. The issue was raised again at a January 5 meeting in the Situation Room led by Obama himself. According to a letter Holder later sent to Congress in response to Republican demands that Abdulmutallab be transferred to military custody, at that meeting, “no agency supported the use of law of war detention for Abdulmutallab, and no agency has since advised the Department of Justice that an alternative course of action should have been, or should now be, pursued.”10


At that meeting, as my colleague Scott Shane reported, Obama grimly asked his team to imagine how the world would have been different had the bomb exploded. The consequences of such an event were not hard to envision. It would be the worst mass murder on American soil since 9/11, with at least 289 innocent people dead. The air-transit system would be in turmoil, and the already frail economy would receive a massive blow. An even greater wave of fear would sweep the vulnerable nation. Critics of Obama’s move away from Bush-Cheney policies like torturing prisoners would feel vindicated, and the attempt to wind down the post-9/11 land wars in the Muslim world could collapse. “Part of his point was that the pressure on us would be to do a lot more in Yemen,” Ben Rhodes, the deputy national security adviser, said. “Everything we were trying to do to scale back military involvement in the region would have been reversed.”11


The meeting also focused on the myriad ways the massive post-9/11 security apparatus had failed. Obama, one participant told me, announced to his cabinet in a stern tone—one that struck this official as unnatural—that such a sequence of missteps must never happen again. Implicitly threatening to fire people if it did, Obama used a legal term that refers to situations in which a defendant is automatically held responsible for any damages or losses without any need for a plaintiff or prosecutor to prove fault, intention, or negligence.


It’s strict liability now, he said.


After that meeting, Obama emerged from the Situation Room and spoke to the press.12 Part of his remarks were a summary of what had gone wrong—the intelligence community, in hindsight, had had enough information to recognize that Abdulmutallab should not be allowed to board a plane to the United States but had failed to connect the dots in time. That, he said, was unacceptable, and changes were being made to reduce the risk that clues to a future attack would go overlooked.


Other things were tightening up, too—some visible, some not. In his public remarks, Obama announced an open-ended moratorium on the repatriation of any more Yemeni detainees. This dealt a staggering blow to his goal of closing the prison at Guantánamo Bay, because half the remaining prisoners there were Yemenis. Yemen clearly presented a real-world, legitimate security problem. But Obama’s decision to impose an inflexible ban on transferring inmates there, no matter how strong the case for releasing a particular Guantánamo detainee, was driven by the politics of the moment.


Later that same month, an interagency task force Obama had appointed to review the cases of each of the detainees at the prison completed its yearlong work. Its report recommended transferring most of the lower-level Yemenis. The report was meant to lay the political and policy groundwork for a final push to wind down the Guantánamo prison in a responsible way. But in the new atmosphere, the administration did not release the report or hold a rollout in Congress to explain the findings.


That same day, January 5, Holder sent a classified letter to three Democratic senators that the public would not learn about for nearly four years. The senators had been urging the administration to declassify a secret legal interpretation crafted by the Bush-Cheney administration. The government was using it to justify dragnet collection by the National Security Agency of records about Americans’ phone calls and e-mails. The provision used for phone call records, a part of the Patriot Act, was coming up for reauthorization, and the senators argued that it was important for democratic debate that people understood the government believed it could be used for bulk collection.


But in the post-Abdulmutallab environment, there was no appetite for greater transparency about intelligence programs aimed at uncovering terrorists. Holder told the senators the legal theory would remain classified. As a result, one of the most domestically intrusive measures of the vast surveillance state that Obama had inherited from Bush—and kept in place, as will be detailed in a later chapter—stayed secret, building up pressures that would not be released until an enormous leak by a former NSA contractor in 2013.13


The reformist side of Obama’s national security legal policy was starting to crack. The political pressure on it would only increase.


3. The Law Enforcement Approach in Action


After Abdulmutallab emerged from surgery and ceased cooperating, the FBI field office in Detroit had not sat on its hands. Andy Arena, the leader of the Detroit field office, consulted with the CIA and sent two agents—one a counterterrorism specialist, the other a street-gang agent known for his interpersonal skills and ability to cultivate sources—to Nigeria. They spent several days getting briefed on all the information the intelligence agencies were developing, flew on January 1 to Lagos, the large port city, and eventually moved on to the Nigerian capital, Abuja. They visited Abdulmutallab’s school, met with his relatives and known friends and associates, ate dinner at his house, played with his nieces and nephews, and assessed his family. One of the agents, Mike Connelly, later recalled that Abdulmutallab had “a tremendous extended family. They had a great amount of national pride and pride in their religion. They were shocked at what he had done.”14


Abdulmutallab’s father, a wealthy banker, had sent his son to expensive private schools around the world. But the young man had become interested in radical Islam at an early age. He and his father experienced a rift in their relationship. The FBI agents persuaded several relatives—his uncle, mother, and two sisters—to fly to Detroit on January 17 and meet with Abdulmutallab but decided not to bring his father.15


“They were embarrassed and they were mad, and they wanted to help the U.S. government,” Arena said. “It’s almost like they had to restore the family honor. They honestly did want to help us.”


By now, Abdulmutallab had been out of the burn center for several weeks and was being held in the Federal Correctional Institution, Milan, in a special unit apart from the general inmate population. Arena recalled telling Abdulmutallab’s uncle, who considered himself an Islamic scholar, not to debate with his nephew but rather just talk to him about his family back home and how they missed him. A few days after they arrived, the family went in to speak with Abdulmutallab for the first time, taking him a candy bar. The uncle ignored Arena and lectured his nephew on his misdeeds.


But the relatives also urged Abdulmutallab to cooperate for his own good. His defense lawyer negotiated a deal with federal prosecutors under which the talks were considered part of negotiations over a potential plea deal. Under the so-called proffer letter, anything Abdulmutallab said could not be used directly as evidence against him in a trial—even though it would still be useful intelligence—unless he later changed his story on the witness stand. When Connelly went in to question Abdulmutallab, the agent was able to talk in detail about his family and his life in Nigeria, proving that he had actually met with them and received the family’s stamp of approval—a crucial step in building rapport.


The gambit worked. Several weeks after clamming up, Abdulmutallab started talking again. His words would have enormous consequences. But the administration initially kept secret that it had persuaded him to cooperate so that it could follow up on his information without alerting his associates. And meanwhile, the political uproar continued to swell.


4. The Shock Wave of Brown’s Victory


On January 19, Brown won the special election to fill the “Ted Kennedy” Senate seat. The Republican’s victory was an extraordinary upset. It took the Democrats’ majority in the Senate from a filibuster-proof sixty votes to fifty-nine, giving Republicans the ability to block up-or-down votes on some legislation and all executive-branch and judicial nominees. With the midterm election ten months away, the GOP win in deep blue Massachusetts was stunning.


The shift did more than cast doubt on Obama’s ability to advance his legislative agenda, which included his signature effort to overhaul the nation’s health-insurance system. A year after his inauguration with overwhelming Democratic control of Congress, it was suddenly conceivable that he would end up as a failed one-term president. Some pundits saw it as a sign of the strength of the Tea Party movement that had erupted in opposition to Obama’s stimulus plan and health-care bill, even though Brown represented the moderate faction of the Republican Party and Massachusetts voters already had mandatory health insurance under Romneycare, so Obamacare would not affect them much. Other pundits saw it as a sign that the continuing weakness in the economy, which was still struggling in a great recession resulting from the 2008 financial crisis, would damage Democrats in 2010 as much as it had helped them in 2008. But as GOP leaders gleefully focused on what had happened, Brown’s political advisers told them their polling data showed that the terrorism issue—his attacks on dealing with terrorists as ordinary criminals instead of as enemy combatants—had helped Brown more than any other.


“It really tested through the roof,” pollster Neil Newhouse told Politico’s Josh Gerstein, adding that Republican candidates nationally should take heed: “If voters in Massachusetts are telling us that, and it’s one of the more liberal states in the country, I can only imagine where Ohio, Pennsylvania or Colorado voters might be on something like this.” Eric Fehrnstrom, a Brown campaign strategist, told reporters in Boston on the night of the election, “National security was a more potent issue than health care, based on the polling we saw, on dealing with terrorists as ordinary criminals versus enemy combatants.”16


At first, the White House had dismissed the Republican attacks on the handling of Abdulmutallab as the usual Beltway partisan noise; instead of focusing on good-faith criticism related to matters of genuine policy substance—How had the United States government failed to connect the dots? What should be fixed to ensure that did not recur?—political opponents were lapsing into opportunistic demagoguery. After all, there was no legal process for taking someone arrested on United States soil—where the Constitution applies to everyone, citizen or not—putting him in military custody, and shipping him to an overseas base. Every terrorism suspect arrested inside the United States during the Bush-Cheney administration—including Richard Reid, who had attempted to blow up a transatlantic flight with a shoe bomb in December 2001—had been charged in the civilian law enforcement system. Even the two terrorism suspects arrested inside the United States whom Bush eventually placed in military detention, including the U.S. citizen Jose Padilla, had initially been Mirandized and charged using law enforcement procedures. From the top of the White House to the FBI’s Detroit field office, officials believed that what their critics were arguing the government should have done had never been a real-world option.


“We were criticized—‘Why did the FBI in Detroit let a bunch of farmers do this interview?’” Arena said later. “There was no one better qualified in the country—they were good agents. I couldn’t wait for some ‘high value’ team to get up there. Why didn’t I turn him over to the military? I’d turn him over to the military any time the military showed up, but what the hell was I supposed to do—the nearest military post was the recruiting station down on Jefferson by the Chinese restaurant. What the hell was I supposed to do? I had to act, and quickly.”


But the fallout drove home that whether or not it was fair, the politics of national security had real-world consequences. And it was about to get worse.


5. Mirandizing Terrorists Becomes a Political Issue


On January 20, the day after Brown’s victory, a Republican senator leaked a fact from the ongoing investigation just as that fact was becoming obsolete: Abdulmutallab had not said a word to interrogators after he was read the Miranda warning. This notion added a razor’s edge to the Republicans’ previous complaints, in which they had linked the handling of Abdulmutallab in the criminal justice system to Holder’s increasingly unpopular decision to prosecute KSM and the other 9/11 defendants in a civilian courtroom.


At a Senate Homeland Security Committee hearing, the ranking Republican, Senator Susan Collins of Maine, pressed the administration witnesses—Michael Leiter, Janet Napolitano, and the director of national intelligence, Dennis Blair—to say whether they personally had been consulted about the decision to charge Abdulmutallab in civilian court; all of them said they had not been. Collins also remarked, as if in passing, “We know that those interrogations can provide critical intelligence, but the protections afforded by our civil justice system, as opposed to the military tribunal system, can encourage terrorists to lawyer up, to stop answering questions. And indeed, I’m told that with Abdulmutallab, once he was Mirandized and received civilian lawyers, that’s exactly what he did. He stopped answering questions.”17


At that same hearing, Blair made further headlines by saying that a specialized High-Value Detainee Interrogation Group (HIG), a newly created team the Obama administration had established to question significant terrorist captives, not ordinary FBI agents on the scene, should have made the decision about whether to use criminal law enforcement procedures on Abdulmutallab. Later that day, Blair’s office issued a statement walking this back; in fact, the group was not yet operational. But the seeming admission of fault by Blair, combined with Collins’s disclosure that Abdulmutallab had stopped talking after being Mirandized, led Republicans to begin refining their attacks. They accused the Obama administration of endangering national security because of its supposed ideological commitment to viewing terrorism as a crime rather than an act of war.


“We remain deeply troubled that this paramount requirement of national security was ignored—or worse yet, not recognized—due to the administration’s preoccupation with reading the Christmas Day bomber his Miranda rights,” wrote several Republican senators, including the Senate minority leader, Mitch McConnell, and John McCain, Obama’s 2008 opponent, on January 27.18


As the Obama administration defended itself, two rival descriptions of what had happened emerged—one by the critics and one by the White House—and competed for the public’s brains and hearts. Both were false; the truth was complicated and did not fit into an easy political attack or political defense.


Republicans claimed that Abdulmutallab had stopped talking because the FBI told him he had a right to remain silent; they wanted the public to think that the terrorist would have kept cooperating and providing valuable intelligence if only the Obama administration had not been driven by its liberal ideology to inform him of his rights. This was not true; Abdulmutallab had already stopped talking before he was read the Miranda warning, and the decision had been made by McJunkin, a senior career FBI agent, following consultations with Arena, Art Cummings, and Sharon Lever, all also career officials—not by Obama political appointees.


But in rebutting the accusation, the White House was misleading too. Its account left the impression that the decision to Mirandize Abdulmutallab had been a pragmatic response to his changed behavior, implying that if Abdulmutallab had resumed talking after he woke up from surgery, he would not have been Mirandized. This was not true either; the White House account omitted the fact that the FBI had already made the decision to read him the warning as a matter of legal philosophy and tactics before anyone knew that his attitude had changed.


Years later, Arena still fumed about the whole mess. Democrats, he said, “didn’t stand tall. They weren’t strong. They were kind of waffling back and forth—‘what do we do?’” And Republicans, he said, twisted the facts about a national security issue for political gain.


“To this day it pisses me off,” Arena said.



6. The KSM Trial Plan Collapses



By late January, the Obama administration was in full retreat. Among the casualties left on the battlefield was Holder’s plan to prosecute the 9/11 case in civilian court. Had the administration moved decisively to bring KSM and the other four detainees to New York and arraign them after Holder’s announcement the previous November, the wheels would have been irreversibly in motion already. Instead, the intended defendants had remained at Guantánamo, a dangling target.


Now, Ray Kelly, commissioner of the New York City Police Department, came up with a heavy-handed security plan for the trial—steps no high-profile terrorism trial before or since has remotely required—that would all but shut down Lower Manhattan and cost as much as one billion dollars. Soon after, New York mayor Michael Bloomberg, who had initially endorsed Holder’s trial plan, withdrew his support for it, as did key Democrats in New York’s congressional delegation.


On January 29, at 2:30 p.m., Obama presided over a bitter National Security Council meeting in the Roosevelt Room. It was clear to all in the meeting that the 9/11 trial was not going to happen in Manhattan.19 But Obama, Biden, Holder, Brennan, and Harold Koh still wanted to do it in a civilian court—perhaps a special trial convened at a federal prison in Otisville or at Stewart Air National Guard Base. Other cabinet members were not so sure.


At the end of the meeting, Obama read aloud a transcript of Judge William Young’s statement at the 2002 sentencing hearing for Reid, the would-be shoe bomber. The Bush-Cheney administration had handled his case using civilian criminal justice system procedures without controversy, and he was serving a life sentence at the federal supermax facility in Florence, Colorado. Holder and Koh had each brought copies of the transcript to give the president.


Obama quoted Young telling the shoe bomber that he was “not a soldier in any war. To give you that reference, to call you a soldier, gives you too much stature.” And the judge had lauded the use of regular courts to deal with the terrorist, saying that it showed the American system of freedom would endure because the way the United States treated the bomber was a measure of its own liberties.


“Why can’t I give that speech?” Obama asked in frustration after reading it, and he walked out of the room without another word, according to journalist Daniel Klaidman.20


Days later, McConnell delivered a blistering speech to the conservative Heritage Foundation denouncing the decision to hand Abdulmutallab “over to a lawyer after a fifty-minute interview” and linking that decision to the Obama administration’s closure of the CIA prisons and preference for civilian courts. “Treating terrorism as a law enforcement matter is precisely the attitude that kept us from seeing this threat when we should have,” he said. “Reverting to it now is not only dangerous, it’s potentially disastrous.”21


In a question-and-answer period following his prepared remarks, McConnell candidly acknowledged the political advantages of hammering away at the issue, citing Brown’s victory.


“If this approach of putting these people in U.S. courts doesn’t sell in Massachusetts, I don’t know where it sells,” McConnell said, adding: “You can campaign on these issues anywhere in America.”22


7. Abdulmutallab Fingers an American Citizen


A gulf had opened between the premise of the political debate and what was happening in the real world. The FBI’s interrogation strategy had worked, and Abdulmutallab was providing a wealth of intelligence information about the people he had encountered, the places he had been, and the training he had received.23 The FBI relayed that information to the CIA and the NSA, which corroborated parts of what he was saying and followed up on other parts as active intelligence leads. He dropped his Christmas Day story that he had been sent by a mysterious terrorist named Abu Tarek, whom no one had ever heard of. Now his story was different. It became clear that Abu Tarek was a composite of several people who were familiar to counterterrorism analysts.24 Some details he had attributed to “Abu Tarek” matched what he now said had been the actions of Ibrahim al-Asiri, a notorious bomb maker for al-Qaeda in the Arabian Peninsula who had implanted a bomb in his own brother’s rectum and sent him on a failed mission to kill a top Saudi counterterrorism official. Other parts of Abdulmutallab’s account about Abu Tarek matched what he now said had been the actions of Anwar al-Awlaki, an English-speaking radical Muslim preacher in Yemen who had been born in New Mexico and was a United States citizen.


The raw transcripts of Abdulmutallab’s interviews remain secret. But significant details of his account are contained in unclassified court filings, and neither he nor his defense team challenged their accuracy. Abdulmutallab told the FBI that he had started listening to online recordings of al-Awlaki’s lectures and reading his writings as far back as 2005. In August 2009, when Abdulmutallab was a graduate student living in Dubai, he decided to join the cause. He flew to Yemen and began visiting mosques, asking random strangers if they knew al-Awlaki. Eventually, an intermediary took his cell-phone number and gave it to al-Awlaki, who sent him a text asking him to call. Abdulmutallab did so, and al-Awlaki instructed him to write an essay explaining why he wished to get involved in jihad and why he wanted the preacher’s guidance.


Abdulmutallab said he spent several days working on the essay; al-Awlaki apparently found it satisfactory. Abdulmutallab was told to get into a certain car, which then drove him through the desert to a house. Al-Awlaki was there. Abdulmutallab would spend three days talking with al-Awlaki and two other men about martyrdom and jihad. “Awlaki told defendant that jihad requires patience but comes with many rewards,” said a Justice Department court filing drawn from his January-to-April interviews. “Defendant understood that Awlaki used these discussions to evaluate defendant’s commitment to and suitability for jihad. Throughout, defendant expressed his willingness to become involved in any mission chosen for him, including martyrdom—and by the end of his stay, Awlaki had accepted defendant for a martyrdom mission.”


Abdulmutallab said he was then taken to another house in Yemen where he met al-Asiri, the bomb maker. After further discussions about jihad, al-Asiri came up with the plan for a martyrdom mission to bomb an airplane, and al-Awlaki signed off on it. Abdulmutallab was given a two-week crash course at an al-Qaeda in the Arabian Peninsula training camp. While he was generally kept isolated from other members of the group, he met some he would tell the FBI about. One of them was another American citizen, Samir Khan, who helped put out an online English-language propaganda magazine called Inspire with articles about jihadism, including one called “Build a Bomb in the Kitchen of Your Mom.”


While Abdulmutallab’s training and indoctrination unfolded, he said, al-Asiri built the underwear bomb, ultimately giving it to him in person and having him practice pushing the syringe that was supposed to lead to its detonation. Meanwhile, al-Awlaki instructed Abdulmutallab to make a martyrdom video, to be released after the attack, explaining who he was and why he had carried out the operation. The court filing asserted that al-Awlaki made the arrangements for a “professional” camera crew and helped Abdulmutallab write the statement.


Al-Qaeda in the Arabian Peninsula would later dribble out clips from this session in various lengthy propaganda videos. In late 2012, it made public an excerpt showing a very young-looking Abdulmutallab wearing a white shirt and a white cap sitting before a dingy wall, an AK-47 on his left, the black flag of al-Qaeda on his right. Abdulmutallab rocked back and forth constantly, alternating between looking at the camera and rolling his eyes slightly up and then down at his lap. Abdulmutallab spoke in Arabic, at least for that excerpt, and addressed “my Muslim brothers in the Arabian Peninsula,” to whom he said, “You have to answer the call of jihad because the enemy is in your land, along with their Jewish and Christian armies.”25 In December 2014, AQAP made public another several-second clip showing Abdulmutallab standing between al-Awlaki and Nasir al-Wuhayshi, the leader of the terrorist group. This was the first time al-Awlaki and Abdulmutallab were seen in the same frame.26


The Justice Department said that al-Awlaki left it up to Abdulmutallab to choose the flight—so long as it was a United States airliner—and the date of the attack. But the cleric told him not to travel directly from Yemen to Europe. Abdulmutallab ultimately departed Yemen for Ethiopia, traveled to Ghana, returned to his native Nigeria, and only then flew to Amsterdam, where he boarded the flight to Detroit.


Al-Awlaki’s “last instructions” to Abdulmutallab, according to the court filing based on his interrogations, “were to wait until the airplane was over the United States and then to take the plane down.”


As Abdulmutallab started cooperating, the Justice Department and the FBI took satisfaction in their success. The interrogators had used rapport-building, not torture. They had harnessed family pressure premised on his relatives’ understanding that Abdulmutallab was being treated humanely. They had enlisted the defense lawyer as an ally in helping Abdulmutallab see that it was in his interest to cooperate because he might receive more favorable treatment; they dangled the prospect of his being housed for the rest of his life under conditions more comfortable than those in the supermax prison in Florence, Colorado. All these proven, law enforcement–style techniques persuaded a committed jihadist to provide valuable intelligence to the American government. The question of whether Abdulmutallab needed to be sent to a military or intelligence facility had remained a topic of internal discussion throughout January. But when political advisers to Obama saw how much he was talking, it settled the argument: using the civilian law enforcement system, not the military, to handle terrorists on domestic soil worked.


How things looked outside the executive branch was another matter.


8. “We Need a Commander in Chief, Not a Professor of Law”


The Obama administration, as noted, did not immediately reveal that Abdulmutallab was actively cooperating; because he was providing actionable intelligence that could be used for strikes or arrests abroad, officials wanted it kept confidential. The secrecy allowed Republicans who didn’t know the reality to press forward with the narrative that Abdulmutallab would be talking if he was placed in military custody and that Obama was refusing to do so for ideological reasons, therefore endangering the country—a theme hammered home in conservative media outlets.


McJunkin, the FBI official who had made the call to read Abdulmutallab the Miranda warning, came home around nine o’clock one evening after working another fifteen-hour day, and one of his sons said he had just watched the Fox News talk-show host Bill O’Reilly attack the decision to Mirandize the suspect as idiotic. This recollection appears to match O’Reilly’s February 2 show, in which O’Reilly called Obama out for “three strikes” on his terrorism policies—the closing of the Guantánamo prison, which was “not working out,” the civilian trial for KSM, which was “falling apart,” and “botching the interrogation of the underwear guy—unbelievably dumb.” O’Reilly added: “This is just common sense. When you have foreign killers stalking America, you don’t treat them like embezzlers. You isolate the terrorists and extract as much information from the person as possible. You’re not going to defeat terrorism with Miranda rights. Again, why does President Obama not know this?”27


McJunkin was infuriated. In “just a few weeks,” using the criminal justice process, they had flipped a suicide-bomber who had a hostile, jihadi mind-set to one who was efficiently spilling out “accurate intelligence” that they were handing over to the intelligence community for action. To him, it was stupidity for O’Reilly to argue that just as good, let alone better, results would have been achieved if Abdulmutallab had instead been thrown into a military brig without a defense lawyer to tell him it was in his own best interests to talk and with harsh optics that would have kept his family from interceding, too.


“It offended me and I haven’t watched Fox News since,” McJunkin said. “They really didn’t know what the hell they were talking about.”


McJunkin was mad at Democrats, too—“they needed to grow a pair of balls”—and such frustrations were growing on the left as well. On February 1, administration officials had secretly briefed senior members of Congress, including Senator Kit Bond of Missouri, the ranking Republican on the Intelligence Committee, about what they were learning from Abdulmutallab. At a hearing the next day, Bond nevertheless excoriated a panel of senior national security officials over the FBI’s reading Abdulmutallab the Miranda warning, even though Bond knew he was now cooperating. At the end of the hearing, the chairwoman, Senator Dianne Feinstein, Democrat from California, took matters into her own hands, just as Senator Collins had done in leaking from the dais that Abdulmutallab had stopped talking. Feinstein told CIA director Leon Panetta and FBI director Robert Mueller that it was her understanding that Abdulmutallab “has provided valuable information” and that “the interrogation continues despite the fact that he has been Mirandized.” They said she was correct.28


Feinstein had disclosed a very vague fact, but the Obama administration—fuming over the false impressions that the conservatives’ attacks were giving—seized on it as an excuse to say far more. That afternoon, the White House assembled a background briefing for reporters to lay out the whole sequence, beginning with Abdulmutallab’s Nigerian relatives. Officials revealed that “he has been cooperating for days” and portrayed the results as a vindication of their decision not to put him before a military interrogator.


“I keep scratching my head,” one senior administration official said at the briefing. “People with no experience and apparently less knowledge about the case and the issues involved have made this a cause célèbre, as though there was some type of strange practice or action that took place here, when it’s consistent with all the practices of the previous administration as well as what was promulgated by the former president.”29


In his blistering speech at Heritage the next day, McConnell offered rebuttals to the critique of Republican attacks. It was true that the Bush-Cheney administration had prosecuted foreign terrorists in civilian courts, he acknowledged, but “it was wrong to do so. The enemy in this fight is adaptable. We must be too.” And, addressing the revelation that Abdulmutallab had been cooperating with interrogators, he suggested that the captive would have done so from the start, without any gap, but for the Miranda warning. The White House, he said, had “leaked information aimed at rehabilitating and justifying the administration’s mishandling of the Nigerian bomber. Yet despite their best efforts, the fact remains that all the intelligence he possessed concerning the locations, training techniques, and communications methods of al-Qaeda in Yemen is perishable. Yemeni forces needed that information on December 25th, not six weeks later. Meanwhile, the American people are left to wonder whether, in place of interrogations, their safety depends on terrorists having families who can persuade them to talk.”30


Three days later, the 2008 Republican vice-presidential nominee, Alaska governor Sarah Palin, drew enthusiastic applause with a more populist version of this narrative in a speech she gave before a Tea Party convention. “There are questions we would have liked this foreign terrorist to answer before he lawyered up and invoked our U.S. constitutional right to remain silent,” she said, adding: “To win that war, we need a commander in chief, not a professor of law standing at the lectern.”31


John Brennan had had enough. On February 7, he went on NBC’s Meet the Press and revealed that on Christmas night, he had briefed McConnell and Bond, along with their top Republican counterparts in the House, John Boehner and Pete Hoekstra, and told them that Abdulmutallab was in FBI custody. They knew, Brennan said, that the criminal justice process includes Mirandizing suspects and presenting them to magistrate judges, where their rights are read to them again. “None of those individuals raised any concerns with me at that point. They didn’t say, ‘Is he going into military custody?’ ‘Is he going to be Mirandized?’ They were very appreciative of the information.” Brennan made clear that he saw the political attacks that had unfolded the following month as contemptible.


But a partisan line had been engraved. The Brown victory, and the polling data behind it, had created a new policy plank for the Republican Party platform: terrorism captives should be handled exclusively by the military. A few Bush-Cheney administration veterans with counterterrorism expertise tried to carve out a pragmatic middle ground, arguing that sometimes the criminal justice system was a more effective tool for persuading terrorists to cooperate and ensuring their incapacitation later, but their voices were drowned out. For the remaining years of the Obama administration, whenever a terrorism suspect—whether he was arrested inside the United States or brought to the country from abroad—was charged in the civilian justice system, congressional Republicans accused Obama of being soft on terrorism.


9. Obama’s Approach to Counterterrorism Hardens


The experience of the Christmas Day attack—both the frightening specter of what had almost happened on its watch and the brutal political backlash driven home by Brown’s upset Senate victory—profoundly hardened the Obama administration’s attitude toward counterterrorism policy.


A reverberating change in attitude started from the top. Obama had always respected Brennan. But now, as Brennan used his counterterrorism bona fides on Sunday-morning TV shows to aggressively push back against Republicans’ attacks and defend using law enforcement tools on domestic soil while other Democrats cowered, he became a far more central and influential player, a man to whom Obama looked for guidance.32 The president was not alone; at the Justice Department and elsewhere, more liberal members of the Obama legal team, I was told, began to see Brennan as their hero.


Before the Christmas attack, Obama’s top political adviser, David Axelrod, had not attended the weekly Terror Tuesday policy meetings, Michael Leiter recalled. Now, tellingly, he started coming.


And Leiter, briefing Obama on terrorism matters, observed a visceral difference. Obama had been deeply engaged in war-on-terror issues throughout 2009, but mostly in terms of cleaning up problems he’d inherited from Bush. On actual counterterrorism operations, Obama had been attentive but largely passive, in receive mode—just taking in the information. Now, he changed to active mode, pushing back and questioning his briefers: Why are we doing this? How are we doing this? Is there anything else we should be doing? Do you need anything more from me?


“Terrorism and the threat to the homeland went from a theoretical concern to something that the president understood could shape the course of his presidency,” Leiter told me. “The president suddenly understood that in an instant, people could still be killed inside the United States by al-Qaeda and that such an event could have catastrophic political consequences for the rest of his agenda.… Obama was much more engaged in blocking and tackling.”


The consequences of the Christmas attack would ripple for years. Obama’s moratorium on repatriating Yemenis was a crippling blow to his effort to close the Guantánamo prison, but at the end of 2010, the changed politics of terrorism issues prompted the still Democratic-controlled Congress to deliver the coup de grâce, barring the government from bringing any detainee into the United States for prosecution or continued detention.


Meanwhile, even as the administration publicly defended the decision to Mirandize Abdulmutallab, the White House counsel, Bob Bauer, led an internal review that seriously considered changing the criminal justice system’s interrogation rules protecting the rights of newly arrested suspects. The effort eventually failed, but participants later marveled at how the post-Christmas atmosphere had led them to get so far down its path.


At the National Counterterrorism Center, the Christmas bombing settled an argument. Leiter had been pushing to allow the center to make its own copies of huge databases assembled by other parts of the government that contained information about Americans who were not suspected of terrorism. The ingestion would allow the center to use Big Data–style analysis to search for terrorists on domestic soil. Other agencies—notably the Department of Homeland Security—were resisting, citing privacy concerns. But the consensus that the system had possessed the dots to stop Abdulmutallab but had failed to connect them shifted the debate. It took two more years to work out the details, but the center won.


Indeed, even years later, the searing memory of the near miss led to what was arguably an overreaction to a leak, even by the standards of what by then had already become an unprecedented campaign of going after unauthorized disclosures of secret information. In May 2012, the Associated Press reported that counterterrorism officials had disrupted a plot by al-Qaeda in the Arabian Peninsula to blow up a plane with a new-and-improved underwear bomb. National security officials were furious that someone had told the AP about the bomb and launched a leak investigation. As part of that case, the Justice Department secretly, and without advance notice, subpoenaed a vast trove of telephone records showing the calling records of AP journalists, including some who had nothing to do with the story. When the sweeping subpoena was disclosed, it prompted bipartisan criticism in Congress.


But the most significant policy fallout from the Christmas attack was Obama’s decision to deliberately kill al-Awlaki, an American citizen, in a drone strike. Even Bush had not signed off on the deliberate killing of a United States citizen without a trial. And notwithstanding the extraordinary precedent this established for state power and individual rights, the Obama administration would fight for years to keep the basic facts and legal analysis about its action secret from the public.
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“Savage has all the goods, with a real narrative flair and deep, factual detail.”
ANDREW SULLIVAN, THE ATLANTIC
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