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PART I



HOW WE GOT TO THE AGE OF DANGER















CHAPTER 1



INTRODUCTION


American taxpayers are asked each year to open their wallets and pay for a government national security machine that costs more than $1 trillion—yes, trillion—to operate, and more than $1.25 trillion if we count the Veterans Administration.1 Just for one year. That bill includes money for the military, intelligence community, homeland security, diplomacy, federal law enforcement, and salaries for all the elected officials, political appointees, diplomats, and civil servants who work to defend the United States at home and abroad.


Given this annual $1.25 trillion price tag, we have two questions: How is it possible that our public institutions seem unprepared and get it wrong on so many critical issues so often? And, if our fabulously expensive government national security machine is not working, what is to be done?


It is often said that generals are best at preparing for the last wars. We are close enough to the generals (and admirals) to know that this is an exaggeration, but not entirely untrue, when it comes to the institutions they serve. The National Security Act of 1947, designed after World War II, gave us the basic system we still use today to determine threats to the United States and how to respond to them. It served the country well—mostly well—during the Cold War because it was set to detect and respond to a panorama of global threats. It was adapted after the Cold War—and substantially overhauled after 9/11.


But that most recent overhaul, following the attacks of September 11, 2001, retooled the national security machine to focus mainly on one major threat—terrorism. We now realize, painfully well, that a zoom-like attention on al-Qaeda, its affiliates, and its rivals came at the cost of tuning out the vast array of new threats we now confront, some of them surprises. To be sure, any deaths from terrorism above zero are a tragedy, but the Bush administration erred in its rallying cry calling al-Qaeda a threat to the very existence of the United States on a par with, say, Russia’s nuclear arsenal. It is notable that Michael Leiter, who directed the National Counterterrorism Center, a post-9/11 institution, believes the nation went too far in defining terrorism as an existential threat to the United States, one that overshadows other risks.


“When we killed bin Laden, I knew it [terrorism] was declining strategically,” Leiter said.2 “But even before then, I saw it as of declining strategic importance to the United States compared to cyber, the rise of China, a resurgent Russia. It was clear to me that we’ve probably overreacted some to terrorism.”


Even so, the threat of terrorism has not vanished, and it would be foolish to declare total victory and then forget about it. The July 2022 killing of al-Qaeda leader Ayman al-Zawahiri demonstrated the importance of sustained vigilance. The nation’s law enforcement agencies, homeland security forces, intelligence community, and the military seem to have arrived at the more balanced assessment that, if terrorism is a problem that cannot be eradicated, it can be managed without being an obsession that blinds our leaders to other threats.


The point of this book is to showcase how current and emerging threats are not being spotted early enough or, if they are spotted, are not warned with sufficient clarity and urgency to prompt action. Or if they are spotted and acknowledged, the machinery might not be in place to deal with them. When people say, “Didn’t the government know about this?” the question really is “Who knew about this? At what level of authority? And what else was going on?”


A truism of government leadership is that the inbox is always overflowing for the president and all the cabinet-level officials responsible for keeping our country safe. How do they set priorities?


If US strategy over the last seventy-five years could be summed up as a maxim, it would be make friends and keep threats at a distance. That was the basic lesson we drew from fighting two world wars. That is what guided US strategy during the Cold War. It led to alliances with the other industrial democracies—and occasionally with dictatorships whose interests aligned in pragmatic ways. And it’s what motivated George W. Bush and his administration in the aftermath of the 9/11 attacks.


Today, with terrorism fading from its two-decade role as Public Enemy No. 1, a host of new challenges, and of a different kind, are rising. Threats used to manifest in the form of bombs and bullets, whether from a nation-state, insurgents, or terrorists. But as the wars in Afghanistan and Iraq wound down, attention indeed did turn to the threats from digits, storms, and germs. Not one of those threats can be kept at a distance. Oceans and border walls cannot hold them out. A specific mechanism for acting against them does not exist. To be sure, COVID-19 prompted the United States to redefine national security away from problems that can only be solved by an overextended military—which nonetheless played a role even in pandemic response—and to elevate other mechanisms to save lives and secure the nation.


But then Putin invaded Ukraine, and the United States was facing the worst of both worlds: a hostile, nuclear-armed rival stalking its neighbor’s sovereign territory and undermining global order while the United States was still battling a pandemic and an increase in cybercrime that shut down a national pipeline and heightened concern over outright cyber war with the Kremlin. Western attention had not focused sufficiently on Putin, with the US national security establishment ridiculing Russia, a former superpower, as irrelevant, an Upper Volta with missiles. But a dying man with a gun can kill you just as dead as a healthy man with a gun. It took a Russian army on the Ukrainian border, and then invading, to wake the government up to the threat posed by Putin and his compatriots.


These examples suggest that the US government remains challenged to answer even a most basic question: What is national security? How do we define true mortal, even existential, threats? What does it mean to keep our country safe? Is success measured in lives saved versus lives lost, amount of territory protected from an invader, or damage to our economy averted, or all of the above?


Just under three thousand people died on 9/11, the event that launched twenty years of war with an estimated price tag of $6.5 trillion.3 Compare that to COVID, which has claimed vastly more American lives—one million and counting—and produced an economic recession. So, what does it mean to safeguard American lives and interests in the modern era? If the government can’t even answer that, then it can’t figure out the best way to keep us safe.


The warnings over “cyber war” provide a perfect example.


If this was 2012, some would say the most significant threat is a “cyber Pearl Harbor”—crippling the electrical grid, water supply, or banking system—routinely warned by senior officials. If this was 2014, some would say that the most significant cyber threat was North Korea hacking into corporate computers, such as Sony. If this was 2016, then some would cite Russian hacking to disrupt American elections and undermine our democracy. And if this was 2021, the biggest threat perceived would be cybercriminals, likely abetted by Russia, using ransomware to shut down a critical pipeline, sending gas prices spiraling up and the economy spiraling in the opposite direction.


Or maybe the “cyber Pearl Harbor” sneak attack has already happened, not as a lightning strike but as the slow and patient secret infiltration by China of private-sector computer systems, including of defense contractors, to steal intellectual property worth billions of dollars, a move that likely has saved China years of military research and development.


Which is it? Or something else? Maybe talking about cyber war as war and combat only makes us less safe. After all, if fuzzy analysis leads you to define every problem as a nail, then only a hammer is the perfect tool. And it’s not.


Other major threats that are not receiving enough attention right now include armed drones, climate change as a destabilizing geopolitical event, and pandemics that affect not only humans but livestock and crops. Shouldn’t food security be part of national security? A catastrophic crop blight—whether emanating from nature or a terrorist’s test tube—could cause mass starvation and cripple the nation’s economy. We will take you to the laboratory in the American agricultural heartland where researchers say we already may be too late in preparing for this threat.


Drones were once an American military monopoly. Now adversaries are fielding off-the-shelf varieties, outfitting these small, hard-to-detect aerial machines to fly over cities carrying weapons and explosives and, potentially, chemical and biological weapons. Much attention has been given to Iran’s nuclear weapons program, but it was Iran’s use of drones that brought Saudi Arabia’s oil production to a halt in September 2019. It was to Iran that Russia turned when it needed drones to fight its war in Ukraine. The image of Vladimir Putin kowtowing to Iran’s leadership is not something most observers would have expected. Except Iran had the drones that Putin needed.


Here at home, as the counting of ballots in the 2020 presidential election indicated Joe Biden would win, the Federal Aviation Administration ordered a total ban on drones over his residence in Delaware, warning that any unmanned aircraft in the security zone would be destroyed by the Department of Homeland Security or military forces, proving that the US government fully recognized the domestic drone threat.


And though most responsible citizens and leaders acknowledge the risk of climate change, few are focusing on other significant effects that could be just as catastrophic as rising temperatures: mass migration and mass starvation that could further destabilize fragile nations around the globe. The Pentagon, which spends billions on creating “force multipliers,” is only belatedly understanding how climate change is a “threat multiplier.” The nation’s most important coastal installations for warships and Marines and combat jets could be under water, and useless, with rising sea levels. Increasing heat and moisture in the atmosphere affect the ability of military helicopters and warplanes to take off. That is a double curse because it will require aircraft to burn even more fossil fuels to meet the increasing need for lift. Instability from climate change can be seen abroad in such heartbreaking examples as the brutal civil war in Syria, at least partially sparked by mass migration to the cities owing to long-term drought.


Experts caution that even as the world sets to battle back against the COVID-19 virus, another pandemic is certain—with monkeypox already a threat in mid-2022. Will the nation have learned the lessons—and, more importantly, incorporated those lessons into national security planning? Are our government institutions up to the task?


What is to be done?


This country’s national security system needs an overhaul, a retooling that rivals the major changes made at other critical turning points in history: the end of World War II, after the collapse of the Soviet Empire in 1989, and post-9/11.


The United States is tired of war. But it must find the energy, creativity—and money—to create an industrial-strength lifesaving machine as a counterpart to a system that, for too long, was focused on being the best at threatening lethal force to deter adversaries and carry out military operations if—when—deterrence failed. A lifesaving machine is needed to protect American lives from digits and microbes as much as from planes, bombs, and bullets.


In this book, using exclusive research, we focus on what is wrong and how to fix it by breaking down the $1.25 trillion national security apparatus into two major pieces.


The first piece we call “the warning machine.” Based inside the intelligence community, but significantly involving the Pentagon and the Department of Homeland Security (itself created as a response to 9/11), intelligence professionals gather, curate, and assess information from around the world 24/7/365. The many parts of the warning machine constantly push information and warnings to the vast national security apparatus, including a daily brief to the president himself.


The warning machine is generally good at watching and sizing up problems. But it can’t watch everything. Sometimes the warning machine misses threats, even big threats like 9/11. Sometimes it observes a threat but does not correctly measure its immediacy or impact. And sometimes it warns perfectly… but the warning fails to prompt the required response in the other half of the system, which we call “the action machine.” This machine consists of a large and expensive set of systems, from the FBI and Homeland Security to the military, charged with taking the actions to keep our country safe.


We should be clear. When we talk about the machines, we mean the many people, processes, organizations, and supporting technology and infrastructure that are responsible for keeping the country safe. The machines are elaborate in design and have enormous scope and responsibility. They encompass everyone from the president to the private or clerk responsible for carrying out a particular task. The people are assigned across the federal workforce, the private sector that supports the federal workforce, and, increasingly, states and localities. We refer to the machines as a way to simplify our descriptions. They are anything but simple.


In the chapters ahead, we analyze times when officials indeed heard an accurate warning with sufficient clarity and alarm. And we examine when and why they did not. We also consider what other pressures and pressing issues—the tyranny of limited resources and of measured political capital—prevent the action machine from making appropriate decisions and carrying them out. We include cases of when the machine itself didn’t have the right tools to get the job done, though, as some shrewd observers note, getting the job partly done is better than not getting the job done at all.


The grimmest decision any democracy can make is the decision to go to war. The threat of invading conventional armies? We can fight them—with industrial precision. North Korea preparing for a missile test? We are carefully watching that one, too. But preparing for the next war if it’s a new kind of war? Putin ordering cyberattacks on the integrity of our voting system or China taking advantage of the two decades the United States spent circling the drain in the strategic cul-de-sac of Iraq to make gains on us, or even overtake us? Missed them or thought we had more time than we actually did. The rise of ISIS? Response came only after a region the size of Britain in northern Iraq and Syria was nearly overrun. Pandemic disease? Many saw it coming, but most of the response pieces were not in place. The effects of climate change on the American military’s ability to operate effectively? Barely on the public radar.


Some of these threats are over the horizon, and some are just around the corner. Will the warning machine notice them in time and issue a clear call to action to both prevent the next crisis and goad the action machine into taking the appropriate steps if a threat reaches our shores? And will the action machine respond quickly and forcefully enough? Is the full lifesaving machine even built?


The national security machine cannot shed its prowess for dealing with threats like those emanating from Russia today or perhaps China tomorrow and focus only on new age threats. We need a machine capable not of a biathlon or triathlon but of a decathlon. We will never be able to do everything, and strategy and statecraft involve the art of making choices. But in building the machine needed to make America secure, we need to keep the lens on wide-angle, and we need the tools to act across a range of actual threats, both old and new. It is clear that, since 9/11, the national security machine has focused on the “today” threat. As we move past the Forever Wars to face new threats, it is even clearer that the future needs a seat at the table.


“We sometimes act as if all of this is just so easy,” said Eric Edelman,4 a four-decade pillar of American national security as the Defense Department’s undersecretary for policy—considered the no. 3 Pentagon post—as well as ambassador to Turkey and Finland.


“There are a lot of historians who look back at all this and say, ‘Well, they should have known this and they should have known that,’” Edelman added. In response to such claims, he cites the work of a British historian, Ian Kershaw, who defined the challenge this way: history is lived forward, but it is only understood backward.


“The reason we get things wrong so much in national security,” Edelman concluded, “is because it’s really fucking hard.”


Footnotes


1 Based on Congressional Budget Office estimates for FY2023.


2 Michael Leiter (former director of National Counterterrorism Center), interview with authors, November 2021.


3 This reflects a higher-end estimate of costs, though not the highest estimate. Some analysts dispute including Department of Homeland Security spending in the estimate. Neta C. Crawford, “United States Budgetary Costs and Obligations of Post-9/11 Wars Through FY2020: $6.4 Trillion” (research paper, 20 Years of War: A Costs of War Series, Watson Institute at Brown University and Frederick S. Pardee Center at Boston University, November 13, 2019), https://tinyurl.com/yjra47z4.


4 Eric Edelman (former undersecretary for policy at the Defense Department), interview with authors, October 2021.















CHAPTER 2



THE WARNING MACHINE AND THE ACTION MACHINE


For the first 170 years of its history, the United States operated with a foreign policy machinery built for war and peace, without a whole lot in between. That is not to say the United States only operated in the realms of war and peace. When President Thomas Jefferson decided it was bad policy to continue paying tributes to the Barbary pirates operating off the shores of North Africa, he dispatched the US Marines to bring an end to this particular reign of terror and ransom. Jefferson did not declare war in dispatching Marines but rather called upon the Marines as a tool of foreign policy. This piece of history is captured in the opening line of the Marine Hymn: “from the halls of Montezuma to the shores of Tripoli.” Jefferson was choosing a path between war and peace, but there was little organizational machinery then between the president and the Marines aboard Navy ships who would implement his decisions. The modern warning and action machines would come much later.


Indeed, for more than a century and a half, the United States national security machinery comprised the Departments of State, Treasury, War, and Navy. There were coordinating mechanisms within the federal government, to be sure, but no standing bodies or committees organized to support the president, nothing akin to the modern National Security Council system. There also was no standing intelligence function—no warning machine—to provide notice of pending threats other than what was produced through dispatches from foreign embassies and military deployments and communications from private citizens. Prior to the telegraph, news and information from abroad traveled at the speed of a sailing ship and, later, a coal-fired vessel. That meant news traveled slowly and those acting on instructions from the president had considerable autonomy. Undersea cables, which appeared in the late 1850s, allowed for more instantaneous communications over long distances, but they did not initially provide widespread coverage. Transatlantic telephone lines only began operations in the 1940s.


The first instance of reports from the battlefield being delivered to leaders and readers in something near real time was during the Civil War, at Gettysburg, when newly installed telegraph lines allowed rapid dispatches from the front. These missives were read immediately by President Lincoln, who crossed from the White House to the ticker inside his nearby War Office, and they landed on the front page of newspapers across the industrialized Northern states within hours. It was the Victorian age equivalent of CNN’s “Bombs are falling on Baghdad.”1


World War I and its aftermath would have put this loosely knit structure of diplomatic and military instruments to a test had Woodrow Wilson’s ambition for the League of Nations survived a vote by the US Senate. Wilson envisaged a large-scale role for the United States in the planned new league and negotiated mechanisms for US leadership. The president spent much of the first half of 1919 negotiating the peace talks abroad, including visits to Paris, London, Rome, and Brussels.2 He imagined an activist policy of involvement and intervention through the mechanisms of the league he helped form. Wilson would be awarded the Nobel Peace Prize for his efforts. But concern that the treaty might commit the United States to defending other league members should they come under attack led the Senate to reject Wilson’s efforts by a substantial margin.3 As it was, the United States chose isolation—for the most part—over entanglement, and its institutional mechanisms—the predecessors to the modern warning and action machines—would not be tested again in a serious way until World War II.


The lasting memory of triumph in World War II—the heroic work of the Greatest Generation—tends to cloud how fraught the decision-making process was during the war. Some of this had to do with President Franklin Roosevelt himself. Roosevelt was notorious for cultivating multiple layers of decision processes, making different promises to different people, and keeping even some of his most important advisers in the dark on critical matters. Henry Stimson, Roosevelt’s secretary of war, expressed in his diary his own dismay: “The president is the poorest administrator I have ever worked under in respect to the orderly procedure and routine of his performance. He is not a good chooser of men and he does not know how to use them in coordination.”4 Tough words from one of Roosevelt’s closest advisers.


But it was not just Roosevelt, as complicating as his behavior could be. The machinery itself proved to be antiquated. It was an eighteenth-century design being used for twentieth-century problems. Intelligence flowed through separate organizational stovepipes without standing coordinating mechanisms. Japan’s December 1941 attack on Pearl Harbor, which in retrospect had been signaled in so many different ways, proved to be the single greatest failure of warning in national security to date in US history.


Roberta Wohlstetter wrote the landmark book on the intelligence failure that led to the attack. Her conclusions sound eerily similar to the assessments that followed the 9/11 attacks on New York and Washington:




A curious kind of numbness seemed to characterize these last moments of waiting, a numbness that was an understandable consequence of long association with signals of mounting danger. The signal picture had been increasingly ominous for some time, and now apparently it added up to something big, but not very definite.… There was also a fundamental passivity connected with the avowed policy that the United States could not strike the first blow.5





Wohlstetter went on to conclude:




After the event, of course, a signal is always crystal clear; we can now see what disaster it was signaling since the disaster has occurred. Before the event, it is obscure and pregnant with conflicting meanings.6





This sentiment, of course, would be repeated in the decades that followed.


As the war unfolded, military planning was hampered by interservice squabbles and the lack of formal coordinating mechanisms. The Army, Navy, and Marine Corps were the three standing military services. The Army, along with its aviation corps, reported to the secretary of war, who reported to the president. The Navy, with its own aviation arm, and the Marine Corps reported to the secretary of the Navy, who reported to the president. The War and Navy Departments had coordinating mechanisms, including the Joint Chiefs of Staff, but US military operations still ran through two cabinet-level departments that reported directly to the president. Neither cabinet department was required to coordinate with the secretary of state, who ostensibly was responsible for US foreign policy on behalf of the president. The Army and Navy operated in largely separate spheres throughout the war. A small artifact of history worth remembering is that General Douglas MacArthur operated his Army headquarters out of Australia after he evacuated from the Philippines. Admiral Chester Nimitz operated the Navy headquarters from Hawaii. The Coast Guard operated under the direction of the US Treasury until it was temporarily assigned to the Navy in 1941, only to be returned to the US Treasury in 1946.


In his 1951 Pulitzer Prize–winning novel The Caine Mutiny, author Herman Wouk described the Navy as an institution designed by geniuses to be run by idiots. Aside from tradition, not a great deal of organizational genius guided the war effort. That is not to take away from individual genius or heroics, but the war effort persuaded most who were involved that a new organizational model needed to be created to guide the United States beyond the war. The United States was victorious in World War II to be sure, but most who were involved in the victory recognized the country was not organized for the world that would follow. In other words, the United States won the war despite the weaknesses of the warning and action machines that were built to support it.


BUILDING THE COLD WAR MACHINE—WIDE-ANGLE VIEW WITH A SOVIET LENS


The National Security Act of 1947—resulting not from crisis and defeat but from victory—provided the architecture for that new national security model. As the United States emerged from World War II, national leaders concluded the United States no longer had the luxury of withdrawing from the world. That was the path chosen at the end of the first great war of the twentieth century, and it led to a second great war a short twenty years later. There was a general view, though far from a consensus, that the United States needed to lead the postwar world that was emerging. No other industrial power was capable of doing so—Germany and Japan had just been defeated, and Great Britain and France had suffered terrible losses during the war. The United States had embraced the Soviet Union as an ally during the war, but it was soon clear the two powers were on diverging paths. Winston Churchill’s famous “Iron Curtain” speech signaled the actual breaking point between the Western powers and the new Soviet Empire.7 America’s postwar leaders created a system at home to deal with the emerging world and developed partnerships with the industrial democracies. Many of these alliances, which would prove to be enduring, were pitted against authoritarian regimes that controlled centrally organized economies. The shorthand for this is communist systems, though they came in a variety of forms, the Soviet Union and China being the most prominent examples.


The United States would lead the industrial democracies, and it needed a wide-angle view of the world and the tools to deal with the problems this world would present. It had a lens, of course, to contend with the Soviet threat. The leaders built a machine that had the best engineering and industrial efficiency of the time. They were creating a system for the long haul and were quite expansive in their view of what was required. In a way, we might think of it as a top-of-the-line 1947 Chevy. Not quite a Cadillac, Buick, or Oldsmobile, because Harry Truman was known to be something of a spendthrift.8 But they built the machine knowing that it had to last. In a few cases they added chrome and shiny hubcaps—think of the modern Air Force or the newly formed CIA. It was built to take the country decades into the future.


The new warning and action model established a Director of Central Intelligence, who would coordinate intelligence activities, and the Central Intelligence Agency, which had separate directorates for analysis and operations. This marked the beginning of what would become a vast warning machine. The CIA’s charge was global, given that the United States had taken on global obligations. Its lens was all things Soviet, wherever they took place, arguably at times even when the Soviet Union wasn’t involved. This model created the modern Department of Defense, with four military services—including the brand-new United States Air Force—under a single civilian leader.


Importantly, it also established the National Security Council, or NSC, as a standing structure to advise the president on national security matters. The NSC was to advise and coordinate on policy, not make it. Nor was the NSC designed to oversee implementation of policy. That would happen through the cabinet departments and agencies. The NSC was established under the chairmanship of the president, with the following seven officials as permanent members: the president, the secretaries of State, Defense, Army, Navy, and Air Force, and the chairman of the National Security Resources Board. The president could designate “from time to time” the secretaries of other executive departments and the chairs of the Munitions Board and the Research and Development Board to attend meetings. Although the new Central Intelligence Agency was to report to the NSC, the Director of Central Intelligence was not a member of the council but did attend meetings as an observer and resident adviser.


This basic organizational structure has now been in place for over seventy-five years. But it is worth remembering that all wasn’t well at the beginning. Harry Truman, who supported the legislation, was suspicious of the idea of a National Security Council reporting to the president. He believed it was an impingement on his executive authority and was inching closer to a British-style cabinet government, where the prime minister is the first among equals but not the chief executive. As far as Truman was concerned, the buck stopped with him.




Despite his service in the Senate, president Truman was a strong defender of presidential prerogatives and responsibilities. He made little use of the NSC before the Korean War, in part because he believed that only the president could make decisions or be accountable. “There is much to this idea,” Truman wrote in his memoirs. “In some ways a Cabinet government is more efficient—but under the British system there is a group responsibility of the Cabinet. Under our system the responsibility rests on one man—the president.” In the final stages of the legislation, Truman had his staff insist on word changes to make the NSC clearly advisory, with no power to coordinate or integrate policy.9





Truman remained dubious of the NSC even as he faced a number of important decisions—the Berlin Airlift, the establishment of the North Atlantic Treaty Organization (NATO), and the Marshall Plan, which helped provide for the economic rescue of Western Europe. It was not until North Korea invaded the south that Truman called upon the NSC as part of the new warning and action machinery.


Unification of the military services was even trickier. Coming out of the war, the War and Navy Departments had competing plans. The Army, in particular, advocated for full unification and a streamlining, even specialization, of functions. For example, the Army wanted all land warfare functions to be assigned to the Army, including those provided by the Marines, who were part of the Navy Department. Truman backed the idea of combining the War and Navy Departments. But the Navy, under the leadership of James Forrestal, was suspicious and sought more autonomy for the naval forces, including the Marine Corps. Adding to the challenge were suggestions that the Navy forgo its aviation arm, despite the importance of carrier aviation to the war effort, and that the Marine Corps be limited in numbers or even eliminated.10 Truman himself did not sit above the debate: “The Marine Corps is the navy’s police force and as long as I am president that is what it will remain. They have a propaganda machine that is almost equal to Stalin’s.”11


Regarding the need for reform, Truman lamented, “If the Army and Navy had fought our enemies as hard as they fought each other, the war would have ended much earlier.”12


Still, the National Security Act of 1947 created the basic architecture for the modern warning and action machines, reflecting the best organizational design of its era. It was machinery that would be operated not just with white shirts and dark ties but also with telephone operators, couriers, clerks, cooks, even soldiers and sailors on KP duty. It was very labor-intensive machinery. It was built to support America’s friends and contain a Soviet threat.


Building the machine required building an infrastructure to support it. Military infrastructure to be sure, but also laboratories, training facilities, and schools. Although it’s a myth that Eisenhower conceived the modern interstate highway system—it was envisaged a couple decades earlier—he recognized its value in moving troops and equipment if needed and evacuating cities in the event of a nuclear attack. National laboratories, some of which were created to support the war, were maintained at locations like Livermore in California and Los Alamos and Sandia in New Mexico. In time, the modern space infrastructure would follow, with launch facilities in Florida and California and research facilities in Alabama, Louisiana, Maryland, New Mexico, Ohio, Texas, and West Virginia.


Not to mention the vast military infrastructure and supporting industry, including public shipyards. Bases and facilities were concentrated along the two coasts and large military facilities were built across the South and deep into the heartland.


There was also a vast infrastructure overseas. The end of World War II left large troop concentrations in Germany and Japan. The immediate occupation of Germany involved nearly 750,000 Americans, not just troops but also large numbers of civilians, who provided the backbone for the immediate postwar government. The same was true for Japan. The Korean War that soon followed left a large troop presence in South Korea. But the network of bases and infrastructure spread even farther into Iran, Libya, Turkey, and the Philippines. Much of this overseas infrastructure supported the burgeoning warning machine and served as the bulwark of the new containment strategy, where the warning machine would watch and listen, and where the action machine was poised to respond if needed. But for the Philippines, most of the new overseas infrastructure came as a result of war.


Of course, all this created jobs, not just military jobs, but also federal civilian jobs. The federal workforce in the 1950s was 1.9 million, with more than half working for the Defense Department.13 Jobs flowed through the government and through the vast web of industry contracts. It is easy to think of defense contracts, which are substantial, but the human part of the vast machinery needed housing, clothes, food, and entertainment, even a Coke or Pepsi on occasion. The people who populated the machine wanted the benefits of modern life—homes in the suburbs, supermarkets, washers and dryers, dishwashers, vacuum cleaners, and console TVs, not to mention big, sleek automobiles. They wanted schools, swimming pools, tennis courts, camps, and churches for their kids. The national security machinery required its own machinery to support modern life.


The warning and action machines would be tested and modified over time but would remain remarkably true to the original design. The warning machine was fine-tuned to track every Soviet move using the best available technology and finest human talent. The early space race was less about putting a human on the moon than it was about watching each other’s military developments by looking down through cameras in space. Spying itself became a trade with a whole tradecraft built around it. Novels and movies from the likes of John le Carré spun tales around the massive human and technological apparatus. The early engineers of the warning machine knew it would require tinkering. Arthur Vandenberg—identified as Mr. A in order to keep his name secret at the House of Representatives hearing on the new legislation—warned of US inexperience in spying. Vandenberg didn’t mince words in his assessment: “We are tyros in the game of foreign intelligence,”14 meaning the United States would need to experiment and adapt. The growing pains would become evident, not just what was missed or misunderstood, but also, in some regrettable action in places like Guatemala, Iran, and Cuba, what were misguided efforts to replace foreign leaders out of fear of a communist threat.


The action machine was similarly adapted to the needs of the Cold War. Initial attention was devoted to deterring large wars fought with nuclear weapons. The new US Air Force, which required long-range aircraft and missiles to threaten Soviet leaders with nuclear retaliation should the Soviets attack the United States or one of its allies, was very much in its ascendancy. This showed in the budget allocations of the time. Following the Korean War, the Air Force share of the total budget leapt ahead of those of the Army and Navy, at times roughly equaling the share of the other two military departments combined.15 The massive investment in the Air Force was a reflection of the Eisenhower administration’s broader policy of containment backed by the threat of “massive retaliation,” as articulated in 1954 by Secretary of State John Foster Dulles. This investment led to a series of innovations in modern aircraft, including intercontinental bombers and aerial refueling aircraft. It also led to the development of intercontinental missiles and space orbiting vehicles, later known as satellites. The action machine needed a whole new industry to support it. This gave birth to the modern aerospace industry.


It also led to something of a cat-and-mouse game in the pursuit of technological advantage. Indeed, in 1957 during the Eisenhower administration, Russia successfully placed Sputnik 1 in orbit, which officially marked the beginning of the space race. This represented just one part of the competition that defined the Cold War. References to Sputnik as a shorthand for surprise continue to this day, as we will see later.


A central feature of the new warning and action machines was the creation of alliances. They were to be the bulwark to contain the Soviet Union. The first and most enduring was the establishment of NATO. The alliance was formed around the idea that an attack against one is an attack against all, a concept the US Congress would not embrace when Wilson attempted to make this policy through the League of Nations. The idea is enshrined in Article 5 of the North Atlantic Treaty.16


NATO, created in April 1949 as the Cold War was intensifying, originally had twelve founding members.17 Greece and Turkey became members in 1952; the Federal Republic of Germany (West Germany) became a member in 1955; and Spain entered the alliance in 1982. NATO, too, has its own machine, with both political and military structures. The political structure is housed in the North Atlantic Council, which includes permanent representatives or ambassadors from every NATO member. Its job is to facilitate diplomatic interactions across the member states. Of course, the larger the number of members, the trickier the diplomacy. The military structure is guided by the NATO Military Committee, which provides oversight of the military commands and acts as the planning and coordinating function for potential wartime operations. The NATO military commander, Supreme Allied Commander Europe, or SACEUR, is headquartered in Belgium. Dwight D. Eisenhower was the first SACEUR. He established the Supreme Headquarters of Allied Powers Europe (SHAPE) in Mons, Belgium.18


NATO added new members after the Cold War. Poland, Hungary, and the Czech Republic joined in 1999; Bulgaria, Estonia, Latvia, Lithuania, Romania, Slovakia, and Slovenia joined in 2004; Albania and Croatia joined in 2009; Montenegro joined in 2017; and North Macedonia joined in 2020. Finland and Sweden sought membership in 2022—a direct result of Russia’s war on Ukraine. The United States Senate supported Finland’s and Sweden’s applications in August 2022; action from other NATO member governments is still pending. While many have wondered about NATO’s durability after the Cold War, it has proven to be an especially durable organization. Unlike other alliance relationships, many have wanted to join the alliance and no member has left, though France has signaled a desire on several occasions.


Other important alliances are primarily bilateral. The US–Japan alliance was established in 1951. The ANZUS treaty (Australia, New Zealand, United States) was also established in 1951, as was the treaty with the Philippines. A treaty with South Korea followed in 1953 as the war in Korea was winding down.


The Southeast Asia Treaty Organization, or SEATO, was established between the United States, France, Great Britain, New Zealand, Australia, the Philippines, Thailand, and Pakistan in 1954. This can be thought of as overbuilding the machinery. It was clear at the time and certainly in retrospect that SEATO came in response to Mao’s triumph in China and a perceived communist threat to all of Southeast Asia. Still, it represented an odd mix of British Commonwealth countries, former colonial powers (Great Britain and France), and developing nations. The ties that bound the allies were much looser than the forces pulling them apart. Members began to withdraw in the early 1970s. Pakistan was unhappy with the organization’s inaction during its war with India, and neither France nor Pakistan supported the US war in Vietnam. The organization formally disbanded in 1977.


The Baghdad Pact, founded in 1955 as an alliance of Turkey, Iraq, Pakistan, Great Britain, and Iran, was clearly intended to contain Soviet expansion to the south and was meant to protect critical access to Middle East oil supplies, the lifeline for the industrial economies. Like SEATO, it was an odd mix of former colonial powers, oil-rich Middle East states, and the newly independent Pakistan. To the United States, which joined the alliance in 1959, and Great Britain, the Baghdad Pact looked like another bulwark against Soviet expansion. To the regional members, the alliance was seen as an opportunity to share in the new industrial wealth and as a hedge against threats from one another, neither of which proved to be forthcoming. The Baghdad Pact was renamed the Central Treaty Organization, or CENTO, after Iraq withdrew in 1959. Following the Iranian revolution and Iran’s subsequent withdrawal from the treaty, CENTO was disbanded in 1979.


Indeed, the various mutual defense treaties were all part of the larger Cold War structure. Some proved more resilient than others, with the NATO, Australia, Japan, and South Korea relationships proving to be most resilient. Not surprisingly, the most robust of these relationships included the industrial democracies—in Europe and, in time, across East Asia. All had an important stake in the emerging world order where security—the oxygen, if you will—was necessary to allow for the free flow of goods and services. The industrial democracies had a critical stake in the larger global order.


If security was the oxygen, then fossil fuel energy was the lifeblood. Thus, the importance of the Middle East to the industrial democracies. This significance first became clear during World War II and was captured for history when President Roosevelt met with Saudi King Abdul Aziz aboard a Navy destroyer in the Suez Canal to cement the fledgling US–Saudi relationship. It continues to this day. Any attempt to disrupt energy supplies is a direct threat to the lifeblood of the industrial democracies. In the Cold War context, it meant containing Soviet expansionism—not just the Soviet threat to those along its borders, but the larger Soviet threat to the alliances. Protecting energy supplies was a shared goal across the industrial democracies even though there were differences on how to make good on that goal. In the simplest terms, the industrial democracies were motivated by the basic idea of making friends and keeping threats at a distance.


Somewhat ironically, none of the treaties were called upon to help with the defense of the United States during the Cold War. This is not to say they were not valuable. Enormous effort went into maintaining the alliances and enormous funds were expended to support them. Perhaps the best measure of the Cold War alliances is the fact that the United States never fought a war with the Soviet Union, a remarkable historical achievement given the many times, which we will see, when a war between the two Great Powers might have been fought. Article 5 of the NATO treaty was first invoked on September 12, 2001, in the aftermath of the 9/11 attacks on the United States. To the extent that US strategy aimed to keep threats at a distance, the system of alliances and relationships worked remarkably well.


In time, as the American and Soviet nuclear stockpiles grew, attention turned to managing the competition in ways that were more stabilizing rather than less so. Particular attention focused on finding ways to dissuade either party from considering a surprise disabling attack—known at the time as a “bolt from the blue”—and to bring more predictability to the larger arms race. This led to a number of treaties controlling the growth in weapons stockpiles, eliminating certain classes of weapons, limiting defenses against ballistic missiles, banning tests of nuclear weapons, and, importantly, limiting the proliferation of nuclear weapons and related technologies. This prompted an alphabet soup of abbreviations like SALT, START, ABM, INF, CTBT, and NPT.19 Why all this matters is wrapped up in the arcane logic of the Cold War. The enormous destructive power of nuclear weapons meant each side feared a disarming attack—an attack from the other party that destroyed its ability to retaliate and potentially destroyed its industrial capacity and ability to govern. The idea that a hundred or two hundred weapons would suffice to deter the other party only worked if both parties had great confidence the hundred or two hundred weapons, along with the political and military leadership needed to orchestrate the response, would survive an attack. Neither party had such confidence, so both parties continued to build additional weapons. Although it was sometimes said that the additional weapons would only be needed to “bounce the rubble”—that is, to reattack targets that already had been attacked—there was an underlying rationale for how the additional weapons would be used. Arms control was the antidote to the arms race.


The focus on arms control gave rise to a whole new group of experts, many of them civilian, who would generate ideas, participate in meetings and conferences, and staff the painstaking efforts to arrive at arms control agreements. From this cadre would arise a host of new characters and personalities, including Henry Kissinger, who was a Harvard professor active in the early arms control dialogue before he went on to his more famous role as national security adviser and secretary of state to Richard Nixon and Gerald Ford and adviser to all presidents since. Others, like Zbigniew Brzezinski, national security adviser to Jimmy Carter, and Brent Scowcroft, national security adviser to George H. W. Bush, were products of the same system. Closer to the present, Condoleezza Rice and Steven Hadley, both national security advisers to George W. Bush, had backgrounds in the larger arms control community. Ashton Carter, defense secretary to Barack Obama, was a product of the arms control community as well.


New centers emerged at major universities like Harvard, Yale, Princeton, Columbia, MIT, Stanford, and Johns Hopkins. Education in new specialties was required, and the university programs responded to the larger market signal. As the machine grew larger and more complicated, the university system was ready to train the talent the machine demanded. This all became part of the larger national security system.
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Various lessons piled up over time, from a series of both failures and successes. Each, in a way, led to a retooling of the warning and action machines. Not so much an overhaul, but a string of important changes that had lasting effects, these successes and failures fill the pages of Cold War analyses and now Cold War histories. Our focus on reviewing these successes and failures is to illustrate the impact they had on the warning and action machines and how they, cumulatively, have brought us to the current moment.


North Korea’s June 1950 invasion of South Korea marked the first real test of the modern warning and action machines. Both were found wanting, and deeply so. North Korea’s attack came after five years of simmering tensions, and American forces were unprepared for combat just a few short years after the major victories of World War II.20 Task Force Smith was deployed to help slow the North Korean advance and was quickly overrun. US forces were outgunned and outmaneuvered and soon fell into retreat. The amphibious landing at Inchon that came several months later marked a stark turnaround in the war. But for generations to come, Task Force Smith would be the rallying cry of those advocating for trained and ready forces. To this very day among Army and Marine Corps advocates, Task Force Smith is remembered with a sense of “never again.” Future secretaries of defense, including Dick Cheney and Jim Mattis, would refer to Task Force Smith when arguing the case to build and sustain military readiness.


The experience gained from the Korean War meant the United States would no longer rely on mobilizing its military forces at the time of war, which was the historical tradition, but instead would rely on large, standing forces, forces capable of being deployed on a moment’s notice, sometimes within hours of being alerted to action. Training had to be continuous because if forces were to be ready, they had to be trained. Not every part of the military had to be trained to the same level of readiness at the same time, but some portion of the military services had to be trained and ready all the time. During the Cold War, in that era when the Soviet Union could launch at a moment’s notice, nuclear forces were kept at the highest level of readiness and alert. Long-range bombers had to be capable of loading weapons and flying with little or no notice. This was known as strip alert. Readiness meant that nuclear missile submarines were at sea and on station every day of every month of every year, and land-based missile forces had crews on station around the clock should the president give the order to launch. No other part of the fighting force maintained this level of readiness, but every part was expected to be ready to deploy within hours if not days of receiving an order. This meant that every part of the system had to have a backup, and the most important parts of the system had to have backups to the backups. All this required people, know-how, and money. As a result, whereas defense spending had fallen sharply as World War II came to a close, it rose again sharply when the country decided to maintain a standing, ready force. In many ways, this is the legacy of Task Force Smith—what it meant to not be ready in a time of need.


The Bay of Pigs in Cuba marked another important milestone in the maturing of the warning and action machines. This incident revealed the vulnerability that can arise in passing the baton from one presidential administration to another. When John Kennedy was elected president, the CIA, under the direction of Allen Dulles, brother of former secretary of state John Foster Dulles, had developed plans to topple Fidel Castro, the young Cuban firebrand—then only thirty-four years old—by relying on a mix of Cuban refugees supported by US forces. Dulles presented his plan to the brand-new Kennedy administration, and it was approved within days of Kennedy’s inauguration. The subsequent operation proved a colossal failure and incredible embarrassment for the new president. This despite Eisenhower’s caution that “the plan could not be hatched until a government-in-waiting was in place.”21 Eisenhower assumed the new administration would understand the risks before it set the CIA’s plans in motion. The resulting disaster set the stage for US–Cuban relations to the present and is cited by many as a proximate factor in the Cuban Missile Crisis, which followed in just under two years. It also represents perhaps the first big step in drawing decision-making closer and closer to the White House. No president wants to be presented with a foreign policy disaster during the first year in office, particularly a disaster of his own making. The lesson Kennedy took from the Bay of Pigs was that he not only wanted his stamp on all key decisions, he wanted close White House oversight of all the implementing actions. Kennedy quickly replaced Dulles as CIA director, wanting “his people” in charge of the national security machine. This would become a recurring theme for nearly all subsequent presidential administrations.


The Cuban Missile Crisis served as the single biggest test of the warning and action machines during the Cold War. Despite huge expenditures on surveillance and warning systems, including a new fledgling space program, the Kennedy administration was surprised that Soviet leader Nikita Khrushchev was installing missiles in Cuba capable of delivering nuclear warheads to the United States from just a short distance away. John McCone, Kennedy’s new CIA director, was alone among Kennedy’s advisers in warning that Khrushchev was planning such a bold step. In one of the oddities of history, McCone was on travel for his honeymoon during the crucial time when the mounting intelligence needed an advocate in the Kennedy National Security Council. Others didn’t see it, or didn’t believe it, and thus the threat continued to grow.


As later released in CIA records, “McCone’s hunch turned into reality when U-2 spy plane photographs revealed construction of Soviet medium-range ballistic missile sites near San Cristobal, in northern Cuba.”22 The subsequent thirteen days became a turning point in the Cold War, unquestionably the closest that either the United States or the Soviet Union ever came to nuclear war. Kennedy and Khrushchev engaged in communications throughout the crisis. At one point, Khrushchev sent the following message to Kennedy: “If there is no intention to doom the world to the catastrophe of thermonuclear war, then let us not only relax the forces pulling on the ends of the rope, let us take measures to untie that knot. We are ready for this.”23 The crisis was resolved when Kennedy committed not to invade Cuba, Khrushchev removed the missiles from Cuba, and Kennedy later removed US missiles and warheads from Turkey. The warning and action machines had survived the greatest test to date. A direct communications link would be established between the White House and the Kremlin known as the “hotline.”


Even though Kennedy acted on warning and the crisis was ultimately resolved, Kennedy did not know critical information at the time. As Graham Allison, author of the most famous book on the Cuban Missile Crisis, Essence of Decision, reminds us, the United States and Russia are once again going toe-to-toe over the war in Ukraine:




How could the dynamics in 1962 have led to nuclear war? Analysts of this crisis have identified more than a dozen plausible paths that could have led to the incineration of American cities. One of the fastest begins with a fact that was not even known to Kennedy at the time. The core issue for Kennedy and his associates was preventing the Soviets from installing operational medium- and intermediate-range nuclear missiles in Cuba that could strike the continental United States. They were unaware, however, that the Soviets had already positioned more than 100 tactical nuclear weapons on the island. Moreover, the 40,000 Soviet troops deployed there had both the technical capability and the authorization to use those weapons if they were attacked.24





So, yes, the resolution came to be viewed as a triumph, but the incident was actually a much closer call than anyone imagined, even those who knew what a close call it was. Even well-tuned crisis and action machines won’t surface all the relevant information needed for making important decisions. The idea that Kennedy and Khrushchev stood toe-to-toe and Khrushchev blinked has become part of American foreign policy lore. A more appropriate conclusion would be that two statesmen backed the world away from calamity. The machine did its job. The leaders in charge did a better job.


There is another lesson from the Cuban Missile Crisis that gets much less attention. The crisis had a beginning, a middle, and an end. Problem identified, action taken, problem resolved. In a way, it left a blueprint for successful crisis management. Volumes have been written about it over the decades. Robert Kennedy, the president’s brother and attorney general, wrote his account in a book titled Thirteen Days. But few national security crises have such a straightforward narrative. Most problems go on for months, years, and even decades. They end up being managed and not resolved. And here’s the problem when crises are managed, not resolved, in the White House: With a crisis that goes on for days, the president and his team can devote full attention to it. But a crisis that goes on for weeks, months, or years cannot possibly command the president’s full attention. Plus, in time other problems and crises arise. No White House is built for multiple crises or for multiples of multiples. Still, the Cuban Missile Crisis blueprint remains the prevalent action model—pull the issue and the decision makers into the White House and sustain its attention until it is resolved. In a world where problems come in multiples and few issues actually get resolved, it is not uncommon for decision makers across the warning and action machines to spend much of their daylight hours in the White House and their early mornings and late evenings back at their home offices. A different model for managing crises has yet to emerge.


The war in Vietnam served as the next great test of the national security apparatus and would have a lasting impact. Whereas the stakes for America were never as high as in the Cuban Missile Crisis, the human toll was far, far greater in Vietnam. More than fifty-eight thousand Americans were killed in Vietnam, and an estimated two million North and South Vietnamese were killed. Vietnam was the first US war broadcast daily into American living rooms. It was also the first US war where key decisions on the day-to-day conduct of the war came directly from the White House. President Lyndon Johnson, surrounded by advisers, famously examining maps of troop movements and potential bombing targets was legendary. As an Army lieutenant colonel, H. R. McMaster, who would later serve as Donald Trump’s national security adviser, wrote a PhD dissertation on what he termed “dereliction of duty,” a broad indictment of the US military leadership’s unwillingness to confront Johnson and his advisers over the conduct of the war. “Dereliction of Duty” became required reading at the military war colleges, and that’s true to this day.


It was during the Vietnam era that Defense Secretary Robert McNamara brought the tools of industry to the Pentagon. He introduced more structured processes for planning and budgeting, a more business-like approach to running the world’s largest bureaucracy. This, in turn, produced the modern planning, programming, and budgeting system that consumes endless amounts of staff time at the Pentagon to this day. It was McNamara who also insisted on metrics for measuring progress in military preparations and actual warfighting. He hired a team of systems analysts to introduce the latest management tools. Modern approaches to cost-benefit analysis were introduced during the McNamara era and continue to be used today. They are an upside to his approach. The use of body counts as a measure of warfighting effectiveness was also introduced. This was a distinct and highly misleading downside.25


The US military had to be remade to fight in Vietnam. The forces required to halt an invading army or drive an army from a contested area are very different from those needed to help a partner, in this case, an especially weak partner, fight off an insurgent force that is being supported by a large standing army—the Viet Cong and the North Vietnamese Army. The US Army and Marines, in particular, created new counterinsurgency doctrine to guide their efforts, drawing heavily from lessons from the British and French when they tried to maintain toeholds in their former colonial territories. New approaches to fighting were tested; new kinds of equipment were developed that involved US military forces operating within and living alongside the civilian population of South Vietnam. The war was a mixture of both pacifying areas and large, pitched battles in now famous areas like Khe Sanh, Ia Drang, and Hue.


The anguishing experience in Vietnam produced a whole new literature, fiction and nonfiction alike. In a fascinating analysis little known outside academic circles, Leslie Gelb and Richard Betts wrote a volume titled The Irony of Vietnam: The System Worked, their own postmortem on the warning and action machines. Gelb and Betts argue that the machinery had operated as intended; that the consensus that formed the basis for post–World War II foreign policy—the containment of communism—had held; that differences of opinion, among elites and among the public, were accommodated by compromise, thus taking the options of steep military escalation or disengagement off the table; and, importantly, that decisions had been made without illusion regarding the actual odds for success. They conclude that Presidents Kennedy and Johnson knew the United States was not in a position to win the war in Vietnam. Each commander in chief focused his attention instead on not losing.26 The authors quote Kennedy’s adviser Theodore Sorensen, who recalled that in 1963 Kennedy “was simply going to weather it out, a nasty, untidy mess to which there was no other acceptable solution.”27 Interestingly, Gelb and Betts begin their analysis with something of an apology: “The title of this book must strike any intelligent reader, at first glance, as ridiculous.”28


Vietnam was a war, to be sure, but it was also more than that. The commitment to the war entailed supporting a weak government that was under attack by an organized, committed foe. US military forces were helping to fight off the attack from the North, but other parts of the warning and action machines needed to be mobilized to support the failing government of South Vietnam. This involved providing economic and development assistance that had to fall in on the crumbling colonial structure the French had left behind. Warning and action machines veteran Robert Komer wrote about this in a volume with the memorable title Bureaucracy Does Its Thing.29 Komer talks about how every part of the machine did its job, but the machine as a whole was not up to the task. He points out how South Vietnam was a weak partner that played a weak hand amazingly well. He notes that one thing the United States was not willing to do was take over governing South Vietnam, which is what might have been necessary to actually succeed, but it smacked of colonialism and was outside the bounds of what US decision makers were willing to consider. So, for more than a decade, the United States continued to play a losing hand at the cost of American lives and treasure. The United States was unwilling to take control of the territory it was defending, and the ally it was defending was incapable of maintaining control. The lesson from this experience was “no more Vietnams,” which was etched rather deeply into the American psyche. This sentiment was captured in the “Nixon doctrine” that followed from the Vietnam experience. The new policy, at its essence, maintained that the United States would help its friends and partners across the globe by supplying equipment and assistance, but it would not do their fighting for them.


There is another thought to consider regarding Vietnam. In contrast to the seemingly endless compounding of threats we see today, Gelb and Betts offer a fascinating observation on Lyndon Johnson’s choices in Vietnam:




Three facts conspired to make it easier for Johnson to take the plunge on the assumed importance of Vietnam.… First, the world was a safer place to live in and Vietnam was the only continuing crisis. Europe was secure. NATO troubles were relatively minor. The Sino-Soviet split had deepened. Mutual nuclear deterrence existed between the superpowers. Second, the situation in Vietnam was more desperate than it had ever been. If the United States had not intervened in 1965, South Vietnam would have been conquered by the Communists. Third, after years of effort the U.S. conventional military forces were big enough and prepared enough to intervene. Unlike his predecessors, Johnson had the ready military capability to back up his words.30





The force that hadn’t been ready when South Korea came under attack was now ready for a different type of mission.


Perhaps only George W. Bush would face a similar decision calculus prior to the 2003 invasion of Iraq—the world appearing to be safer and the choices his to take. But Bush would find himself enmeshed in the middle of a civil war far from home with few good choices except to escalate. Like Johnson, he believed he had to go big in order to get out.


The Vietnam experience was formative for other reasons, too. It is where future leaders like Colin Powell, John Kerry, and Chuck Hagel formed their views on the role of American power in the world.31 It is where other future leaders like Bill Clinton, Dick Cheney, and Donald Trump elected not to serve in the military and would later be judged on that choice when they decided to enter public life. Add George W. Bush, who served in the Texas National Guard but whose service was seen as a way to avoid being sent to Vietnam.


By the late 1980s, the Vietnam experience seemed distant and the Reagan defense buildup was bearing fruit, though some elements, like the Star Wars expenditures, remained controversial. After a series of leadership successions, the Soviet Union had a new, youthful leader named Mikhail Gorbachev, and perestroika was in the air. Although the United States was finding itself more and more engulfed in the Middle East, there was much less concern about the Soviet threat. The Soviet Union had its own problems in Afghanistan in a fight against insurgents who were being supported by the United States. A sense of hope was emerging as President Ronald Reagan challenged Gorbachev to “tear down this wall” that was separating East and West Berlin. Even the famous REFORGER exercise, which was designed during the Vietnam era to demonstrate the ability of US forces to reinforce the NATO armies in a crisis, became something of a festival in Germany, where US troops could indulge themselves in German beer and soft pretzels. REFORGER was often held in September, which coincidentally overlapped with Munich’s Oktoberfest.


In this period, one particular incident stands out for the attention it brought to the action machine. In response to the taking of American hostages in Iran, President Jimmy Carter directed a rescue operation named EAGLE CLAW to free the hostages and bring them back to the United States. Planning began in November 1979 and the operation was carried out in April 1980. The result was a calamity in the desert outside Tehran. Eight Americans and one Iranian were killed. The resulting investigation revealed poor planning and execution across the military services. EAGLE CLAW served as motivation for the Goldwater–Nichols reforms that followed several years later that altered the chain of command so that orders flowed from the president to the secretary of defense to the combatant commander in charge of the operation.32 No other part of the action machine, including the military services, stood between the president and his chief civilian adviser and the military commander in the field. The reforms also led to the establishment of US Special Operations Command, or SOCOM, which would play such a prominent role after the 9/11 attacks.


None of this is to suggest that the Cold War wasn’t fraught until the end. The Soviet Union still possessed a vast array of nuclear weapons, and although it engineered a soft landing by tossing in its cards and allowing the former Warsaw Pact members to strike out on their own, there was always the possibility of a hard landing, such as the collapse of one of the former Soviet regimes or loss of control of the many nuclear weapons that were stationed across the former Soviet territory. In one of perhaps the least heralded successes of the twentieth century, the warning and action machines worked together to bring the Cold War to a quiet and successful end. That required an astounding feat of statesmanship, a virtuoso effort if there ever was one. The amount of coordination and collaboration that had to occur among allies and partners, to say nothing of former adversaries, goes almost beyond description. Germany was united and new countries were born. Hope and excitement abounded, leading one analyst to wonder whether the world was witnessing the “end of history.”33


STILL ON PANORAMA, BUT SEARCHING FOR A NEW LENS


Almost immediately, a new debate arose about the purposes of American power. Some argued for a return to a more traditional foreign policy—with fewer entanglements and a smaller military. The United States had mobilized to confront a global Soviet threat, but it was time to bring that talent and energy back to solving problems closer to home. Others argued it was exactly the time for the United States to secure the gains that had accrued during the Cold War and ensure that big, new problems did not arise. In a famous leaked document of the era, Dick Cheney and his policy team at the Pentagon were sketching out a new strategy that called for “preclud[ing] hostile, nondemocratic domination of a region critical to our interests,” or as the New York Times reported, “insuring no rivals.”34 This debate would continue through the 1990s as the United States confronted Iraq in the Middle East, deployed troops to forestall genocide amid warring factions in Somalia, intervened on multiple occasions in the Balkans, and even invited new members into the NATO alliance.


In some ways, the First Gulf War, which followed the August 1990 Iraqi invasion of Kuwait, showed something of the culmination of the warning and action machines. Iraq’s invasion of Kuwait was more than one regional power toppling the government of another. It represented the consolidation of control over a significant amount of the world’s energy supply. Left unchallenged, Iraq could go on to threaten Saudi Arabia, which sat atop the largest energy reserves in the world.


If the end of the Cold War was a demonstration of soft power—which brought a hard-fought competition to a quiet end—the First Gulf War was a demonstration of America’s newly tooled hard power, the modern remaking of the action machine. Soon after the invasion, there was a debate in the United States about whether the invasion may have been deterred had the warning machine signaled Saddam Hussein’s intent earlier. But intentions are hard to detect. What the warning machine did provide was detection of Iraqi troop movements and signs of a pending attack. On July 26, 1990, Charlie Allen, then national intelligence officer for warning, sounded the alarm that Saddam Hussein’s forces were poised to attack. Little happened over the next week until Hussein gave the go-ahead and Iraqi forces quickly overran Kuwait.35 It is difficult to know whether acting earlier would have deterred Hussein. What is known is that the warning machine sounded the alarm, and the action machine did not swing into action until after Kuwait was under Iraqi control.


When activated, the action machine then stepped up to full gear. George H. W. Bush was president. Brent Scowcroft was national security adviser. James Baker was secretary of state. Dick Cheney was secretary of defense. And Colin Powell was chairman of the Joint Chiefs of Staff. All were seasoned veterans of the warning and action machines. Bush himself was a former CIA director. When Bush decided Iraq’s invasion “will not stand,” he put the larger machine into motion. Baker mounted a global hop-scotching effort to build an extraordinary coalition to push the invading forces out of Kuwait. The secretary of state amassed not only diplomatic and military support but also financial support to offset the costs. Some called this “operation tin cup” because of the vast financial commitment that Baker was able to amass in support of the war.36


Cheney and Powell took charge of the military response. Once they secured agreement from Saudi Arabia to allow forces to deploy to the kingdom, American fighter jets and paratroopers soon followed, establishing an initial deterrent force and allowing for substantial reinforcements to follow. “Desert Shield” was soon in place, and “Desert Storm” followed a few months later. Iraqi forces were ejected from Kuwait after thirty days of punishing aerial bombardment followed by a ground invasion featuring the “left hook” so famously depicted by General Colin Powell in the Pentagon press room. The F-117 stealth bomber made its debut, as did a recently modernized Army featuring new tanks, helicopters, and troop carriers.


Looking back, it is no surprise the most modern military of the time would hold sway over a much lesser power. But the shadow of Vietnam cast doubt over even the most knowledgeable leaders of the time. Senator Sam Nunn, then chairman of the Senate Armed Services Committee, voted against the war, partly out of concern that the cost in American casualties would not be worth the effort. Even some responsible for the actual fighting harbored lingering doubt about whether the retooled machine, which started up after Vietnam and achieved full motion during the Reagan defense buildup, would actually work. In a memorable quote from one of the pilots to first fly the F-117 into Iraqi airspace, he confessed, “Well, I sure hope to God that stealth shit really works.”37 Fortunately for him and those flying with him, it did.


More than twenty-five years after the First Gulf War, Colin Powell was asked for his reflections. They are worth considering at some length:




It was the only time in my career or in, frankly, most of American military history, where a chairman can say to the president of the United States, I guarantee the outcome. And the reason I could guarantee that outcome is that the president gave us everything we asked for. In a relatively short period of time, the Iraqi army was no longer in Kuwait, and the government had been restored.


But the best part from my perspective is the way in which the American people saw this operation. And they had been told that tens of thousands might be killed. They were worried about this volunteer army that had never been in this level of combat before. And they were absolutely joyful at the results. And they threw parades for our troops. And it just refreshed my memory that a classic military theory says, make sure you know what you’re getting into.38





Colin Powell was describing the national security machine working at its best. The war in Iraq was almost a perfect bookend to the Cold War. If the Cuban Missile Crisis showed the warning and action machines working in tandem to avoid nuclear war, so, too, did the First Iraq War show the warning and action machines working in tandem to contend with a new type of regional threat.


Almost.


Although Iraqi forces were evicted from Kuwait and the Kuwaiti government was returned to power, which remains true to this day, US forces stayed in the Middle East, first to monitor the truce that was struck and then to enforce punishing sanctions and military restrictions, including no-fly zones, on the Iraqi government. The continuous presence of US forces in the Arabian Gulf would be grating to the local hosts and would set the stage for the second war with Iraq that occurred twelve years later.


A large number of modern-day figures emerged from the First Gulf War. Dick Cheney and Colin Powell were secretary of defense and chairman of the Joint Chiefs of Staff, respectively. Paul Wolfowitz served as undersecretary of defense for policy. Richard Armitage was special envoy to King Hussein of Jordan during the war. Steve Hadley was a deputy to Wolfowitz at the Pentagon. Cheney, of course, would become vice president to George Bush nine years later. Powell would become secretary of state. Armitage would be deputy to Colin Powell at the State Department. Wolfowitz would be deputy to Donald Rumsfeld at the Pentagon. Hadley would be deputy to Condoleezza Rice on the National Security Council staff. He would later become national security adviser.


Others who emerged later were also shaped by the First Gulf War experience. Mark Esper, who would serve as Donald Trump’s second secretary of defense, was an infantry officer with the Army’s 101st Airborne Division in the First Gulf War. President Biden’s selection for defense secretary, Lloyd Austin, was a young Army officer during the Gulf War. Austin later rose to the rank of general and served two tours in Iraq during the Second Gulf War, one as a commander of the Army’s 3rd Infantry Division during the 2003 invasion of Iraq.


For all these leaders, if the First Gulf War showed the strength of the warning and action machines, the shocking September 11, 2001, attack on New York and Washington showed their weakness.


EVEN WHEN WARNING WAS ACCURATE, ACTION DID NOT FOLLOW UNTIL TOO LATE FOR TOO MANY


When Russian forces rolled into Ukraine to launch an unprovoked invasion ordered by Vladimir Putin, the world witnessed a refugee exodus not seen since World War II—and atrocities, likely war crimes, also not seen since Hitler’s time. Tragically, the invasion of Ukraine in 2022 merely displaced another conflict in the former Yugoslavia—the wars of the 1990s—as the greatest human tragedy brought by armed conflict in Europe since World War II.


Serbia’s war of aggression in Bosnia was a medieval-style conflict fought with twentieth-century weapons and was marked by siege, razing of villages, mass murder, and mass rape.


And the American intelligence community saw it coming. In October 1990, the director of central intelligence received a National Intelligence Estimate entitled “Yugoslavia Transformed,” which predicted with grim clarity the likelihood that Yugoslavia, once a heterogenous success story, a nonaligned communist country with one of the highest standards of living in Eastern Europe, would collapse into ethnic and religious violence: Serbian Eastern Orthodox versus Croatian Catholic versus Bosnian Muslim.


The report, stamped SECRET, was declassified in 2006, so we can review its findings with the benefit of heartbreaking hindsight.39


To be sure, the National Intelligence Estimate contained all the caveats that would give leaders options to not act. “Yugoslavia will cease to function as a federal state within one year, and will probably dissolve within two,” the report states in its executive summary—a timeline that proved correct. It predicted that most violence would be centered in Serbia’s Muslim region of Kosovo—but that timeline was off, as the Kosovo War did not begin until 1998.


“Serious intercommunal conflict will accompany the breakup and will continue afterward,” the report said. Correct. “A full-scale, interrepublic war is unlikely.” That was falsely optimistic.


But if a reader merely continues to here, the National Intelligence Estimate contains a prediction that was prophetic: “The most plausible scenario for interrepublic violence is one in which Serbia, assisted by disaffected Serbian minorities in the other republics, moves to reincorporate disputed territory into a greater Serbia, with attendant and bloody shifts in population.”


That is exactly what happened. What didn’t happen was any muscular American actions to save the lives of innocent Muslim men being herded into death camps or Muslim women into mass-rape camps. The war was a slow-burning fuse; options to extinguish it were complicated and messy. Even with that dire prediction, official Washington failed to articulate, or even see, a vital national security risk that required intervention. There was little appetite for interventions in the Balkans, historically home to ethnic and religious blood feuds dating back to hurts that were centuries old. Locals joked, though, that only the odd-numbered world wars began in Sarajevo, the Bosnian capital.


Only when lightly armed Dutch peacekeepers operating under a United Nations mandate were seized and humiliated by Serbian forces en route to massacre more than eight thousand Muslim men at Srebrenica in July 1995 was the Clinton administration shamed into finally leading Europe to act.


A coordinated Western bombing campaign brought the combatants to an Air Force base in Dayton, Ohio, for peace talks to end the conflict, or at least the overt violence. By then, the death toll had reached one hundred thousand with about two million people displaced. Despite clear warnings from within the US government, Washington and Western capitals did little to prevent the greatest loss of life in European conflict since World War II.
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It is often said that September 11, 2001, began like any other fall day in Washington and New York—blue skies, pleasant fall temperatures, people streaming to work in shirtsleeves, kids back at school.40 Just the day before, Don Rumsfeld had lambasted the Pentagon bureaucracy as the “new enemy” that was holding back his efforts to transform the US military. He made clear his focus was on the systems—the machine—and not the people, but truth be told, part of his ire was with the people:




The topic today is an adversary that poses a threat, a serious threat, to the security of the United States of America. This adversary is one of the world’s last bastions of central planning. It governs by dictating five-year plans. From a single capital, it attempts to impose its demands across time zones, continents, oceans and beyond. With brutal consistency, it stifles free thought and crushes new ideas. It disrupts the defense of the United States and places the lives of men and women in uniform at risk.


Perhaps this adversary sounds like the former Soviet Union, but that enemy is gone: our foes are more subtle and implacable today. You may think I’m describing one of the last decrepit dictators of the world. But their day, too, is almost past, and they cannot match the strength and size of this adversary.


The adversary’s closer to home. It’s the Pentagon bureaucracy. Not the people, but the processes. Not the civilians, but the systems. Not the men and women in uniform, but the uniformity of thought and action that we too often impose on them.41





Rumsfeld spent much of his first year frustrated that he couldn’t impose his will on the larger machine called the Pentagon and its many appendages. It was no longer the department he remembered leading when he was in the job twenty-five years before. Every layer of management had additional layers under it. He felt himself alone, at first, trying to direct the largest bureaucracy in the world with few direct subordinates—the many undersecretaries, assistant secretaries, and deputy assistant secretaries who help the secretary of defense run the massive bureaucracy. This was true, as well, of the military departments. He had to wait longer than four months for the secretaries of the Army, Air Force, and Navy to be confirmed for their jobs. The machine was now much larger than when he left his post twenty-five years earlier. The Pentagon, which was once filled with phone operators, typists, and clerks, was now filled with staff officers working for the secretary of defense, the chairman of the Joint Chiefs of Staff, and all the military services.


This was less true for the intelligence community. George Tenet had been appointed director of central intelligence in 1997 by President Bill Clinton and was kept in his role by George W. Bush. The intelligence community had far fewer presidential appointees than the Defense Department, or any other cabinet department, for that matter. Osama bin Laden and al-Qaeda were very much in Tenet’s sights after the failed World Trade Center attack in 1993, various attacks against US military personnel in Saudi Arabia, and, while Tenet was CIA director, the 1998 attacks against US embassies in Kenya and Tanzania. Soon after the embassy attacks, Clinton directed cruise missile attacks against al-Qaeda facilities in Sudan.


What Tenet didn’t know was that prior to 9/11 al-Qaeda cells were operating within the United States. Although the warning machine had been built and tuned over time to search for threats abroad, it had no counterpart for monitoring threats within the United States. The FBI serves as the federal law enforcement arm, but the FBI was not organized to gather and provide intelligence from within the United States. And should the FBI identify potential threats within the United States, it had no authority or obligation to share that information with the vast machinery responsible for foreign intelligence that was under Tenet’s direction. Even if the terrorist cells had been detected, law enforcement would need evidence of al-Qaeda’s plans before it could act. The FBI was held to a different standard than the CIA.


This was the vast hole in the warning and action machines that al-Qaeda exploited in the 9/11 attacks.
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In the aftermath of 9/11, all attention focused on patching the holes in the warning and action machines. Within days of the attack, President Bush appointed former Pennsylvania governor Tom Ridge to a new White House position as director of the Office of Homeland Security. By June 2002, Bush proposed the creation of a new cabinet department, the Department of Homeland Security, and by November 2002 Bush’s proposal was passed into law. The new agency knit together twenty-two federal departments and agencies. Tom Ridge became the first secretary of the new department.


From the beginning, the new Department of Homeland Security, or DHS, struggled to knit together the many disparate functions that had been brought under a single authority. With responsibilities ranging from customs and border control to cyber security and domestic disaster assistance, the new department struggled to find an identity and department-wide culture. That continues to this day. Not all agreed at the time with the recommendation to pull the disparate functions together, though many observers noted the agencies assembled in the new department were orphans in their previous homes. In a critique written years later, Richard Clarke, longtime insider and counterterrorism coordinator for Clinton and Bush, argued that DHS should be split into two organizations, one focused on safety and protection, the other focused on customs, immigration, and borders.42 Even twenty years later, the roles of the department are still being sorted out. DHS has yet to go through the type of reorganizations the Defense Department went through in its earlier history.


The intelligence community was quickly retooled to focus on terrorist threats. A Director of National Intelligence was established to be the coordinator of the nation’s many intelligence activities. This role was formerly undertaken by the Director of Central Intelligence.


The National Counterterrorism Center (NCTC)—originally organized as the Terrorist Threat Integration Center (TTIC)—was established over the objections of various parts of the intelligence community that were concerned they would need to surrender people and resources that were important for their original duties. Here’s how the NCTC describes itself: “Before the establishment of TTIC, individual federal departments and agencies (largely CIA and FBI) provided the President their own assessments of the terrorist threat. In effect, the White House was being forced to synthesize Community reporting and draw its own conclusions. This was among the first systemic issues that TTIC would be tasked to address and would be critical, given the organization’s need to demonstrate added value.”43


In other words, the terrorist warning machine was fragmented before 9/11 and the president’s staff was left to decide what to make of the various terrorist threat reports coming its way. It was something akin to having different voices whispering into different ears. It was a recipe for confusion.


As it evolved, the NCTC is “the only place in the IC [intelligence community] where analysts have the authority and access to fuse a variety of sensitive foreign and domestically acquired data about KSTs [known and suspected terrorists] with other datasets, ranging from financial, travel, immigration, identity, event, seized-media, and IC reporting.”44


John Brennan, a former daily intelligence briefer to President Clinton, was the first TTIC director. He was the CIA station chief in Saudi Arabia at the time of the 1996 Khobar Tower bombings that killed nineteen Air Force personnel and injured four hundred others. Brennan would later go on to be CIA director under Barack Obama. In 2003, Brennan was asked by then CIA director George Tenet to establish TTIC. In his memoir, Brennan discusses “the challenge of a government ‘start-up’” and highlights the task of overcoming the different-voices problem. Among his earliest decisions was the choice to rent a seven-story building near Tysons Corner, Virginia. His new team needed a place to work, and he didn’t want them spread across the greater Washington, DC, area in their home institutions.


Brennan then had to corral his new staff at their new headquarters. He recalls “a rather loud and animated telephone conversation with FBI Director Bob Mueller, in which I pushed back forcefully on his contention that TTIC was a CIA entity and that I was carrying out clandestine CIA organizational objectives. ‘You are badly mistaken, Bob,’ I practically shouted over the phone. ‘The CIA is on the warpath against me for the very same reason your organization is now rebelling against the TTIC model—you guys don’t want to share your data. Well, the president says you must, and I am going to continue this fight until TTIC gets access to FBI networks, CIA networks, and any other network critical to our counter-terrorism mission.’”45


Even in a time of war, changing the government is not easy.


Perhaps the most controversial retooling of the warning machine was the program established to monitor the cell phone and email traffic of terrorist suspects, including persons within the United States. This program was later known as the Terrorist Surveillance Program.


George Tenet recalls, “Prior to 9/11 there was precious little domestic data gathered. We had no systematic capability in place to collect, aggregate, and analyze domestic data in any meaningful way. Domestically, there were few if any analysts. There was no common communication architecture that allowed the effective synthesis of terrorist-related data in the homeland, much less the seamless flow of information to state and local officials in the United States. At the beginning of the twenty-first century, U.S. intelligence officers in Islamabad could not talk to FBI agents in Phoenix.”46


General Mike Hayden was the National Security Agency director at the time. He would later go on to be CIA director. He explains the various programs in detail in his memoir.47 For example, he notes, “In covering foreign intelligence targets, it is not uncommon to pick up communications to, from, or about an American. When that happens, NSA [National Security Agency] is allowed to continue to collect and indeed to report the information, but the US identity—unless it is critical to understanding the significance of the intelligence—is obscured, or what we call ‘minimized.’ The name of the individual, for example, becomes ‘US person number one.’”48


Hayden and the NSA team designed a program that focused on creating “metadata” that revealed patterns and networks among communications as opposed to individual links. He describes the new program, which was known as “Stellarwind,” as “aggregating domestic metadata (the fact of calls to, from, and within the United States) and another that effectively allowed us to quickly intercept the content of international calls, one end of which might be in the United States, if we had reason to believe the call was related to al-Qaeda.”49


Hayden goes on to say, “When we were fully set up, just because of the way the telecommunications network functions, we had the theoretical ability to access a significant percentage of the calls entering or leaving the United States.”50


Stellarwind began as a secret program that ultimately became public—and when it did, many expressed outrage. The legal basis for the program was hotly debated within the Bush administration and by members of Congress. On several occasions, the Bush administration attempted to dissuade the New York Times from publishing details of the program. When the story finally made print, it ran under the headline BUSH LETS US SPY ON CALLERS WITHOUT COURTS.51 Public outrage over the “warrantless wiretapping” did lead to new legal structures governing how the government could gather such information.
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