
[image: Image Missing]




[image: Logo Missing]



 


[image: Logo Missing]




Copyright © 2014 Shane Harris


The right of Shane Harris to be identified as the Author of the Work has been asserted by him in accordance with the Copyright, Designs and Patents Act 1988.


Apart from any use permitted under UK copyright law, this publication may only be reproduced, stored, or transmitted, in any form, or by any means, with prior permission in writing of the publishers or, in the case of reprographic production, in accordance with the terms of licences issued by the Copyright Licensing Agency.


First published as an Ebook by Headline Publishing Group in 2014


Cataloguing in Publication Data is available from the British Library


eISBN: 978 0 7553 6520 3


HEADLINE PUBLISHING GROUP
An Hachette UK Company
338 Euston Road
London NW1 3BH


www.headline.co.uk
www.hachette.co.uk




About the Book


Recent revelations from Edward Snowden and others have shown government agencies in the US, UK and elsewhere joining with tech giants like Google and Facebook to collect vast amounts of information. But, as @War shows, email hacking and data collection are only a small part of a much bigger, more complicated and shocking picture. It is not only security operations that have moved on to the internet, in the future our wars will be fought on-line too.


In fact, they already are. The United States military currently views cyberspace as the ‘fifth domain’ of warfare (alongside land, air, sea, and space), and the US Department of Defense, the National Security Agency, and the CIA all field teams of hackers who can, and do, launch computer virus strikes against enemy targets. In fact U.S. hackers played a significant role in the recent war in Iraq.


The majority of civil infrastructure is now run across the internet – financial systems, hospitals, nuclear power stations, to name but three. Barack Obama labelled the internet ‘a strategic national asset’ and the military has formed a new alliance with tech and finance companies to patrol cyberspace, ‘actively defending’ America’s digital infrastructure.


In @War Shane Harris delves into the frontlines of this new cyber war and explains what the new cyber-security regime means for all of us who spend our daily lives bound to the Internet — and are vulnerable to its dangers.
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A NOTE ON SOURCES


I’VE COVERED cyber security and electronic surveillance as a journalist for more than a decade. This book is informed by the more than one thousand interviews I’ve conducted over the years with current and former government officials, military personnel, corporate executives and employees, subject matter experts, researchers, and activists. Over the past two years as I was working on this project, I conducted new rounds of interviews with many of these people, who are among my most credible and trusted sources. I also conducted interviews with some sources for the first time. For this book I relied especially on my interviews with current government officials and military personnel whose jobs deal directly with cyber security operations or policies. They are working in the trenches of this evolving terrain, not at its fringes. I’m grateful to them for taking the time to speak with me and for confiding in me on a subject that many in government still resist discussing publicly because too much of it touches on classified material and operations.


Many of the people I interviewed agreed to be quoted on the record, and in those cases I have listed their names either in the text or in the endnotes. Others requested that I not identify them by name and, in some cases, that I not identify the agency or company where they work. It’s regrettable and frequently unavoidable when reporting on classified matters of national security that journalists cannot more fully identify their sources. I don’t believe a single person I interviewed for this book has revealed information to me that would jeopardize national security or put lives at risk. But I granted these people’s requests for two reasons.


First, the information they provided either was essential to the story and couldn’t be obtained any other way or it amplified information from other on-the-record sources or documents in the public domain. (And a surprising amount of revealing information about cyber warfare and espionage has been made public or was never classified.) Second, these people spoke to me at significant risk to their professional livelihood and potentially their personal freedom. In discussing cyber warfare and espionage, it’s often hard for sources to know if they’re revealing classified information or getting close to the line. If the sources who discussed these matters were identified by name, they could lose their top-secret security clearances, which would make them effectively unemployable in their chosen profession of national security.


But these sources also risked criminal prosecution in talking to me. The Obama administration has been historically hostile to government employees who share information with journalists. The Justice Department has prosecuted more people for disclosing classified information than all previous administrations combined. Simply put, it is a dangerous time to talk to journalists. And this risk extends to former government employees and military personnel. Several former intelligence officials have told me that within the past year they were explicitly told by the intelligence agencies where they’re still employed as contractors that they should stop talking to journalists if they want to continue doing business with the government. In cases where I refer to anonymous sources, I’ve done my best to explain why those people are credible and authoritative, while honoring my obligation not to reveal information that could identify them.


A significant portion of this book is based on documents in the public domain. These include government reports and presentations; congressional testimony; speeches by senior officials; and an ever-growing and highly detailed body of written analysis by private security researchers. When I began researching this book, a number of colleagues questioned how I’d be able to write about a subject as shrouded in official secrecy as cyber security. But I was surprised to learn that a very large amount of revealing and informative unclassified information exists in the public domain. There’s a significant amount of knowledge out there, which tends to undermine the claims by many government officials that this subject is too sensitive to talk about publicly. I’m heartened that in the past few years more government officials and military leaders have decided to talk more openly about cyber warfare and espionage. The public cannot understand these issues, and governments can’t make sound law and policy, without candid and frank discussion in the light of day.





PROLOGUE


THE SPIES HAD come without warning. They plied their craft silently, stealing secrets from the world’s most powerful military. They were at work for months before anyone noticed their presence. And when American officials finally detected the thieves, they saw that it was too late. The damage was done.


The intruders had made off with huge amounts of technical and design information about the United States’ most important new weapon, a next-generation aircraft called the Joint Strike Fighter. It was supposed to be the fighter to end all fighters, which would be flown by every branch of the armed forces and ensure America’s aerial dominance for decades to come. Dubbed the F-35, the jet was the most complex military weapons system ever devised and, with an estimated total price tag of $337 billion, the most expensive.


All signs pointed to China’s military as the culprit in a series of audacious raids that began in late 2006. It had the motive and the opportunity to steal the F-35’s secrets, particularly details about how the fighter evaded enemy radar systems. For decades China had waged an aggressive espionage campaign against the US Armed Forces, its most formidable adversary. Beginning in the late 1970s, Chinese agents working in or visiting American universities, government research labs, and defense contractors made off with design information about weapons systems, including nuclear warheads.


But there was something strange about the Joint Strike Fighter theft. The spies weren’t taking paper documents out of offices or eavesdropping on engineers in the break room. They were stealing information remotely, via a computer connection. The Joint Strike Fighter program had been hacked.


Computer forensics investigators at the air force, which was in charge of the F-35 program, started looking for the culprits. To understand how the hackers had gotten in, they had to think like them. So they brought in a hacker. He was an ex-military officer and a veteran of the military’s clandestine cyber campaigns. He’d cut his teeth in some of the army’s earliest information-warfare operations in the mid-1990s, the kind designed to get inside an enemy’s head more than his databases. These were computer-age variants of classic propaganda campaigns; they required military hackers to know how to penetrate an enemy’s communications systems and transmit messages that looked as if they came from a trusted source. Later the former officer’s work evolved into going after insurgents and terrorists on the battlefields of Iraq, tracking them down via their cell phones and Internet messages. He was only in his mid-forties, but by the standards of his profession he was an old hand.


This much the air force knew about the Joint Strike Fighter breach: the data hadn’t been taken from a military computer. It seemed to have come from a company that was hired to help design and build the aircraft. The spies had made an end run, targeting Defense Department contractors whose computers were full of highly classified information, including some of the same plans for the F-35 that were likely to be found on a military system. It was a shrewd tactic. Contractors are an indispensable part of the American military; without them, planes don’t fly, tanks don’t roll, and ships aren’t built and repaired. But their computer systems were generally less defended than the military’s top-secret networks, the most sensitive of which weren’t even connected to the Internet. The hackers simply found another way in, targeting the firms to which the military outsourced so many of its key operations.


The air force investigators weren’t sure which company was the source of the breach. It could be Lockheed Martin, the lead contractor on the F-35 program, or its two main subcontractors, Northrop Grumman and BAE Systems, or any one of the more than one thousand other firms and suppliers hired to work on the jet’s many mechanical systems or its elaborate electronics. About 7.5 million lines of software code helped run the aircraft itself — more than three times the number in the service’s current top-of-the-line fighter. Another 15 million lines of code ran the jet’s logistics, training, and other support systems. For a spy, this was what the military would call a “target-rich environment.” Anywhere he looked he might find secrets about the aircraft’s navigation systems, its onboard sensors and surveillance equipment, and its weaponry.


The logical place to start the investigation was with Lockheed Martin, the primary contractor. Its own computers held vital information about the aircraft, but perhaps more important, it was in charge of the many subcontractors to whom various aspects of the F-35’s development had been farmed out. But when the air force’s hacker showed up at a Lockheed office to start his investigation, he was met not by fellow techies or military officers overseeing the F-35’s construction. He was greeted by the company’s lawyers.


The hacker requested a laptop. “Why do you need that?” the lawyers asked. He explained that he had to look at Lockheed’s internal computer networks, for starters. Also, he wanted to know what software and applications a typical Lockheed employee’s laptop was running. They might have flaws in software code or “backdoors,” which allow a user (including a legitimate one, such as a systems administrator) to bypass normal security controls, like a user log-in and password screen, and gain access to the machine. An intruder could have used these access points to gain a foothold inside the company’s electronic infrastructure. All the spy needed was a way in, a place to set up a digital beachhead and conduct operations.


The lawyers gave the hacker a laptop fresh out of the box; it had never been connected to a Lockheed network. It had never been touched by a Lockheed employee — other than an attorney. The hacker protested. This was like being asked to figure out how a house was burgled without being allowed to inspect the crime scene.


Why would Lockheed, which stood to make billions building the Joint Strike Fighter, not do everything it could to help find the spies? Maybe because a thorough investigation might reveal how poorly defended the company’s networks were. Investigators might even find evidence of other breaches, on other military programs. Word that it had been infiltrated by spies who’d never set foot on company property could hardly help its business. Lockheed was the single-largest provider of goods and services to the US government. In 2006 it held at least $33.5 billion in contracts, more than 80 percent of which were with the Defense Department. And those figures don’t include secret work for intelligence agencies, which surely totaled billions more. Lockheed couldn’t afford to be seen as a poor steward of the government’s most precious secrets — indeed, no defense contractor could. Lockheed was also a publicly traded company. Presumably, shareholders would react negatively to news that it couldn’t protect the information at the core of its multibillion-dollar business.


Unsurprisingly, the hacker found nothing useful on the laptop. The top air force generals charged with seeing the Joint Strike Fighter to completion were furious about the breach, and they demanded that Lockheed, and all the other contractors involved, cooperate fully with the investigation. As they saw it, these companies didn’t just work for the government. They were effectively part of the government, sustained by taxpayer dollars and entrusted with top-secret work. The air force expanded its investigation, and over the next several months the hacker and his colleagues scrutinized Lockheed’s networks and those of other contractors working on the program.


The investigators discovered that this was no one-off break-in. Lockheed’s networks had been breached repeatedly. They couldn’t say precisely how many times, but they judged the damage as severe, given the amount of information stolen and the intruders’ unfettered access to the networks. In the entire campaign, which also targeted other companies, the spies had made off with several terabytes of information on the jet’s inner workings. In absolute size, that was roughly equal to 2 percent of the collection of the Library of Congress.


In another era, running a human spy inside an American corporation and planting a listening device would have counted as a heroic feat of espionage. Now one just had to infect a computer with a malicious software program or intercept a communication over the Internet and listen in from the other side of the world.


The more investigators combed Internet logs and computer drives, the more victims they found. The spies had penetrated the networks of subcontractors in several countries. Technicians traced the Internet protocol addresses and the techniques the spies had used. There was little doubt they were in China, and were probably the same group that has been linked to other break-ins aimed at the US military and large American companies, particularly in the technology and energy industries. The breadth, persistence, and sophistication of Chinese cyber espionage was just beginning to dawn on US military and intelligence leaders. Whether they feared embarrassment and ridicule or because they didn’t want to tip off the Chinese that they were being watched, US officials didn’t publicly reveal the extent of the espionage.


The spies were hunting for details about the fighter’s mechanical design and how well it held up under the stresses of flight and aerial combat. This suggested that they wanted to learn the weaknesses of the aircraft — but also that they wanted to build one themselves. The implications were chilling. Presuming the spies were working for the Chinese military, American fighters might one day go into battle against their clones. American pilots might be flying against Chinese foes who already knew the F-35’s vulnerabilities.


At the moment, the jet’s sensors and flight controls, which allowed the aircraft to detect its adversaries or perform complicated maneuvers, appeared to be safe, because those plans were stored on computers that weren’t connected to the Internet. But more than a year later, investigators were still discovering breaches that they’d missed earlier. One had to assume that the campaign might continue, and that even an offline computer was a target. The very fact that it wasn’t connected to the public network suggested it contained the most sensitive information.


Investigators eventually concluded that the spies weren’t initially looking for information about the F-35 at all but that they’d targeted another classified program. Perhaps they found it an easier target given how much information was lying unprotected on company networks. That they’d switched plans mid-heist hinted at the spies’ audacity. Some officials marveled at how little care the intruders took to cover themselves. They didn’t seem to care if they were exposed. It was like they were daring the Americans to come after them, believing they wouldn’t.


The spies had made off with potentially useful intelligence, but they’d also set back the development of the F-35. US officials later said that rampant penetrations of subcontractors’ computers had forced programmers to rewrite software code for the jet, contributing to a one-year delay in the program and a 50 percent increase in its cost. The Chinese might never have to fight the jet if it didn’t get off the ground. But China also moved forward with its own design. In September 2012, during a visit by Defense Secretary Leon Panetta, Chinese officials leaked photographs of their newest fighter jet parked on an airfield. It bore a number of design similarities to the F-35, which was no coincidence, US officials acknowledged. The Chinese jet’s design was based partly on information the spies had stolen from American companies six years earlier.


The CEOs weren’t sure why they’d been summoned to the Pentagon. Or why they’d been granted temporary top-secret security clearances. Looking around the room, they saw plenty of familiar faces. The chief executives or their representatives worked for the twenty biggest US defense contractors: Lockheed Martin, Raytheon, General Dynamics, Boeing, and Northrop Grumman, among others. These were blue-chip companies in their own right, and collectively they had spent decades building the American war machine. Whatever had brought them all together at Defense Department headquarters that summer day in 2007, on such short notice, it couldn’t be good news.


The executives gathered outside a “sensitive compartmented information facility,” or SCIF (pronounced “skiff”), a room built to be impervious to eavesdropping. Their hosts began what had been billed as a “threat briefing,” which didn’t seem unusual, since military officers routinely talked to defense company chiefs about threats to national security. But this briefing was about threats to corporate security. Specifically, the corporations run by these executives.


Military personnel who’d investigated the F-35 breach described what they’d learned. A massive espionage campaign had targeted each of the companies’ computer networks. The spies weren’t looking just for information about the F-35; they stole as many military secrets as they could find. Spies had overrun the companies’ weak electronic defenses and relayed classified information back to their home servers. They had sent employees working on secret projects innocuous-looking e-mails that appeared to come from trusted sources inside the company. When the employee opened such an e-mail, it installed a digital backdoor and allowed the Chinese to monitor every keystroke the employee typed, every website visited, every file downloaded, created, or sent. Their networks had been infiltrated. Their computers compromised and monitored. America’s military-industrial complex had, in the language of hackers, been owned.


And the spies were still inside these companies’ networks, mining for secrets and eavesdropping on employees’ communications. Maybe they were monitoring the executives’ private e-mails right now. “A lot of people went into that room with dark hair, and when they came out, it was white,” says James Lewis, a prominent cyber security expert and a fellow at the Center for Strategic and International Studies, a think tank in Washington, who knows the details of the meeting.


These companies were the weak link in the security chain. Pentagon officials told the executives that responding to theft of military secrets was a matter of urgent national security. And for the companies, it was a matter of survival. Most of their businesses depended on the money they made selling airplanes, tanks, satellites, ships, submarines, computer systems, and all manner of technical and administrative services to the federal government. Officials were clear: if the contractors wished to continue in their present business arrangements, they would have to do a better job defending themselves.


But they wouldn’t be doing it alone.


After the meeting the Defense Department began giving the companies information about cyber spies and malicious hackers being monitored by US intelligence agencies. At the time, the Pentagon was tracking about a dozen espionage campaigns — distinct groups of hackers that could be categorized based on their interest in certain military technologies, aspects of military operations or organizations, or defense contractors. This information about foreign spies was the fruit of American espionage, gathered by monitoring and studying attempts to penetrate military networks, but also by breaking in to the computers and networks of America’s adversaries. US intelligence agencies were also monitoring huge flows of traffic over the global telecommunications networks for viruses, worms, and other malicious computer programs. Never before had the United States shared so much classified information with private individuals. The work of securing the nation had historically been the government’s exclusive domain. But now government and industry formed an alliance against a common threat. The Pentagon gave the companies Internet addresses that were tied to computers and servers where the foreign spies were believed to be sending stolen information, as well as the e-mail addresses that were known to have sent those innocuous-looking messages that actually contained a virus or a piece of spyware. Government analysts shared the latest tools and techniques that they’d seen foreign hackers use against their targets. And they alerted companies to the types of malicious software hackers were using to pry into computers and pilfer files. Armed with these data points, known as threat signatures, the companies were supposed to bolster their own defenses and focus their attention on repelling the intruders before they compromised their networks again. The threat signatures were compiled by the National Security Agency, the government’s largest intelligence organization. Its global network of surveillance plucks data out of tens of thousands of computers that the agency itself has penetrated and implanted with spyware — just like the Chinese spies who broke in to the defense companies’ computers. Information gathered by the National Security Agency (NSA) is some of the most revealing about the capabilities, plans, and intentions of America’s adversaries, and as such it is highly classified. Now the government was sharing it with companies under strict secrecy rules. The recipients were not to disclose that they’d received the threat signatures, and they were to keep the Pentagon apprised of any incursions into their own networks.


The Defense Industrial Base Initiative, as the intelligence-sharing program is called, started small, with just the 20 companies whose executives had gathered in the SCIF at the Pentagon. But within a year there were 30 members. Today there are about 100. Pentagon officials want to add as many as 250 new members per year to the secretive club, known by its members as the DIB (pronounced “dib”).


But officials don’t want only to protect military contractors. They see the DIB as a model for securing whole industries, from telecommunications to energy to health care to banking — any business, system, or function that uses a computer network. Which today means nearly everything. The DIB was the seed of a much larger and still evolving alliance between government and industry.


The leaders of the intelligence agencies, top military officers, and the president himself say that the consequences of another major terrorist attack on American soil pale in comparison with the havoc and panic a determined and malicious group of hackers could cause. Instead of stealing information from a computer, they could destroy the computer itself, crashing communications networks or disabling systems that run air traffic control networks. They could hijack the Internet-connected devices that regulate the flow of electrical power and plunge cities into darkness. Or they could attack information itself, erasing or corrupting the data in financial accounts and igniting a national panic.


In October 2012 then defense secretary Leon Panetta warned that the United States was on the verge of a “cyber Pearl Harbor: an attack that would cause physical destruction and the loss of life, that would paralyze and shock the nation and create a profound new sense of vulnerability.” Five months earlier President Barack Obama wrote in a newspaper editorial that the wars of the future would be fought online, where “an adversary unable to match our military supremacy on the battlefield might seek to exploit our computer vulnerabilities here at home.” Obama painted a dire and arguably hyperbolic picture. But his choice of imagery reflected the anxiety gripping senior leaders in government and business that cyberspace, which seems to hold boundless promise for the nation, is also its greatest unaddressed weakness. “Taking down vital banking systems could trigger a financial crisis,” Obama wrote. “The lack of clean water or functioning hospitals could spark a public health emergency. And as we’ve seen in past blackouts, the loss of electricity can bring businesses, cities and entire regions to a standstill.” FBI director James Comey has said the risk of cyber attacks and a rise in cyber-related crime — to include espionage and financial fraud — will be the most significant national security threat over the next decade. For the past two years the possibility of a crippling cyber attack has topped the list of “global threats” compiled by all seventeen US intelligence agencies in a report to Congress. Protecting cyberspace has become the US government’s top national security priority, because attacks online could have devastating effects offline.


And yet the government is not telling us the whole story. Officials are quick to portray the nation as a victim, suffering ceaseless barrages from an unseen enemy. But the US military and intelligence agencies, often with the cooperation of American corporations, are some of the most aggressive actors in cyberspace. The United States is one of a handful of countries whose stated policy is to dominate cyberspace as a battlefield and that has the means to do it. For more than a decade, cyber espionage has been the single most productive means of gathering information about the country’s adversaries — abroad and at home. The aggressive actions the United States is taking in cyberspace are changing the Internet in fundamental ways, and not always for the better. In its zeal to protect cyberspace, the government, in partnership with corporations, is making it more vulnerable.


The story of how securing cyberspace became so important for the United States starts with its efforts to control it, to use it as both a weapon and a tool for spying. The military now calls cyberspace the “fifth domain” of warfare, and it views supremacy there as essential to its mission, just as it is in the other four: land, sea, air, and space. The United States has already incorporated cyber attacks into conventional warfare, and it has used them to disable infrastructure in other countries — precisely the same kinds of malicious acts that US officials say they fear domestically and must take extraordinary measures to prevent. On the spectrum of cyber hostilities, the United States sits at the aggressive end.


The US military and intelligence agencies are fielding a new generation of cyber warriors, trained to monitor the computer systems of foreign adversaries, break in to them, and when necessary disable and destroy them. Cyber warfare, like cyberspace, is an amorphous term. But it applies to a spectrum of offensive activities. Just as espionage is an inextricable part of traditional warfare, so too is spying on a computer a prerequisite to attacking it. To be sure, the United States has spent far more time and money spying on computers and stealing information than it has taking down critical infrastructures and destroying physical facilities through a computer connection. But it has done that, too. And it will do it more often, and more effectively. Indeed, cyber warfare — the combination of spying and attack — was instrumental to the American military victory in Iraq in 2007, in ways that have never been fully explained or appreciated. The military, working with US intelligence agencies, used offensive cyber techniques (hacking) to track down people in the physical world and then capture or kill them.


But just as protecting cyberspace is not the exclusive domain of government, waging war in cyberspace is becoming a private affair. A burgeoning industry of cyber arms merchants and private security forces is selling its goods and services both to the government and to corporations that will no longer endure relentless espionage or the risk of cyber attack. The armies of nations will inevitably meet one another on the cyber battlefield. But the armies of corporations will meet there, too.


Governments don’t operate in cyberspace alone. Defending computer networks, and launching attacks on them, requires the participation, willing or otherwise, of the private sector. The vast majority of computer networks in the United States are privately owned. The government cannot possibly protect or patrol all of them. But most of the world’s communications travel through equipment located in the United States. The government has a privileged position to exploit those networks, and an urgent need to protect them. To those ends, a military-Internet complex has emerged.


Like the military-industrial complex before it, this new cooperative includes the makers of tanks and airplanes, missiles and satellites. But it includes tech giants, financial institutions, and communications companies as well. The United States has enlisted, persuaded, cajoled, and in some cases compelled companies into helping it fend off foreign and domestic foes who have probed the American electrical grid and looked for other weaknesses in critical infrastructures. The NSA has formed secret arrangements with marquee technology companies, including Google, to monitor private networks for threats. It has shared intelligence with major banks and financial institutions in order to prevent a catastrophic cyber attack on Wall Street.


But the government also has attempted to force some companies into letting the NSA place monitoring equipment on its networks. And it has paid technology companies to install backdoors in their products that it can use to spy on foreign intelligence services and monitor military movements. Those clandestine access points also allow the military to launch cyber attacks in foreign countries. Without the cooperation of the companies, the United States couldn’t fight cyber wars. In that respect, the new military-Internet complex is the same as the industrial one before it. The government doesn’t fight wars alone. It relies on companies to design weapons, move and feed troops, build and maintain aircraft, ships, and satellites. The United States became the most formidable military in world history through a mutually beneficial alliance with corporations. It aims to do so again in cyberspace.


The United States is rapidly building its capacity to dominate cyberspace. In 2014 the government planned to spend more than $13 billion on cyber defense programs, mostly to protect government computers and networks, and to share threat intelligence with private industry. To put that in some perspective, in the same year the government planned to spend $11.6 billion on direct efforts to combat climate change, which Obama has called “the global threat of our time.” Over the next five years, the Defense Department alone plans to spend $26 billion on technology for cyber defense and offense. Precisely how much the United States intends to spend on the offensive component is classified. But in cyberspace, the line between offense and defense is blurry and constantly shifting. The same infrastructure that is being put in place to defend networks is the one that is used to launch attacks. Government officials prefer to talk publicly about defense, which is a strategic and a cynical calculation: it’s easier to drum up funds and political support for repelling invaders than it is for building a cyber army to attack and spy on other countries. And yet, that is precisely what the United States is doing, and using some of the billions of dollars nominally appropriated for “defensive” purposes to do so.


The business of cyber security is booming. Companies and individuals around the world spend $67 billion a year protecting their computers and networks. Many of the experts they hire learned their trade in the military or an intelligence agency. Indeed, the Pentagon has become a training ground for private cyber sentries, who can double or even triple their salaries when they jump to a private security firm. The same defense contractors that were once the target of cyber spies now sell the expertise to protect networks and wage war on them to their customers, including utilities and banks — the very companies that the government had set out to protect in the first place.


The struggle to control cyberspace is defining American national security in the twenty-first century. But the response to cyber threats promises to change the shape of cyberspace more than the threats themselves do. The decisions that government and business leaders make today will have profound implications not just for Americans but for people around the world, who are increasingly united in their reliance on a broad, distributed, and often hard-to-define space that is neither entirely a commons nor the property of one corporation or government. That threats exist in cyberspace is undeniable. Answering them is a befuddling and often perilous exercise, but one in which we all have a stake.




PART I



ONE


The First Cyber War

BOB STASIO NEVER planned to become a cyber warrior. After he graduated high school, Stasio enrolled at the University at Buffalo and entered the ROTC program. He majored in mathematical physics, studying mind-bending theories of quantum mechanics and partial differential equations. The university, eager to graduate students steeped in the hard sciences, waived the major components of his core curriculum requirements, including English. Stasio never wrote a paper in his entire college career.

Stasio arrived at Fort Lewis, Washington, in 2004, when he was twenty-two years old. His new brigade intelligence officer took one look at the second lieutenant’s résumé, saw the background in math and physics, and told Stasio, “You’re going to the SIGINT platoon.”

SIGINT, or signals intelligence, is the capture and analysis of electronic communications. Like all branches of intelligence, it’s a blend of science and art, but it’s heavy on the science. The brigade intelligence officer had worked at the National Security Agency and recognized that Stasio’s physics training would come in handy, because so much of SIGINT involves the technical collection of radio signals, fiber-optic transmissions, and Internet packets.

Stasio’s military training in college focused on how to use a rifle and lead a squad. But he had spent six months learning the basics of intelligence gathering and analysis at the army’s intelligence school at Fort Huachuca, Arizona. When he came to Fort Lewis, Stasio was assigned to a Stryker brigade, a mechanized force designed to be light on its feet, capable of deploying into combat in just a few days. It was Stasio’s job to locate the enemy on the battlefield by tracking his communications signals. And he was also supposed to divine his adversary’s intentions by eavesdropping on the orders a commander gave to troops, or listening for the air strike that a platoon leader was calling in from behind the lines. Stasio would join the Fourth Brigade, Second Infantry Division, “the Raiders,” and deploy to Iraq. He’d be working with a team of linguists, who would be essential, since Stasio didn’t speak Arabic. But when it came time to meet them, Stasio started to worry: nearly all of the linguists spoke only English and Korean.

The army had designed its signals intelligence system for the Cold War. Thousands of troops still served on the Korean Peninsula. They were still trained in how to fight a land battle with North Korean forces, in which the physics of SIGINT — locating tanks and troops — would be central to the mission. But the Raiders were going off to fight a network of Iraqi insurgents, volunteer jihadists, and terrorists. These guys didn’t drive tanks. They didn’t organize themselves according to a military hierarchy. And of course, they didn’t speak Korean.

Stasio decided that his intelligence training would be mostly useless in Iraq, where the US occupation was coming unglued. Army casualties were mounting, the result of a well-orchestrated campaign of roadside bombings by insurgents. The soldiers who didn’t die in these attacks were coming home with limbs missing, or with severe brain injuries that would impair them physically and emotionally for the rest of their lives. SIGINT wasn’t preventing these attacks. Indeed, it was hardly being used at all. In October 2004 the military’s top signals intelligence officer estimated that as much as 90 percent of all information in Iraq was being supplied by a network of human spies and informants — and they weren’t helping the Americans reduce the bombing attacks and insurgent strikes.

Stasio read as much as he could about insurgencies, noting in particular how they organized themselves using a network model, with many independent nodes of people working in teams, separate from a central controller. This was the opposite design of a vertical, military bureaucracy, with orders filtering down from the top through several layers of officers. In principle, the intelligence discipline in which Stasio was trained should still work. He was expected to locate his enemy using electronic signals and figure out his next move. But the tools the army had supplied to do this were ill suited to the shadowy, urban battlefields of Iraq. The Raiders used a collection “platform” known as the Prophet system, a rugged truck affixed with a tall, roof-mounted radio antenna about the size of a streetlamp. The older officers in the brigade liked the Prophet because it told them what enemy forces were in their immediate area of operations. It was a tactical device, and they controlled it, driving it to wherever they wanted to collect intelligence.

But the Prophet was designed to collect radio waves, and on a wide-open and relatively flat area of battle. Stasio knew that the enemy fighters in Iraq were communicating using cell phones and e-mail and through videos they’d posted on the Internet. They were moving in small groups through the dense concrete maze of Baghdad and other crowded Iraqi cities. The Prophet wasn’t the most useful tool. Indeed, when Stasio finally got to Iraq, he saw that the military intelligence units that had come before him were using the Prophet not to collect signals but to transport food and other supplies around the base.

There was another reason the old-timers liked the Prophet — it was theirs. They could drive it wherever they wanted. They had control over the collection and analysis of intelligence. Stasio thought that his more senior officers generally distrusted intel that came from back in the States, frequently from Washington, DC, and the national intelligence agencies such as the CIA and the NSA, which, from the battlefield, looked like big, lumbering bureaucracies filled with software engineers and computer geeks who were too removed from the on-the-ground tactical needs of forces in Iraq.

But Stasio knew the national agencies, and in particular the NSA, had something he needed: data. Namely, servers full of electronic communications and signals collected by the agency’s listening posts around the world. Stasio thought that if he could tap into SIGINT from Iraq, he might be able to understand something about the size and shape of the insurgent networks by piecing together their communications records. This was painstaking work, and it would require hours sitting in front of a computer, probably in some air-conditioned trailer, not driving a Prophet through dusty streets. Stasio was a fan of the HBO series The Wire, and he was particularly fond of one character, Lester, who uncovers a network of drug dealers in Baltimore by tracking their cell phone calls. Stasio wanted to do the same thing in Iraq.

He pleaded with his brigade intelligence officer at Fort Lewis: instead of sending him out to the rifle range to practice infantry techniques and study the bulky Prophet, let him and a few of his fellow intelligence officers spend time in the state-of-the-art intelligence facility on the base, learning how to use software for diagramming networks and digesting Internet and cell phone traffic. These tools had been largely overlooked by tactical military intelligence units, Stasio argued. But they could be enormously helpful in Iraq.

The officer agreed.

Stasio and a fellow lieutenant devised their own training regimen, which hinged on a concept called “reachback.” The idea was that in the field, small military intelligence units would set up their own computers and local networks, but they would reach back to the massive databases at the NSA and other agencies that were collecting useful intel from across the entire spectrum of military and intelligence operations, including satellite images, tips from informants, summaries of interrogations of captured fighters, even political forecasts produced by CIA analysts. To Stasio, no single piece of data was insignificant. But a single piece on its own was of little use. The information had to be “fused” into a nuanced picture.

For someone who grew up using many different modes of communication — phone, e-mail, text messaging — on many different devices, this method of intelligence analysis was intuitive. Stasio and the members of his platoon trained for two and a half years before they finally headed out to Iraq. He took four of the Korean linguists in his platoon and sent them to a one-year crash course in Arabic. He didn’t need them to be fluent, but with some language proficiency they could work with local translators to write intelligence reports. The rest of the linguists he sent to learn intelligence analysis.

Stasio arrived in Iraq in April 2007 — without the Prophet in tow — as part of a new “surge” of American troops. He might have wondered if they arrived too late. Stasio and his team found US forces under relentless assault from insurgents, roadside bombers, and mortar attacks. Iraq was collapsing amid an escalating civil war. Foreign fighters were pouring into the country from neighboring Syria and Iran, and a ruthless terrorist network, known as al-Qaeda in Iraq, ran a brutal campaign of attacks against US and coalition forces, the Iraqi government, and Iraqi Shiites — fellow Muslims and innocent civilians. The terror group aimed to break the back of the fledgling government with a theocratic dictatorship. Maybe, Stasio thought to himself, I should have spent more time learning to fire my rifle.

But he didn’t know — couldn’t have known — that his ideas about intelligence-supported warfare were about to be tested on a massive scale. US forces were going to attack their enemy in a way they’d never attempted. And Stasio would be on the frontlines.

Mike McConnell had one hour to sell a war.

In May 2007, as Lieutenant Stasio was taking in the parlous situation on the ground in Iraq, the newly appointed director of national intelligence sat down in the Oval Office with President Bush and some of the top members of his National Security Council. In addition to the president, McConnell faced Vice President Dick Cheney, Defense Secretary Robert Gates, Treasury Secretary Henry Paulson, and the president’s national security adviser, Stephen Hadley. Rarely did this much political firepower gather in one room. But for the plan McConnell had in mind, their presence was required.

The last of the five additional brigades Bush had sent to combat the insurgency in Iraq was deploying that month to an area southeast of Baghdad. There were now thirty thousand additional troops on the ground. McConnell wanted to give them a new weapon. He told the president about particular capabilities the National Security Agency had developed that would allow a team of highly skilled computer hackers to penetrate the communications systems the Iraqi insurgents were using to coordinate their attacks and plan roadside bombings. Once inside those communications networks, the American hackers would use powerful software to spy on the enemy and obtain vital intelligence, such as who was leading a particular cell and where they intended to strike. This information could help forces on the ground target their enemies, tracking their location and, hopefully, interceding before they could set off a bomb or mount an ambush.

But the hackers could also manipulate the insurgents, controlling their cell phones, sending misleading text messages or fake calls that would appear to come from fellow fighters. They could wave insurgents off targets or even direct them into the sights of awaiting US forces. Once inside the insurgents’ computers, they might be able to find out who was uploading gruesome videos of beheadings, which had become a cheap and effective way of attracting followers and terrifying the Iraqi public. The American hackers would implant spyware on the enemies’ computers and copy any e-mail addresses and cell phone numbers being used by other fighters. They could track every word their enemy typed, every website visited, every e-mail sent. And they could capture all the passwords the enemy used for logging in to web forums where fighters planned attacks.

McConnell was proposing to subvert the insurgents from the inside, using their own resources against them. In principle, it may have sounded like straightforward espionage, hardly the kind of operation that needed the president’s personal authorization. But this mission would rely on hacking techniques and tools, including malicious computer viruses, that were considered some of the most innovative and unpredictable weapons in the American arsenal. Once a piece of malicious software, or malware, was unleashed against a computer, there was always a risk that it wouldn’t stay on that machine. Worms are self-replicating programs designed to burrow into other machines to which their hosts are connected. And viruses, as their name implies, could spread rapidly from host to host. In the months leading up to the 2003 invasion, military leaders had called off a planned cyber strike on Iraq’s banking system for fear the malware might migrate from Iraqi computer networks to those used by banks in France. Owing to the interconnected architecture of the Internet, the two countries’ financial systems were linked. American officials imagined front-page news stories of cash machines shutting down across France, the result of errant US strikes.

The risk of collateral damage from cyber weapons was great. And under McConnell’s plan, the NSA would have to infect not just insurgents’ phones and computers with malware but potentially many other innocent Iraqis’ devices, too. The plan called for providing total awareness of the battlefield, and that meant distributing spyware widely, and capturing as many Iraqi communications as possible, to see with whom the terrorists and insurgents were communicating. Because the malware had to be distributed so widely, there was even a chance it could come back to infect their own forces.

Though they were not lethal in the sense that traditional weapons were, cyber weapons could be very dangerous and disruptive far beyond the intended target. In this way they had a lot in common with nuclear weapons. And like nukes, cyber weapons required presidential “release authority” before they could be used. That’s what McConnell had hoped to get in his hourlong meeting with Bush and the top members of his national security team. It was a momentous request, and a politically sensitive one. Only eighteen months earlier, in December 2005, the agency had been pilloried for monitoring the communications of Americans inside the United States without a court’s permission. Now the NSA would be breaking in to communications networks and gathering information not just on insurgents but on tens of millions of innocent people as well. Some of these networks were privately owned, and the NSA wouldn’t be asking the companies for permission to siphon their data. Now the agency would be spying on an entire country and unleashing cyber weapons against it. The president had to sign off.

McConnell knew that Bush was not technically savvy; this was the man who’d once said he used “the Google” on occasion, mostly to look at satellite pictures of his ranch in Texas. Not that Bush’s predecessor was a technophile. Bill Clinton sent only two e-mails during his eight years in office, a period that witnessed the birth of the contemporary Internet and a telecommunications revolution.

But McConnell knew that he had the trust of the most important people in the room. Six months earlier, Cheney had called McConnell in his personal office at the government contractor Booz Allen Hamilton to say that he and the president wanted McConnell to take the intelligence director job, a position that had been established only two years earlier, paid a fraction of McConnell’s seven-figure salary, and was still ill defined and lacked bureaucratic muscle. And it was Gates, McConnell’s longtime friend and bureaucratic ally, whom McConnell had called first for advice, and who pledged his personal and political backing for whatever decisions the would-be spymaster made. McConnell also had an important ally in General Keith Alexander, current director of the NSA. It would fall to Alexander to execute the plan in Iraq.

Alexander relished the opportunity. He was building an intelligence empire at the NSA, the country’s largest spy agency, with 35,000 employees working at sites across the United States and in allied countries around the world. Alexander had amassed an unrivaled set of intelligence-gathering authorities and astonishing technical capabilities to spy on phone calls, text messages, e-mail, and Internet traffic on the world’s communications networks. The NSA was the single largest contributor of intelligence to the president’s daily briefing about national security threats, which gave it tremendous political clout. It was also the only agency coming up with reliable and consistent leads on the whereabouts of wanted terrorists. The CIA, by contrast, had practically no human sources capable of providing information from the inner circles of al-Qaeda. The war on terror was driven mostly by surveillance. The Iraq operation was a chance for the NSA to show the power of cyber warfare, which was inextricably linked to surveillance. To manipulate or disable a computer or a phone, one had to locate it on the network and then get inside it. Alexander had spent his two years in office building up his spying forces. Now they’d finally be unleashed for war.

Bush was a quick study. Despite his own lack of familiarity with technology, he seemed to immediately grasp the relationships between computers and people, how surveillance would help manipulate not just machines but the humans using them — and how it could be used to track and capture or kill someone. The president had already okayed a separate, covert effort to infect the computer systems that regulated an Iranian nuclear plant with a worm that would cause its enrichment centrifuges to break down. Faced with few viable options for halting Iran’s progress in building a nuclear bomb, Bush’s intelligence advisers and some of his top generals had offered up an idea. Why not disrupt Iran’s ability to enrich uranium — the key ingredient of a weapon — by sabotaging the mechanical process? They suggested a target: the enrichment facility at Natanz. And they proposed a weapon: a complex computer program that would commandeer the electronic equipment regulating the facility’s thousands of centrifuges, the tall, tubular machines that spin gaseous uranium at incredibly high speeds and turn it into weapons-grade material. Centrifuges were the heart of Iran’s nuclear program. Without them, the country couldn’t enrich nuclear material to put into a bomb or a warhead.

Bush approved the mission, and the United States’ top hackers and security experts set out to create a first-of-its-kind cyber weapon. It would come to be known by a single name, a combination of words contained in its thousands of lines of code — Stuxnet. But the operation, which began in earnest later that year, was designed for stealth, not total destruction. The Americans, working with Israel, wanted to slowly degrade and frustrate Iran’s ability to build a bomb, all the while giving no hint that a cyber weapon was the cause. Stuxnet was designed to close valves that regulated the flow of gas inside the centrifuges. The more pressure was increased, the closer the centrifuge was brought to its breaking point. Such a tiny failure could be attributed to any number of causes, including faulty equipment or the ineptitude of engineers and workers at the plant who could be blamed for improperly installing and operating the centrifuges. The computer systems that regulated the centrifuges sat behind an “air gap,” meaning they weren’t physically connected to the outside Internet, so a human spy or some other remote means of insertion would have to be employed to deliver Stuxnet inside the plant. This was to be a quiet and delicate operation.

What McConnell was proposing now in Iraq was something very different. It would involve the widespread use of viruses, spyware, and hacking techniques. And its purpose was to kill people, not stymie mechanical processes. Stuxnet was an act of sabotage. This was an act of war.

Bush was also growing to trust McConnell implicitly, asking him to deliver the daily briefing in the Oval Office every morning, a task that previous spymasters had relegated to subordinates. The two had hit it off when they met at Bush’s ranch shortly before the president announced McConnell’s nomination, in January. The ex-spy and retired navy admiral found the president’s down-home demeanor both affable and familiar. McConnell had grown up in South Carolina, and he never shed his aw-shucks charm. Sitting on Bush’s porch, the two men watched a thunderstorm gathering in the distance. Not a good omen, they said, laughing.

Now McConnell had asked for an hour of the president’s time to make the case for cyber war in Iraq. Bush gave the green light after only fifteen minutes.

Stasio arrived in Iraq at Forward Operating Base Taji, a flat, dusty expanse in a rural area north of Baghdad that once served as a Republican Guard base and a chemical weapons production facility. Taji was nestled in the violent Sunni Triangle, the epicenter of resistance to US forces. The base and its troops were hit with mortars and improvised explosive devices, or IEDs, about 150 times a day. Every time the troops went on patrol, a thatch of fighters or a roadside bomb awaited them. And Taji was not unique. Across Iraq the violence was reaching a zenith. The prior year had been one of the bloodiest yet for coalition forces, with almost 900 killed, and 2007 was on track to break the record. The month Stasio arrived saw the most fatalities since January 2005. Nearly all the dead were Americans. Iraqi civilian deaths, which were more difficult to track, were also at all-time highs, by one reliable estimate approaching 30,000 per year from 2006 to 2007, more than double what they’d been at the start of the war.

The new surge troops were to secure Baghdad and the most violent surrounding areas, freeing up additional forces to go after the insurgent fighters and protect the civilian population. General David Petraeus, the man whom Bush had tapped to implement the last-ditch effort, envisioned a two-prong plan of attack: forge alliances with those fighters who could be persuaded to help the Americans, or at least lay down their arms, and capture or kill the rest. Petraeus called that latter group “the irreconcilables.”

The surge was slow-going and confusing at first. Stasio’s bosses at Taji seemed not to know what to do with this sudden rush of new soldiers. But Stasio and a fellow analyst from Fort Lewis reverted to their training. They set up shop in an old munitions warehouse and got in touch with the units they’d replaced, who had already gone back home and were working in the intelligence center at Fort Lewis. They became one of his “reachback” points. Stasio connected to them via a secure computer network, and then he plugged in to the national intelligence databases, which were now swimming in new data. The massive surveillance dragnet being placed over Iraq was producing new signals, new leads. Finally, he could emulate Lester from The Wire.

Stasio began by building network diagrams of the fighters in the area, using their cell phone signals to connect members to one another and help determine their location. He fed those reports back to Fort Lewis, then pulled more data from the national sets. At the same time, the team in Fort Lewis would go to work on big-picture reports. What was the tribal makeup of the region in which Taji was situated? Who was loyal to whom? Where could the US forces exert some leverage and try to break alliances, turn one group against another, or persuade others to come over to their side?

The Iraqi cell phone network was a potential intelligence gold mine. Cell phone contracts were among the first business deals struck in Iraq after Saddam Hussein was driven from power. Wireless was cheaper than wired communications, and cell phones were proliferating. By September 2004, only eighteen months into the US occupation, the NSA had developed a secret technique that US special operations forces called “the find,” which allowed them to locate a cell phone even when it was switched off. Members of one special operations unit estimated years later that they found thousands of new targets this way, including members of al-Qaeda’s branch in Iraq.

The NSA had access to foreign telecommunications networks through agreements struck with the United States–based carriers that operated them. These companies were paid handsomely — each receiving tens of millions of dollars annually, according to one former company executive — to give the spy agencies privileged access to their networks and the data coursing through them. Some of the carriers were partially owned by foreign investors. In exchange for the federal government granting the company a license to operate in the United States, they had to sign a contract that guaranteed US intelligence agencies uninterrupted access to the networks, so that phone calls could be logged and recorded. One agreement, with Level 3 Communications, even included a “kill switch” provision, stating that if ever directed by the US government, the company must be able to immediately sever all communications traveling through its undersea cables into the United States. This was a protective measure, meant to block the network from delivering malicious software or traffic in the event of a cyber attack.

In some cases a foreign communication could be intercepted from inside the United States. (In fact, this kind of capture was routine for e-mail traffic, much of which flowed through United States–based cables and routers.) When the NSA didn’t have permission to tap a line, it simply stole the communications. In a revealing article for a trade magazine in 2005, an ex-marine turned intelligence agency contractor noted that cell phones and wireless technology were the means by which hundreds of millions of people around the world were accessing the Internet. “This trend presents an unprecedented exploitation opportunity for allied forces with the means to collect packets moving through the airwaves,” he wrote. “Western intelligence assets have the capability to monitor these services by setting up rogue access points and conducting targeted war-driving collections and site survey analyses. Wireless collections provide the unique opportunity of conducting operations without host nation cooperation.”

Translation: wireless communications networks were a spy’s dream. And the dream was coming true in Iraq.

Stasio knew nothing of the fateful meeting in the Oval Office or President Bush’s decision. But he would soon see its fruits. With access to the telecommunications networks running in and out of Iraq, the NSA began scooping up and storing every phone call, text message, and e-mail sent in and out of the country. It was a key pillar of the new strategy: collect all the data, then use it to map out the networks of terrorists and insurgents.

The enemies’ phones also became tracking devices. Signals emitted by the cell phone itself could be plotted on a map. Few places in Iraq needed this kind of precise, tactical intelligence more than Taji, the base where Stasio had been assigned. A key supply road, known as Route Tampa, ran through the base and north toward Balad in the Sunni Triangle. Tampa was the most important artery for delivering cargo and fuel to US forces, and it was a prime target for insurgents. American soldiers nicknamed it IED Alley.
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