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INTRODUCTION



Like most Americans of a certain age, I remember exactly where I was and what I was doing when our country was attacked on the morning of September 11, 2001. It was shortly before 7:00 a.m. in Phoenix, Arizona, and I was home getting ready for work when I heard on NPR that a plane had flown into one of the World Trade Center towers. The cause was being described as a possible air traffic control problem. A few minutes later, as I was drying my hair, I heard the announcement that stopped me cold—that the second tower had been hit. I knew then, along with the rest of America, that this wasn’t an accident.


I was the attorney general of Arizona at that time, and the moment I heard that the second tower had been hit, I dropped my hair dryer and went into crisis mode. I called my chief of staff to activate our team and run through our plan should there be an attack on Arizona. A few minutes later, I got a call from Governor Jane Dee Hull, asking whether she had the legal authority to scramble National Guard jets to protect the state’s Palo Verde Nuclear Generating Station, the largest power plant in the nation. I took a beat. It’s in my nature to plan for everything, to prepare for every eventuality, but there was no plan for this. I had to make a call. I told the governor that without authorization from the Pentagon, she could not activate the Guard, since it was both a federal and a state asset. By this point, we’d learned that the Pentagon had also been hit by a commercial airliner and was in flames. There would be no answer from Washington that day.


As a high-level state government official, the near silence from the federal government was eerie. In the chaotic first hours after the attacks, President George W. Bush was aboard Air Force One, flanked by F-16s, as he was flown from one military base to another, unable to communicate reliably with his cabinet, leaders of Congress, or the American people. With the president out of the public eye for the moment, New York City mayor Rudolph Giuliani emerged for many as the face and voice of the government response on that first day and the days that followed. In that task, he performed admirably.


Everyone was scrambling to understand what was happening, including cabinet secretaries, governors, mayors, police chiefs, first responders, the media, and, of course, the American public. People were terrified, wondering what could happen next and where to get reliable and actionable information. It wasn’t until I got home late that night and watched people jumping from the burning towers on television that the impact of the day hit me. As I numbly watched endless video loops of office workers plunging to the ground to avoid being consumed by flames, I could only think about what horrors they must have been faced with to make the decision to jump. Those images remain seared in my memory to this day, as they do for many of us.


We will soon observe the twentieth anniversary of the Tuesday that transformed our nation so profoundly that it is known most commonly by its date: 9/11 (like December 7, 1941, Pearl Harbor, or November 22, 1963, the assassination of President John F. Kennedy). The 9/11 attacks changed the way we fly, protect our borders, investigate crime, and gather government information. They changed the way we organize the federal government itself, the economy, and even the way we watch the news on television. (The nonstop news ticker screen crawl was born to handle the torrent of information that day.) The 9/11 attacks shook the American psyche too, in ways that continue to reverberate. It had been nearly sixty years since the Japanese bombed Pearl Harbor, and for the first time in the lives of most Americans, we had to struggle with the realization that we were no longer safe from attack by a foreign entity within the borders of the United States. This altered our expectations of what our government can and cannot do for us. It affected our politics; it challenged our conception of ourselves as the world’s most open society.


It’s been nearly two decades since 9/11, and I believe it’s time to take stock of those changes, to identify which policies that were put in place back then still work and which ones need to be fixed. In those early days after the attacks, decisions were made and laws were passed that were the result of fear, lack of information, and often a sincere desire to ensure that kind of attack would never happen again. It’s time to look at those decisions in light of the country we are today and to address the new threats that have arisen in the nearly two decades since the attacks.


Think of this book as an American report card. What has worked and what has not? What are the social, political, and economic costs of that progress? Where are our biggest vulnerabilities today, and how do we repair them? What are the risks we must accept if we are to remain a free and open society? What should government do for us, and what must each of us do for ourselves and our neighbors in the event of emergency? Most importantly, are we safer and more resilient today than we were on September 11, 2001?


One of the biggest changes resulting from 9/11 was the creation of the Department of Homeland Security in early 2003. The job of the department is broad: to protect the nation’s air, land, and sea borders and to manage our immigration system and oversee the federal government’s resources for responding to disasters of all types. Unlike the Department of Defense, which was created after World War II, the Department of Homeland Security (DHS) is primarily a civilian agency. It has domestic law-enforcement and intelligence-gathering functions, in addition to its global responsibilities. And it is enormous. DHS is the third-largest agency in the federal government, behind the Departments of Defense and Veterans Affairs, with 240,000 employees.


I was the third secretary of homeland security, after Tom Ridge and Michael Chertoff, and the first to be appointed by President Barack Obama. I came to the cabinet in 2009, leaving as governor of Arizona during my second term and following my career in law enforcement, including stints as Arizona’s attorney general and as US Attorney for the District of Arizona. I left the administration late in 2013 to become president of the University of California, proud of the considerable progress we’d made at DHS in a relatively short time to improve border security, transportation security, and the government’s abilities to respond to emergencies of all types.


The 9/11 attacks were as close to a decapitating attack on the United States government as we have seen, and they laid bare the shortcomings of our government to protect us in the age of terror. Over the past fifteen years, through Republican and Democratic administrations alike, we have come a long way to ensure that the government cannot be immobilized again. The Department of Homeland Security has developed playbooks, constantly updated, for nearly every catastrophe and scenario imaginable. Working with the Departments of Defense and Justice, the intelligence agencies, the Congress, our allies, and thousands of local governments, law-enforcement partners, and first responders, we have gotten much better at identifying and guarding against many threats as they emerge. We are more strategic and more aggressive as a result of these efforts and have made Americans safer, more prepared, and more resilient in the face of many disasters than they were before 9/11.


We did a lot, both seen and unseen, to increase airport security while giving millions of qualified US travelers TSA Precheck status, expediting their passage through our airports. I must admit, though, that I am frustrated we did not make enough progress during the Obama administration on improving the capabilities of the screening process so that people can leave their shoes on and carry liquids on their flights easily. Faced with limited resources, technological limitations, and competing security priorities, we had to focus first on safety, even when that meant continued inconvenience for the traveling public.


We did make significant advances in other aspects of border security. Based on the science of risk analysis, we designed effective systems to screen and stop dangerous passengers, vehicles, vessels, and cargo from entering the United States. We improved intelligence sharing, both within the US government and among our allies, to detect threats to the United States farther from our borders and to intercept those who would do harm before they make it to US soil, airspace, or maritime borders. We pushed illegal crossings along our border with Mexico to a forty-year low and improved border security with advanced technology to support our expanded force of US Border Patrol agents.


We remade the Federal Emergency Management Agency (FEMA) into one of the most efficient and effective agencies of the federal government. I can say this confidently because it was put to the test in national and global emergencies, including the Deepwater Horizon oil spill in the Gulf of Mexico in 2010, delivering US aid to Haiti following its devastation by an earthquake in 2010, and Hurricane Sandy along the East Coast in 2012, among many other extreme weather events.


We integrated two dozen component agencies, thrown together amid the trauma following 9/11 into a single, integrated Department of Homeland Security with a shared mission to defend the American homeland and help the American people become more resilient.


Yet we still face enormous threats. They are multiplying, more diffuse and more virulent than ever, and our efforts to manage these new dangers reveal mixed results. The federal government has not kept up with the pace and sophistication of cyberattacks against our critical infrastructure—indeed, against our democracy itself—led by such adversaries as Russia, North Korea, and our great power rival, China, as well as those by nonstate actors, whose motives are sometimes less clear. The threats from terrorism have evolved as well since 9/11—from centralized, stateless organizations, such as al-Qaeda under the leadership of Osama bin Laden, to decentralized, leaderless terror networks that inspire adherents all over the world on the internet and exhort them to strike in place. We see the rise of right-wing violence as well and of mass casualty events, including shootings in schools and other public venues, that appear prompted by no political ideology at all. The surge in natural disasters linked to climate change threatens more Americans than all other causes rolled together.


Americans in general are straight-talking, fact-based problem solvers. So let’s embrace our nature. Let’s face these facts, talk openly about them, and come up with solutions. One of the most important things we all must understand better are the ways in which technology has changed and is changing the threat landscape since September 11, 2001. On that day, there were no smartphones, no Facebook, no Twitter, and no apps. Google was only three years old. Texting was possible but was such a pain on a flip phone that most people didn’t bother.


Osama bin Laden was adept at the technology of his day, recording threats on videotape cassettes that were smuggled from his hideout in the caves between Afghanistan and Pakistan by couriers and then mailed or delivered to Arab-language satellite networks. Intelligence analysts pored over the striations in the cave wall behind bin Laden, the vegetation in the background, or the label on his plastic water bottle, anything that could help to pinpoint the location and time of the recording. American television anchors explained that the tapes were authenticated, frowning their disapproval and playing short clips with subtitles while explaining that the portions selected for airtime were deemed not to pose a danger to the public.


Today, bin Laden is long dead, killed by a US Navy SEAL team in 2011. His surviving lieutenants are long in the tooth. Al-Qaeda has metastasized and rebranded itself into ISIS, now dispersed in locations throughout the Middle East, Europe, Asia, Africa, and North America. Its tactics against civilians are even more savage than those used on 9/11. The rise of social media networks and dark web browsers allow lone wolves to find with relative ease the inspiration and DIY tools to commit mass murder without crossing an international border. Traditional surveillance and law-enforcement tools are stretched to intercept these plots in time.


As of this writing, we are still struggling to comprehend the ways in which Russia used technology to compromise our 2016 presidential election and seeking stronger methods to deter future intrusions into our electoral systems. If election tampering by a foreign power isn’t a threat to the homeland, I don’t know what is. It remains to be seen how deceptive ads on Facebook and other social media platforms, the infiltration of individual state voting systems, and the hacking of email accounts associated with Hillary Clinton and her aides influenced the election—or whether these factors did or did not change the outcome. Official investigations into what happened in 2016 are backward-looking and mired in partisan battles. We are still struggling with the most consequential challenge: how to prevent it from happening again. Technology evolves faster all the time, and the US government, along with the state governments that manage elections, scramble to keep pace. We need clarity about who leads the federal government response to cyberattacks and what role the private sector should play. We need to better coordinate our defenses going forward—and present a united front to any adversary who threatens the infrastructure of American democracy.


Some vulnerabilities are more perceived than real, yet these are no less vexing to the American people. In this category, I include the persistent political hysteria over the security of the US border with Mexico. Most Americans have a fragile understanding of this vast region of the country, and this makes it ripe for demagoguery. In 2018, we saw the appalling spectacle of migrant children being separated from their parents after they were detained for crossing illegally into the United States, under a misguided “zero tolerance” policy. Of course our country needs secure borders, but that’s where the demagoguery starts. Americans are told they have to choose between an “open” border, over which undocumented migrants pour “by the millions” and “infest” the country, or a “big beautiful” wall. This is a false choice. The most heavily trafficked land border in the world cannot be sealed like a Ziploc bag. We can have a secure border and the rule of law, as reasonable Democrats and Republicans agree. It is not beyond us to come up with policies that facilitate the legal flows of people and commerce vital to our economy and at the same time deter illegal traffic using smart technology and strategic law enforcement.


Despite tremendous advances in reducing illegal flows of people and contraband over the southern border during the Obama administration, I don’t think we communicated as effectively as we could have with the American people about our progress. We could not break through with the facts about the connection between that difficult mission of securing the border and the need for comprehensive immigration reform to fix our broken system. If your boat is leaking, you do not choose between bailing water and repairing the hole. You do one and then the other. Immigration reform means three things: first, continuing to secure the southern border in a way consistent with our laws and values and the best technology; second, designing a visa system that is fair and consistent with dynamic US labor needs and international humanitarian obligations; and third, building a functional immigration system that puts the eleven million undocumented people in the United States on a path to legal status. Only if we do all three will we prevent such a backlog from developing again.


Nearly twenty years after 9/11, we are witnessing homeland security malpractice: an administration that aggressively refuses to recognize threats that are real and certain, coupled with an equally aggressive effort to divert public attention and government resources toward issues that are less lethal, but more potent politically. A migrant caravan from Central America is easier to see on television than is climate change, or an adversary’s digital incursions into our elections and other critical infrastructure, but that doesn’t make it a greater danger to our way of life. None of this lessens the terror Americans inflict on other Americans in our public spaces through mass gun violence.


In our fractious political and social climate today, it is worth thinking back to the aftermath of 9/11 in another way. I don’t miss the emotional pain or the fear of that time. What I do miss is our sense of togetherness—the belief that we were bound by ideals and a commitment to justice to hold each other up through the darkness, no matter our politics, our religion, or our ethnic origins. The United States had taken a terrible blow, but the fabric of our society was strong. Recall the members of Congress singing the national anthem on the steps of the Capitol, people holding candles on their front porches that night and dropping off baked goods at their local fire stations, the lines at blood banks around the country from people desperate to give something to save a life—even though the emergency rooms in Manhattan were nearly empty because so few of the victims of the attacks even survived. I remember the crowds lining the West Side Highway, cheering the ironworkers who had driven to New York City from across the country to untangle the twisted remnants of the Twin Towers, in case there was a life to be saved or remains to recover with dignity. The government didn’t ask them to come. They loaded their tools, got in their trucks, and drove.


We were perhaps never more American than we were on that day and in the days and months that followed. Young and not-so-young Americans flocked to military service, the foreign service, the intelligence services, and to other forms of public service. We didn’t talk about the “deep state”; we talked about our deep reverence for our state, our nation, and our place in the world. And the United States was not alone; the community of nations joined with us in our grief and horror. For the first time since its founding in 1949, NATO invoked Article 5, the alliance’s mutual defense clause, declaring an attack on one is an attack on all. The French daily Le Monde headline “Nous sommes tous américains” (We are all Americans) resonated throughout the world. Parisians stood in front of Notre Dame singing “The Star Spangled Banner.” In Great Britain, Queen Elizabeth II authorized the US national anthem to be played during the changing of the guard at Buckingham Palace, and traffic came to a halt. In Germany, two hundred thousand people marched through the streets of Berlin in solidarity. Even adversaries responded. In Iran, thousands stood for a moment of silence before a soccer match. North Korea sent condolences.


Everything changed on 9/11, and some of the good things that came out of that terrible time have since faded along with the bad. We can and we must restore our sense of common purpose. In this book, I’ll take you through my time at the DHS and what I experienced more broadly during decades of public service. If you are looking for dirt, buy a book on gardening. At a time when it is fashionable to malign the motives and qualifications of people who choose to work in government, it is worth reminding ourselves that our democracy depends on citizens willing to lend their talents and ideas, taking on huge responsibilities, and not for a giant paycheck. It is my hope that my story might inspire more good people to find that common purpose once again and step up to serve.













PART I



THE MISSION















CHAPTER 1



What Have I Done?


The dolly was my first clue. From my office on the ninth floor of the Arizona State Capitol, I watched as an aide wheeled it toward me, piled high with bulging white binders in precarious stacks. It was mid-December, and in only a few weeks, I would trade the job I loved as governor of Arizona to become US secretary of homeland security, only the third in our nation’s history. My predecessor, Michael Chertoff, wanted to make sure I had everything I needed to be prepared for running the newest, most sprawling, and, as yet, least understood agency of the federal government. These transition binders contained playbooks, memos, and intelligence, all aimed at helping me deal with everything in the Homeland Security portfolio, from terrorists to tornadoes, plagues and pandemics, planes, trains, and automobiles, to immigration and border security, cyberweapons, an attack on the power grid or water system, and biological and chemical warfare and nuclear dirty bombs.


Michael Chertoff had been President George W. Bush’s secretary of homeland security, a capable and thoughtful federal prosecutor and judge by training, and he did everything he could to ensure a smooth transition. Each of the many binders opened with a memorandum describing the current state of a particular issue, the initiatives underway, the related budget framework, the number of employees working on it, pending decisions that would carry into President Obama’s term, and a timeline for decisions that had to be made. The clocks on many of these decisions were already ticking, which required a high-speed baton pass from the Bush administration to President Obama’s. I’m the kind of person who likes organized timelines and clear goals, and especially since I was still wrapping up my responsibilities as governor, I felt a deep sense of urgency. People’s lives were at stake with most of these decisions. These early versions were classified at a lower level, so I was working from incomplete information at first. But when my security clearance was elevated from the level held by governors to the status of cabinet secretary on Inauguration Day, Chertoff’s team added more material, and I got the full picture.


The sheer size and complexity of my new portfolio was mind-blowing. My head was swimming as I read about the dozens of programs within the TSA alone and the intricacies of air travel safety. Sitting atop the mountain of briefing documents was a half-inch-thick single-spaced glossary of government acronyms. Who knew that NSTAC stood for National Security Telecommunications Advisory Committee? Or that CAPPS meant Computer Assisted Passenger Prescreening System? Or that this almost comically bureaucratic document would prove indispensable? That cheat sheet would be a constant companion during the eventful years that followed, as I acclimated to the players and rituals of Washington. As the aide who delivered the dolly of binders left my office on that December day and the door of my office clicked shut, I looked around and thought, “What have I done?”


A few weeks later, on a freezing but joyous Tuesday, I sat with my fellow cabinet nominees on the west front portico of the US Capitol moments before the inauguration of President Barack Obama. As a US Marine Corps band serenaded the assembled dignitaries, I looked at the crowd below. For as far as I could see, revelers packed the National Mall in a sea of brightly colored hats and parkas that stretched all the way to the Washington Monument. The atmosphere was both majestic and electric, but already I had a sense of foreboding.


I had learned earlier that day that Chertoff had received intelligence about a possible plot to disrupt the celebration and cause mass casualties. He and his team were monitoring events from a nearby Secret Service command center to make sure none of the threats came to pass. Chertoff and I had agreed that we would wait a day to transition power within the DHS. After being confirmed by the Senate, my swearing in was delayed so that we did not compound our vulnerability with an ill-timed changing of the guard during an active threat stream. As I scanned the hundreds of thousands of cheering people packed in front of the Capitol, I knew that in less than twenty-four hours, I would be the one bearing primary responsibility for their safety. And for the second of what would become many times during the early days of my tenure, the magnitude of my new duties hit me. I wondered what I had gotten myself into.


The Department of Homeland Security was created in part to remedy the lamentable lack of communication and the failure of dozens of government agencies to connect the dots that were so obvious in hindsight in the years prior to the 9/11 attacks—and above all, to protect the public from future disaster. Americans were still reeling from the human loss, from their shattered sense of safety, and from the trauma of witnessing mass murder on television, when President Bush and Congress convened the National Commission on Terrorist Attacks upon the United States in November 2002. Comprised of a bipartisan group of ten of the country’s most distinguished and astute leaders, including current and former government officials and leading attorneys and strategists, the commission was tasked with investigating the “facts and circumstances relating to the terrorist attacks”—in nongovernment speak: just what the hell went wrong, who let it happen, and how to prevent it from happening again.


It was critical to identify the fatal mistakes that had become evident during the first year of the investigation and to restore confidence in government’s ability to protect the public. The work of repairing the scarred American psyche was also immense. The department was given an ominous-sounding name—Department of Homeland Security—a throwback that felt like it was out of a World War II newsreel.


President-elect Obama asked me to serve as secretary of homeland security after he won the 2008 election. I was an early supporter and helped Obama mount a valiant but ultimately unsuccessful effort to win the late John McCain’s home state of Arizona, and I campaigned for him in other states as well. With my background in law enforcement and my experience as a border-state governor, the president-elect thought I was a good fit for DHS, so I agreed to take the job of running this new and sprawling department that everyone warned me was unmanageable, if not downright impossible to run. To me, public service means exactly that: you serve where you are needed. And when the president asks you to serve, you serve. In 2009, the Department of Homeland Security was in its adolescence, and like a teenager, it was gangly and fast growing, with some serious coordination, identity, and communication issues. I saw the challenges, but I also saw the opportunity to make more of an impact than I might have at one of the longer-established agencies.


Everyone in government understood the charge to prevent another attack on the homeland. This never-again mentality set an appropriately high bar for my predecessors, for me, and for future homeland security secretaries. It is impossible to overstate the pervasive confusion, fear, and anger that followed 9/11, and it created a challenging climate to build and manage a giant government agency. A study by the Pew Research Center in 2011, a decade after the 9/11 attacks, found that 97 percent of Americans who were at least eight years old when the attacks happened said they remembered exactly where they were or what they were doing when they heard the news. The recall of the 9/11 attacks surpassed even that of President Kennedy’s assassination in 1963. In the 2011 poll, 75 percent of people reported that they’d been emotionally affected a great deal by 9/11, up from the 67 percent who said so a year after the attacks; 61 percent said life in America had changed in a major way since the attacks, up from half who said that in 2002. Note that Americans’ anxiety was increasing, not going down, as time went on. This was due in part to the effects of the ongoing wars in Iraq and Afghanistan, as well as the metastatic nature of threats to the homeland—and the media coverage of them—that kept security concerns front of mind.


Reports from late 2001 show a spike in calls to HMOs, increased demand for antianxiety medications, and runs on pharmacies nationwide for the antibiotic Cipro, which had become scarce during the anthrax attacks by US mail in the days after 9/11. Five people were killed and seventeen made seriously ill after coming into contact with a potent biotoxin contained in envelopes mailed to federal government offices, the US Senate, and media organizations, including ABC, CBS, and NBC News; the New York Post; and the publisher of the National Enquirer, between September 18 and November 21, 2001. Most of the victims were US postal workers and journalists.


The anxiety epidemic had both public health and political consequences. In the weeks after the 9/11 attacks, Psychology Today reported a survey that found that nearly half of respondents felt their sense of safety and security had been shaken, and more than half were having trouble sleeping. In another poll conducted by the Harvard School of Public Health and the Robert Wood Johnson Foundation, more than half of those surveyed had taken steps to protect themselves from harm—such as taking precautions when opening mail and avoiding public events.


In the immediate aftermath of 9/11, the anthrax attacks contributed greatly to the national sense of paranoia and dread—and a deepening worry that the enemy had invaded the most mundane facets of American life. This mentality wasn’t just held by the ordinary citizen but by those in the highest levels of the US government as well. In October 2001, President George W. Bush speculated publicly and ill-advisedly that “there may be some possible link” between the anthrax-laced envelopes and Osama bin Laden, adding, “I wouldn’t put it past him.” Vice President Dick Cheney also pointed at bin Laden, saying that al-Qaeda–trained operatives “know how to deploy and use these kinds of substances, so you start to piece it all together.” Although the FBI was privately doubtful at the time that terrorists were performing advanced pharmaceutical engineering in the caves of Afghanistan, the agency would not conclude publicly until 2010 that the rare weapons-grade anthrax was mailed by a rogue government scientist at the US Army Medical Research Institute of Infectious Diseases in Fort Detrick, Maryland, who had since committed suicide. Like all of us, Bush was shaken in those early days, looking for answers and lacking conclusive evidence, coming up with some of his own.


The facts as to how terrorists with medieval ideology managed to attack the most powerful nation in the world would eventually be pieced together by the 9/11 Commission, which started its work in 2002. The commission’s mandate was staggering in its breadth. It was assigned to assess the roles of intelligence and law-enforcement agencies, immigration issues and border control, the flow of money to terrorist organizations, commercial aviation, budgets, the roles of Congress and the administration. Congress also passed the Homeland Security Act of 2002, establishing a new cabinet-level department, the Department of Homeland Security, and prompting the largest reorganization of the federal government since World War II. President Bush appointed Pennsylvania governor Tom Ridge as its inaugural secretary, a get-it-done former US Marine who had reported for duty in the days following 9/11 as the President’s White House Advisor on Homeland Security, not knowing what his job would entail or what resources he would receive to get it done.


Ridge wasted no time in early 2003 standing up the department, which essentially mashed together twenty-two federal agencies and the 180,000 federal employees who staffed them at the time. Placed under DHS command were some venerable institutions, such as the Coast Guard, established by Alexander Hamilton in 1790; US Customs, which had been under the Treasury Department since 1789; and the Secret Service, created by Abraham Lincoln in 1865. Other components that went to DHS had been more recently established, including the Federal Agency of Emergency Management (1979), or brand new, such as the Transportation Security Administration (TSA), established in November 2001; US Customs and Border Protection (CBP) and US Immigration and Customs Enforcement (ICE) were created as part of the reorganization. The logic behind this structure was that combining all of the government’s resources to secure under one roof the land, sea, and air borders of the United States, along with the integrity of its cybernetworks, would make the country more resistant to attack and more resilient in its recovery should those defenses be breached again.


When the reshuffling was over, the Department of Homeland Security was a giant hatchling, ranking as the third-largest cabinet agency in the US government, outsized only by the Defense Department and the Department of Veterans Affairs. From just about 180,000 employees and a budget of $33.5 billion in 2003, the first year of its existence, DHS has grown to the behemoth it is today, with 246,000 employees and a $54.2 billion budget for the 2019 fiscal year. The sprawling portfolio of DHS comes with an equally massive oversight apparatus in Congress. When the department was created, there was no corresponding overhaul of the committees that had jurisdiction over the agencies folded into DHS.


The result was lots of redundancy. By some counts, as many as 119 congressional committees, subcommittees, and commissions claim oversight of DHS—and each one of them, it seems, is ready to pounce whenever there is a report of the TSA appearing to treat a passenger inappropriately. Some critics hold up the department as a Frankenstein’s monster of government run amok, but having spent years at its helm, I know that a big, complicated country requires a big and sometimes complicated apparatus to handle all aspects of its security. After all, we have seen the chaos that results from a simplistic approach—from zero tolerance at the border to banning certain types of travelers based on their religion, to name a few. These approaches are not only ineffective, but they also come at the expense of our values.


This is not to say I don’t understand some of the confusion and ridicule surrounding DHS. Who can forget the early days after 9/11 of the blue, green, yellow, and red color-coded threat matrix, which no one seemed to understand, or the department’s recommendation that the public keep duct tape on hand to protect themselves in case of disaster by taping up their windows? I made my own share of personal mistakes too (see “underwear bomber”), and so, no doubt, will my successors. None of this takes away from the fact that the huge, multifaceted department is vital to our nation’s security today, even if it does not fit neatly into the boxes that so often define government. One part terrorism prevention, one part intelligence agency, one large helping law enforcement and public safety, and a dash of disaster recovery make for an odd recipe in the traditional political culture of Washington, DC.


The only other institution that was created in a similar big bang fashion was the Department of Defense in 1947, which combined the Department of the Navy and the War Department. Like DHS, the Defense Department was created in the aftermath of an epic triggering event (in this case, World War II), and it was designed to position the United States to lead in the new geopolitical era that followed, the Cold War. Following the 9/11 attacks, the United States was again at the vanguard, this time in the global war on terror. The two departments are alike in one other way. The Department of Defense too had its growing pains, despite having a clearly defined role understood and respected by the American people, an iconic headquarters in the world-famous Pentagon, an awesome arsenal, and an enormous budget. The Department of Defense integrated two agencies (versus twenty-two for DHS), and yet I’ll note that after more than seventy years, the Department of Defense is still evolving. In 2018, for example, President Trump proposed the creation of a Space Force as the nation’s sixth military branch.


Bureaucracies have a reputation for being static, not evolving. A set of rules and paperwork and hidebound workers don’t allow for changing times and the changing dynamics of the world. I get that, but I also know that expertise and systems matter in an organization as huge as the US government. Large, complex organizations require lots of people to make them work. Someone has to handle procurement. Someone has to manage payroll and accounting and IT. And that’s just the administrative support necessary to backstop the organization’s mission. Where bureaucracies get stuck is in stacking one layer of policy or practice on top of another and losing agility in the process. One example of this would be the hiring process for Border Patrol agents. By the time a person is interviewed, drug tested, and passes a security check, it can take a year to complete the hire. And that’s before the agent gets trained and sent to the field. People find other opportunities in the meantime and move on, wasting an awful lot of government resources on a half-finished personnel file.


Government has to evolve to meet the challenges of each era. And the various elements of government have to adjust to each other along the way. I saw this clearly at DHS, which was (and remains) the new kid on the block. At the White House, cabinet secretaries sit around a long oval table with their proximity to the president based on the seniority of their agency. The president sits at the center, with the vice president across the table, and is flanked by the secretaries of state, treasury, and defense and the attorney general. I sat at the very end of the oval, not exactly in a folding chair, though it sometimes felt like it. When the president walks into the House of Representatives to deliver the State of the Union address, the cabinet secretaries line up behind him, again in order of departmental seniority. I was perpetually the caboose.


Protocol aside, I was surprised by the intensity of the growing pains around Homeland Security that were still evident during the early years of the Obama administration. When I took office in 2009, DHS was still not fully incorporated into the country’s foreign policy and law-enforcement planning. Storied intelligence and law-enforcement agencies, such as the Secret Service (1865), the Department of Justice (1870), and the FBI (1908), have had more than a century to carve out their turf and their institutional identities. The CIA (1947) and the National Security Agency (1952) were created during the Cold War; the Department of Energy, which manages our nuclear weapons, in 1977. Yet as administrations and global security threats change over time, so do the power positions of the agencies charged with protecting our national security.


Our mission at DHS was so broad that we were neither fish nor fowl: part law enforcement; part intel gathering, sharing, and analysis; part international security policy. Old hands at the Pentagon, CIA, and Department of Justice did not know how to deal with this relatively new department. They did not instinctively prioritize DHS in planning or consult with us in crisis. And because no other federal department has more daily interaction with the public, whenever anything went wrong or looked like it had gone wrong, guess which of us caught the flak from citizens? Headlines rarely resulted from our daily successes in securing borders and transportation, aiding recovery from hurricanes and earthquakes, or improving vaccine supply chains to improve resilience in the event of a pandemic. Little wonder that my aides sometimes jokingly described the DHS as the “Department of Plague and Pestilence.”


Appropriate to its status, the department was headquartered during my watch in a ramshackle former US Navy code-breaking compound on Nebraska Avenue, in a residential neighborhood in northwest Washington, DC. The campus lacked the grandeur of more established agencies flanking the White House and the Capitol, and I’ll admit to some serious real-estate envy any time I attended meetings at the Department of Justice or the CIA in Langley, Virginia. My employees were crammed into cubicles at the Nebraska Avenue Complex, known as the NAC. There was barely a functioning email system and only the most rudimentary office setup when I arrived. Secretary Ridge had to send staffers to Staples just to buy chairs. When I got to the NAC in 2009, I heard there were still World War II–era munitions stored underground. DHS was scheduled to start moving in 2019 to a facility across the Potomac River on the grounds of Saint Elizabeth’s, a onetime psychiatric institution formerly known as the Government Hospital for the Insane. I guess we’re making progress?


Today’s DHS is not our first go-round with the concept of homeland security. It’s just the most recent and largest incarnation of a government function that successive presidents have struggled with for a hundred years. As early as 1916, with aerial combat against civilians emerging as a tactic in Europe during World War I, President Woodrow Wilson convened the secretaries of war, navy, interior, agriculture, commerce, and labor into a Council on National Defense charged with “coordinating resources and industries for national defense” and “stimulating civilian morale.” When the United States entered the war in 1917, the council tasked governors with creating their own local councils of defense to shore up the national effort—a precursor to the partnerships I pursued with state, local, and tribal governments in the post-9/11 era. Like many American experiments in homeland security, the council focused more resources on mobilizing the public and the economy for war than on protecting civilians in their homes, schools, and businesses. After the Great War ended, the council was disbanded.


Public anxiety surged again in the late 1930s, with the Great Depression having lowered morale and well-being on the home front and Hitler’s aggression mounting in Europe. In October 1938, in the moments after Orson Welles’s broadcast of the radio play The War of the Worlds, public panic ensued. In retrospect, the gullibility evinced by a science fiction fantasy about Martians invading the Earth may seem far-fetched, but Americans in those years had reason to be jittery—it wasn’t unlike the way the country felt in the aftermath of 9/11.


Less than a year after the broadcast, on September 1, 1939, Hitler’s army invaded Poland, launching World War II and unleashing violence against civilians on a scale never seen before. Alarmed by Hitler’s gains and fearing an expansion of the conflict, President Franklin Delano Roosevelt created the nation’s first Office of Civil Defense in May 1941. As director, FDR appointed New York mayor Fiorello La Guardia—another interesting parallel to today, considering former mayor Rudolph Giuliani’s role as the public face of New York City’s response to the 9/11 attacks. La Guardia warned the president and anyone else who would listen that the American public had never been as vulnerable to an attack as they were in the spring of 1941.


Months later, La Guardia was proved right when the Japanese attacked Pearl Harbor, killing 2,403 American sailors, wounding more than 1,000 others, and drawing the United States into war yet again. Roosevelt tasked his Office of Civilian Defense, modeled on Britain’s civil defense program, with preparing Americans for war, much as Wilson had during World War I. But with domestic poverty still rampant, he also wanted to provide social services to support the effort. In a bold gesture at the time, FDR appointed First Lady Eleanor Roosevelt as assistant director of the office, in charge of such nonmilitary tasks as expanding the country’s social welfare efforts and volunteer activities in support of the troops. La Guardia dismissed anything that didn’t have to do with hardening the country’s defenses as “sissy stuff,” hardly endearing him to the president’s wife. The two would continue to clash over the purpose and the meaning of homeland defense until FDR dismissed them both (perhaps putting more recent White House family dramas in perspective). And in what would become a pattern, the Office of Civilian Defense was disbanded after World War II, leaving our country yet again without a dedicated homeland security apparatus.


Attempts to formalize some kind of homeland security structure continued in fits and starts through the Truman and Eisenhower years and the advent of the Cold War, with national-security considerations at the forefront. Fallout shelters and mass evacuation plans were the order of the day, as Americans came to grips with the prospect of a Soviet-launched nuclear missile capable of reaching US soil. A congressional committee concluded in a November 1957 report titled “Deterrence and Survival in the Nuclear Age” that the United States could not defend itself against a Soviet surprise attack on the homeland. “By 1959, the USSR may be able to launch an attack with ICBMs (intercontinental ballistic missiles) carrying megaton warheads, against which [US missile defense] will be almost completely vulnerable under present programs,” the report said. “If we fail to act at once, the risk, in our opinion, will be unacceptable.” But there was little consensus regarding whether missile defense was even possible in the atomic age. Another government report projected that 90 percent of the US population would die in a nuclear exchange, leading to the Cold War deterrence doctrine known as “Mutually Assured Destruction.”


The undercurrent of dread only deepened in the Kennedy administration as the Cold War kicked into higher gear. President John F. Kennedy implored Americans to protect themselves by stocking fallout shelters and preparing to survive without immediate government assistance. During the Cuban missile crisis in late October 1962, panicked Americans flocked to grocery stores, gas stations, and banks in preparation for an atomic siege. No baby boomer can forget “duck and cover” school drills, diving under their desks, hands clasped behind their heads, as though that would protect them from radioactive fallout. Under President Richard Nixon, the definition of homeland security expanded to include natural disasters, after a government study found that US preparedness was minimal to nonexistent. For the first time, more federal funds were allotted to state governments, who were responsible for the first line of response.


These ad hoc and sometimes uneven approaches to homeland security continued well into the post–Cold War era, with new government agencies and reorganizations cropping up in reaction not only to military threats but to nearly every major disaster. After the 1979 near meltdown at the Three Mile Island nuclear power plant in Pennsylvania, President Jimmy Carter established the Federal Emergency Management Agency (FEMA), consolidating a dozen functions from fire prevention to the community preparedness program of the National Weather Service. The Pentagon was given a significant role in the deployment of the new agency’s resources. Progress in homeland security was undermined for decades, by the recurring tug-of-war between Congress and the executive branch, among federal, state, and local governments, between the military and civilian sectors, and amid a lack of consensus over priorities. Policy was made by a patchwork of legislation, executive orders, and national-security directives, each with varying levels of authority, personnel, equipment, and money.


We also learned that creating a new agency does not necessarily mean a president will use it as intended. When the Exxon Valdez spilled 750,000 gallons of crude oil off the coast of Alaska a decade later, in 1989, President George H. W. Bush sent in the Environmental Protection Agency and the Coast Guard rather than FEMA to manage the cleanup and recovery. The lack of clear command, compounded by poor communication and inadequate cooperation between the federal and state governments and technical experts from Exxon, resulted in needless delays and massive environmental damage, generating widespread anger from the public and from Congress. Although the Cold War would end on the elder Bush’s watch, reducing the emphasis on civil defense, it was anything but smooth sailing for his administration. Calamities came in rapid succession: Hurricanes Hugo and Andrew in Puerto Rico and Florida and the Loma Prieta earthquake in California, each revealing government communication, coordination, and delivery of services inadequate to the recovery tasks at hand.


Americans’ expectations have grown over the years, driving the perception that the federal government rather than the individual or the community is responsible for leading disaster response. This was not the case prior to the 1960s. The journalist John Dickerson writes that as a result, it is no longer enough when a president monitors the federal response from the White House. “He has to dash to the scene. We now expect the president to be a first responder, too.” During an unusually severe hurricane season in 1955, President Dwight D. Eisenhower was scarcely mentioned in newspaper stories. “There were no pictures of the former Allied Commander pointing at maps or receiving furrowed-brow briefings from meteorologists,” Dickerson writes. Eisenhower, on vacation during some of the storms, relied on local governments, first responders, and the Red Cross to manage. For the government to rush in would send the message that Americans were not up to caring for themselves. “I regard this as one of the great real disasters that threatens to engulf us, when we are unready as a nation, as a people, to meet personal disaster by our own cheerful giving,” Eisenhower said in 1957. “Part of the reason is this misunderstanding that government is taking the place even of rescuing the person, the individual, and the family from his natural disasters.”


That approach changed with President Lyndon Johnson, who invoked the idea of the president as leader of a national family. After Hurricane Betsy hit New Orleans in 1965, LBJ visited survivors and told disaster officials, “In times of distress, it’s necessary that all the members of the family get together and lay aside any individual problems they have or any personal grievances and try to take care of the sick mother, and we’ve got a sick mother on our hands.” LBJ then pushed Congress to fund the recovery. That hands-on approach has set the standard for all presidents since, and each has responded with varying degrees of empathy and success.


When President Bill Clinton took office in 1993, he oversaw a massive restructuring of FEMA, intended to fix some of the shortcomings of the first Bush era. It wasn’t long though before the pendulum swung from natural and man-made disaster back to the national-security dimension. The first bombing of the World Trade Center in February 1993 killed six people and left more than a thousand wounded. As a result, Congress identified the mounting threat of terrorist attacks in the United States and in response called for FEMA to develop the capability for detecting and responding to a host of threats now familiar in the post-9/11 era. This “all hazards” approach put under FEMA’s purview the responses to terrorist uses of chemical or biological agents or weapons, natural disasters involving critical infrastructure, and even disease widespread enough to affect national security.


Many of the current controversies over the powers, responsibilities, and resources of what those of us in the business call the “homeland security enterprise” are rooted in these earlier attempts by previous presidents. The veering of successive administrations between military preparedness and civil defense reveals confusion, lack of coordination, and most importantly a lack of consistent national strategy that the creation of DHS was intended to fix. The tensions revealed by administration after administration between national security and civil defense, between the responsibilities of the federal government versus state and local governments, civilian versus military control, a reactive versus proactive stance, and the definition of a threat to the homeland have been litigated in this country for literally a hundred years.


This history underscores a pattern of missteps and missed opportunities that are clear mostly in hindsight—and which led to the enormous consolidation that resulted in the Department of Homeland Security. Despite limited exceptions, Americans have long expected and generally received a high degree of safety from their government. And that government, despite its flaws, was able to deliver most of the time. Generations grew up believing they were safe from the government excesses. Safe from persecution, oppression, undue influence in our private affairs—or our elections. Safe to express our opinions, to practice our own faiths, to raise our children according to our own customs, to become educated and acquire property, to better ourselves beyond the lives of our parents.


As a continental nation, buffered by two oceans and flanked by allies along its only two land borders, Americans expected to remain safe from the physical wounds of war on home soil, a sense of security pierced twice, by the Japanese attack on Pearl Harbor in 1941 and again by the attacks of 9/11. Americans felt safe from infiltration by aliens, communists, or foreign powers, except perhaps in War of the Worlds or Joseph McCarthy’s cruel imagination. We expected to be protected from technology that could do us harm. In the pre-9/11 United States, rockets and jetliners did not rain from the sky, poison was not a weapon of war, and hateful ideology was not piped invisibly into our children’s bedrooms and minds—or onto our mobile phones.


The 9/11 attacks and the years that followed shattered that American belief system for millions. The televised massacre of nearly three thousand civilians, followed by the anthrax attacks that began only weeks later, exposed our vulnerability to terrorism on American soil. Then came Hurricane Katrina in 2005 and the financial crisis of 2008, shaking our confidence in the competence of our federal government. The new century brought two endless wars abroad and mass shootings of every sort at home. After the internet’s exciting early years as a tool for discovery, connection, and commerce, more of us saw the dark side of the web, a haven for election hackers, data thieves, and lone wolves that has thrown into doubt our most fundamental assumptions about how to keep this country safe, secure, and resilient. And as of January 21, 2009, it was my job to help repair the damage.
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