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Chris Ryan vs ISIS


The email came through when I was in America.


It was from a detective chief inspector, a Midlands anti-terrorist unit. It was terse and to the point: ‘Contact me.’


I did.


I’ve long since learned not to take anything like this at face value, however. I couldn’t be sure this guy was who he said he was. I’d never heard of him before, and there was every chance that he was a crank.


To stay safe, I always make a habit of verifying people’s identities. It’s a habit I picked up in Northern Ireland. If one of the Regiment guys met a girl in a bar, standard operating procedure was to get her thoroughly vetted before arranging to meet again. Otherwise there was a good chance that they’d turn up at her flat for the shagging of a lifetime, only to find an IRA nutting squad waiting for them. A lot of regular soldiers lost their lives that way.


Clearly this gruff DCI wasn’t part of a honey trap, but the take-home message is the same: wolves often wear sheep’s clothing.


‘I’ve got a friend in the police,’ I said. ‘I’m going to contact him now and get him to phone you. If he can confirm that you are who say you are, we’ll carry on with this conversation.’


The DCI wasn’t offended. But he was insistent. ‘Do it quickly,’ he said. ‘This is important.’


I phoned my friend in Herefordshire police. He contacted the DCI and it all checked out. So I took the conversation to the next stage. What was so important?


The DCI gave me another telephone number. Scotland Yard. ‘Call it,’ he told me. ‘Now.’


The urgency in his voice was a red flag. I didn’t know why I was being passed between different police departments, but I had a strong suspicion that the police had become aware of some kind of threat against me. It wouldn’t have been the first time. I got straight on the phone to Scotland Yard.


I wasn’t prepared for the next question I was asked.


‘Where is your daughter? We need her location. We need her number. And we need them now.’


My arse nearly went through the floor.


‘Why?’ I said.


‘You know why,’ said the police officer at the other end. ‘And you know what they’re going to do to her.’


Silence. My stomach turned over. I understood what he was implying: that there had been a threat levelled not against me, but against my daughter, and they were taking it seriously. This was the worst information any father could hear. My instinct – as a father and as a soldier – was to go into full-on protection mode. But I was thousands of miles away. I was helpless.


‘Who is it?’ I demanded quietly.


They weren’t going to give me that kind of intel. The police officer stonewalled me. Maybe he thought that, as a former SAS man, I’d want to track them down and deal with them myself. ‘I can’t tell you who they are and I can’t tell you what the threat is. But I can tell you this: something your daughter posted online has been intercepted.’


My daughter is savvy. I’ve brought her up to be mindful of her own personal security, and she’s well aware of the risks of having a father whose line of work regularly brought him into contact with people who wanted him dead. She had always been wary of posting anything on social media that would link her to me.


But sometimes even the most careful people slip up. She’d posted a picture of me at a book signing in the City. That picture had been seen by a person or persons unknown to me. This faceless enemy had put two and two together and worked out who she was.


I immediately handed over my daughter’s number, and supplied her location.


Within hours, two uniformed officers were standing on my daughter’s doorstep in the UK. Clearly the threat was deemed serious enough to require an immediate police presence.


Later, Scotland Yard officers turned up at my daughter’s house, too. There was only so much information they could give, namely that there was an active threat against her, and that the police were monitoring the people involved. They hinted, but did not say outright, that the people on their watch list were affiliated to Islamic State, and that they were plotting to kill her. They asked her to shut down all her social media sites immediately. That way, whoever was monitoring the terrorists – I don’t know if it was the police or GCHQ – could see if my daughter’s potential attackers were actively trying to dig up any more information about her or her whereabouts. This would give them an advance warning that the threat level had escalated.


My daughter likes to shoot clay pigeons. She owns a shotgun for this purpose. When the police saw her shotgun out on the side of her house, they told her it had to be locked up in the special cabinet bolted to the wall, which she keeps for that purpose. I’m a strong believer in gun control, but I also believe that a qualified person with a licensed weapon should have the freedom to use it to protect themselves in their own home. You can’t sit around with a baseball bat and expect it to be any kind of defence against an automatic weapon or a suicide bomb. But these are not the laws of the land. My daughter did as she was instructed by the police. She was, effectively, almost completely defenceless in her own house.


As for me, I found myself in a position of complete helplessness: petrified for the safety of my daughter, but unable to do anything about this sickening situation.


I told her she should get out of the house, because as any soldier knows, the best way to avoid an attack is not to be there when it happens. I had a friend in rural France. Not off the grid, exactly, but almost. It was the safest place for her that I could think of. I wanted her to get herself there immediately. She would be safe and it would give us all time to think. She refused. A chip off the old block, I guess. ‘I’m not leaving the house,’ she told me. She wasn’t going to let a threat from some scumbag terrorists change the way she lived her life. I wanted to send one of my Rottweilers to live with her, as protection. Nothing doing.


The police went into observation mode. Occasionally we’d get updates telling us everything was fine, but that the threat level was still significant. From time to time I would speak to the police personally. I still wanted information, to find out more about the people involved and exactly what the threat level was. All they would tell me was that they were monitoring the situation.


It was clear, from certain events that occurred over the next few months, that this was a threat they were taking very seriously. My daughter’s name was flagged with the police. This meant that, if she contacted them, or her name came up on the system in any way, there would be an immediate police response. Over the next few months, she had three occasions to make contact. Twice she had a break-in at her house. Whether these break-ins were connected to the terror threat, nobody knew. But on each occasion, when she called the police, they were on the scene within five minutes.


On the third occasion, she came home to notice a car she didn’t recognise parked outside her house. Behind the wheel was a man of Middle Eastern appearance. He was just sitting there, for no apparent reason. She’d never seen him before. Was he putting in surveillance? Was he preparing for an attack? My daughter didn’t know, but she was scared. She called the police.


The response was immediate. Within minutes an armed police unit was on the scene. The guy in the car was dragged out of his vehicle, the business ends of several automatic weapons pointing at him. Poor fella. Turned out he’d been delivering pizzas and was having a five-minute break before delivering the next one. But an armed-response unit isn’t despatched for no reason. This was enough to tell me that the threat against my daughter was still extremely current.


This terrifying situation continued for a year. A year of not knowing if my daughter was safe. A year of wanting to use all my knowledge and expertise to help and protect her, of wanting to take the fight to these wannabe killers, but being unable to do a damn thing. A year of excruciating worry.


And then, as suddenly as all this had started, Scotland Yard called my daughter to say the threat was gone. She was still flagged, still on the police computer. But whoever had been targeting her was now no longer considered an active threat. The police still wouldn’t offer up any more information about who they were or where the threat had come from. Were they worried about giving this information to a former SAS soldier whose daughter had been targeted? Was it for other security reasons? I couldn’t tell you. I couldn’t even tell you whether the person or persons unknown are still at large, or if they have been properly neutralised as a threat.


But I can tell you this. Of all the situations I’ve ever been in – escaping half-dead across the Iraqi desert, patrolling the streets of Northern Ireland knowing I was a prime target for the Provos, facing the threat of a rioting mob on the lawless streets of Zaire – none has ever been so gut-wrenchingly terrifying as knowing that my daughter was being targeted by thugs who wanted to do her harm.


Whoever we are, our natural instinct is to protect our family. To keep them safe.


And that’s why I wanted to write this book.


 


We live in a dangerous world. This has always been the case, but there is something unique about the challenges we face today.


I write these words as the UK comes to terms with the cowardly attack on Westminster Bridge, where a home-grown extremist drove a vehicle into a crowd of innocent civilians, before stabbing a police officer to death outside the Houses of Parliament. Six people dead. Fifty injured. The attacker was a jihadi and in many ways his modus operandi was homespun: he used nothing but a vehicle and a knife. No bombs. No firearms. He used everyday, household objects. The kind of weapons anyone with a grudge, or an unhinged mind, can put their hands on.


I’ve no doubt, however, that the internet, and social media, played its part in his radicalisation. We live in a world where people who want to do us harm can communicate with each other securely and instantly from opposite sides of the world. The security services do what they can to protect us from this threat, but the job is too massive for them to foil every plot. I do not doubt that there are thousands of people out there planning atrocities. But until they have the weapon in their possession, the explosives strapped to their body, or their hands on that steering wheel, there is nothing the security services can do about it. If they make arrests with insufficient evidence, they’ll never get a conviction. But they will alert the suspect and his or her accomplices to the fact that they’re under surveillance.


Bottom line: the bad guys sometimes slip through the net. When they do, the consequences can be devastating.


In the wake of every terror attack, we hear a similar story from the people in authority. ‘We won’t be cowed. We’re not frightened.’ Well, of course they’re not frightened! Many of them have bodyguards and bulletproof vehicles. The rest of us don’t have these advantages. We can’t always rely on the authorities to keep us and our families safe. There comes a point where we have to take that responsibility for ourselves.


The threats to our wellbeing do not only come from terrorists, of course. Cyber-targeting, scams, carjacking, house theft and simple, common-or-garden petty crime: whether we want to admit it to ourselves or not, all these are a constant risk in our lives. The ‘it won’t happen to me’ attitude is a comforting blanket, but it’s no help when you find yourself in a high-risk situation. I want to use my experience and techniques I learned serving with 22 SAS to help you understand what those situations are, to avoid threats when they come your way and if they can’t be avoided, to deal with them effectively.


This book is not intended to scare you. Far from it. It’s intended to empower you. To help you take the initiative. To spot the signs. SAS operatives are very good at doing this, and in the next chapter you will learn how, and where, they hone these important skills.
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From Primary Jungle to Urban Jungle


How SAS Jungle Techniques Can Be Adapted to an Urban Environment


The information in this book is designed to keep you and your family safe from harm in an urban environment. It is based on the skills I learned and developed in 22 SAS.


But the Regiment’s techniques do not derive from the concrete jungle. They derive from the actual jungle. It’s in the jungle that a large proportion of our selection and training takes place. The skills we learn there are directly transferrable to so many other environments and when we want to sharpen ourselves up, it’s to the jungle we return. There, in one of the toughest environments there is, we learn to hone five of the fundamental qualities of an SAS soldier. These qualities are at the core of much of what you will read in this book. They are: personal discipline and attention to detail; situational awareness; positional awareness; blending in; and the importance of training.


Make no mistake. The reason the SAS can work so effectively – and safely – in urban environments is because of the sweat they spill in the jungle. If you can begin to understand why this is, I believe it will make you safer in your daily life too.


Personal discipline


It is very difficult for a human being to live in the jungle. You might be surrounded by life, but it’s life that has adapted to thrive in that hot, humid, sunless environment. Humans have not adapted like that. We quickly become exhausted, dehydrated and infected. In order to keep going, you need an extraordinarily high level of personal discipline.


That discipline starts with your personal hygiene. You’re constantly hot and sticky in the jungle. You need to keep yourself clean and dry in all the right places, otherwise your body can literally start to rot. You have to wash carefully. You have to look after your clothing – your first line of defence against the environment. On jungle training, each guy has two sets of clothes: a wet set and a dry set. You sleep in your dry kit. When the sun comes up, you put your wet kit back on. It’s unpleasant and it stinks, but if you don’t maintain this disciplined attitude toward your kit, you end up with two sets of wet clothing and no way of drying them out.


This discipline extends to the rest of your daily routine. When the time comes to lie up in the jungle, a patrol will perform a special drill that involves looping back on yourself so you can check nobody is following you. You select a couple of trees to suspend your hammock and poncho, you dry your boots upside down on sticks inserted into the jungle floor and you arrange all your belongings with meticulous detail, so you know where everything is if you have to bug out during the night.


To test their ability to do this, patrols are made to get up, pack up and get moving before first light. It’s essential that none of their gear is left behind. In an escape and evasion situation, you can’t leave any evidence of your presence. When I was on the Regiment’s training wing, I would always return to the previous night’s camp after the guys had vacated it. If I found anything – often there would be a stray sock, part of a radio, a magazine off a weapon or just a bit of rubbish – the patrol would be in for a severe bollocking. That level of indiscipline is unacceptable in the SAS.


If that sounds harsh, let me tell you about a time when I was in charge of a jungle training navigation exercise for a patrol of young SAS recruits. We were preparing to do a navigation exercise and, having set out before first light, I returned to the camp after sunrise to do my usual sweep. On this occasion, I didn’t find a sock or an old magazine. I found an EMU.


The EMU – it stands for electronic message unit – was an accessory for the radios. It was used to send encrypted messages. It was one of the most crucial bits of kit a patrol could carry. The standard operating procedure in an emergency situation was pretty much that you killed the EMU just before you killed yourself. It had to be destroyed by any means possible before getting into enemy hands. It certainly should not have been lying on the jungle floor, there for anyone to pick it up.


I returned to the patrol and I ripped them a second arsehole. Holding up the EMU, I demanded to know who was responsible. One of the young guys put his hands up. ‘It was me,’ he said. ‘I was carrying it.’


Now, this kid was a great soldier. Best in the patrol. But having the lack of discipline to leave behind that important device was a sacking offence. I looked him up and down. As I did so, I noticed something else. His jungle boots were on the wrong feet. He must have got confused in the dark. It was another unacceptable mistake. I went berserk for a second time. I should have kicked him off the course there and then, failed him outright for these two mistakes. The bar is high for entry into the Regiment, and he’d failed to make the grade.


But he was a good soldier in every other respect. I liked him. I did what I shouldn’t have done and gave him the benefit of the doubt. I let him continue with jungle training. He ended up getting badged and joining A Squadron.


When the Bosnian conflict kicked off, he was deployed there. And it was in Bosnia that this kid, who had shown those moments of indiscipline in the jungle, had his head blown off. He was the first SAS soldier to be killed in Bosnia.


I’d been to eighteen Regiment funerals before that. I’d been with some of the guys when they’d died. None of those deaths affected me like this one. I was poleaxed with a horrendous feeling of guilt. I felt that somehow it was my fault. I’m not saying he was killed because he dropped his EMU during jungle training, or put his boots on the wrong feet. But I think I knew, deep down, that his personal discipline and attention to detail wasn’t what it should have been. If I’d sacked him, like I should have done, he’d have given selection another shot and would have learned from his mistakes. And maybe he’d still be alive today.


Personal discipline keeps an SAS soldier safe, even more so than weapons and fighting skills, no matter where they are operating. It also forms a major part of the information in this book. If you can have the discipline to behave in ways that you know, deep down, are less likely to put you in a dangerous situation, your chances of staying safe are massively increased. An SAS soldier never puts himself in harm’s way if he can avoid it. He exercises discipline and attention to detail at all times. He learns these skills in the jungle, but he uses them in every part of his professional life. The habits he learns stick with him for ever. I want to encourage you to adopt the same mindset.


Situational awareness


The jungle has other things to teach us. When you’re in the thick of all that vegetation, it can seem that everything wants to bite you, to eat you, to suck the life out of you. It can be scary and a lot of the lads become highly claustrophobic. They feel as if the walls are closing in on them. It’s hardly surprising. If you’re not used to the environment, everywhere you look there’s a thick curtain of green that seems to be hiding all manner of unknown threats.


You have to teach yourself to see through that vegetation. To layer it. Part of our jungle training includes target practice along a winding jungle lane. The targets can be hidden among the vegetation. To make a success of the operation, you must learn to look through the jungle, dividing your line of sight into the foreground, the middle distance and the far distance. With every step, you’re scanning through this thick, unfriendly foliage, looking for objects that wouldn’t ordinarily be there. With every step, you’re forcing your brain into a heightened level of awareness so that, as a matter of reflex, it picks out anything unusual or distinctive, so that you can locate and engage a hidden target.


Even when you’re not looking for targets, you can’t let your attention wander. Well-camouflaged snakes. Bushes with huge thorns. Wherever you are in the jungle, danger can be close but unseen. You need to know how to spot it. You’re constantly on the look-out for scuff marks on the trail. Overturned leaves. Broken deadfall on the path. They are all signs that something – or someone – has been on the trail before you. Miss them, and you risk walking blindly into danger.


If you think that these sound like very jungle-specific skills, you’re wrong. The jungle is simply the hardest place to practise them. When an SAS man scans a crowd for a hidden threat, he is using precisely these jungle techniques. To this day, they are hard-wired in me, as they are in anyone who has undergone SAS jungle training. If a Regiment guy is walking down Oxford Street, trust me: he’s simultaneously aware of the space immediately around him, the bloke two metres ahead of him and the guy approaching from ten metres behind. If someone’s too close to his back, he knows about it. Almost without thinking, he’s constantly checking his reflection in the shop windows and car mirrors. He instantly clocks unusual sights and sounds. If someone is carrying a concealed weapon – it’s more common than you think – he sees it. If a person is acting unusually, showing pre-indicator signs of threatening behaviour, he knows about it. His situational awareness is acute and highly tuned.


It all comes from the jungle.


Positional awareness


Navigation is a core skill for any soldier. But in the jungle, it’s a challenge. If you’re under a canopy of vegetation, you can’t use the sun or the stars. More importantly, everywhere looks the same. If a Regiment guy is navigating the mountains of Brecon, as they have to do during selection, they’ll have huge geographical features to help them orientate themselves. You rarely have that in the jungle. You can’t even use evidence of your own path to backtrack, because we make a special effort to leave no trace of our presence or passage.


So your navigation comes down to pacing. You’re always using a map, and you need to be constantly on top of how far you’ve travelled and in which direction. To do this, each guy will know how many of his own paces combine to make ten metres. Some will have handheld tally counters – the type you see cabin crews using to count passengers on a plane – stuck to their weapons, so they can keep a tally of how many ten-metre units they’ve walked. They know that if they’re travelling uphill, their paces will be shorter; downhill, longer. That way, when they have to make a decision based on their position on a map, they have a detailed idea of how far they’ve come. It becomes second nature. You start to have an almost unconscious, supremely accurate idea of your position, and this skill doesn’t desert you when you leave the jungle.


Now, I’m not suggesting that you should count your paces everywhere you go. But this heightened level of positional awareness is an important weapon in your safety arsenal. It doesn’t matter if he’s in the jungle, the desert, the Arctic or in a busy urban environment, an SAS guy’s default position is to know where he is and, crucially, how to bug out if he needs to. If you can adopt some of this mindset, you’ll find yourself in a much stronger position with respect to your own safety and that of your family. After all, you can’t escape a lone gunman, a gang or an angry mob if you don’t know which way to run . . .


Blending in


During jungle training we wear jungle camouflage. The patterned material breaks up the shape of your body and makes it easier for us to blend in to the background. Later in this book, I’m going to explain to you how and why things are seen – essential knowledge if you want to know how to hide. Blending in is an essential skill for an SAS operative. It’s a lot harder for an enemy to kill you if he can’t see you. We learn how to harness this knowledge in the jungle, but we apply it in every environment.


For example, SAS operatives are often assigned to bodyguarding duties for high-value targets. They often carry on with this work when they leave the Regiment. However, if you look at a celebrity website and see a pop star or actor flanked by a couple of six-foot-six minders in black suits and dark glasses, I can pretty much guarantee that they are not special forces-trained. Any bodyguard worth the name knows how important it is to blend in. If your principal wears a suit, you wear a suit. If they wear jeans and a T-shirt, you wear jeans and a T-shirt. If you don’t blend in, you stick out. You become more of a target.


One of your most important strategies in staying safe is going to be blending in. The less people notice you, the more likely they are to ignore you. An SAS soldier knows how to go unnoticed. I want to encourage you to think the same way.


The importance of training


I’m not going to pretend to you that this is something we all always get right. I was once leading a navigation exercise in the jungle, and I got stuck alongside the RSM (Regimental Sergeant Major). It should have been an easy navex, but I made a mistake along a certain ridge line. The further we walked, the more lost we became. The RSM called me all the wankers under the sun, and I had to suffer the humiliation of being obliged to fire three rounds in the air, and listen for base camp’s standard reply of two rounds, in order to get an idea of which direction we needed to head toward. It was embarrassing. It shouldn’t have happened. But it was also a mistake I was unlikely ever to make again.


That is the last point I want you to take away from this chapter. In the SAS, training is everything. It’s far better to make a mistake on the training field than on the battlefield. The same goes for the information in this book. Nobody is suggesting that you’re going to encounter a mugger every time you step out of your door. I don’t want you to think that every message your daughter receives on social media is from a sexual predator, or that you’re going to be attacked every time you walk to your car after nightfall. You’re not. But if you can incorporate some of the advice in this book into your daily life, if you can practise your personal discipline, your situational awareness and your positional awareness when the going is good, you will be far better equipped to deal with dangerous situations when the going gets tough. Raising your skills and your general level of awareness by just ten per cent will have a dramatic effect on your safety, and that of your family.
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Staying Safe in the Street


There are hundreds of thousands of reported incidents of street violence every year. These are serious, dangerous incidents. I’m going to tell you briefly the experiences of two young people who were attacked on the street, and give you an idea of the kind of injuries they sustained. These are true stories.


The first is a 21-year-old student. I’m going to call him Alan, but that’s not his real name. He was walking home after a night out with a friend in London. They were celebrating their end-of-year exams. His mate had his phone stolen by a group of guys. The two students made the mistake of going after them. The situation turned violent. Alan was hit around the head with a brick. He collapsed, unconscious. When he came round, his mate was panicking and tearful. Alan asked why he felt so wet. His mate had to explain that it was because of the blood pouring from his head. He was surrounded by a pool of it, and had sustained four fractures to the eye socket. To this day, he can’t open that eye properly.


Another young man – we’ll call him Jason – was mugged while walking into town to meet his friends. Again, he was targeted for his phone. When he refused to hand it over, he was attacked by a group of thugs. He required emergency brain surgery and was put in an induced coma for ten days to avoid sustaining further brain damage from his injuries. As a result of the attack, he had to learn how to walk and talk again, and he suffered long-lasting personality change.


What I want you to take away from this is that street encounters are not just the scuffles we sometimes imagine them to be. They are genuine conflict situations that often result in life-changing trauma to the people involved. They are not to be taken lightly. Alan and Jason made big mistakes in these encounters. I hope that by the time you’ve read this chapter, you’ll know how to avoid doing the same.


The mindset of a mugger


To understand how to avoid street violence, we need to understand the people who do it.


It’s possible, if someone confronts you on the street, that they’ll back away if you front up to them. You shouldn’t rely on this. If somebody is willing to attack you on the street for the value of your phone or the few pounds in your wallet, you need to understand that they do not think in the same way as you or me. They are probably disposed to violence, they are certainly unpredictable and lack empathy. They’re not thinking about the consequences of their actions for you or for your family. They are interested only in what they can get from you. If they cause you extreme injury, or even kill you, in the process, chances are they don’t care unless it impacts negatively on them.


Most muggers are young. This makes them more dangerous, because their understanding of the world is less mature. They are self-centred and don’t have the same ability to consider the consequences of their actions. They may be under the influence of drugs or alcohol, which can increase their desperation and reduce their inhibitions.


But there’s something else you need to remember, and it’s important. Most street crime is opportunistic. Muggers don’t want to work hard. They are looking for easy targets who they know will net them what are probably only small rewards in terms of cash, goods or even drugs. They are looking for low-risk opportunities.


Where and when street crime happens


Most street crime happens in the late afternoon and into the hours of darkness.


In recent years, there has been an increase in the number of school kids being targeted by muggers. The reason for this is simple: they are now more likely to be carrying electronic items of value, such as mobile phones. This may account for the afternoon spike in street crime: it coincides with the end of the school day.


The peak in street crime after dark almost certainly happens because poorly lit areas are more difficult to police. But it is also because this is when potential targets are more likely to have consumed alcohol, and so to be less on their guard and aware of their surroundings.


Street crime is more likely to take place in certain locations. These are:



	•
	In the vicinity of businesses that stay open late. We’re talking bars, fast-food restaurants, late-night convenience stores, garages.





	•
	In the vicinity of businesses that deal with cash. Betting shops, laundrettes, near ATMs.





	•
	In places that give potential street criminals cover and the opportunity to loiter. Think bus stops and train stations.





	•
	In red-light districts.





	•
	In areas where drug-dealers are operating.




What, and who, muggers are looking for


For a mugger, cash is king. But it’s not the only thing they’re looking for. Thieves in general look out for items that satisfy the acronym CRAVED. That is:


 



	•
	
Concealable. If an item can be hidden in a pocket or a bag, it’s more susceptible to being stolen.






	•
	
Removable. Thieves are on the lookout for items that are easy to take away.






	•
	
Available. If an item is in sight and on display, it has a higher risk of being swiped.






	•
	
Valuable. The more money a thief can get from selling an object, the more likely it’s going to be stolen.






	•
	
Enjoyable. Thieves target items that they or other people actively want.






	•
	
Disposable. A thief needs to know that they can easily sell something they’ve stolen.





 


We put ourselves at a higher risk of street crime if we have items on display that satisfy the CRAVED criteria. In practice, that means cash, wallets, phones, laptops and jewellery.


A mugger doesn’t want to get into a fight they’re going to lose. They are after easy, low-risk targets. They want victims they can intimidate and overpower. This means that they target people who look lost, lacking in confidence or distracted.


The Cooper Colour Code


With this information about street-violence offenders at our fingertips, we can start to consider how best to avoid them.


Our first line of defence in this or any other high-risk situation is an exceptional level of situational awareness. When an SAS man walks down the street, whether or not there are immediate threats, I can guarantee you that those skills of situational and positional awareness that he learned and honed in the jungle are being utilised with every pace.


For those who haven’t undergone SAS jungle training, I’m going to give you a technique that is sometimes taught to soldiers and security-service personnel to encourage them to maintain a heightened level of awareness. It’s called the Cooper Colour Code and it was developed by a former American Marine called Jeff Cooper.


The Cooper Colour Code assigns a colour to our differing states of mental awareness and forces us to be conscious of how much attention we’re paying to our surroundings. The four colours are: white, yellow, orange and red.


Condition White


Unaware and unprepared.


This is the mindset that most people will have when they walk down a crowded street. They are oblivious to what’s going on around them. They are lost in their own thoughts. Next time you’re in the street, check out the people all around you. You’ll see them staring at or chatting on their phones, or looking down at the pavement as they walk. They might be eating, and concentrating more on their sandwich than their surroundings. They might be on a park bench reading a newspaper, or talking animatedly to their mate. They might be plugged into their headphones, listening to music rather than to the sounds of the street around them. They will be preoccupied with thoughts other than those of their own safety.


According to the Cooper Colour Code, all these people will be in Condition White. They’re not doing anything wrong, of course – they’re just acting like most people do. However, they are giving no thought to the possibility that at some point they may need to take defensive action. If you want to stay safe in the street, Condition White is to be avoided. It means you are not alert. You are vulnerable. If somebody wants to target you, they have the element of surprise. And as every soldier knows, if you have the element of surprise, the battle’s half-won already.


Condition Yellow


Alert but relaxed.


This is the condition that I try to maintain in my everyday life when I’m in the street. My head’s up, my phone’s in my pocket. I try not to be preoccupied. I might still be having a conversation with someone, but I’m aware of everything around me. If there’s a gang of youths fifty metres up ahead, I know about it long before I’m close to them. If a car doesn’t seem to be driving safely, I clock it. Of course, ninety-nine per cent of what I see is completely ordinary and unsuspicious. I don’t want you to think I’m in a state of high paranoia every time I go to the shops. But I am alert.


Condition Yellow is what I want to encourage you to maintain. Relaxed awareness. A person in Condition Yellow, unlike a person in Condition White, knows that the possibility might arise that he or she has to defend themselves. If you’re in Condition Yellow, you can avoid potential conflict situations by removing yourself from the threat or the vicinity. If this isn’t possible, you can prepare yourself in the event that the situation escalates.


A word of warning: it’s impossible to be in Condition Yellow if you’re staring at your phone.


Condition Orange


Aware of a potential threat.


This is the condition you enter if, while in Condition Yellow, you notice a potential threat. Someone on the other side of the street is watching you. A man is approaching your car when it’s the only one in the car park. Somebody’s wearing heavy winter clothing in the middle of summer. There’s a shady-looking person loitering on a street corner in an unfamiliar area. You hear the sudden screeching of car brakes, or see a reflection of a group of youths behind you in the side mirror of a parked car. There may not even be a specific visible or audible threat, just a sudden sense that something isn’t right. Don’t ignore your instinct. Immediately you enter Condition Orange.


As soon as this happens, you have two priorities. The first is to take evasive action. If you think someone is following you, turn and walk the other way. If you’re getting uncomfortable eye contact from somebody, get into a shop or place of safety. If you hear a car screeching in the road, move away from the roadside. The best way to stay safe when there is a potential threat is to remove yourself from it. You’ll find more information on what to do in this scenario later in the chapter.


Your second priority is quickly to form a plan. What are you going to do if the situation turns from being a potential threat into being an actual threat? Your plan will depend on the situation. Removing your phone and typing 999, with your finger poised over the dial button, is always a good move. Searching for potential exit routes is crucial. If you think the situation could turn violent, look around for objects you can use to defend yourself or – if the scenario requires it – to make a pre-emptive attack. You need to be thinking to yourself: If they do that, I’ll do this.


It may not happen. With any luck, your Condition Orange is a false alarm. But if it isn’t, you’re ready to act.


Condition Red


Fight or flight.


You enter Condition Red when you are certain that your safety is at risk. A potential attacker has given you a good indication that he or she intends to do you harm. A gang up ahead is aggressively shouting at or chasing you. Somebody has drawn a weapon, or is trying to get into your car.


I’m hoping that you seldom have to enter Condition Red. Indeed, Conditions Yellow and Orange are specifically designed to prevent this happening. But once you have identified yourself as being in this condition, it’s time to act. Call the police. Sprint to your exit route. Action your ‘If they do that, I’ll do this’ tactical plan. Make a lot of noise. Defend yourself. Strike pre-emptively if you have no other option. Further on in this book, you’ll find advice on how to fight effectively in a conflict situation. Now is the time to put that knowledge into action.


Unusual signs and pre-incident indicators


By now, I hope you’re beginning to get an idea of the importance of maintaining a heightened level of awareness on the street. With any luck, you’ll regularly be in Condition Yellow and seldom in Condition Orange, let alone Red.


To a certain extent, your movement from a lower level of alertness to a higher level of alertness will be triggered instinctively. Sometimes, you just feel that something isn’t right. However, there are certain indicators that people display, and you should train yourself to become hyper-aware of these. If you notice them, you move to Condition Orange.


I don’t want you to think that these indicators mean that a potentially violent situation is a foregone conclusion. It isn’t. But if you do notice them, you should put yourself on alert. If you notice two or three of them at the same time, get out of there.


Unexplained presence


Most people are in the street for a reason. They’re going to the shops. They’re walking to their car. They’re heading to the pub for a few pints. Whatever the reason is, you’ll notice that it gives them a sense of direction. They’ll probably be striding purposefully. They might be holding a package or their car keys. It can be hard to define, but they’ll simply give off the aura of someone with a place to go.


If you see someone who does not give off this aura, be wary. If somebody is simply hanging out and doesn’t appear to have a particular reason for being where they are, you need to ask yourself what they’re doing there. It may be that their presence is entirely innocent. It may equally be that it isn’t.
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