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Everywhere the state acquires more and more direct control over the humblest members of the community and a more exclusive power of governing each of them in his smallest concerns. This gradual weakening of the individual in relation to society at large may be traced to a thousand things.






—Alexis de Tocqueville, 1835
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LIFE IN THE GLASS BOX




First thing when I wake up and
Right before I close my eyes at night
 I think, sense, feel man like
I’m under some kind of microscope
Satellites over my head, transmitters in my dollas
 Hawkin’, watchin’, scopin’, jockin’
Scrutinizin’ me, checkin’ to see what I’m doin’
Where I be, who I see, how and where and with whom I make my money
 What is this?
Excuse me Miss
 May I have your phone number and your social security?
Who me? When all I came to do is buy my double or triple A batteries?
Please, I decline




 

—Jill Scott, “Watching Me”






The future is already here. Over the last three decades the prevalence of routine, everyday surveillance has increased to sci-fi proportions. Thanks to the proliferation of computers, databanks, and networks, once distinct spaces of knowledge—credit records here, medical records there, criminal records elsewhere—now form a single, coherent informational landscape that is easily mapped and controlled by government and business.1 Everywhere, one leaves a trail of digital information; all daily tasks—working, driving, shopping, tending to health—now create retrievable records.


Consider this: More than 111 million Americans carry mobile phones, each of which creates a rough electronic account of the user’s location in time and space. Cell phones communicate with networks of transmission points that monitor and note a phone’s location whenever it is on. These records, stored by phone companies, can be subpoenaed when needed or their aggregate patterns can be “data-mined” for commercial uses. And now, in the age of terror and permanent emergency, the federal government has ordered wireless carriers to create systems for tracking mobile phones in real time. As a result, the latest wireless communications devices often contain built-in Global Positioning System (GPS) chips that transmit the gadget’s geographic coordinates to twenty-four Pentagon-maintained satellites, tracking users as they move. The resulting records can be archived, aggregated, disaggregated, and correlated with other information to create a broad overview of group behavior or detailed portraits of individual habits. Thus, a convenience, an Information Age accessory, becomes an electronic tag.2


But…who cares?


Why worry that Sprint has buried deep in its guts the coordinates of your exact location? For most people the new surveillance has no immediate material impact. So let’s cut to an extreme situation, a dystopic somewhere else, and consider the question again.






POLITICS OF THE MUNDANE


In the occupied territories of the West Bank cell phones have already become critical components in the war between Israelis and Palestinians. During the first year of the Al Aqsa Intifada, the Israeli Defense Forces assassinated at least six Palestinian militants with rockets or helicopter gun-ships by first locating the target’s cell phone and then directing fire at the coordinates of the phone. In those days most Palestinian mobile phones were jacked into Israel’s politically suspect Cellcom network, headed by a former Shin Bet commander, Yakov Perry. After the link between phones and fire from the sky became clear, Palestinians started boycotting the Israeli cellular system and set up Jawwal, a Palestinian/Swedish telecom joint venture.3


From this perspective, routine surveillance takes on a new meaning. With a little imagination one can see that no matter how mundane, surveillance is also always tied up with questions of power and political struggle. And not only in the very direct fashion sketched above, but so too at the level of what Raymond Williams called the “structure of feeling”4


Routine digital surveillance is now almost ubiquitous and includes the records produced by credit cards, bankcards, Internet accounts, gym memberships, library cards, health insurance records, and workplace identification badges. All these create electronic files and therefore automatically and inadvertently log our movements, schedules, habits, and political beliefs.5 In most respects dull, the contents of such electronic dossiers become rich veins of informational ore to be excavated from any number of angles by marketers, insurance firms, or police officials. One recent FBI investigation “seized enough computer data to nearly fill the Library of Congress twice.”6


Even before the terrorist attacks of 9/11 the routine surveillance of everyday activity was expanding rapidly. But that assault, so galvanizing and palpable for a previously impervious population, has been hijacked by the worst elements of the political class, who seek to steer fear and anger toward the destruction of traditional American liberties, including what Justice Louis Brandeis called “the right to be let alone.”


In many ways, 9/11 was only fuel to a fire already raging out of control. The state’s drive to tag, monitor, and criminalize, and the media’s compulsion to summon fear at every turn, are matched or surpassed only by the aggressive proliferation of commercially based identification, registration, and tracking. This privatized regime of observation and discipline is crystallized in the inexorable slide toward a cashless cyber-society in which every transaction is recorded and correlated to a subject’s location in time and space. In Europe, microchip-integrated “smart cards”—the next logical step toward electronic money—are fast replacing all other types of credit and debt cards. Unlike most ATM or credit cards used in the US, smart cards not only deposit information but also record and store data—that is, they build and hold their own records. In the UK, the Boots Pharmacy “Advantage Card” has more than 10 million users. The Netherlands, Belgium, and France are awash in smart cards, and 70 million Germans carry them for health insurance identification purposes.7 And if we are to credit Moore’s Law, which holds that computer processing capacity doubles every eighteenth months, the power of smart cards could grow exponentially.


What does this mean? According to one journalist: “Experts predict that, over the next decade, consumers will carry two or three smart cards: a work card with access to the company’s canteen, computer network and car park; a leisure card with gym club membership and lunch money; a banking card with details about your mortgage payments and social security status…. The small plastic card in your wallet will probably know a lot more about you and your particular habits than you’d tell your best friend, from the last purchase you made to what you got in your final exams.”8 Add to this the next generation of wireless telecommunications gear—souped-up cell phones, web-enabled Palm Pilots, onboard navigation and GPS gear for automobiles. Then imagine their interface with the countless rules, dictums, and prohibitions of overbearing state and corporate governance and one begins to see the contours of something rather unpleasant, a world that is nominally free but actually subject to a soft tyranny of omniscient and interlocking regimes of control: work rules overlapping with the criminal law; overlapping with official moralism; overlapping with the concerns of the security-conscious home; overlapping with notions of “correct” political policies; and then all of this overlapping with problematic assumptions about who is dangerous and who deserves privilege.


The new surveillance—which professor David Lyon calls “dataveil-lance”—often ignores the physical body and instead tracks one’s informational doppelganger, but this does not mean that more traditional forms of surveillance are in decline.9 Quite the opposite: visual and biological monitoring complement high-tech computerized observation. For example, Citgo Petroleum Corp. now drug-tests all job applicants at its 14,500 Citgo-brand gas stations, convenience stores, and Quick Lube outlets with a state-of-the-art, instantaneous saliva-based drug test.10 Similar tests are becoming common elsewhere.


In New Orleans, at Frederick A. Douglass Public High School—named for America’s most famous runaway slave, who forged false identities, lied to authorities, brawled with his enemies, and became one of the nation’s most ardent and eloquent champions of liberty—students are encouraged to “volunteer” for hair-strand drug tests. Although there have been only a handful of dirty results so far, these chemical inspections, funded by an anonymous donor are wildly popular with the local press. Similar tests are standard practice at private Catholic schools throughout New Orleans.11 Educators in one part of northern New Jersey have taken this logic a step further by subjecting all athletes to random, mandatory tests for drugs, alcohol, and nicotine. Kids with dirty samples are dropped from the teams.12 


Various types of “biometric” surveillance that identify individuals by measuring the body are also becoming less expensive and more prevalent. Banks in all fifty states now require thumbprints from customers (not too surprising, considering that some banks have been requiring them since the early 1920s). The industry’s biggest trade group, the American Bankers Association, defends the practice for obvious reasons: fingerprinting reduces fraud by an average of 60 percent.13 The Bank United of Texas skips the prints, having gone one better by installing Sensar Incorporated “iris scanners” at its ATMs. Staff and some frequent flyers at New York’s Kennedy Airport also submit to iris scans, while Chicago’s Department of Aviation makes truck drivers entering O’Hare swipe an ID card and pass their thumbs over a scanner. Public housing projects in Chicago, Baltimore, Wilmington, Delaware, and St. Paul also use “biometric” hand scanners to control the entrance of residents and guests.14 Some corporations are equipping themselves with desktop computers containing fingerprint scanners to control network access.15 Even kids in three Pennsylvania school districts are using digital fingerprint identification in “cash-free” lunchroom transactions: no more schoolyard shakedowns, no more chocolate milk binging.16


Visual surveillance—the quintessential example being closed-circuit television (CCTV)—is also on the rise. In Manhattan, some 2,400 surveillance cameras keep watch over streets, parks, and doorways. That number is growing all the time as police do their best “to keep up with the demand.”17 In Minneapolis-St. Paul 80 percent of the highways are under constant watch by more than 250 pole-mounted cameras, as are all the key entry and exit points of most major American cities from San Francisco to New York.18 Typically, a major airport now deploys up to a thousand hidden and visible closed-circuit television cameras.19


All this is child’s play compared to the total hegemony of CCTV in the UK, where one million cameras nationwide watch train stations, the foyers of buildings, shops, highways, and the public spaces of every major town center. And CCTV everywhere is set to converge with digitalized biometrics. The technology debuted when Tampa hosted the 2001 Super Bowl. From a crowd of approximately 100,000 sports fans the police computer had nineteen “hits” for people wanted on minor warrants. No arrests were made, in part because the freely loaned equipment and software were seemingly deployed to generate press hype for the system’s manufacturer. But some European cities, along with various US government office buildings and more than a hundred casinos, use similar biometric programs for scanning their surveillance footage.20


Perhaps the wackiest examples of this paranoid techno-fetishism are the 2.5 million American pets that have been implanted with microchip identification tags. If a lost pet is found, its ID info can be read with a simple handheld scanner that your local pound may or may not have. The same technology—in the form of a microchip bracelet—is already being used to tend Alzheimer’s patients and small children.21 And, yes, a family in Florida recently had themselves implanted with ID chips containing medical and biographical information. They also bought stock in the chip-making firm just before announcing their stunt to an eager, fear-crazed national press corps.22 The paranoid imagination of yesterday—animals and humans with chips in them—is already passé, or at least kitsch.


Meanwhile, 75,000 Americans live under house arrest, their ankles shackled with high-tech electronic manacles tethering them to distant police computers.23 The FBI predicts that its wiretapping activities will increase by 300 percent between 2000 and 2010. And the National Security Agency’s ECHELON program monitors most international phone calls emanating from the United States, searching them automatically for key words like “semtex” and “president.”24


The list could go on and on, spiraling up into the thin altitudes of political psychosis without ever leaving the realm of fact. But what are we to make of all this? And why should we care?


The point is not that any one of these examples taken in isolation is so awful, but rather that they all exist in relation to each other and should be considered as such. Each new type of surveillance forms part of an emerging, society-wide system. In other words, everyday surveillance is troubling in the same way as advertising: it is not that this or that ad is so oppressive, but a whole landscape and culture of commercialism most certainly is.






IS PRIVACY ENOUGH?


The tides of popular culture bring signs that Americans have embraced their loss of privacy with patriotic vigor and pop-culture nonchalance. Opinion polls show approval ratings of 60 to 80 percent for expanding CCTV in public spaces, while webcam exhibitionism and mass online voyeurism are hugely popular. In New York alone, thousands of vigilant parents have installed “nanny cams” bought from ParentWatch to keep remote tabs on their little darlings.25 Simultaneously, we have new forms of surveillance-based television: the show Big Brother casts a group of regular non-actors living together in a house that is completely exposed by cameras; their challenge is to create a life worth watching while on occasion hiding from the audience. These surveillance-as-challenge, “reality”-based shows anesthetize us to the new superintendence and in so doing treat it as another natural element, like heat or cold, with which we must live and against which we test our wits.26 This reification of a political technology is just one barometer of our increasing habituation to the age of surveillance.


Against the cameras, IDs, and swipe cards arises the cry of privacy. But too often this is cast as ipso facto valuable. We are rarely told why we should care about privacy: its importance is simply asserted. And when its value is explained, privacy is usually cast as an individual “quality of life” issue, as if being spied on is unpleasant in the same way as loud noises, litter, or offensive language. The best example of this logic comes from the eloquent and forward-thinking Louis Brandeis himself.


A life-long progressive and the first Jew to enter the Wasp bastion of the Supreme Court, Brandeis wrote a famous dissenting opinion in the case of Olmstead v. United States, which allowed the police to secretly tap telephones. The core of Brandeis’s argument is framed in forthrightly individualistic terms:




The makers of our Constitution undertook to secure conditions favorable to the pursuit of happiness. They recognized the significance of man’s spiritual nature, of his feelings, and of his intellect. They knew that only a part of the pain, pleasure and satisfactions of life are to be found in material things. They sought to protect Americans in their beliefs, their thoughts, their emotions and their sensations. They conferred, as against the Government, the right to be let alone—the most comprehensive of rights, and the right most valued by civilized men. To protect that right, every unjustifiable intrusion by the Government upon the privacy of the individual, whatever the means employed, must be deemed a violation of the Fourth Amendment.27





One can concur completely with Brandeis and still want something more, an argument that, in conjunction with Brandeis’s superb defense of our spiritual nature, feelings, intellect, beliefs, thoughts, emotions and sensations, raises the stakes by making privacy a more social and political issue.


There is a pragmatic political reason for this as well: privacy as a purely individual issue has limited resonance. Many citizens of Tampa welcomed the new CCTV cameras, and most simply didn’t care either way. Likewise, very few AOL subscribers protest the company’s ready cooperation with law enforcement.28 The logic of such passivity is simple: if you don’t have anything to hide, why be concerned? This commonsense argument is rarely engaged because it is, in fact, quite hard to counter at the level of everyday experience.


The rest of this book, through historical narrative and description, seeks to complicate and repoliticize the question of privacy. Here “the right to be let alone” and the value of personal autonomy are not assumed a priori, nor addressed simply at the level of the individual. Instead, I explore the problem of surveillance through its connections to the larger social issues of inequality, violence, state power, and collective political action.






POWER AND KNOWLEDGE


Brandeis’s dissent in Olmstead was by no means the last word on surveillance. In fact, the whole debate underwent a massive transformation with the intervention of Michel Foucault beginning in the mid–1960s. The curious and concerned have been examining the pieces from his demolition job ever since. In Foucault’s wake we see that routine surveillance is clearly bound up with political repression, but that it also has a “generative” function, helping to elicit and construct politically useful forms of knowledge and behavior.


In short, surveillance instills discipline by forcing self-regulation. Constant surveillance brings forth loyal citizens, trained soldiers, obedient patients, productive workers, and docile, useful bodies. External observation recruits us to monitor and police ourselves: we confess, count calories, open our doors to the Census long form, sign our real names on hotel registers, pay our taxes, reel off our Social Security numbers and dates of birth. The entire edifice of modern life is built as much upon the primacy of files, record keeping, and everyday surveillance as it is upon nature and labor.29


It is also clear that the knowledge produced by formal observation can justify a wide range of interventions from the intrusive but well-meaning to outright persecution and physical punishment. Once identified and understood, the deviant can be helped, redirected, segregated, imprisoned, or destroyed by doctors, psychiatrists, superintendents, social workers, managers, or police agents.


Foucault’s epistemologically relativist argument holds that moral and cultural categories like “madness” or “criminality” are not simply “discovered” and accurately named by science so much as they are built by the political and scientific practice and discourses. This is not to say that madness is “unreal,” but rather that its reality and cultural meaning are always socially constructed. In other words, whatever biology madness involves, it is also always bound up with, and never appears outside of, the matrix of culture and historically specific forms of knowledge. Hearing voices in one society may be seen as religious insight, while in another it becomes reason for institutionalization. Surveillance thus serves as a “generative” force, one that defines who is an insider and who is an outsider.






FROM THE THEATER OF ATROCITY


For Foucault, the politics of surveillance were bound up with the emergence of modern methods of medicine, psychiatry, and statecraft. He sketched this point most famously by contrasting a quintessential image of premodern power, the spectacular ritual of public torture in the ancien  régime, with the cold precision of modern power in the form of a youth reformatory.


It begins in the first pages of Discipline and Punish with a harrowing, archival account of the long, slow death of Robert François Damiens, who had attempted to stab Louis XV in 1757. The court’s instructions were detailed: “The flesh will be torn from his breasts, arms, thighs and calves with red hot pincers, his right hand. . . burnt with sulphur, and on those places where the flesh will be torn away, poured molten lead, boiling oil, burning resin, wax and sulphur melted together and then his body drawn and quartered by four horses.”30 According to Foucault: “Power in this instance was essentially a right of seizure: of things, time, bodies, and ultimately life itself; it culminated in the privilege to seize hold of life in order to surpass it.”31 This type of public execution may seem like a fairly definitive expression of state force, but Foucault argued that it was also wasteful, and dangerously inefficient. Public torture and execution relied heavily on the role of the crowd for its ceremonial and symbolic impact. Such events were political theater and “the people” were its audience. But to some extent this public ceremony distributed power to the spectators, who in turn might choose to rewrite the intended script in very disruptive ways. The crowds at public executions sometimes rebelled, attacking the scaffold to free or kill the prisoner, and in other ways acted to negate or usurp the power of the king. To avoid such political meltdowns, execution and punishment became increasingly invisible, professionalized, and restrained.






DISCIPLINE AND SURVEILLANCE


Foucault’s account of classical brutality—the display of “sovereign power”—contrasts strongly with an example of “disciplinary power” from the late 1830s, less than a century after the brutal public execution of Damiens. From the gallows we cut to the super-regimented daily timetable from the “House of young prisoners in Paris”—a classic reform school. The schedule begins rigorously: “Rising. At the first drum-roll, the prisoner must rise and dress in silence, as the supervisor opens the cell door. At the second drum-roll, they must be dressed and make their beds. At the third, they must line up and proceed to the chapel for morning prayer. There is a five-minute interval between each drum-roll.”32 Here we see power, the ability to control phenomena, appear not as spectacularly vicious theater, but as a meticulously measured regimentation of time, space, and the human body. Furthermore, the operation of power is now hidden within a house of detention rather than displayed for heuristic political effect before an excitable crowd. This progression, away from traditional repression toward “disciplinary power,” is about organizing and harnessing the forces of life; thus Foucault writes of “bio-power.” And at the center of this type of regulation is routine surveillance. “Discipline produces subjected and practiced, ‘docile’ bodies. Discipline increases the force of the body (in economic terms of utility) and diminishes these same forces of the body (in political terms of obedience)”33 People become more useful as they become more obedient.


During this modernization of social control, the ancient art of torture and confession morphed into the modern methods of surveillance, investigation, and interrogation by which judicial, medical, and moral “truth” can be retrieved from the interior workings of the modern subject. From the new practices emerged the modern “soul”—a political object that displaces the body as the central point of power’s leverage. Now interior thoughts, emotions, and patterns become “the effect and instrument of a political anatomy: the soul is the prison of the body.”34






THE PANOPTICON: SURVEILLANCE AS IDEA TYPE


For Foucault the paradigmatic example of this surveillance-based discipline was the panopticon—an architectural phantasm springing from the twisted imagination of Jeremy Bentham, the utilitarian philosopher whose preserved corpse still sits in a cupboard at the University of London. In Bentham’s work, the panopticon is a circular prison in which illuminated cells are watched from a central observation tower. In a panopticon, prisoners know they could be watched at all times and are thus forced to “internalize the gaze” of the overseers and police themselves. For Foucault this became “the diagram of a mechanism of power reduced to its ideal form,” the perfect cage in which surveillance harnesses the captive to play the role of both ward and warden.


There is one more element in the story. If domination, control, and bureaucratic organization are ubiquitous, then so too are the counterforces of resistance, protest, sabotage, non-cooperation, and liberty. The hidden history of this sort of resistance is perhaps best captured in Peter Linebaugh and Marcus Rediker’s Many-Headed Hydra: Sailors, Slaves, Commoners, and  the Hidden History of the Revolutionary Atlantic.35 They show how the state and modern methods of control are produced in the forge of constant political struggle. Everyday surveillance in American has a similar history, having developed through the dialectical tension between resistance and regulation.
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ANTEBELLUM ID: GENEALOGIES OF IDENTIFICATION AND REGISTRATION




It should be remembered that no slave was allowed to be off the plantation after sunset, without a written pass.







—Allen Parker,
 Recollections of Slavery Times







On November 21, 1745, a slave owner from the tobacco country of the Chesapeake littoral ran the following ad in the Virginia Gazette:




RUN AWAY about the first of June last from Subscriber, living on Chick-ahominy  River, James City County. A Negroe Man, Short and well-set, aged between 30 and 40 Years, but looks younger, having no Beard, is smooth-fac’d and has some Scars on his Temples, being the Marks of his Country; talks pretty good English; is a cunning, subtile Fellow, and pretends to be a Doctor. It is Likely he has a great Aquaintance, he may have procur’d a false Pass. Whoever brings him to me at my House aforesaid, shall have two Pistoles Rerward, besides what the law allows.





 

—Michael Sherman1





Published appeals like this one describing “truant” slaves and servants were common in colonial America, particularly in the South where captive Africans and the indentured English and Irish servants made up more than a third of the population. Under slavery, resistance great and small—ranging from rebellion, assault, and escape to theft, sabotage, witchcraft, and malingering—was a constant feature of life. The Gazette, cited above, ran an average of 230 runaway notices a year during the eighteenth century, and all of them had one thing in common: they sought to identify people who, as slaves, supposedly had no identity. In other words, the master class was forced to develop not just methods of terror but also a haphazard system of identification and surveillance. The result was in many ways the earliest imprint of modern everyday surveillance.






IDENTITY AND IDENTIFICATION


Surveillance in the old South was shaped by the bizarre contradictions of slavery. On one hand, Africans were officially nonpersons, just commodities to be bought and sold. From the Middle Passage onward slaves were systematically denied their humanity; worked like beasts, and unable to marry, worship, or learn, they were reduced to subhuman status.2 Slavery had to limit Black cultural and political identity and suppress the African’s humanity, individuality, and identity. Thus, it was illegal in many areas for slaves to take a last name—even their master’s.3


But denying the slaves identity made their physical identification more complicated. At one level planters sought to merge slaves into a single category of subhuman, passive “Blackness.” But since slaves could escape, plot, steal, set fires, travel between plantations without permission, and even kill whites, the master class was compelled to create systems of identification and routine surveillance.4 The ad hoc and informal nature of this effort made identity a key site of social control from above and political struggle from below.






NOTATIONS AND RECORDS


When Richard Henry Lee, a Revolutionary War general and leader of the Virginia Antifederalists, rode his vast holdings he always carried a small “memorandum book.” Its leather cover was “gently rounded, smoothed, and polished by the action of Lee’s rear pocket, saddle and the swaying of his horse.” In this notebook Lee inscribed reminders, reading notes, accounts, descriptions of his plantings, and the precise enumeration and condition of his livestock. He also made careful notes on the movements of his slaves, two in particular: his “jobber,” named Congo, and a light-skinned girl named Grace.5


The surveillance infrastructure of colonial America began here, with the simple accounts of the slave master. Inventories listed lands, tools, animals, and people. But the patrician’s zeal for record keeping went beyond the merely functional; plantation documents are imbued with the same Enlightenmentera reflex to catalogue that motivated diarists, botanists, and travel writers. George Washington kept a diary that he labeled “where & how my time is spent.” Slave productivity was central in his musings: “Their work ought to be well examined,” wrote the man on the one-dollar bill. Even when facing crises as president, Washington gave detailed attention to the reports of his steward at Mt. Vernon and often dispatched in return orders and complaints about shoddy work. When his sewing crew “made only Six Shirts a Week . . .” the president was displeased and commented on the work habits of individual slaves: “last week Caroline (without being sick) made only five [shirts].” By the 1840s, publishers were producing ledgers designed especially for plantation management, such as “The Cotton Plantation Record and Account Book, No 1. Suitable for a Force of 40 Hands or Under.”6


But the surveillance system of the plantation was more complex than mere interpersonal observation and general records. At its heart lay three key “information technologies”: the written slave pass, organized slave patrols, and wanted posters for runaways.






MOBILITY AS THREAT


For slaves, mobility was a crucial source of power. Along with maintaining familial and romantic ties, the mobility of Black people produced networks of interpersonal connections that served as the circuitry of resistance. Along with the big “crimes” of escape and murdering masters there was the capillary-level resistance of re-expropriation of the master’s stores, fencing pilfered goods, trading produce, and fraternizing with Native Americans, poor whites, and the fugitive slaves who lived as social bandits on the edge of the plantation world.


The most common of these sub-rosa activities was stealing: “the slaves’ traffic in stolen goods was extensive, relatively well organized, and carried on with virtual impunity.”7 Poor whites were often involved as accomplices and consumers. Between 1710 and 1745 the Richmond county court passed sentences in 426 cases of theft, a disproportionate number involving free and captive African Americans who had usually taken food, liquor, livestock, or cloth.8 Planters complained bitterly about such theft, but sometimes tolerated it when perpetrated against their rivals. These localized battles over distribution were all part of the moral economy that made bondage survivable. As one veteran of such struggles put it, “When the slaves took anything the masters called it stealing, yet they were stealing the slaves’ time year after year.”9


To expose and break resistance, courts ordered pilfering slaves to be branded with “T” for “thief.”10 This was both a punishment and a rudimentary form of identification. George Washington was so infuriated by the systematic plunder of his vast plantation that he ordered all slave-owned dogs to be hanged on the grounds that the beasts aided slaves “in their night robberies.”11


Again, mobility was key to both escape and everyday survival: the more Black people traveled the roads and waterways the harder it was to locate the truant or fugitive.12 The more contacts a slave had, the more resources at her or his disposal. Mobility was the currency of resistance, and the planter class therefore sought to regulate it tightly.






THE PATROLLERS


To control Black peoples’ movements Dixie invented the slave patrols, which always worked in conjunction with the slave pass and the wanted notice. Patrollers, or as slaves sometimes called them, “pattie rollers,” are a much overlooked tributary of modern American policing. Their chief functions were surveillance and corporal punishment: patrollers rode at night in “beat companies” of three to six men armed and empowered to search homes for runaways, weapons, or supply caches that might indicate escape plans.


Black people abroad at night had to produce passes written by their masters or “freed papers”—proof of their emancipation. All of this aimed to instill a self-policing caution. In some regions patrollers were paid with tax money, but more often their work was itself a form of taxation, or corvée labor, levied upon all white men. In either case the patrollers were frequently offered, or demanded, bounties from the owners of runaway slaves and truants, who had taken off only temporarily. Former slave Francis Fedric described the patrol customs in Virginia as follows:




On New Year’s Day ten white men are chosen, who are called patrols; they are sworn-in at the court-house, and their special duty is to go to the Negro cabins for the purpose of searching them to see whether any slaves are there without a pass or permit from their masters. . . . If any slaves are found without a pass they are brought out, and being made to strip are flogged, the men receiving ten and the women five lashes each.13





These “special bodies of armed men” appear in various slave narratives. Allan Parker wrote that mounted squads “were employed at public expense to patrol the roads” and were instructed to whip every Black person “found at large without a written pass.” The patrols—armed with whips and guns, mounted and traveling in groups of two or three—were generally described as “poor whites who did the work partly for the money they could get out of the business, and partly on account of the excitement there was in it.”14 But according to the work of Sally Hadden, the leading historian of this subject, the most active patrollers were of the solid, property-owning middle classes.15


Austin Steward, who lived from 1793 to 1860 and escaped slavery many times, knew the pattie rollers all too well:




Slaves are never allowed to leave the plantation to which they belong, without a written pass. Should any one venture to disobey this law, he will most likely be caught by the patrol and given thirty-nine lashes. This patrol is always on duty every Sunday, going to each plantation under their supervision, entering every slave cabin, and examining closely the conduct of the slaves; and if they find one slave from another plantation without a pass, he is immediately punished with a severe flogging.16





The patrollers and the technology of the pass constituted the front-lines of the plantation dictatorship. But as with today’s police, the sadism of the pattie rollers could at times trigger flash rebellions. Steward’s 1857 autobiography relayed the tale of a slave dance that ended in a deadly brawl between patrollers and the slaves.




Vain is the attempt to describe the tumultuous scene which followed. Hand to hand they fought and struggled with each other, amid the terrific explosion of firearms,—oaths and curses, mingled with the prayers of the wounded, and the groans of the dying! Two of the patrol were killed on the spot, and lay drenched in the warm blood that so lately flowed through their veins. Another with his arm broken and otherwise wounded, lay groaning and helpless, beside the fallen slaves, who had sold their lives so dearly. Another of his fellows was found at a short distance, mortally wounded and about to bid adieu to life. In the yard lay the keeper of the horses, a stiffened corpse.17





Occasional casualties aside, pattie rollers were a surveillance mechanism of considerable might.






THE SLAVE PASS


A symbiotic relationship existed between the patrol and the slave pass, that embryonic form of the modern ID. No patrollers, no need for passes; no pass, no fulcrum for the lever of patroller power. The pass and the racially defined contours of (white) literacy and (Black) illiteracy upon which it relied, acted as the slaveocracy’s information technology and infrastructure of routine surveillance.


In Virginia the first pass laws, created in 1642, targeted poor whites, such as indentured Irish servants attempting to flee their obligations. Any white person leaving the colony required a pass from the colonial governor to ensure that they were not fugitives or debtors. By 1656 Native Americans entering the colony to trade had to carry passes, or “tickets,” issued by the colonial authorities. Earlier iterations of these regulations mentioned slaves, but it wasn’t until 1680 that an exclusive slave pass law was enacted in Virginia.18


As early as 1649, slave owners in Barbados, prompted by an insurrection, required enslaved people to carry passes. And in 1687 South Carolina lawmakers decreed that “it shall not be lawful for any negroe or negroes, or other slave, upon any pretence whatsoever to travel or goe abroad from his or her master or mistresses house in the night time, between sunsetting and the sunrising, or in the day time without a note from his or her master or mistresse or overseer.”19


But what did slave passes look like? How exactly did they function? We know that they usually consisted of a short handwritten note from the slave owner naming the bondsperson and giving the dates and destination of the carrier’s travel. From Missouri we have this example:




Gentilmen let the Boy Barney pass and repass from the first of june till the 4
To Columbas MO for this date 1852






Samuel Grove.20





Interestingly, the pass makes no attempt to identify Barney other than to give his name. How were the patrollers to know he was not a runaway? Only the assumption of slave illiteracy and the patroller’s personal knowledge of the master’s name ensured against fraud. And usually these factors were enough; most slaves lived in sparsely populated areas and many would have been personally known to patrollers. Or in sociological parlance, this pass, like others, is a document marked by gemeinschaft rather than gesellschaft. The pass is an artifact from a social world of face-to-face “community” relations, not one from a more complex, bureaucratized society structured through an elaborate division of labor and anonymous, more standardized forms of “association” between people.


Though oppressive, the pass and patrol system by no means achieved total control. First and foremost we see the openings provided by literacy: the slave who could read and write became the antebellum hacker, the information outlaw, who could crack the code of the planters’ security system. Literate African Americans could resist with the very tools of white oppression; they could in effect bend the political technology of literacy back upon itself. No wonder ignorance was enforced by laws prohibiting the education of slaves.


Since the basic form of identification within the pass system was the name, naming too became a site of resistance. Mothers gave their children distinct names so as to keep track of them, via the grapevine, if they were sold off later in life.21 And truant slaves visiting distant plantations could try to evade patrollers by simply pretending to be a local of the plantation they were visiting. This loophole became an issue among patrollers after the Stono Rebellion of September 1739. In a pattern that was quite common in the Caribbean (from which more than a few masters and slaves had emigrated) about a hundred slaves outside Charleston, South Carolina, rose up and sacked plantations, stole weapons, and killed roughly twenty whites.


The uprising was soon crushed and terrified whites in the legislature proposed that planters provide lists naming all male slaves, thus “every Slave might be called by Name, when the patrols should visit plantations.”22 Here we see slave resistance provoking planter innovation at the level of surveillance and identification.


As the peculiar institution came under increased attack with the end of slavery in Vermont, then Pennsylvania and other northern states, the contours of slavery hardened. Manumission became less frequent and legally more difficult, while the first Fugitive Slave Act in 1793 projected plantation power north on to “free soil.” Authorities pressed for the deportation of manumitted African Americans as the social world of the plantation became ever more militarized. Southern governments enacted broad new laws requiring all whites to enforce the pass system against all Blacks; provided for better-equipped, more frequent patrols; and subsidized the policing of bondage with state-funded rewards and payment to patrollers. Within this tightening noose, knowledge and literacy became crucial political issues.
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The Plantation Police (1863) by Francis H. Schell










QUILL-PEN HACKERS


Slave autobiographies recount the many tricks used to jam and foil the pass/patrol system. According to former bondsman Henery Clay Bruce, duping patrollers was frequently rather easy, “because they were as a rule illiterate, and of course could not read writing. The slaves knowing this would take a portion of a letter picked up and palm it off on them as a pass when arrested. The captain would take it, look it over wisely, then hand it telling the slave to go.”23


Along with forging passes or using random pieces of writing, literate slaves could, as Clay explained, doctor existing passes: “Others would secure a pass from their master, get some one who could read writing to erase the day and month, then use it indefinitely, while others would get their young master or mistress to write them a pass whenever they wanted to go out, signing their father’s name.” Interestingly, Clay saw the master’s reasoning behind not issuing passes as linked to the maximum exploitation of labor power: “Masters objected to giving passes often, upon the ground that they wanted the slave to stay at home and take his rest which he could not get if out often after dark.”24 To control doctored passes, “one group of South Carolinians went so far as to request that patrollers be permitted to punish any slave found with an unspecific pass.”25Again we see a dialectic relationship between slave resistance and planter efforts to create a more standardized surveillance and identification system.


Forged passes were necessary even for slaves who didn’t attempt to escape. “I used to write out passes and slip them to her husband that lived on a neighboring plantation, so he could come and see her,” recounted one former slave of his regular cooperation with a fellow bondsperson.26


But clearly the heart of the matter was escape and in that saga forged passes were always essential. “My plan at this time was to write myself a pass down to New Orleans, and when I got there, to take a ship to New York or Boston,” recounted William J. Anderson, a former slave who escaped and returned to get his wife only to be recaptured and to escape several times more.27 Frederick Douglass, like all literate slaves, became a group asset during his escape:




The week before our intended start, I wrote a pass for each of our party, giving them permission to visit Baltimore, during the Easter holidays.







The pass ran after this manner:







“This is to certify, that I, the undersigned, have given the bearer, my servant, John, full liberty to go to Baltimore, to spend the Easter holidays.”







“W. H. Near St. Michael’s, Talbot county, Maryland.”28





Collective resistance, such as the great slave rebellions, also relied on doctored and fabricated documents because both planning and executing an uprising required mobility and secrecy and thus relied on the circuitry of the underground economy. In 1800 the famous rebel slave Gabriel Prosser, “and his lieutenants made extensive use of rivers and watermen, bogus passes, whites who sold them supplies, and religious revivals in order to plan the wholesale destruction of the new capital city.”29 The master class was well aware of such subterfuge and mentioned it repeatedly in the advertisements for runaways in Southern newspapers. A typical example: “She is smart and active, and capable of any business, can read and write, and probably may forge a pass.”30 Or these:




RUN away from the subscriber, a Mulatto girl named Agnes. . . I have reason to think that she may get a false pass, with an intent to pass for a free woman, and to go out of the colony.31







RUN AWAY from the subscriber. . . a servant named SAMUEL HOMES. . . He has been seen with a forged pass, signed NEWTON KEENE, and went by the name of JOHN HARRIS.32





White indentured servants, like slaves, were known to hack into the mainframe of literacy. For example: “He was born in Pennsylvania, bred a farmer, pretends to great skill in farriery, speaks in the Scotch-Irish dialect, and in conversation frequently uses the words moreover and likewise; and as he can read and write, will probably forge a pass.”33 Both whites and Blacks shared their skills:




an indented servant man named WILLIAM GILL, whose dialect will very readily discover him to be an Irishman. . . . It is likely he has had influence enough over some one of his acquaintances to forge a certificate of his being a freeman, and as such may pass wherever he pleases.34





Owners in search of escapees called attention to forged passes in part to encourage greater scrutiny of such documents. “He pretends to be a Newlight [protestant revivalist], and reads and writes a little (generally a very small hand), and forges himself passes, by examing which he may be esily discovered.”35






STOLEN KNOWLEDGE




Because surveillance and literacy were linked, most Southern states had, by the antebellum period, passed laws designed to keep slaves away from books. Four states completely outlawed any teaching of slaves, while most others only prohibited teaching assembled slaves and tried to limit slave reading to biblical lessons on obedience.36




Numerous slave narratives and Works Progress Administration interviews with former bondspersons dwell on the importance of reading, but no author approaches the eloquence, clarity, and measured wrath of Frederick Douglass. His well-known odyssey into literacy and freedom began as a boy with the aid of his owner’s wife, who at first was immensely proud of his progress. In fact, Mrs. Auld “exultingly” and naively told her husband about her apt pupil “and of her intention to persevere in teaching [him] . . . to read the Bible.”


As Douglass recounted: “Master Hugh was astounded beyond measure, and probably for the first time, proceeded to unfold to his wife the true philosophy of the slave system, and the peculiar rules necessary in the . . . management of human chattels.” Hugh Auld forbade his wife from giving any further instruction to their slave boy “Freddy,” telling her that it was both “unlawful” and “unsafe.” He then explained: “If he learns to read the Bible it will forever unfit him to be a slave. He should know nothing but the will of his master, and learn to obey it. As to himself, learning will do him no good, but a great deal of harm, making him disconsolate and unhappy.” And quite crucially: “If you teach him how to read, he’ll want to know how to write, and this accomplished, he’ll be running away with himself.”


The young slave paid close attention to “Master Hugh’s oracular exposition” for it was, in an amoral way, “the first decidedly anti-slavery lecture” Douglass had ever heard. The impact on the boy was profound: “His iron sentences, cold and harsh, sunk like heavy weights deep into my heart, and stirred up within me a rebellion not soon to be allayed.” Hugh’s blunt honesty dispelled the “painful mystery” of “the white man’s power” to enslave. “‘Very well,’ thought I. ‘Knowledge unfits a child to be a slave. . . .’ From that moment I understood the direct pathway from slavery to freedom.”37


Another former slave described her father’s outlaw struggle for literacy as a boy who “stole what little education he had from his master’s children.” He would listen to his privileged white peers repeating their lessons “and would often steal their books, especially their speller. . . He studied in the field, or in the old log cabin, at night by the light from the old fireplace.” By day, he hid the spelling book in his hat “and while he was pretending to be looking in his hat for vermin which were quite plentiful at that time, he was studying the words he was learning.”38 Yet another former bondsman who carried a covert book in his pocket also studied by reading over and over the addresses of the letters he took to and from the local post office.39


Clearly, stolen literacy had more than metaphysical connections to freedom: it was a concrete weapon, since forged passes and manumission papers were essential to everyday survival, escape, and rebellion.






ESCALATING TO TIN


In Charleston, South Carolina, in 1783 authorities adopted what they hoped would be a tamper-proof technology, a system of metal slave “tags” or “slave hire badges.” Urban slaves who hired themselves out as wage laborers (the wages going to the masters) were required to obtain from the city a brass or tin badge stamped with the slave’s occupation, the date, and a number to record payment of the annual slave tax. The numbered badges—some of the first numbered ID’s in America—were not only a means of collecting revenue; they also facilitated the political control of Black people as a class.40 The tags’ panoptic effect is relayed to us by the fugitive John Andrew Jackson:




I joined a gang of negroes working on the wharfs, and received a dollar-and-a-quarter per day, without arousing any suspicion. . . . One morning, as I was going to join a gang of negroes working on board a vessel, one of them asked me if I had my badge? Every negro is expected to have a badge with his master’s name and address inscribed on it. Every negro unable to produce such badge when asked for, is liable to be put in jail. When I heard that, I was so frightened that I hid myself. . . . 41





Similar badges existed for free Blacks, but none is still extant. Since these tags were metal, prefabricated, and cross-referenced to city records, they were apparently not easily forged. The badge and pass system received an invigorating organizational boost after a snitch betrayed a planned uprising led by the famous Denmark Vesey in 1822; in reaction to the Vesey plot the surveillance system was even more rigorously administered.






STRUGGLE ON THE TERRAIN OF IDENTITY


Escaping was not quite as simple as “getting to freedom.” For over 150 years, from 1619 when the first imprisoned Africans were off-loaded by pirates at Jamestown, to 1777 when Vermont outlawed commerce in human beings, there was no “free soil” to run to. In the colonial era slaves were therefore more likely to head south into Spanish Florida and the armed autonomy of Seminole country. Or, if newly arrived from Africa, they went west into the not yet white-dominated Appalachian Mountains. For the American-born and acculturated slave with a fair degree of skill, the big, more anonymous coastal towns offered the best refuge; there a fugitive could mix into the larger populations of free Blacks and skilled slaves who worked in craft production and transportation and had a degree of mobility and autonomy. In the big towns, the escapee survived much like the undocumented immigrants of today, hated and hunted by white society but also useful to small craftsmen and other employers who hired their labor at submarket wages. As one slave-hunting owner put it in an ad about a runaway, “some Person in Want of Hands might be induced to engage him.”42


Ads for runaways frequently mentioned rumors of self-liberated bonds-people passing as free: “He ran from his [sic] about 18 months ago and has passed for a free man ever since. . . .” One frustrated planter in search of a runaway wrote, “He has been lately employed by some Gentlemen in Fredricksburg, as a Freeman.” Even newly arrived Africans—survivors of the Middle Passage, frequently described as “outlandish,” speaking only broken English, bearing the dramatic decorative scars and pierced earlobes of their home cultures—passed as free. One such man was, according to his former owner, “lately employed on an Oyster boat on James River.”43


In such cases the fugitives created whole new identities. This too is reflected in the advertisements: “There is a wench at Mr. Thomas Husk’s between the Rappahannock and Potomack [sic] rivers who calls herself Milla, who may probably be the same [slave as advertised].”44 Sometimes women’s efforts to forge new identities and thwart slave catchers, constables, and patrollers went as far as switching genders. “Jenny, a whip scar on her cheek, 23 years old and from Green Spring” was one of several women in Virginia who “dressed in the habit of a man.”45 More often fugitives adopted a bevy of aliases. Such was the case of Essex, who lived “in the swamps and forests on both sides of the Savannah [River], not many miles from the City of Augusta, Georgia.” Sleeping by day, hunted for three years, “Essex had a half-score of aliases. The wily, foxy, dog-killing runaway became the most notorious and best-hated negro in the two States.”46


But escapees who tried to pass as freedmen needed more than a fake pass. Thus, trafficking in forged manumission documents, or “free papers,” was also part of the antebellum underground. This trade in documents also appeared in ads for runaways: “It is probable that he has a forged Register of his Age, that will free him in July 1766.”47 Or in the case of a couple named Phil and Winny suspected of having killed their former owner. “They have endeavoured to pass for free Negroes, and have shewn some forged indentures, with certificates thereon of their freedom, the fellow passing by the name of Daniel Watts, and the woman by that of Mimy Howard. They have such variety of cloaths that their dress cannot be described.”48


But finding originals from which to copy was difficult. One slave narrative—really a broad verbatim piece of slave reportage—quotes escapee Stephen Jordon with this story:




There was an old free negro that lived near our place; I got him to let me see his free papers. I tell you, child, I took those free papers and copied every word of them. ‘Now,’ said I, ‘I shall run away, and if I am caught I shall show these counterfeit free papers and get off all right.’ Sure enough, I took those papers and stowed them away in a secret place in my cabin, together with . . . some old passes, books, and papers.49





Here the technology of identification was already more advanced than with the gemeinschaft logic of the pass. Many manumission papers, particularly in the antebellum era, were standardized, printed forms that required a description of the freed person. This marked a profound shift in the bureaucracy of power and its ability to see, define, and construct the “free” or “unfree” subject.


A fairly typical manumission document from Illinois, dated 1844, is a printed form with blank lines on which the bearer’s personal information is handwritten. After an official heading, giving the location of the printing and greetings, it reads:




Know Ye, That John Jones
 A person of Color, about twenty seven years of age, past five feet ten inches high, mulatto  complexion. . . 50





These innovations (the printed forms and the description of individual physical characteristics) are at one level entirely mundane but at another they are crucial political and ideological maneuvers that redistribute power from slaves to slave owners and the state. The standardized, difficult-to-forge document moves the project of identity construction from the realm of oral culture, individual assertion, and community practice to the apparatus of the state and the capital-intensive technologies of literacy and printing. The stipulation of personal features also limits the fungibility of such documents. These little informational snares held terrible risks for the unlucky runaway.


Consider the case of Reuben, who in May 1845 fled Virginia, “having obtained some person’s free papers, as a protection against any arrest.” But on arriving in Washington, D.C., “he was suspected. . . . His papers being examined were declared false, because his height and colour did not agree with the description. The papers issued by the courts of the States are very particular in their description. The poor fellow was taken to prison.” Worse yet, Reuben’s brutal master “soon received intelligence of the arrest” and came north to bring his chattel to a “slave pen in the city of Richmond, where he was kept for some months training for the auction block. He was finally sold to a slave dealer in the State of Louisiana. Such was the fate of poor Reuben.”51


Though manumission papers often included height, weight, and complexion, most receipts associated with the sale of slaves contained no identifying information. This left space for slaves to resist by way of identity fraud. But this course also contained dangers. People manumitted “by word of mouth” and treated as free but who lacked papers were sometimes captured and put back into slavery.52


So too, escaped slaves resisting slave catchers often engaged in elaborate legal battles over questions of identification. Reverend Alexander Hemsley, an escapee from forced labor in Maryland, was recaptured in New Jersey and had to fight thugs from Dixie in this manner. From eventual freedom in Canada, Hemsley explained how the crew who captured him contained “a boy with whom I had played in my young days. . . . He was there to swear to my identity.” But Hemsley feigned ignorance, and “made strange of him and of every thing he said,—I would not know him nor any of his blarney.” Eventually the slavers brought the witness’s brother from the south, who—“to get money”—swore that they knew Hemsley “to have been the slave of Isaac Baggs.”53 In such situations forged papers helped, but ultimately no Black identity was safe in a white court.


The famous Sojurner Truth likewise had to fight over the identity of her son, who had been illegally sold away from her. The question of finding and identifying the boy rested on a “bad scar on his forehead,” from “Fowler’s horse hove.”54






WANTED POSTER AS ID


The lack of fully operational, standardized identification led, as we’ve seen, to various forms of resistance, from forged passes to faux “free papers” to verbally asserted new identities. In response to successful slave resistance and escapes, planters made post facto efforts to identify their absconded captives with elaborate wanted posters that in many ways embodied the main elements of modern IDs, by using increasingly standardized descriptive criteria for identification. For example:




RANAWAY, from the Subscriber. . . my Negro Man named George. Said Negro is five feet ten inches high, of dark complexion, he plays well on the Violin and several other instruments. He is a shrewd, smart fellow and of a very affable countenance, and is twenty five years of age…







Another part of the same group ad reads:







A NEGROE MAN SLAVE, NAMED NOAH,







Full 6 feet high; black complexion; full eyes; free spoken and intelligent; will weigh about 180 pounds; 32 years old; had with him 2 or 3 suits of clothes, white hat, short blue blanket coat, a pair of saddle bags, a packet compass, and supposed to have $350 or $400 with him.







For even more physical detail:







Negro man Slave named Bob,



 



Copper color, high cheek bones, 5 11 inches high, weighs about 150 pounds’ 22 years old very white teeth and a space between the center of the upper teeth. Had a blue blanket sack coat with red stripeed linsey lining.55





The wanted posters and ads are examples of both antebellum social control and of the technical and organizational inadequacy of that control: biometric identification was applied to runaways after the fact.






WAR AND STANDARDIZATION


The Civil War created among other problems a crisis of identification in the South. Amid the chaos both armies imposed strict pass laws on all people. At times these military passes were handwritten and as simple as the original slave passes. But more often they were printed forms that incorporated the standardized categories of description that had been part of many “free papers” and ads for runaways. For example, a Union-issued pass for soldier Joseph Meekers (who later became a moderately famous landscape painter) is a double-sided, printed form with underlined spaces for appropriate information to be filled in by hand. It reads:




Office of Provost Marshal,
St. Louis, Mo., Sept. 27th 1861
 Permission is granted to J R. Meeker to
 Pass beyond the limits of the city and county of St. Louis, To go to Illinois
 Issued by [illegible signature]







Major U.S.A., Provost Marshal







And on the reverse side…







Description of Person
 Name J R Meeker 
Age 34
Height 6 ft 11/4
Color of Eyes Hazel
Color of Hair DK Brown
Peculiarities Good Looking56





Confederate passes required age and height, along with eye and hair color. Interestingly, both armies used a jumbled variety of letter fonts; this was in part typical of the typography of the time but intentionally or otherwise made counterfeiting pass forms all the more difficult.


Another important technology of surveillance is the passport. As John Torpey has detailed, passports are one of the earliest continuously used political technologies of state control. The embryonic form of the passport was the traditional letter of safe passage, and these personalized documents date back to ancient times. From the letter of safe passage emerges the ever more standardized passport. For Torpey, the passport and “identification papers of various kinds constitute the bureaucratic equivalent of money: they are the currency of modern state administration.”57 As early as the 1820s, US passports, still in the form of large folded letters, contained elaborate descriptions of the bearer. These included the usual categories of height and hair and eye color, but they also included some rather subjective features. Passport no. 992, issued to John Finney in 1826, listed several elements in its description column that stand out for their pseudo standardization:
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