





[image: image]






Also by Nick Harkaway


The Gone-Away World


Angelmaker




The Blind Giant


Being Human in a Digital World


NICK HARKAWAY


[image: images]
www.johnmurray.co.uk




First published in Great Britain in 2012 by John Murray (Publishers)
An Hachette UK company


Copyright © Nick Harkaway 2012


The right of Nick Harkaway to be identified as the Author of the Work has been asserted by him in accordance with the Copyright, Designs and Patents Act 1988.


All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means without the prior written permission of the publisher.


A CIP catalogue record for this title is available from the British Library


ISBN 978-1-84854-642-4


John Murray (Publishers)
338 Euston Road
London NW1 3BH


www.johnmurray.co.uk




To
everyone who has ever taught me:
thank you




Knowledge is power, but it is a power reined by scruple, having a conscience of what must be and what may be; whereas Ignorance is a blind giant who, let him but wax unbound, would make it a sport to seize the pillars that hold up the long-wrought fabric of human good, and turn all the places of joy dark as a buried Babylon.


Daniel Deronda




Explanatory Note


Throughout The Blind Giant, you will find html links. These will take you to the book’s website, where you can share a fragment of the text you’ve just been reading with friends and invite discussion, or dive into whatever conversations may already be under weigh. From time to time, you may also find additional thoughts from me or from others on the topics covered in the book: the pace of events is so fast, and the debates so intense, that in the month or so since I finished editing the main text I’ve seen four or five things I wish I could have included. Some of these have fractionally changed my opinions and others have confirmed them somewhat. It may be technically possible to update a digital edition, but letting the text become the dialogue strikes me – and everyone at John Murray – as more appropriate.




Introduction


Dreams and Nightmares


THIS IS THE nightmare world, the place where all the bad things are:


A child sits goggled in a chair, senses open to a tsunami of babbling media: violent games, meaningless shotgun blasts of movies and TV shorn of context and plot, semi- and outright pornographic images, musical mash-ups and plagiarized, bastardized art. The child cannot concentrate on lessons in school or build relationships in the real world and is as a consequence completely emotionally shut off. This is all they are interested in: plugging in to a pleasure machine. Real life is boring. The child’s health, unsurprisingly, is poor, limbs flaccid and body weak.


The child’s parents carry cellphones and rarely make eye contact with one another because they are emailing and texting. Often they sit in separate rooms because they are always connected, trivially, in the Cloud. If they read books on their devices, or newspapers, they do so in a shallow, fragmented and distracted way, partially assimilating content without thinking about it, echoing it without considering it. They don’t bother to learn things or try to understand them, any more than the child, because they know they can find everything through search engines. They have long since stopped trying to keep track of what their offspring is consuming, or even what laws are being broken. The monitoring and filtering software they installed a while ago has proven inadequate to restrain or protect junior.


On the other hand, both they and the child are watched at all times by dozens of corporations and banks, not to mention the local council, the police, the government and several intelligence agencies from various nations. There’s no reason to suspect them of anything – beyond the endless downloading – but they are watched anyway as a matter of course. Their buying habits, political beliefs, lifestyle, sexual preferences and religious convictions are all recorded. From time to time, a software system somewhere sends them information about a product they will want, and – accurately assessed by the system – they do indeed buy it, mostly without really thinking about it. This places strain on their financial situation, but they are barely aware of that because banks and credit companies are watching their incomings and outgoings and know just when to offer them loans. These loans are now compounded and unrepayable, the interest alone sufficient to tie them to their present social and commercial classification, keep them working hard at the jobs they have rather than risking the job market, even when the terms of their contracts become draconian.


Finally, when stress, poor diet and lack of exercise take their toll, these people become sick, and are treated according to a system of quotas devised by a machine at a healthcare provider. The machine knows that there are various ways to treat them, and selects the one which is an acceptable compromise between patient care and healthcare-provider profit. Actuarial sub-systems calculate the likely length of their lives and encourage them towards habits which will not put too great a strain on the corporate or public purse. There is no discussion of whether this is the best solution from their point of view, because they don’t ask. If the machine proposes it, it must be.


Outside, in the city in which they live, everyone is the same. When they meet, they do so in order to video it and put the video online. They live entirely in reflection of themselves. They don’t engage politically because they’re only really interested in the next gadget. Their libidos are ruined by images of physical perfection and moral depravity which have replaced their natural sex lives. They have become isolated from one another and society as a whole, each living in his or her own technological bubble, opinions reinforced by news articles and clips culled to agree with their prejudices and uninformed preconceptions – of whatever residual political stripe. The problems of the world around them are irrelevant, except where they impinge directly on their own lives, and in these rare cases they often believe bizarre, xenophobic theories of conspiracy to avoid consideration of their own culpability in the way everything works. They are sheep, herded by commercial interests; government is reduced to the role of debt collector, corporate enforcer and policeman.


Through these wretched Eloi move sinister Morlocks: terrorists and child abductors and sexual stalkers whom the police are powerless to identify, so deftly do they manipulate the digital environment. All that open data, shared in exchange for games and trinkets, heedless of the possible risk, makes the population an endless, soft-shelled smörgåsbord to predator entities of all kinds. This in turn engenders paranoia and a fear of the outside world. People stay in more, demand more surveillance rather than less, yield their rights and their privileges in exchange for a delusion of security.


The situation is locked in, self-reinforcing. ‘Lock-in’ is the bane of technological and systems-based societies, a condition in which a historical choice such as driving on a particular side of the road, made for what were then good and sufficient reasons (allegedly because a right-handed swordsman on horseback would always keep his weapon between himself and an oncoming stranger), is so embedded or buried in subsequent choices and infrastructure (the way we learn to drive, the way our cars are made, the way our roads are constructed) that changing it becomes impossible even if rationally in the modern context it might be better to do so. Thus something is locked in, because while we might wish to break out of it, we cannot do so without also unravelling everything that has been constructed on top of it, and many of those things are hugely profitable and hence powerful and able to defend themselves. They refuse to be undermined, even while the individuals within them might privately recognize the need. The petroleum industry could be seen as the perfect example of lock-in: it and its dependent transport and manufacturing industries fighting tooth and nail to preserve a dominance in world affairs and commerce which must eventually crash, and which in any case is wrecking our planet’s ecology.


In this present example, the lock-in is more than usually secure, because unbiased news – through which the people might otherwise come to understand their situation – is all but dead, because no one pays for it. Journalism is balkanized: there are remnants of the old media, paid for by advertisers who demand their own slant on the facts; bloggers whose opinions they cannot separate from the truth; unchecked misinformation and infomercials; propaganda campaigns by oil companies demanding the right to drill everywhere and subsidies to do it; the food industry eroding standards to include more and more high-fructose corn syrup, which suppresses satiation and keeps consumers eating. High-quality film and TV are things of the past; theatre has ultimately become commercially unviable. All that remains is an endless circle of mash-ups of mash-ups, derivative works made more and more so by the multiple layers of meaningless repurposing. Rare new works are not cherished and certainly are not paid for; they are just meat dropped into a piranha tank.


The technofetishism of this nightmare society is such that little by little the actual humanity of the people in it is fading away. Their brains are adapting; they are learning to be aspects of their own machinery. Consciousness itself, abstracted thought and a sense of the individual as separate from the environment – all these are withering away. In the end, at best, all that will be left is machines which remember us fondly. More likely is that the whole of our world will simply slow down and stop like an old-fashioned clock with no one to wind it, leaving a giant junkyard planet rapidly overgrown with weeds.
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By way of contrast, this is the digital dream world, where everything that could possibly go well, has:


Shining, healthy people move through a sunlit space filled with birds, plants and slick technology. They are very fit, because they monitor their own health and pay attention to what they eat. Informed by a mass of expert opinion and scientific testing checked against the real world in one vast crowd-sourced human experiment, they know the pattern of their own DNA and the risks that are peculiar to them. They take steps to make sure they do not increase genetic predispositions to cancer or Alzheimer’s; they work out and eat well, knowing the precise benefit of each effortful hour. They are rewarded for their efforts not only by a longer, better quality life, but also by their healthcare provider, which offers rebates on insurance or tax for a healthier lifestyle. Their employers, knowing that healthier people are happier and more productive, make facilities for exercise available and do not object to their workforce taking the time to use them.


The space around them is vibrant because the city itself is alive: filters and molecular technologies and even micro-organisms have been integrated into the fabric of buildings to clean the streets and the air, making the entire place carbon-negative. Even the stones are networked and augmented to understand the needs of those walking on them, to measure traffic flow and suggest alternative routes in the event of congestion. Each block communicates with the next so that the street knows when it requires repair, when the infrastructure of pipes and cables beneath the ground is failing. Air quality is tested and if necessary improved, and when it gets dark, lights come on so that there are no dark, alarming corners or grimy alleys. The people never get lost, never worry that they’ve wandered into a strange neighbourhood, because they know exactly where they are – the city tells them. In any case, there are no really bad neighbourhoods any more. Opportunity, communication and familiarity have made financial and ethnic tensions fade away.


Through this paradise, the inhabitants and visitors walk, greet strangers in the street as friends because – thanks to their always-on, augmented-reality link-up – they actually do know things about one another at first glance. No one has to ask ‘Where do you work?’ or ‘What do you like to eat?’ because those facts are discernible, coded on their skin or clothing markers, or just gleaned by software from face-recognition profile tools. Instead, people talk about matters of substance, continuing conversations they’ve been having online, or finding shared interests to make a connection. In groups, they discuss politics, ethics, science and literature. They are voracious, interested in everything. They remember what they need, but store great quantities of information in digital form – on wearable computers or in the Cloud, the shared digital storage and processing space which is accessible to everyone – for later access and perusal. Detail is always available, but trying to hold it all in the mind is futile and takes up attention needed for actual synthesis and creation – although there are rumours of actual extensions to the brain itself, in a few years.


In the meantime, a casual chat may rapidly lead to a new business venture or an artistic project: each person feels able to exercise his or her talents. There are no barriers to innovation; the culture has adopted an approach which – in the old vernacular – ‘comes from yes’. Requests for copyright clearance and licensing are flashed around the world, processed under standard terms and agreed immediately so that new sales channels can open, new exploitations of old material can be begun while the energy is there. Digital start-ups happen in a day, are deemed successful and swallowed by larger entities in a week, and become as commonplace as a corkscrew (or discarded as a nice thought without stamina) in a month. There is no stigma attached to failure, and many well-respected innovators have never created an uncomplicated hit, but their work has led others to produce something brilliant, and this contribution is understood and rewarded as vital. No one is considered a plodder or a hack. Everyone has a role to play.


Even projects that work with actual physical objects can be up and running in a matter of hours, courtesy of 3D printing technology, which allows designers to create a prototype object from a digital sketch in mere moments, printing it in layers with machines costing less than a microwave oven: complex mathematical shapes are easy, and printed circuits and moving parts can be managed by those with the right skills. The time slip between concept and creation has been reduced to hours, or days; true unemployment is low, and no one is regarded as unskilled, because everyone is learning new skills all the time. This climate of innovation and distributed manufacture has produced a thriving, decentralized economy. The ‘lottery culture’ of the one big score in business has been replaced by a far healthier knowledge that hard work and a good idea will ultimately provide a decent life.


Friendship, too, is easy to come by. Trusting the systems around them and the assessments of those they already know, people are relaxed about making new acquaintances. They see no distinction between friends discovered online and those met in the flesh, frequently converting one form of relationship into another. There is no question of ‘digital’ and ‘real’; this is a society that is quite at ease with the differences between physical and mediated communication, and has learned how to read the semiotics of the second as readily as the first. At the same time, the technology has improved to allow more accurate impressions to form from voice, eyeline and body language when meeting someone online.


Almost the only feature in the social whirl which remains tricky is romance. You can find someone with matching interests without difficulty, but the precise combination of body chemistry, wit, compatibility and hitting upon the right moment in two lives (or more) is more elusive. Sometimes what look like impossible matches come off, and perfect partnerships go nowhere from the start. It’s perversely reassuring, and the subject of a lot of comedy: human love is still essentially as opaque as it ever was. Even so, the divorce rate is down: everyone expresses themselves more freely, sex is less a taboo topic and more something you discuss with a specific group – those who go on and on about it tend to rate nothing more than a yawn – and fewer people make ill-advised leaps into serious relationships, so misunderstandings are rarer. Committed relationships, in various forms, are actually more stable than they have been for decades.


Many administrative and commercial matters are managed from moment to moment – and very few companies or government departments are ever unavailable, at any hour of the day or night – but even now it’s easier to have a degree of scheduling so that everyone has a shared sense of time: it helps social cohesion. So midway through each afternoon, the whole society pauses in what it is doing to vote in a series of plebiscites, each individual drawing on his or her own expertise and experience to answer today’s pressing questions: a perfect, ongoing participant democracy in which reason prevails, moderated by compassion and goodwill, and the strong, measured centre holds sway. Anyone doing something too engrossing to participate – be it surgery or scuba – need not vote, but frequent abstention is considered odd. No one has to vote on everything, but it is generally accepted practice to vote on issues in which you are disinterested as well as those that directly affect you, because the network of connection and consequence is such that nothing takes place in isolation. With access to all the information in the world, both curated and raw data, people are well able to make informed choices and, through their combined intelligence, solve problems which seemed intractable to the old style of government which relied on notionally expert leaders. No one goes hungry, no one is alone, no one is unheard.


This is the happy valley, the high plateau of technological culture.
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We are culturally and perhaps as a species predisposed to give more attention to bad occurrences than good ones – possibly because, in a survival environment, from which none of us is many generations removed and through which we all to some extent move all the time – being relaxed about serious threats results in death. A predisposition towards watchfulness is a survival trait. In other words, if you find yourself thinking that the nightmare I’ve drawn is infinitely more plausible than the happy valley, take a moment to consider whether that’s really the case. Both draw on trends and technologies that already exist; both would require significant shifts in the way we live to come true. It’s hard to balance a horror and a dream without making the latter look specious or diluting it to the point where it is no longer as positive an outcome as the nightmare is negative.


Detractors of the digital technologies with which we live lament the practice of digital skim-reading, and worry that while it is in its own right a useful skill, it does not substitute for ‘deep reading’, the more focused, uninterrupted form of information intake and cognition which was common twenty years ago. Hypertext – text with connections to other texts and data built in, in the style of the World Wide Web – is apparently a lousy medium for focusing on what’s written in a given piece; some studies show decreased comprehension in readers of a document with links as opposed to those issued with a plain text version, because, among other things, the brain apparently has a maximum ‘cognitive load’ of a relatively small number of topics which can be held in the working memory at a time. Hypertext, with its multiple pathways, simply throws too much at the working memory, and comprehension and retention suffer. Since the reading brain and the habits of thought which go with it are central to our present human identity, the question of how this affects us is an important one: if our reading habits change – the written and read word being arguably a defining aspect of our cultural evolution and the formation of each of us as individuals – what change will be wrought on us and our world? On the other hand, if we resist that change, will we be unable to cope with the information-saturated environment we have made? Is it a question of losing who we are whatever we do?


Meanwhile, the world we live in – despite being by some measures an extraordinary place – has some serious unsolved problems. Some of these, in specific sectors, are bound up with technology, but the majority and the worst are not – at least not directly. In 2008 we discovered that our financial markets had become so cluttered with bad loans that we’d inflated the system into a – historically familiar – giant bubble, which had burst. It then turned out that we couldn’t simply let the sin of hubris punish itself, because the same institutions which created this idiocy were deeply enmeshed in the day-to-day business of living. Banks had to be rescued, because their failure entailed the failure of industrial heavyweights on whom millions if not billions of jobs depended. Those banks were not too big to fail, but too embedded. The fairy-dust economics of the 2000s – in which global debts rose from $84 trillion to $185 trillion (yes, really) – is turning to stone in the cold light of dawn, but by some strange miracle it’s still impossible to regulate the sector to preclude a recurrence of the 2008 crisis without instantly provoking exactly that. The social media and even the conventional press buzz with frustration, and the Occupy movement has emerged, an international phenomenon made possible in part by rapid communication and self-identification; but no solutions are obvious yet, and the reaction from many quarters to the Occupy camps has been negative to the point of alarmingly oppressive.


At the same time, many nations are seeing a decline in manufacturing, and while some thinkers herald this as the dawn of the Information Age and the Knowledge Economy, others are rather more cautious. Knowledge has always been the basis of industry, but by itself, it doesn’t actually make anything or put food on anyone’s table. As far as I can see – in the UK, at least – ‘post-industrial’ is shorthand for a finance-based economy like the one which recently imploded so excitingly when we accidentally established that it was made entirely of financial smoke and mirrors. Meanwhile, we face the curious spectacle of Warren Buffett telling the US President that the mega-rich in his country do not pay enough tax, and Google CEO Eric Schmidt agreeing that Google would happily pay more tax in the UK in order to operate here. On the flipside, charities in my home city say they are seeing a rise in homelessness, and some evidence seems to suggest that many of those made homeless are well-qualified people who cannot find enough work to live on.


Overseas, Europe and the US are enmeshed in any number of small-to-medium violent conflicts, in most cases to protect our access to oil and rare earths needed to sustain our mode of living – a mode that is mostly mid-twentieth century, constructed around the automobile rather than the Internet. That petroleum lifestyle is killing the biosphere on which we depend (the only one to which we have access) while making us radically unpopular with large portions of the global population, who feel – not without some justification – that we export poverty, waste and violence and import money and resources. Some of the states in this relationship with us have begun to re-export violence in the form of terrorism, a bleakly ironic twist on conventional economics.


At home, issues of race, religion, sexuality and gender remain poisonous, our governments demand greater and greater rights of surveillance over our lives and wish to curtail week by week the historic freedoms of assembly and speech which have marked our culture’s development. Trial by jury, habeas corpus and the rules of evidence are constantly assailed, as is the independence of the judiciary. In the aftermath of the riots which took place in the UK in the summer of 2011, David Cameron vowed that he would crack down on ‘phoney human rights’, which seems to mean any rights that are not convenient. At the same time, and despite evidence that it was both impractical and counterproductive, some MPs began to call for the government to be able to ‘pull the plug’ on the Internet and the cellphone network in times of civil unrest; a weird, desperate grasping for centralized power and control which seems alien to a modern government.


Perhaps in consequence of this kind of disconnection, politicians are perceived as mendacious, governmental press releases as spin. The professional political class, in return, describes the electorate as apathetic, or unable to comprehend the issues. The standard response to a public outcry is not ‘we’ll change the policy’ but ‘clearly we’ve failed to get our plan across properly’. In the UK under the Blair government, two of the largest political demonstrations in modern British history took place on consecutive weekends – one against a ban on fox-hunting and another against the Iraq War – and were parlayed against one another into a stasis which meant both could be ignored. More generally, serious issues often go untackled or botched from fear of expending political capital on unpopular legislation in the face of tabloid scorn. Extremist political views are becoming more popular across Europe and in the US as mainstream political parties fail to speak substantively about what is going on, preferring instead to throw mud at one another.


In other words, before we start to look at possible digital apocalypses, we have to acknowledge that the general picture is a lot less rosy than we tell ourselves when we’re brushing our teeth in the morning. In fact, we stagger from one crisis to the next, and while we are insulated in the industrialized world from some of them, we are by no means immune. Our prosperity and our civilized behaviour are fragile, our world is unequal and – for billions – bleakly callous.


The opposing extremes I described – total immersion and passivity, and utopian liberty and creativity – are both unlikely. Patchwork is more probable than purity; if the late modern (the term post-modern has a number of meanings in different disciplines, some specific and others irksomely vague, and in any case suggests that we’re in some kind of afterparty of world history, which I think is untrue, so I use late modern, which means more or less what it sounds like and doesn’t instantly cause me to break out in sociological hives) condition we inhabit has any rules, that must be one of them: everything is muddled together. What is unclear and indeed undecided is which futures will spread out and flourish and which will fade away. But neither extreme is technologically or societally impossible. We live in a time when boundaries of the possible are elastic, while our unconscious notions of what can and cannot be done remain lodged in a sort of spiritual 1972. Unless we can change that, we’re going to find the next twenty years even more unsettling than the last. Abandon, please, the idea that no one will ever be able to connect a computer directly with the human mind and consider instead what will happen when they do, and what choices we might – must – make to ensure that when it becomes common practice the world is made better rather than worse.


Only one thing is impossible: that life should remain precisely as it is. Too many aspects of the society in which we presently live are unstable and unsustainable. Change is endemic already, but more is coming. This is for various reasons a time of decision.
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A word about navigation:


The first section of this book deals with the common nightmares of digitization and attempts to assess how seriously we should take them and whether they really derive from digital technology or from elsewhere. It contains a potted history of the Internet and a brief sketch of my own relationship with technology from birth onwards, and asks whether our current infatuation with all things digital can last. It also examines the notion that our brains are being reshaped by the digital experience, and considers our relationship with technology and science in general.


The second section considers the wrangles between the digital and the traditional world, looks at the culture of companies and advocates for digital change, and the advantages and disadvantages of digital as a way of being. It deals with notions of privacy and intellectual property, design and society, revolution and riot, and looks at how digitization changes things.


The third section proposes a sort of self-defence for the new world and a string of tricks to help not only with any digital malaise but also with more general ones. It asks what it means to be authentic, and engaged, and suggests how we go forward from here in a way that makes matters better rather than worse (or even the same).


More generally: it is inevitable that I will be wrong about any number of predictions. No book which tries to see the present and anticipate the future can be both interesting and consistently right. I can only hope to be wrong in interesting ways.




PART I




1


Past and Present


I WAS BORN in 1972, which means I am the same age as the first ever video game, Pong. I actually preferred Space Invaders; there was a classic wood-panelled box in the kebab shop at the end of my road, and if I was lucky I’d be allowed a very short go while my dad and my brother Tim picked up doner kebabs with spicy sauce for the whole family. In retrospect, they may have been the most disgusting kebabs ever made in the United Kingdom. When the weather’s cold, I miss them terribly.


I grew up in a house which used early (room-sized) dedicated word-processing machines. I knew what a command line interface was from around the age of six (though I wouldn’t have called it that, because there was no need to differentiate it from other ways of interfacing with a computer which did not yet exist: I knew it as ‘the prompt’, because a flashing cursor prompted you to enter a command) and since my handwriting was moderate at best I learned to type fairly early on. Schools in London back then wouldn’t accept typed work from students, so until I was seventeen or so I had to type my work and then copy it out laboriously by hand. Exactly what merit there was in this process I don’t know: it seemed then and seems now to be a form of drudgery without benefit to anyone, since the teachers at the receiving end inevitably had to decipher my appalling penmanship, a task I assume required a long time and a large glass of Scotch.


On the other hand, I am not what was for a while called a ‘digital native’. Cellphones didn’t really hit the popular market until the 1990s, when I was already an adult; personal computers were fairly unusual when I was an undergrad; I bought my first music in the form of vinyl LPs and cassette tapes. I can remember the battle between Betamax and VHS, and the arrival and rapid departure of LaserDisc. More, the house I lived in was a house of narratives. More than anything else, it was a place where stories were told. My parents read to me. My father made up stories to explain away my nightmares, or just for the fun of it. We swapped jokes over dinner, and guests competed – gently – to make one another laugh or gasp with a tall tale. Almost everything could be explained by, expressed in, parsed as, couched in a narrative. It was a traditional, even oral way of being, combined with a textual one in some situations, making use of new digital tools as they arrived, drawing them in and demanding more of them for the purpose of making a story. We weren’t overrun by technology. Technology was overrun by us.


All of which makes me a liminal person, a sort of missing link. I have one foot in the pre-digital age, and yet during that age I was already going digital. More directly relevant to this book, my relationship with technology is a good one: I am a prolific but not excessive user of Twitter; I blog for my own website and for another one; I have played World of Warcraft for some years without becoming obsessive (I recently cancelled my subscription because the game has been made less and less sociable); I use Facebook, Google+, GoodReads and tumblr, but I am also professionally productive – since my first book came out in 2008, I have written three more, along with a screenplay and a number of newspaper articles. I am also a dad, an occasional volunteer for the charity of which my wife is director, and I have the kind of analogue social life everyone manages when they are the parent of a baby; so aside from whatever moderate brainpower I can bring to bear on this topic, I can speak with the authority of someone who manages their balance of digital and analogue life pretty well.


I am, for want of a better word, a digital yeti.


[image: images]


In the late 1950s and early 1960s, when my older brothers were being born, the Defense Advanced Research Projects Agency (DARPA) in the US planted the seed of the modern Internet. The network was constructed to emphasize redundancy and survivability; when I first started looking at the history of the Internet in the 1990s, I read that it had grown from a command and control structure intended to survive a nuclear assault. The 1993 Time magazine piece by Philip Elmer-DeWitt, which was almost the Internet’s coming-out party, cited this origin story alongside John Gilmore’s now famous quote that ‘The Net interprets censorship as damage and routes around it’. Although DARPA itself is unequivocally a military animal, this version of events is uncertain. It seems at least equally possible that the need for a robust system came from the unreliability of the early computers comprising it, which were forever dropping off the grid with technical problems, and that narrative is supported by many who were involved at the time.


That said, it’s hard to imagine DARPA’s paymasters, in the high days of the Cold War and with a RAND Corporation report calling for such a structure in their hands, either ignoring the need or failing to recognize that a durable system of information sharing and command and control was being created under their noses. For whatever it’s worth, I suspect both versions are true to a point. In either case, the key practical outcome is that the Internet is in its most basic structure an entity that is intended to bypass local blockages. From its inception, the Internet was intended to pass the word, not ringfence it.


The seed grew slowly; at the start of 1971 there were just fifteen locations connected via the ARPANET (Advanced Research Projects Agency Network). Through the 1970s and 1980s, growth came not from a single point but rather from many; educational networks such as the National Science Foundation Network and commercial ones such as Compuserve met and connected, using the basic protocols established by DARPA so that communication could take place between their users. I remember a friend at school, a maths whizz whose father was an industrial chemist, patiently logging in to a remote system using a telephone modem: you took the handset of your phone and shoved it into a special cradle and the system chirruped grasshopper noises back and forth. Eventually – and it was a long time, because the modem was transmitting and receiving more slowly than a fax machine – a set of numbers and letters in various colours appeared on a television screen. I could not imagine anything more boring. I asked my friend what it was, and he told me he was playing chess with someone on the other side of the world. He had a physical chessboard set up, and obediently pushed his opponent’s piece to the indicated square before considering his next move. Why they didn’t use the phone, I could not imagine.


Around about the same time, my mother and I went to an exhibition of some sort, and there was a booth where a computer took a picture of you and printed it out, using the letters and numbers of a daisywheel printer, double-striking to get bold text, because the inkjet and the laser printer were still years away. The resulting image was recognizably me, but more like a pencil sketch than a photo. It was considered hugely advanced.


By the time I arrived at Clare College, Cambridge, in 1991, email was a minor buzzword. There were terminals set up in the library for those who wanted to embrace the digital age. I discovered that a surpassingly pretty English student with whom I was besotted sat up late each night using Internet Relay Chat (the spiritual precursor of modern chat systems such as Skype) to talk to someone whose identity I never established who apparently by turns exasperated and delighted her. I began to think this electronic communications stuff might have something in it, so after some soul searching I got myself a dial-up account with Demon Internet and dived into Usenet, the system of discussion groups which prefigured today’s website forums.


Usenet was a motherlode of unlikely facts – and, no doubt, non-facts – and I should probably have realized the potential to learn more about my degree course, but inevitably I got sidetracked instead, pondering a modern revisiting of Alexandre Dumas’s The Count of Monte Cristo. Researching supertankers (in the story, my new Edmond Dantès was going to be first mate on one of the huge ones), I discovered the diary entries of a man who had sailed aboard Ultra Large Crude Carriers in the previous decade as part of what he described as a kind of gay ocean-going swingers’ party. He had only uploaded the diary, he wrote, because as far as he knew he was one of the last men left who had really been in the heart of this brief, joyful subculture, the vast majority having succumbed to HIV-related illness.


The World Wide Web – the combination of images and text with clickable links which most people mean when they talk about ‘the Internet’ – grew from a way of displaying data which which was created at CERN by Tim Berners-Lee and let out into the wild in around 1990. In the interest of absolute clarity: the Internet is a network connecting computers; the World Wide Web is the system of documents written in the HyperText Markup Language (HTML) which are viewable through that network. The viewing of HTML documents is only one of the things the network facilitates – though, clearly, it is a definitive one at present. The Web (the term itself feels antiquated now) was initially just a way of sharing information, enabling users to connect a particular word or image with a further document; a logical progression from the Internet’s roots as a tool for pooling scientific information.


It became more and more – and the Internet was used for more and more activities in our lives – as personal computers became cheaper and more common and connection speeds rose throughout the 1990s, allowing for the downloading of more complex files such as images and eventually music and movies. The services and companies we think of now as being an integral part of the digital realm are relatively recent. Amazon.com began in 1995, letting people order through its digital shopfront from what was effectively a warehouse system. In the same year, eBay was born, hosting 250,000 auctions in 1996 and 2m in 1997. Google was incorporated in 1998. The first iPod was sold in 2001, and the iTunes Store opened its online doors in 2003. Facebook went live in 2004. YouTube did not exist until 2005.


This extraordinarily rapid development can create the illusion that the Internet and the aspects of our culture it supports came from nowhere, a feeling strengthened by the metaphor of cyberspace, the notion of a foreign land brought abruptly into existence inside and yet somehow beyond the beige box cases of our computers. Zeitgeist novelist and commentator William Gibson coined the term in 1982, ushering in a new fictional mood (cyberpunk) which, while futuristic, was also noirish, baroque and gritty. Cyberpunk presented the electronic environment as a three-dimensional virtual world which was both beautiful and dangerous, the preserve of a technological elite. Around the same time, the first Graphical User Interfaces – early versions of today’s Mac OS X and Windows – began to tempt people away from the command line interface to the desktop metaphor of folders and piles of paper. However flat and simplistic the representation of a desk was, with pixellated images of folders and in-trays, the iconography did its job. In our minds, the space behind the screen was no longer occupied by a cathode ray emitter: the glass was a barrier between us and another place where anything was possible.


That sense of the digital as belonging to another place strikes me as pivotal in our relationship with it. We feel that what happens online somehow does not happen in the real world. It doesn’t feel like something which should have real world consequences. The ethos of the Internet and the way people use it is often seen to be in conflict with the dictates of non-digital life, as if the Internet were a kind of perpetual pirate ship circling the globe; a roving rebel anti-nation where normal nation-state rules do not apply. This was shaped in part by Free Software pioneers such as Richard Stallman, who created the GNU project in an effort to resist proprietary operating systems, and who is also a principal architect of the copyleft movement. Stallman’s touchstone is the hacker culture of the Massachusetts Institute of Technology in the 1970s, a free-wheeling techno-cooperative mood drawing on the hippie ethos and notions of libertarianism and political anarchism which perhaps bizarrely was underpinned by DARPA. (The word ‘hacker’ is endlessly misapplied. It means, originally, someone with the technological skill to make devices or software. That it subsequently became a synonym for ‘cracker’ – one who unlawfully and sometimes maliciously breaks into someone else’s computer systems – is an irritation to those to whom it more rightly belongs. A ‘good hack’ is an elegant solution to a problem, not a successful intrusion.)


Stallman famously resisted the introduction of passwords on the system at MIT, and urged fellow users to change theirs to an empty string (i.e. no password at all) to preserve the open culture at the time, and remains a powerful voice of resistance to the corporatization of and governmental interference in the affairs of the Internet. The important point is this: that from the very beginning, the makers of the digital realm saw it as something different, something which would change the world. The Internet has always been – perhaps was created to be – disruptive, to mount a challenge to the conventional norms of behaviour which have grown up around the inherited structures of the modern world which derive from the history of the last 400 years.


But powerful though the influence of figures such as Richard Stallman may be on our understanding of what the digital realm is and how we should act within it – even among those of us who don’t know his name – the notion of a separate space is all the more so. Inadvertently, Gibson, along with Steven Lisberger (writer and director of the original Tron, which also came out in 1982) and others who played with the same idea, crystallized the language and the notion of the space behind the screen as another country. That space came to be seen as having very few if any laws, as being outside any country – or perhaps more interestingly in a no-man’s-land between countries – and bound by no jurisdiction. For a long time, courts in many states were unwilling to accept jurisdiction over actions on the Internet; it was unclear where an offence might be taking place and under what law it should be prosecuted. Free speech was assumed, and (notoriously) copyright was seen as void by many users – even if it was understood at all. In the 1993 Time article, David Farber, then a Professor of Information Science at the University of Pennsylvania, joked to Philip Elmer-DeWitt that the Internet itself should apply to be recognized by the UN as a state – incidentally providing Time with a title: ‘First Nation in Cyberspace’. Almost everyone quoted in the piece – along with the author himself – refers to the Internet as if it were a physical space. Perhaps the most telling description came from Glee Willis, engineering librarian at the University of Nevada: ‘It’s a family place. It’s a place for perverts. It’s everything rolled into one.’


This is the first point which needs to be understood in any discussion of digital technology and its influence upon us: for all that it’s almost impossible to discuss the issues of digitization and the adoption of new technology without using the expression, there is no such thing as ‘the digital world’. The metaphor of space behind the screen is just that. The Internet is not separate from the physical world we inhabit day to day, it is an expression of it, and of us. All of it – the Internet and the World Wide Web, the social media sites they facilitate, the cellphone network and the twenty-four-hour news channels which rarely have much more to tell us at five thirty than they did at five or four or three – is a part of us, just as the football field, the economy-class cabin of an aeroplane and the green room of a television studio are aspects of our lives. There are simple historical reasons why we tend to think of computer-mediated communications as a separate place, but the separation is a false one. What occurs online is a reflection of what occurs offline, though it often occurs much faster and much more publicly, and it is less ephemeral: the memory of computers lasts as long as anyone can be bothered to maintain it.


Looking back, the enthusiasm and idealism of the Internet’s arrival in the public awareness seems similar to the wild, magnificent fantasies of space colonization in the mid-1970s, which dovetailed high science, post oil-crisis resource worries and ecological concerns. NASA design studies and countercultural re-imaginings of human life came together in plans for toroidal space stations and rich, comic-book-style illustrations of cylinders in space, open-plan, park-filled orbitals serviced by a commuter version of the Space Shuttle or perhaps a Space Elevator. The images generated at NASA Ames Research Center are a mix of eco-utopian frontier town and suburban grid-system living, a kind of perpetual space-going America, with the best view in the solar system. It seems that we – modern industrial societies – have a slight cultural claustrophobia, a need to get up and out of our lives and away to ‘somewhere else’ where life is less restrictive and where the liens of history and existing law weigh less heavily upon us. In 1975 that was space. By 1995 it was cyberspace: the infinite, lawless, playful world behind the screen.


When governments and corporations at last woke up to what was happening and tried to enforce ‘real world’ laws, it was as if lawyers had walked into private houses during Sunday lunch and started demanding that everyone pay for using the cutlery. The arrival of sheriffs and Pinkertons on the digital frontier was the start of a conflict of law and ideology that continues to this day. The assertion of national and corporate power – often in aggressive ways as officials and business affairs departments raced to preserve their authority and their bottom line – created an online resistance. As well it might; it is very hard, in drawing up legislation to deal with the Internet, to avoid legislating broadly about human life. Attempts to curtail undesirable behaviour which is conducted through the embedded and ubiquitous communications medium of the Net almost inevitably cannot be restricted to a single venue. Legislation about the Internet almost inevitably becomes legislation about everything, because the Net is everywhere.


[image: images]


The promise and rhetoric of the Internet as given in the 1990s – when it ceased to be part of the on-campus life of specialists and met the wider world – was of open systems, free speech, individual privacy and governmental transparency. The electronic realm would be the crucible in which the physical one was remade. An untouchable refuge for revolution and experiment, the Net was the venue where anything that was suppressed could be given voice. Creativity would no longer be locked in old corporate patterns but opened up to everyone. The gatekeepers of the existing cultural order – publishers, music executives, newspaper barons – would be bypassed or inundated, and new voices and new identities would find their expression. The ownership of the means of creation, to put it in Marxian terms, would no longer rest solely with established power structures. The digital cottage industry could and would compete with the big boys on equal terms. In 1998 Microsoft’s Bill Gates told writer Ken Auletta that he wasn’t worried about challenges from regular companies, but rather from someone working on something amazing in a garage somewhere. The right person in the right place, the stories went, could change the world. And it was true, to a point: in 1998 Google was being born, exactly as Gates predicted, and rapidly evolved into a creature to alarm even the powerhouse of Redmond, Washington.


This sense of laws not applying online and the ease of digital copying threw Net users into direct conflict with copyright holders and – in some cases – law enforcement and the courts. The rows continue: the UK courts faced simple disobedience from users of Twitter regarding injunctions against the publication of certain information early in 2011. The company itself went to court in America to secure the right to notify users that their information was being requested by the US government in connection with WikiLeaks – and won, prompting Wired magazine to suggest that Twitter’s corporate response should be the industry standard to demands from law enforcement and government for secret access to user data.1


There’s nothing specifically digital about breaking an injunction, of course, but there is a feeling among some Net users that the online world is a special case, a free speech zone, and that in cyberspace it is entirely appropriate to divulge what a print journalist, subject to national laws, dare not. On the other hand, government and legislation have also designated digital communications as a special case, asserting that they do not merit the same kind of protection given to older media. In November 2011 a US judge ordered Twitter to give up the data, despite filings by the American Civil Liberties Union (ACLU) and the individuals named. The ACLU response was trenchant: ‘The government shouldn’t be able to get this kind of private information without a warrant, and they certainly shouldn’t be able to do so in secret. An open court system is a fundamental part of our democracy, and the very existence of court documents should not be hidden from the public.’


In the context of copyright, the famous statement by Stewart Brand, publisher of the original Whole Earth Catalogue, has become a motto for those who believe any information once released into the digital wild is communal property, and that creativity – taking place in the context of a shared global cultural heritage – is not uniquely the property of whoever creates, but also of everyone else. What Brand said in 1985 and restated in 1987 was: ‘Information wants to be free.’ There’s more to it than that, of course, and the full quote from his The Media Lab is prescient – or, at least, insightful:
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